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Abst ract

The basic design of the Domai n Name System was conpl eted al nost 30
years ago. The last half of that period has been characterized by
significant changes in requirenents and expectations, sone of which
either require changes to how the DNS is used or can be accommbdat ed
only poorly or not at all. This docunent asks the question of
whether it is tine to either redesign and replace the DNS to match
contenporary requirements and expectations (rather than continuing to
try to design and inplenment incremental patches that are not fully
satisfactory) or draw sone clear |lines about functionality that is
not really needed or that should be performed in sone other way.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |level of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://wwv. rfc-editor.org/info/rfc8324
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1.

I nt roducti on

Thi s docunent explores contenporary expectations of the Internet’s
domai n system (DNS) and conpares themto the assunptions and
properties of the DNS design, including both those docunented in the
RFC Series, an inportant early paper by the principal author of the
original RFCs [ Mockapetris-1988], and a certain amunt of ora
tradition. It is primarily intended to ask the question of whether
the differences are causing enough stresses on the system stresses
that cannot be resolved satisfactorily by further patching, that the
I nternet community should be considering designing a new system one
that is better adapted to current needs and expectations, and
devel opi ng a depl oyment and transition strategy for it. For those
(perhaps the majority of us) for whomactually replacing the DNS is
too radical to be realistic, the docunent may be useful in two other
ways. |t may provide a foundation for discussing what functions the
DNS shoul d not be expected to support and how those functions can be
supported in other ways, perhaps via an internediate systemthat then
calls on the DNS or by using some other type of database technol ogy
for sone set of functions while |eaving the basic DNS functions
intact. O it may provide a basis for "better just get used to that
and the way it works" discussions to replace fantasies about what the
DNS might do in sone alternate reality.

There is a key design or phil osophical question associated with the
analysis in this docunment that the docunment does not address. It is
whet her changes to perceived requirenments to DNS functionality as
described here are, in nost respects, evolutionary or whether many of
themare instances of trying to utilize the DNS for new requirenents
because it exists and is already depl oyed i ndependent of whether the
DNS is really appropriate or not. The latter might be an instance of
a problemoften described in the I ETF as "when all you have is a
hamrer, everything | ooks like a nail"”

O her recent work, including a short article by Vint Cerf [Cerf2017],
has di scussed an overl apping set of considerations froma different
perspective, reinforcing the viewthat it nmay be tine to ask
fundament al questions about the evolution and future of the DNS

Wil e this docunent does not assune deep technical or operationa
know edge of the DNS, it does assunme sone know edge and at | east
general familiarity with the concepts of RFC 1034 [ RFC1034] and RFC
1035 [ RFC1035] and the terni nol ogy discussed in RFC 7719 [ RFC7719]
and el sewhere. Although sone of the comments it contains mght be
taken as hints or exanples of different ways to think about the
design issues, it nmakes no attenpt to explore, nuch less offer a
tutorial on, alternate naming systens or database technol ogies.
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It is perhaps worth noting that, while the perspective is different
and nore than a dozen years have passed, many of the issues discussed
in this docunent were anal yzed and described (nbpst of themw th nore
extensi ve explanations) in a 2005 US National Research Council report
[ NRC- Si gnpost s] .

Readers should note that several references are to obsolete
docunents. That was done because they are intended to show the
docunents and dates that introduced particular features or concepts.
When current versions are intended, they are referenced.

2. Background and Hypot hesis

The Domai n Nanme System (DNS) [ RFC1034] was designed starting in the
early 1980s [RFC0799] [ RFC0881] [RFC0882] [ RFC0883] with the main
goal of replacing the flat, centrally adm nistered, host table system
[ RFC0810] [ RFC0952] [RFC0953] with a hierarchical, admnistratively
distributed, system The DNS design included sone features that,
after initial inplenentation and depl oynment, were judged to be
unwor kabl e and either replaced (e.g., the nmail destination (MD) and
mai | forwarder (M) approach [RFC0882] that were replaced by the MX
approach [ RFC0974]), abandoned (e.g., the nmechanismfor using enmail
| ocal parts as |abels described in RFC 1034, Section 3.3), or
deprecated (e.g., the WKS RR TYPE [ RFC1123]). Newer ideas and

requi renents have identified a nunber of other features, sone of

whi ch were | ess devel oped than others. O course the origina
designers could not anticipate everything that has cone to be
expected of the DNS in the |ast 30 years.

In recent years, demand for new and extended services and uses of the
DNS have, in turn, led to proposals for DNS extensions or changes of
various sorts. Some have been adopted, including a nodel for

negoti ati ng extended functionality [RFC2671] (comonly known as
EDNS(0)) and to support |1Pv6 [ RFC3596], others were found to be

i npracticable, and still others continue to be under consideration
Sone exanples of the latter two categories are discussed below A
few features of the original DNS specification, such as the CLASS
property and | abel types, have al so been suggested to be so badly
specified that they should be deprecated [ Sullivan-C ass].

Unli ke earlier changes such as the Internationalized Donmain Nanes for
Applications (I DNA) nechani snms for better incorporating non-ASCl |

| abel s wi thout nodifying the DNS structure itself [RFC3490]

[ RFC5890], sone recent proposals require or strongly suggest changes
to APls, formats, or interfaces by prograns that need to retrieve
information fromthe DNS or interpret that information. Differences
bet ween the DNS architecture and the requirenents that inply those
proposal s suggest that it may be tinme to stop patching the DNS or
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trying to extend it in snmall increnents. Instead, we should be
consi dering noving some current or proposed functionality el sewhere
or devel oping a new systemthat better nmeets today s needs and a
transition strategy to it.

The next section of this docunment discusses a nunber of issues with
the current DNS design that could appropriately be addressed by a
different and newer design nodel. In at |east sonme cases, changing
the nmodel and protocols could bring significant benefits to the
Internet and/or its admnistration

Thi s docunent is not a proposal for a new protocol. It is intended
to stinulate thought about how far we want to try to push the

exi sting DNS, to exam ne whether expectations of it are already
exceeding its plausible capabilities, and to start discussion of a
redesign or alternatives to one if the tine for that decision has
cone.

3. Warts and Tensions with the Current DNS

As suggested above, there are many signs that the DNS is incapabl e of
nmeeting contenporary expectations of how it should work and
functionality it should support. Sone of those expectations are
unreal i stic under any inagi nable circunstances; others are inpossible
(or nerely problematic) in the current DNS structure but could be
acconmodated in a redesign. These are exanples, rather than a
conmprehensive |list, and do not appear in any particular order

3.1. Milti-type Queries

The DNS does not gracefully support multi-type queries. The current
case where this problemrears its head involves attenpts at sol utions
that return both TYPE A (1Pv4) and type AAA (I Pv6) addresses
collectively. The problemwas originally seen with "QIYPE=MAI LA"

[ RFC0882] for the original MA and MD RRTYPEs, an experience that
strongly suggests that sone very careful thinking about cache effects
(and possibly additional DNS changes) woul d be needed. O her
solutions mght seemequally or nore plausible. Wat they, including
"two types of addresses", probably have in common is that they
illustrate stresses on the systemand that changing the DNS to dea
with those stresses is not straightforward or likely to be problem
free.
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3.2. Matching Part |: Case Sensitivity in Labels and Qher Anomalies

The DNS specifications assune that | abels are octet strings and
octets with the high bit zero have seven-bit ASCI| codes in the
remaining bits. They require that, when a domain nanme used in a
query is matched to one stored in the database, those ASCl |
characters be interpreted in a case-independent way, i.e., upper- and
| ower-case letters are treated as equivalent (digits and synbols are
not affected) [RFC4343]. For non-ASCI| octets, i.e., octets in

| abels with the first bit turned on, there are no assunptions about
the character coding used, nmuch | ess any rul es about character case
equi val ence -- strings nust be conpared by natching bits in sequence.
Even though the current nodel for handling non-ASCI (i.e.,
"internationalized') domain nane |abels (IDNs) [RFC5890] (see
Section 3.3 below) encodes information so the DNS is not directly

af fected, the notion that sonme characters in |labels are handled in a
case-insensitive way and that others are case sensitive (or that
upper case nust be prohibited entirely as | DNA does) has caused a
good deal of confusion and resentnent. Those concerns and conplaints
about inconsistent behavior and m shandling (or suboptimal handling)
of case relationships for some | anguages have not been mitigated by
repeat ed expl anations that the rel ati onshi ps between "decorat ed"

| ower-case characters and their upper-case equivalents are often
sensitive to | anguage and locality and therefore not determnistic
with information available to DNS servers

3.3. Matching Part Il1: Non-ASCII ("Internationalized") Domain Name
Label s

Quite independent of the case-sensitivity problem one of the
fundamental properties of Unicode [Unicode] is that sonme abstract
characters can be represented in nultiple ways, such as by a single,
preconposed, code point or by a base code point followed by one or
nore code points that specify conbining characters. Wile Unicode
Normal i zation can be used to elimnate nany (but not all) of those

di stinctions for conparison (matching) purposes, it is best applied
during matching rather than by changing one string into another. The
first version of I DNA ("1 DNA2003") made the choice to change strings
during processing for either storage or retrieval [RFC3490]

[ RFC3491]; the second ("1DNA2008") required that all strings be
nornal i zed and that upper-case characters are not allowed at al

[ RFC5891]. Neither is optimal, if only because, independent of where
they are changed if they are changed at all, transfornming the strings
thenselves inplies that the input string in an application may not be
the sane as the string used in processing and perhaps |ater display.
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It woul d al most certainly be preferable, and nore consistent with
Uni code recomendati ons, to use normalization (and perhaps other
techniques if they are appropriate) at matching tine rather than
altering the strings at all, even if there were still only a single
mat ching algorithm i.e., nornalization were added to the existing
ASCl I -only case fol ding. However, even Unicode’ s di scussion of
normal i zati on [ Uni code- UAX15] indicates that there are special,

| anguage- dependent, cases (the nbst commonly cited exanple is the
dotless "i" (W+0131)). Not only does the DNS [ ack any information
about | anguages that could be used in a napping algorithm but, as
long as there is a requirenment that there be only one napping
algorithmfor the entire system that information could not be used
even if it were available. One could inmagine a successor systemthat
woul d use information stored at nodes in the hierarchy to specify
different matching rules for subsidiary nodes (or equival ent
arrangenents for non-hierarchical systens). It is not clear whether
that would be a good idea, but it certainly is not possible with the
DNS as we know it.

3.4. Matching Part 111: Label Synonyms, Equival ent Nanes, and Variants

As the initial phases of work on IDNs started to conclude, it becane
obvi ous that the nature and evol ution of human | anguage and witing
systens required treating some nanes as "the sanme as" others. The
first inportant exanple of this involved the relatively recent effort
to sinplify the Chinese witing system thereby creating a
distinction between "Sinplified" and "Traditional"” Chinese even

t hough the neaning of the characters remained the sane in al nost al
cases (in so-called ideographic character sets, characters have
meani ng rat her than exclusively representing sounds). A joint effort
anong the relevant Country Code Top-Level Domain (ccTLD) registries
and sone other interested parties produced a set of reconmendations
for dealing with the issues with that script [RFC3743] and introduced
the concept of "variant" characters and domai n nanes.

However, when nanmes are seen as having neani ngs, rather than nerely
bei ng mMmenoni cs, especially when they represent brands or the
equi val ent, or when spelling for a particular witten | anguage i s not
compl etely standardi zed, denmands to treat different strings as exact
equi val ents are obvious and inevitable. As a trivial English-

| anguage exanple, it is w dely understood that "col our" and "col or"
represent the same word, so does that inply that, if they are used as
DNS | abel s in domain names all of whose other |abels are identical,
the two domai n names should be treated as identical? Exanples for

ot her | anguages or witing systens, especially ones in which sonme or
all markings that distinguish characters or words by sound or tone or
that change the pronunciation of words are optional, are often nore
numer ous and nore problematic than national spelling differences in

Kl ensin I nf or mat i onal [ Page 8]



RFC 8324 DNS Revi si ons February 2018

English, but they are harder to explain to those unfamliar with
those ot her |anguages or witing systems (and hard to illustrate in
ASCI | -only Internet-Drafts and RFCs). Al though approxi mations are
possi bl e, the DNS cannot handle that requirement: not only do its

al i asi ng nechani sns (CNAME, DNAME, and various proposals for newer
and different types of aliasing [ DNS-Aliases] [DNS-BNAME]) not
provi de a strong enough binding, but the ability to use those aliases
froma subtree controlled by one adm nistrative entity to that of
another one inplies that there is little or no possibility of the
owner (in either the DNS sense or the registrar-registrant one) of a
particular name to control the synonyns for it. Sone of that issue
can be dealt with at the application level, e.g., by redirects in web
protocol s, but taking that approach, which is the essentia
characteristic of "if both names belong to the same owner, everything
is OK'" approaches, results in names being handl ed in inconsistent
ways in different protocols.

A different way of looking at part of this issue (and, to sone
degree, of the one discussed above in Section 3.3) is that these
percei ved equi val ences and desired transformati ons are context -
dependent, but the DNS resolution process is not [RFC6912].

Simlar problens arise as people notice that some characters are
easily m staken for others and that mi ght be an opportunity for user
confusion and attacks. Comonly cited exanples include the Latin and
Cyrillic script "a" characters, which are identical [CACM Homograph],
the characters in many scripts that |ook |ike open circles or

vertical or horizontal lines, and even the Latin script letter "I"
and the European digit "1", but exanples abound in other scripts and
conbi nations of scripts as well. The nost common proposed sol ution

within the DNS context has been to treat these cases, as well as
those invol ving orthographic variations, as "variants" (but variants
different fromthe systemfor Chinese characters mentioned above) and
either ban all but one (or a few) of the possible |abels fromthe DNS
(possibly on a first cone, first served basis) or ensure that any
collection of such strings that are del egated as assigned to the sane
ownership (see above). Neither solution is conpletely satisfactory:
if all but one string is excluded, users who guess at a different
form perhaps in trying to transcribe characters fromwitten or
printed form don’t find what they are | ooking for and, as pointed
out above, "sane ownership" is sufficient only with carefully

desi gned and admi ni stered applications protocol support, and

soneti nes not then.

Sone of these issues are discussed at nore length in an | CANN report
[ 1 CANN-VI P] .
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3.5. Query Privacy

There has been growi ng concern in recent years that DNS queries occur
in cleartext on the public Internet and that, if those queries can be
i ntercepted, they can expose a good deal of infornmation about
interests and contacts that could conprom se individual privacy.
Wil e a number of proposals, including query nane ninimzation

[ RFC7816] and running DNS over an encrypted tunnel [RFC7858], have
been made to mtigate that problem they all appear to share the
common properties of security patches rather than designed-in
security or privacy nmechani sns. Wile experience nay prove ot herw se
once (and if) they are wi dely deployed, it does not appear that any
of themare as satisfactory as a systemw th query privacy desi gned
in mght be. Mre general tutorials on this issue have appeared
recently [Huston2017a].

3.6. Alternate Nanespaces for Public Use in the DNS Franework: The
CLASS Probl em

The DNS standards include specification of a CLASS val ue, which
"identifies a protocol famly or instance of a protocol"” (RFC 1034,
Section 3.6, and el sewhere). While CLASS was used effectively in the
early days of the DNS to nanage different protocol famlies within
the sane adnministrative environnment, recent attenpts to use it to
either partition the DNS nanespace in other ways such as for

non- ASCI | nanes (partially to address the issues in Sections 3.2 and
3.3) or use DNS nmechanisns for entirely different namespaces have
exposed fundanental problens with the nechanism|[Sullivan-d ass].

Per haps the nost fundanental of those problens is di sagreenent about
whet her multiple CLASSes were intended to exist within a given zone
(with records within RRSETs) or whether different CLASSes inplied
different zones. Different inplenentations make different
assunptions [Fal tstrom 2004] [Vixie-20170704]. These probl ens have
led to recormmendations that it be dropped entirely [Sullivan-d ass],
but discussions on the IETF list and in Wes in md-2017 nmade it clear
that there is no clear consensus on that matter.

3.7. Loose Synchroni zation
The DNS nodel of naster and slave servers, with the latter initiating

updat es based on expiration interval values, and | ocal caches with
updat es based on TTL val ues, depends heavily on an approach that has

come to be called "l oose synchroni zation", i.e., that there can be no
expectation that all of the servers that m ght reasonably answer a
query will have exactly the sane data unl ess those data have been

unchanged for a rather long period. Put differently, if sone or al
of the records associated with a particular node in the DNS
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(informally, a fully qualified donmain name (FQDN)) change, one cannot
expect those changes to be propagated i mmediately.

That nodel has worked rather well since the DNS was first depl oyed,
protecting the systemfromrequirenents for mechani sns that are
typical where a sinmultaneous update of nmultiple systens is needed.
Such mechani snms i ncl ude el aborate | ocking, conplex update procedures
and handshaki ng, or journaling. As has often been pointed out with
the Internet, inplenentation and operational conplexity are often the
eneny of stability, security, and robustness. Loose synchronization
has hel ped keep the DNS as sinple and robust as possi bl e.

A nunmber of recent ideas about using the DNS to store data for which
i mportant changes occur very rapidly are, however, largely
inconpatible with | oose synchronization. Efforts to use very short
(or zero) refresh tines (in SOA records for slave updates from
masters) and TTLs (for caches) to sinulate nearly sinultaneous
updating may work up to a point but appear to inpose very heavy | oads
on servers and distribution mechani snms that were not designed to
acconmodat e that style of working. Sinilar observations can be nade
about attenpts to use the NOTIFY extension [ RFC1996] or dynami c,
"server-push", updating rather than the traditional DNS nechani sns.
Whi |l e the NOTI FY and push nechanisns normally provide refresh tines
and update nechanisns faster than those specified in RFCs 1034 and
1035, they inply that a "master" server must know the identities of
(and have good connectivity to all of) its slaves. That defeats at

| east some of the advantages associated with stealth sl aves,
particularly those associated with reduction of query traffic across
the Internet. Those nechani sns do nothing for cache updates: unless
servers keep track of the source of every query for names associ ated
with a specific zone and then sonehow notify the query source
systens, the only alternative to having information that m ght be
obsolete stored in caches is to use very short or zero TTLs so the
cached data tine out alnobst imediately after being stored (or are
not stored at all), requiring a new query to an authoritative server
each time a resolver attenpts to | ook up a nane.

3.8. Private Namespaces and Speci al Nanes

Al nost since the DNS was first deployed, there have been situations
inwhich it is desirable to use DNS-1ike nanes, and often DNS
resol uti on nechani sns or nodifications of them w th nanespaces for
whi ch gl obally avail abl e and consi stent resol ution using the public
DNS is either unfeasible or undesirable (and for which the use of
CLASS is not an appropriate nechanisn). The need to isolate nanes
and addresses on LANs fromthe public Internet, typically via "split
hori zon" approaches, is one exanple of this requirenent although
often not recogni zed as such. Another exanple that has generated a
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good deal of controversy involves "special names" -- |abels or
pseudo- | abel s, often in TLD positions, that signal that the full nane
shoul d not be subject to normal DNS resol ution or other processing

[ RFC6761] [ RFC8244].

I ndependent of troubl esome policy questions about who should allocate
such names and the procedures to be used, they al nost inherently
require either a syntax convention to identify them (there actually
was such a convention, but it was abandoned many years ago and there
is no plausible way to reinstitute it) or tables of such nanes that
are known to, and kept updated on, every resolver on the Internet, at
|l east if spurious queries to the root servers are to be avoi ded.

If the DNS were to be redesigned and repl aced, we coul d recogni ze
this requirement as part of the design and handle it much better than
it is possible to handle it today.

3.9. Alternate Query or Response Encodi ngs

The DNS specifies formats for queries and data responses, based on
the state of the art and best practices at the tinme it was desi gned.
Recent work has suggested that there woul d be significant advantages
to supporting at | east a description of the DNS nessages in one or
nmore alternate formats, such as JSON [ Hof f man- DNS- JSON|

[ Hof f man- Si npl eDNS-JSON] .  While that work has been carefully done to
avoid requiring changes to the DNS, much of the argunment for having
such a JSON- based description format could easily be turned into an
argunent that, if the DNS were being revised, that format m ght be
preferable as a nore direct alternative to having DNS queries and
responses in the original form

3.10. Distribution and Managenent of Root Servers

The DNS nodel requires a collection of root servers that hold, at

m nimum information about top-level domamins. Over the years, that
requi renent has evolved froma technically fairly minor function
normally carried out as a service to the broader Internet community
and its users and systems, to a subject that is intensely
controversial with regard to control of those servers, including how
they shoul d be distributed and where they should be located. Wile a
nunber of nmechani sns, nost recently including nmaking the infornmation
nmore | ocal [RFC7706], have been proposed and one (anycast [RFC7094])
is in very active use to nitigate sone of the real and perceived
probl enms, it seems obvious that a DNS successor, designed for today’s
gl obal Internet and perceived requirenents, could handle these
problenms in a technically nore appropriate and | ess controversia

way. Sone additional discussion of the issues involved appears in a
recent paper [Huston2017b].
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3.11. ldentifiers versus Brands and O her Conveni ence Names

A key design elenent of the original network object nam ng systens
for the ARPANET, largely inherited by the DNS, was that the nanes,
whi | e expected to be menonic, were identifiers and their being

hi ghl y di stingui shabl e and not prone to anbiguity was inportant.

That led to restrictive rules about what coul d appear in a nane.
Those restrictions originated with the host table and even earlier

[ RFC0236] [ RFC0247] and cane to the DNS (largely via SMIP) as the
"preferred syntax" (RFC 1034, Section 3.5) or what we now often cal
the letter-digit-hyphen (LDH) rule. Simlar rules to nmake
identifiers easier to use, less prone to anbiguity, or less likely to
interfere with syntax occur frequently in nore formal |anguages. For
exanpl e, al nost every programm ng | anguage has restrictions on what
can appear in an identifier, and Uni code provi des genera
recomrendat i ons about identifier conposition [Unicode-USA31]. Both
are quite restrictive as conpared to the nunber of characters and
total nunber of strings that can be witten using that character
codi ng system

That nodel, which originally prohibited | abels starting with digits
in order to avoid any possible confusion with | P addresses, began to
break down in 1987 or 1988 when a conpany naned 3Com wanted to use
its corporate name as a |l abel within the COM TLD, and the rul e was
rel axed [ RFC1123].

In the | ast decade or two, the perspective that conpany names shoul d
be supported if possible has expanded and done so largely without its
limts, if any, being explicitly understood or acknow edged. 1In the
current form the DNSis really (and primarily) a systemfor
expressi ng thoughts and concepts. Those include free expression of
ideas in as close to natural |anguage as possible as well as
representation of product nanes and brands. That view requires
letter-like characters that nmight not be reasonable in identifiers
along with a variety of synbols and punctuation. It nay also require
i ndi cators of preferred type styles to provide information in a form
that exactly matches personal or legal preferences. At least if
carried to an extrene, that perspective would argue for standardi zing
word and sentence separators, renoving the limt of 63 octets per

| abel and probably the Iimt of 255 octets on the total length of a
domai n nane, and perhaps even elimnating the hierarchy or allow ng
separators for labels in presentation form (now fixed at "." for the
DNS) to be different according to context. It suggests that, at

| east, the original design was defective in not prioritizing those
uses over the nore restrictive approach associated with prioritizing
uni que and unanbi guous identifiers.
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So we have two or, depending on how one counts, three very different
use cases. The historical one is support for unique identifiers.

The other is expression of ideas and, if one considers them separate,
presentation of brand and product nanes. Because they inherently
involve different constraints, priorities, and success criteria,
these perspectives are, at best, only | oosely conpati bl e.

We cannot simultaneously optim ze both the identifier perspective and
either or both of the others in the sane system At best, there are
sonme conpl ex trade-offs involved. Even then, it is not clear that
the sane DNS (or other system) can accompbdate all of them Until we
cone to terms with that, the differences manifest thenselves with
friction among conmunities, nost often with tension between "we want
to do (or use or sell) these types of |abels" and "not good for the
operational Internet or the DNS".

3.12. A Single Hierarchy with a Centrally Controll ed Root

A good many Internet policy discussions in the |last tw decades have
revol ved around such questions of how many top-|evel domains there
shoul d be, what they should be, who should control them and how, how
(or if) their individual operations and policy decisions should be
accountable to others, and what processes should be used (and by what
entities or organizational structures) to make those deci sions.
Several people have pointed out that, if we were designing a next-
generati on DNS using today’ s technology, it should be possible to
renove the technical requirenent for a central authority over the
root (sone people have suggested that bl ockchain approaches woul d be
hel pful for this purpose; others believe they just would not scale
adequately, at |east at acceptable cost, but that other options are
possible). Wiether elin nation of a single, centrally controlled,
root woul d be desirable or not is fairly obviously a question of
perspective and priorities.

3.13. Newer Application Protocols, New Requirenents, and DNS Evol ution

New work done in other areas has |led to demands for new DNS features,
many of theminvol ving data values that require recursively
referencing the DNS. Early record types that did that were
acconpani ed by restrictions that reduced the risk of |ooping
references or other difficulties. For exanple, while the MX RRTYPE
has a fully qualified domain nane as its data, SMIP inposes "primary
nane" restrictions that prevent the nane used frombeing, e.g., a
CNAME. Wiile loops with CNAVES are possible, Section 3.6 of RFC 1034
i ncludes a di scussi on about ways to avoid probl enms and how t hey
shoul d be handl ed. Sone newer protocols and conventions can cause
nmore stress. There are separate issues with additions and with how
the DNS has been extended to try to deal with them
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3.13.1. The Extensions

Sone exanpl es of DNS extensions for new protocol demands that
illustrate, or have led to, increased stress include:

NAPTR: Requires far nmore conplex data in the DNS for ENUM (e.g.
Voi ce over IP (VolP), specifically SIP) support, including URI
i nformati on and hence recursive or repeated | ookups, than any of
the RRTYPEs originally supported. The RRSET associated with these
records can becone quite | arge because the separator between the
various records is part of the RDATA, and not the {owner, class,
type} triple (a problemslightly related to the problemwith
overl oadi ng of TXT RRTYPE di scussed in Section 3.13.2). This
problem and sinilar ones for some of the cases bel ow. may suggest
that any future design is in need of a different TYPE nodel such
as systematic arrangenents for subtypes or sonme explicit hierarchy
in the TYPEs.

URI: Has a URI as its data, typically also requiring recursive or
repeat ed | ookups.

Service location (SRV) and credential information (including Sender

Pol i cy Franmework (SPF) and Donai nKeys ldentified Mail (DKIM):
Require structured data and, especially for the latter two,
significantly nore data than nost original RRTYPEs.

URI/URL: The early design decision for the Wirld Wde Wb that its
mechani sm for identifying digital web content (now known as
Uni form Resource ldentifiers [RFC3986]) did so by using donmain
names and hence the network | ocation of the information or other
material. That, in turn, has required systens intended to inprove
web performance by locating and retrieving a "nearest copy"
(rather than the single copy designated by the URL) to intercept
DNS queries and respond with values that are not precisely those
stored for the designated domain nane in the DNS or to ot herw se
access information in a way not supported by the DNS itself.

3.13.2. Extensions and Depl oynent Pressures -- The TXT RRTYPE

Unfortunately (but unsurprisingly), and despite |ETF efforts to make
things easier [RFC6895], DNS support libraries have often been sl ow
to add full support for new RRTYPEs. This has inpeded depl oynent of
applications that depend on those types and that mnust ask (query)
explicitly for them Both to get faster depl oynent and, at |east
until recently, to avoid burdensone | ETF approval procedures, many
application designers have chosen to push protocol-critica
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information into records with TXT RRTYPE, a record type that was
originally intended to include only information equivalent to
comrent s.

This causes two problens. First, TXT records used this way tend to
get long and complex, which is a problemin itself if one is trying
to mnimze TCP connections. Second, applications that are
attenpting to obtain data cannot nerely ask for the rel evant QTYPE
they nmust obtain all of the records with QI'YPE TXT and parse themto
determ ne which ones are of interest. That would be easier if there
was sone standard for how to do that parsing, but, at least in part
because the clear preference in the DNS design is for distinct
RRTYPEs for different kinds of information, there is no such
standard. (There was a proposal in 1993 to structure the TXT DATA in
a way that woul d have addressed the issue [RFC1464], but it
apparently never went anywhere.)

On the other hand, this issue is sonewhat different fromnost of the
others described in this docunment because (as the | ETF has
recomrended several times) the problemis easily solved within the
current DNS design by allocating and supporti ng new RRTYPEs when
needed rather than using TXT as a workaround (that does not nean that
other solutions are inpossible, either with the current DNS or with
some other design). The problemthen lies in the inplenentations
and/ or mechani snms that deter or inpede rapid depl oynent of support
for new RRTYPEs.

3.13.3. Periods and Zone Cut | ssues

One of the DNS characteristics that is poorly understood by
non-experts is that the period (".", W002E) character can be used in
four different ways:

0 As a |label separator in the presentation formthat al so designates
a "zone break" (delegation boundary). For exanple,
f 0o. bar. exanpl e. com i ndi cates the owner, "foo", of records in the
"bar . exanpl e. com zone.

0 As a label separator in the presentation formthat does not
designate a zone break. For exanple, foo.bar.exanple.com
i ndi cates the owner, "foo.bar", of records in the "exanple.cont
zone.

0 As a character within a label, including as a substitute for an
at-sign ("@) when an emmil address appears in an SOA record or in
a | abel that denotes such an address (see Section 2 above). The
ability to enbed periods in labels in this way has also led to
attacks in which, e.g., a domain nanme consisting of the |abels
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"exanpl e" followed by "coni is deliberately confused with the
singl e | abel "exanple.com with an enbedded peri od.

0o At the end of a fully qualified domain nane to designate the root
zone, e.g., "exanple.com" (RFC 1034, Section 3.1).

In general, these cases cannot be distinguished by |ooking at them
The third is problematic for non-DNS reasons, e.g.,
"john. doe. exanpl e.net" can be interpreted as either a sinple FQN or
as a notation for john@oe. exanpl e. net, john.doe@xanpl e.net, or even
(at least in principle) john.doe.exanpl e@et.

The distinction between the FQDN interpretation and the first email -
|i ke one was probably not inmportant as the DNS was originally
intended to be used. However, as soon as RRTYPEs (other than NS
records that define the zone cut) are used that are sensitive to the
boundari es between zones, the distinctions becone inportant to people
other than the relevant zone administrators. DNSSEC [ RFC4033]

i nvol ves one such set of relationships. It increases the inportance
of questions about what should go in a parent zone and what should go
in child zones and how nuch difference it makes if NS records in a
parent zone for a child zone are consistent with the records and data
in the child zone. This also causes application issues and nmay raise
questions about relationshi ps between registrars and one or nore
registries or, if they are separate, DNS operators.

3.14. Scaling of Reputation and O her Ancillary Information

The original design for DNS adnministration, reflected in RFC 1591
[ RFC1591] and el sewhere, assumed that all domains would exhibit a
very high level of responsibility toward and for the comunity and
that level of responsibility would be enforced if necessary.

More recent decisions, many of them associated with comercialization
of the DNS, have eroded those very strong assunptions of registry
responsibility and accountability to the point that many consider
deci si ons about del egati on of nanes, identification of registrants,
and rel ati onshi ps anong nanmes to be matters of "registrant beware"
and even "user and applications beware". While sonme recent protocols
and proposals at least partially reflect that original nodel of a
hi gh | evel of responsibility (see, e.g., |IDNA [RFC5890] and a nore
recent discussion [Kl ensin-5891bis]), other decisions and actions
tend to shift responsibility to the registrant or try to avoid
accountability entirely. One possible approach to the problens,
especially security problens, that are enabled by those new trends
and the associated environnent is to establish reputation systens
associated with clearly defined adm nistrative boundaries and with
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warni ngs to users, even if those reputation systens are nmanaged by
parties not directly associated with the DNS

The | ETF DBOUND WG [ | ETF- DBOUND] addr essed ways to establish and
docunent boundaries nore precise than sinple dependencies on TLDs,
but it was not successful in producing a standard.

A TLD reput ati on-based approach was adopted by some web browsers
after IDNs and a grow ng nunber of Generic Top-Level Domains (gTLDs)
were introduced; that approach was based on a sinple |ist and does
not scale to the current size of the DNS or even the DNS root.

3.15. Tensions anpbng Transport, Scaling, and Content

The original design for the DNS envisaged a sinple query and response
prot ocol where both the command and the response could be readily
mapped into a single | P packet. The host requirenents specification
[ RFC1123] required all DNS applications to accept a UDP query or
response over UDP with up to 512 octets of DNS payl oad. TCP was seen
as a fallback when the response was greater than this 512-octet

limt, and this fallback to use TCP as the transport protocol was
considered to be the exception rather than the rule.

Over the intervening years, we have seen the rise of a common
assunption of an Internet-w de Maxi mum Transmi ssion Unit (MIU) size
of 1,500 octets, acconpanied with an assunption that UDP
fragmentation is generally viable. This underpins the adoption of
the Extension Mechanisns for DNS (EDNS(0)) [RFC6891] to, anbng other
things, specify a UDP buffer size |arger than 512 octets and a
suggestion within that specification to use 4,096 as a suitable
conmprom se for the UDP payl oad size. This has proved to be
fortuitous for the DNSSEC security extensions where the addition of
DNSSEC security credentials in DNS responses [ RFC4034] can lead to
the use of large DNS responses. However, this exposes sone tensions
over the handling of fragnentation in IP, where UDP fragnents have
been observed to be filtered by various firewalls. Additionally for
| Pv6, there are the factors of filtering the | CMPv6 Packet Too Big
di agnosti c nessages and discarding the | Pv6 packets that contain

ext ensi on headers [RFC7872]. Mre generally, fragnmented UDP packets
appear to have a lower level of reliability than unfragmented TCP
packets.

Behi nd this observation about relative reliability of delivery is the
tensi on between the |ightweight |oad of UDP and the downsi de of

el evated probability of discarding of packet fragments as conpared to
TCP, which offers increased | evels of assurance of content delivery,
but with the associated inposition of TCP session state and the
downsi de of reduced DNS scal ability and increased operational cost.
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4.

The | nverse Lookup Requirenent

The requirenent for an inverse | ookup capability, i.e., the ability
to find a donmami n nane given an address and, in principle, to find the
owner of a record by any of its data el enents, was recognized in RFC
882. The feature was identified as optional but carried forward into
RFCs 1034 and 1035 but was explicitly deprecated by RFC 1034 for

addr ess-t o- host nane | ookup (al though RFC 1035 uses exactly that type
of lookup in an exanple). Despite the discussion of inverted forns
of the database in RFC 1035, inverse |ookup has rarely, if ever, been
i npl emented, at least in its general form The fundanental
difficulties with inverse lookup in either the formdescribed in RFC
882 or the "in-addr.arpa" approach nentioned bel ow are consi stent
with the probl enms described in fundanmental papers on database
managenent [ Codd1970] but were not described in RFC 1035 or rel ated
contenporary | ETF docunents.

It is interesting to speculate on how many of the current
requirenents to treat aliases as an integrated set of synonyms (e.g.,
for variant handling) would have been addressed if inverse | ookups
could reliably produce the owners of CNAME records.

At the same tinme, it was obviously inmportant to have sone nechani sm
for address-to-nane resolution. It was provided by PTR RRTYPE
entries in the | N-ADDR ARPA zone, with del egations on octet
boundaries. However, that approach required that information be

mai ntained in parallel, in separate zones, for the name-to-address
and address-to-nane mappi ngs. That synchroni zation requirenent for
two copies of essentially the sane data was anot her popular topic in
t he dat abase nmanagenent literature a decade or nore before the DNS
and, predictably, led to nmany inconsistencies and other failures.

The introduction of C assless Inter-Domain Routing (ClIDR) [RFCL1518]
and Provi der - Dependent addresses nade the situation even nore
difficult, because it was no | onger possible to delegate the

adm ni stration of reverse mapping records for small networks to the
actual operators of those networks. [|SPs and other aggregators often
had no incentive to maintain reverse mappi ng records consistent with
net wor k oper at or assi gnnent of domain names. A proposal to use
binary | abels to work around that issue [ RFC2673] was abandoned
somewhat over three years |later [ RFC6891].

I ndependent of how nuch or little harmthe absence of a genera

i nverse | ookup facility has caused and how effective the
"in-addr.arpa" approach has been, inverse |ookup remains a facility
that was anticipated and known to be useful in the original DNS
design but that has never been fully realized.
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5

Internet Scale, Function Support, and |Increnental Depl oynent

In addition to the stresses caused by the new functions, including
those described in Section 3.13, increnmental deploynment of systens
that utilize them means that sonme functions will work in sone
environnments and not others. This has been especially problenatic
with conplex, nmulti-record, capabilities |like DNSSEC t hat provide or
require special validation mechanisns and with sonme EDNS(0)

ext ensi ons [ RFC6891] that require both the client and server to
accept particular extensions. Wen DNS functionality is required in
enbedded devi ces, depl oynent of new features across the entire
Internet in a reasonable period of time is nearly inpossible.

If one were redesigning the DNS, one coul d inmagi ne ways to address
these issues that would nake themslightly nore tractable, and, of
course, the features that are known to be necessary today could
becone part of the baseline, "mandatory to inplenent", specification

Searching and the DNS -- An Historical Note

Sone of the issues identified above m ght reasonably be addressed,

not by changing the DNS itself but by changi ng our nodel of what it
is about and how it is used. Specifically, one key assunption when
the DNS (and the host table systembefore it) was designed was that
it was a naming system for network resources, not, e.g., digita
content. As such, exact matching was inportant, it was reasonable to
have | abel s treated as mmenonics that did not necessarily have
linguistic or semanti c neani ng except to those using them and so on
A return to that nodel, presunably by having user-facing applications
call on an internediate |layer to di sanbi guate user-friendly nanmes and
map themto DNS nanmes (or network object |ocators nore generally),
woul d significantly reduce stress on the DNS and woul d al so al |l ow
dealing with types of matching and simlar or synonynous strings that
cannot be handl ed algorithmcally no matter how nmuch DNS mat chi ng
rules were altered.

In sone respects, search engines based on free-text analysis and

I i nkages anong i nformation have come to serve nmany of the functions
of such an internediate |layer. Mny studies and sources have pointed
out that few users actually understand, nmuch | ess care about, the
distinction between a DNS name and a search term Recent versions of
some web browsers have both recognized the failure of that
distinction and reinforced it by eliminating the separation between
"URL" and "search bar".
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It is worth noting that, while that "search" approach, or sone other
approach that abstracted and separated several of the issues
identified in Section 3 fromthe DNS protocol and dat abase

thensel ves, it does not address all of them At |east sone el enents
of several of those issues, such as the synchronization ones
described in Section 3.7 and the transport ones described in

Section 3.15, are inherent in the DNS design, and, if we are not
going to replace the DNS, we had best get used to them

In the early part of the |ast decade, the | ETF engaged in sone
prelimnary exploration of the internediate-layer approach in the
context of IDNs and what were then called "Internet keywords"

[ DNS-search]. While that exploratory effort nmet several tines
informally, it never becane an organized | ETF activity, largely
because of the choice of what became the |IDNA approach but also in
part by signs that the "Internet keywords" efforts were beginning to
fall apart.

It may be time to reexam ne internedi ate-|ayer approaches. If so,
the effort should exam ne use of those approaches by appropriate
user-facing applications that m ght be used to address sone of the
i ssues identified above. The Internet and the DNS have changed
consi derably since the 2000-2003 period. Several of those changes
are di scussed el sewhere in this docunment; others, including

repur posi ng of the DNAME RRTYPE from support for transitions

[ RFC2672] to a general - purpose nechani smfor aliases of subtrees

[ RFC6672] and the addition of over a thousand new TLDs

[ ANA-TLD-regi stry], are not but nonethel ess are part of the context
for internmedi ate-1ayer work that did not exist in 2003.

7. Security Considerations

A wi de range of security issues related to both securing the DNS and
also to abilities to use nanespaces for nefarious purposes have
arisen. Issues of securing the DNS woul d obviously be essential to a
repl acenent of the DNS. |Issues of preventing nefarious use of the
nanespace (e.g. use of the name that appears or disappears as a
signal to bots) would appear to be harder to solve within the nani ng
system
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