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Support for Adjustable Maxi mum Router Lifetinmes per Link
Abst ract

The 1 Pv6 Nei ghbor Di scovery protocol specifies the maxi mumtine

al | oned between sending unsolicited nmulticast Router Advertisements
(RAs) froma router interface as well as the maxi numrouter |ifetine.
It also allows the lints to be overridden by docunents that are
specific to the link layer. This docunent allows for overriding

t hese val ues on a per-link basis.

Thi s docunent specifies updates to the |IPv6 Nei ghbor Di scovery
Protocol (RFC 4861) to increase the maximumtine all owed between
sendi ng unsolicited multicast RAs froma router interface as well as
to increase the maxi mumrouter lifetine.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8319
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Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

I Pv6 Nei ghbor Discovery relies on IP multicast based on the
expectation that nulticast nakes efficient use of avail able bandw dth
and avoi ds generating interrupts in the network nodes. On sone data
link layers, multicast nmay not be natively supported. On such links,
any possible reduction of nulticast traffic will be highly
beneficial. Unfortunately, due to the fixed protocol constants
specified in [RFC4861], it is difficult to relax the nulticast timers
for Neighbor Discovery. There are already clarifications specific to
the link technol ogy about how to tune the Nei ghbor D scovery Protoco
(NDP) constants for certain systens in order to reduce excess NDP
traffic. For example, [RFC6459] and [ RFC7066] contain such
clarifications for 3GPP cellular I|inks.

Thi s docunent specifies updates to the | Pv6 Nei ghbor Di scovery

Prot ocol [RFC4861] to increase the maximumtinme all owed between
sending unsolicited nulticast RAs froma router interface as well as
to increase the maxi numrouter lifetine.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Rel ati onshi p between AdvDefaultLifetime and MaxRtrAdvlnterva

MaxRt r Advl nterval is an upper bound on the tinme between which two
successi ve Router Advertisenent nessages are sent. Therefore, one

m ght reason about the rel ationship between these two values in terns
of aratio K = AdvDefaultLifetime / MaxRtrAdvlnterval, which
expresses how nmany Router Advertisenents are guaranteed to be sent
before the router lifetime expires.

Assum ng unicast Solicited Router Advertisements or a perfectly
stable network, on a theoretically perfect link with no | osses, it
woul d be sufficient to have K just above 1, so that the sent Router
Advertisenment refreshes the router entry just before it expires. On
the real links that allow for some | oss, one would need to use K> 2
in order to mninize the chances of a single Router Advertisenent

| oss causing a loss of the router entry.
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The exact calculation will depend on the packet |oss probability. An
exanple: if we take a ballpark value of 1% probability of a packet
loss, then K= 2 will give 0.01% chance of an outage due to a packet
loss, K= 3 will give 0.0001% chance of an outage, and so forth. To
reverse the nunbers, with these paraneters, K ~= 1 gives 99%
reliability, K~= 2 gives 99.99%reliability, and K ~= 3 gives
99.9999% reliability -- which should be good enough for a |ot of
scenari o0s.

In a network with hi gher packet | oss probabilities or if higher
reliability is desired, the K m ght be chosen to be even higher. On
the other hand, some of the data link |ayers provide reliable
delivery at Layer 2, so there one might even consider using the
"theoretical" value of K just above 1. Since the choice of these two
paraneters does not inpact interoperability per se, this docunent
does not inpose any specific constraints on their values other than
providing the guidelines in this section. Therefore, each individua
link can optinize according to its use case.

Al so, AdvDefaultLifetime MJST be set to a value greater than or equa
to the selected MaxRtrAdvinterval. Oherwise, a router lifetine is
guaranteed to expire before the new Router Advertisenent has a chance
to be sent, thereby creating an outage.

4. Updates to RFC 4861

Thi s docunent updates Sections 4.2 and 6.2.1 of [ RFC4861] to change
the follow ng router configuration variabl es.

In Section 4.2, inside the paragraph that defines Router Lifetineg,
change 9000 to 65535 seconds.

In Section 6.2.1, inside the paragraph that defines
MaxRt r Advl nterval , change 1800 to 65535 seconds.

In Section 6.2.1, inside the paragraph that defines
AdvDef aul tLifetine, change 9000 to 65535 seconds.

As explained in Section 3, the probability of packet |oss nust be

consi dered when choosing the relationship between MaxRtrAdvlnterva
and AdvDefaul tLifetine.
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5. Host Behavi or

Legacy hosts on a link with updated routers may have issues with a
Router Lifetime of nore than 9000 seconds. In the few

i npl ementati ons we have tested w th general - purpose operating
systens, there does not seemto be any issue with setting this field
to nore than 9000, but there m ght be inplenmentations that
incorrectly reject such RAs (since RFC 4861 requires receivers to
handl e any val ue).

6. Security Considerations

On a link where Router Advertisements are few and far between, the
detrinmental effects of a rogue router that sends an unsolicited RA
are greatly increased. These rogue RAs can be prevented by using
approaches |i ke RA-GQuard [ RFC6105] and SEcure Nei ghbor Di scovery
(SEND) [ RFC3971].

7. 1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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