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1. I nt roduction

The authentication systemdefined in this docunent is intended to be
used as a sinple nethod to verify that the withdrawal of an article
is valid; that is to say the poster, posting agent, noderator, or
injecting agent that processed the original article has requested to
withdraw it via the use of a cancel control article

([ RFC5537] Section 5.3) or a Supersedes header field

([ RFC5537] Section 5.4).

Thi s docunent defines two new header fields: Cancel-Lock and

Cancel -Key. The Cancel -Lock header field contains hashes of secret
data. The preimges can later be used in the Cancel -Key header field
to authenticate a cancel or supersede request.
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One property of this systemis that it prevents tracki ng of
i ndi vi dual users

There are other authentication systens available with different
properties. Wen everybody should be able to verify who the
originator is, e.g., for control articles to add or renpbve newsgroups
([ RFC5537] Section 5.2), an OpenPGP [ RFC4880] signature is
appropri at e.

1.1. Conventions Used in This Document

Any term not defined in this docunent has the same nmeaning as it does
in [ RFC5536] or [RFC5537].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Header Fi el ds

Thi s section describes the fornmal syntax of the new header fields
usi ng ABNF [ RFC5234]. Non-terminals not defined in this document are
defined in Section 3 of [RFC5536].

The new header fields Cancel -Lock and Cancel -Key are defined by this
docunent, extending the list of article header fields defined in
[ RFC5536] .

Each of these header fields MJUST NOT occur nore than once in an
article.

Bot h new header field bodies contain |ists of encoded values. Every
entry is based on a <schene>:

"sha256" / "shab12" / 1*schene-char / obs-schene
ALPHA / DG T/ "-" [ "["

schene =
schene-char =
The hash al gorithns for <schenme> are defined in [ RFC6234]; see al so

[ RFC1321] and [RFC6151] for MD5, [RFC3174] for SHALl, and [SHA] for
the SHA2 fanily. The Base64 encoding used is defined in Section 4 of
[ RFC4648] .

Thi s docunent defines two values for <schene>: "sha256" and "shab512".
The hash al gorithm "sha256" is nmandatory to inplenent.

Baeuerl e St andards Track [ Page 3]



RFC 8315 Cancel - Locks February 2018

2

.1

2

Because the hash al gorithm for <schene> cannot be negoti ated,
unnecessary proliferation of hash algorithnms should be avoided. The
hash al gorithns "sha224" and "sha384" are only added to the "Netnews
Cancel -Lock Hash Al gorithns" registry (Section 8.3) because

i npl ementations exist that support them |nplenmentations SHOULD NOT
use the hash algorithnms "sha224" and "sha384" to generate <schene>.

Cancel - Lock

"Cancel - Lock:" SP c-lock-list CRLF
[CFWE] c-1lock *(CFWS c- | ock) [ CFWE]
scheme ":" c-lock-string
*(4base64-char) [base64-terninal]
ALPHA / DGET / "+" [ "I"
2base64-char "==" [/ 3base64-char "="

cancel -1 ock
c-lock-1list

c-l ock
c-1ock-string
base64- char
base64-term na

Conmments in CFWs (comments and/or fol di ng whitespace) can cause
interoperability problens, so comments SHOULD NOT be generated but
MJST be accept ed.

If <scheme> is not supported by an inplementation, the corresponding
<c-1l ock> el enment MUST be skipped and potential follow ng <c-I|ock>
el ements MUST NOT be ignored.

<c-lock-string> is the Base64-encoded output of a hash operation
(defined by <schene>) of the Base64-encoded key "K' that is intended
to authenticate the person or agent that created or processed
(respectively) the proto-article up to injection (inclusively):

Base64( hash(Base64(K)))

Because of the one-way nature of the hash operation, the key "K' is
not reveal ed.

Cancel - Key

"Cancel -Key:" SP c-key-list CRLF
[ CFWE] c-key *(CFWS c-key) [ CRWE]
schenme ":" c-key-string

c-lock-string / obs-c-key-string

cancel - key
c-key-1li st
c-key
c-key-string

Conments in CFW5 can cause interoperability problens, so conments
SHOULD NOT be generated but MJST be accept ed.

If <scheme> is not supported by an inplenmentation, the corresponding
<c- key> el ement MJST be skipped and potential follow ng <c-key>
el ements MUST NOT be ignored.
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<c-key-string> is the Base64-encoded key "K" that was used to create
the <c-1ock> elenent in the Cancel -Lock header field body (as defined
in Section 2.1 of this docunment) of the original article:

Base64( K)

The rel axed syntax definition of <c-key-string> above is required for
backward conpatibility with inplenentations that are not conpliant
with this specification. Conpliant inplenmentations SHOULD generate
valid Base64 (that is to say the syntax of <c-lock-string> as defined
in Section 2.1 of this docunent) and MJST accept strings of
<baseb4-octet> characters (that is to say the syntax of
<obs-c-key-string> as defined in Section 6 of this document).

Use
Use cases:

o The poster of an article wants to cancel or supersede existing
articl es.

0 A noderator wants the ability to cancel articles after approving
t hem

0 An injecting agent wants to act as a representative for a posting
agent that has no support for the authentication system described
in this docunent.

0 A news adnministrator wants the ability to cancel articles that
were injected by its system (because, for exanple, they violate
its abuse policy).

Adding an Initial Cancel-Lock Header Field to a Proto-Article
A Cancel -Lock header field MAY be added to a proto-article by the
poster or posting agent and will include one or nore <c-1|ock>
el ement s.

If the poster or posting agent doesn’t add a Cancel - Lock header field
to a proto-article, then an injecting agent (or noderator) MAY add
one, including one or nore <c-lock> el enents.

If multiple <c-1ock> elenents are added to the Cancel - Lock header

field by a single agent, each <c-lock> el enent MJST use a uni que
key "K' to inprove security.
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If an injecting agent (or nobderator) wants to act as a representative
for a posting agent w thout support for the authentication system
described in this docunent, then it MJST be able to positively

aut henticate the poster and MJST be able to automatically add a
wor ki ng Cancel - Key header field for all proto-articles with

cancel ling or superseding attenpts fromthat poster

O her agents MJST NOT add this header field to articles or
proto-articles that they process.

3.2. Extending the Cancel -Lock Header Field of a Proto-Article

If a Cancel -Lock header field has already been added to a
proto-article, then any agent further processing the proto-article up
to the injecting agent (inclusively) MAY append additional <c-|ock>
el ements to those already in the header field body.

If multiple <c-lock> elements are appended to the Cancel - Lock header
field by a single agent, each <c-lock> el ement MJST use a uni que
key "K' to inprove security.

If an injecting agent (or nbderator) wants to act as a representative
for a posting agent w thout support for the authentication system
described in this docunent, then the sanme requirenents apply as those
mentioned in Section 3. 1.

Once an article is injected, then this header field MIJST NOT be
altered. In particular, relaying agents beyond the injecting agent
MUST NOT alter it.

3.3. Adding a Cancel -Key Header Field to a Proto-Article

The Cancel - Key header field contains one or nore of the secret
strings that were used to create the Cancel -Lock header field of the
original article. Know edge of at |east one of the secret strings is
required to create a match for successful authentication

A Cancel - Key header field MAY be added to a proto-article containing
a Control or Supersedes header field by the poster or posting agent
and will include one or nore <c-key> elenents. They will correspond
to sone or all of the <c-lock> elenents in the article referenced by
the Control (with a "cancel" comand as defined in [ RFC5537]) or
Super sedes header field.
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If, as nmentioned in Section 3.1, an injecting agent or noderator
(acting as a representative for the posting agent) has added a
Cancel - Lock header field to an article listed in the Control (with a
"cancel " command as defined in [RFC5537]) or Supersedes header field,
then (given that it authenticates the poster as being the sane as the
poster of the original article) it MJST add the Cancel - Key header
field with at | east one <c-key> el enment that corresponds to that
article.

O her agents MJST NOT alter this header field.
3.4. Extending the Cancel -Key Header Field of a Proto-Article

If a Cancel -Key header field has al ready been added to a
proto-article, then any agent further processing the proto-article

up to the injecting agent (inclusively) MAY append additional <c-key>
el ements to those already in the header field body.

If, as nmentioned in Section 3.2, an injecting agent or noderator
(acting as a representative for the posting agent) has extended the
Cancel - Lock header field in an article listed in the Control (with a
"cancel " command as defined in [RFC5537]) or Supersedes header field,
then (given that it authenticates the poster as being the sane as the
poster of the original article) it MJST extend the Cancel - Key header
field body with at | east one <c-key> el enent that corresponds to that
article.

Once an article is injected, then this header field MJST NOT be
altered. |In particular, relaying agents beyond the injecting agent
MUST NOT alter it.

3.5. Check a Cancel - Key Header Field

When a relaying or serving agent receives an article that attenpts to
cancel or supersede a previous article via a Control (with a "cancel"
command as defined in [ RFC5537]) or Supersedes header field, the
system defined in this docunent can be used for authentication. The
general handling of articles containing such attenpts as defined in

[ RFC5537] is not changed by this docunent.

To process the authentication, the received article nmust contain a
Cancel - Key header field and the original article nust contain a
Cancel - Lock header field. |If this is not the case, the

aut hentication is not possible (failed).
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For the authentication check, every supported <c-key> el enent from
the received article is processed as foll ows:

1. The <c-key-string> part of the <c-key> elenent is hashed using
the al gorithmdefined by its <schene> part.

2. For each <c-lock> elenent with the sane <schene> in the origina
article, its <c-lock-string> part is conpared to the cal cul ated
hash.

3. If a <c-lock-string> part is equal to the cal cul ated hash, the
aut hentication is passed and the processing of further elenents
can be aborted.

4. 1f no match was found and there are no nore <c-key> el enents to
process, the authentication fail ed.

4. Calculating the Key Data

The following algorithmis RECOMVENDED to cal cul ate the key "K' based
on a | ocal secret <sec>

The result of the function
K = HVAC(sec, uid+m d)

is the key "K' for an article with a Message-1D <nmid> that belongs to
the User-1D (or UD) <uid> (e.g., the login nane of the user). The
Hashed Message Authentication Code (HMAC) is outlined in [ RFC2104]
The HVAC is conputed over the data <uid+nmid> (with "+" representing
the concatenati on operation), using <sec> as a secret key held
locally that can be used for multiple articles. This nethod renoves
the need for a per-article database containing the keys used for
every article.

A posting agent nmust add the Message-ID header field to the
proto-article itself and use the content of the header field body as
<m d> (excludi ng whitespace but including literal angle brackets).

The User-1D <uid> nust not contain angle brackets (to ensure that
concatenation of different <uid> and <ni d> el enents cannot give the
same results).

A posting agent that uses a dedicated | ocal secret <sec> for every
user should use an enpty string for the <uid> part.

In general, different values for the secret <sec> nust be used if
mul tiple <c-l1ock> elements are added by a single agent.
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5

5.

The | ocal secret <sec> should have a length of at |east the output
size of the hash function that is used by the HVAC

(256 bits / 32 octets for SHA256) and nust be a cryptographically
random val ue [ RFC4086].

Note that the hash algorithmused as the base for the HVAC operation
is not required to be the sane as that specified by <schene>. An
agent that verifies a Cancel -Key header field body sinply checks
whet her one of its <c-key> el ements matches one of the <c-I|ock>

el ements with the same <schene> in the Cancel - Lock header field body
of the original article.

Common libraries |like OpenSSL can be used for the cryptographic
operati ons.

Exanpl es
Wt hout U D

Exanpl e data for creation of a <c-lock> el ement with HVAC SHA256 and
an enpty string as <uid> (as recommended in Section 4 for posting
agents):

Message- |1 D <12345@nri d. exanpl e>

m d: <12345@n d. exanpl e>
sec: Exanpl eSecr et
K : HMAC- SHA256(sec, mid) ;md used as data, sec as secret key

Cal cul ati on of Base64(K) using the OpenSSL comand-line tools in a
PCSI X shel | :

$ printf "9%" "<12345@ri d. exanpl e>" \
| openssl dgst -sha256 -hmac "Exanpl eSecret" -binary \
| openssl enc -base64

gv1VXHYi CG kX/ NLlnhf YKcAeUn8bCVvhr WhoKuBSnpMA=

This can be used as <c-key-string> for cancelling or superseding the
article <12345@r d. exanpl e>.
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Cal cul ati on of Base64(SHA256(Base64(K))) required for <c-lock-string>
usi ng the OpenSSL conmmand-line tools in a POSI X shell

$ printf "9%" "gv1lVXHYi CG kX/ NLnhf YKcAeUn8bCVhr WhoKuBSnpMA="\
| openssl dgst -sha256 -binary \
| openssl enc -base64

s/ pnK/ 3grrz++29ce2/ nydzJuc7i qHnlnqgcJdi QTPMc=

Inserted into the Cancel -Lock header field body of the article
<12345@ni d. exanpl e>, it |looks like this:

Cancel - Lock: sha256: s/ pnK/ 3grrz++29ce2/ mQydzJuc7i gHnlngcJi QTPMc=
Inserted into the Cancel -Key header field body of an article that
shoul d cancel or supersede the article <12345@nri d. exanpl e>, it | ooks
I'i ke this:

Cancel - Key: sha256: qv1VXHYi CG kX/ N1nhf YKcAeUn8bCVvhr WhoKuBShpMA=

5.2. Wth UD

Exanpl e data for creation of a <c-lock> el enent wth HVAC SHA256 and
"JaneDoe" as <ui d> (as recomrended in Section 4):

Message- |1 D <12345@nri d. exanpl e>

ui d: JaneDoe

m d: <12345@n d. exanpl e>

sec: Anot her Secr et

K : HMAC- SHA256(sec, uid+nmid) ;uid+m d as data, sec as secret key

Cal cul ati on of Base64(K) using the OpenSSL comand-line tools in a
PCsSI X shel | :

$ printf "9%" "JaneDoe<12345@nri d. exanpl e>" \
| openssl dgst -sha256 -hmac "Anot her Secret" -binary \
| openssl enc -base64

yMlep490Fzt 83CLYYAyt nMBS2HasHhYGALAeAl nuSEys=

This can be used as <c-key-string> for cancelling or superseding the
article <12345@nri d. exanpl e>.
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Cal cul ati on of Base64(SHA256(Base64(K))) required for <c-lock-string>
usi ng the OpenSSL conmmand-line tools in a POSI X shell

$ printf "9%" "yMep490Fzt 83CLYYAyt nBS2HasHhYGALAeAl muSEys=" \
| openssl dgst -sha256 -binary \
| openssl enc -base64

NSBTz7Bf cQFTCen+U4l QOVS8VI | Zao2b8mx Dy xJaaeE=

Inserted into the Cancel -Lock header field body of the article
<12345@ni d. exanpl e>, it |looks like this:

Cancel - Lock: sha256: NSBTz7Bf cQFTCen+U4l QOVS8VI | Zao2b8mx DYy xJaaeE=

Inserted into the Cancel -Key header field body of an article that
shoul d cancel or supersede the article <12345@nri d. exanpl e>, it | ooks
I'i ke this:

Cancel - Key: sha256: yM)ep490Fzt 83CLYYAyt nBS2HasHhYAALAeAl nmuSEys=
5.3. O her Exanples
Anot her matching pair of Cancel -Lock and Cancel - Key header fi el ds:

Cancel - Lock: sha256: RrKLp7YCQ9T8HmSbxwl DI nCDWsgylawqt i DuhedRo=
Cancel - Key: sha256: sSkDke97Dh78/ d+Di uli 3dQ@Fp/ EMK3XxE2G EqZI vK8=

Wth obsolete syntax (uses a <c-key-string> with invalid/mssing
Base64 paddi ng):

Cancel - Lock: shal: bNXHc6ohSmeHaRHHWE6BI W2t +4=
Cancel - Key: ShAl: aaaBBBcccDDDeeeFFF

Let’s assune that all the exanpl es above are associated to the sane
article (e.g., created by different agents):

Cancel - Lock: sha256: s/ pnK/ 3grrz++29ce2/ mQydzJuc7i gHnlngcJi QTPMc=
sha256: NSBTz7Bf cQFTCen+U4l QOVS8VI | Zao2b8nxD/ xJaaeE=
sha256: Rr KLp7YCQ9T8HmgShxwi DI nCDWsgylawqt i DuhedRo=
shal: bNXHc60hSneHaRHHWA6BI WZJt +4=

Cancel - Key: sha256: qv1VXHYi CG kX/ N1nhf YKcAeUn8bCVhr WhoKuBSnpMA=

sha256: yM)ep490Fzt 83CLYYAyt nBS2HasHhYGALAeAl nmuSEys=
sha256: sSkDke97Dh78/ d+Di uli 3dQ@Fp/ EMK3xE2G EqZl vK8=
ShA1: aaaBBBcccDDDeeeFFF

Renmenber that parsing for <schene> nust be case insensitive
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5. 4.

6

Manual Checks
Manual checks using the OpenSSL conmand-line tools in a POSI X shell

$ printf "9%" "gv1lVXHYi CG kX/ NLnhf YKcAeUn8bCVhr WhoKuBSnpMA="\
| openssl dgst -sha256 -binary \
| openssl enc -base64

s/ pnK/ 3grrz++29ce2/ nydzJuc7i qHnlnqcJdi QTPMc=

$ printf "9%" "yMep490Fzt 83CLYYAyt nBS2HasHhYGALAeAl muSEys=" \
| openssl dgst -sha256 -binary \
| openssl enc -base64

NSBTz7Bf cQFTCen+U4l QOVS8VI | Zao2b8mx Dy xJaaeE=

$ printf "o%" "sSkDke97Dh78/ d+Di uli 3dQRFp/ EMK3XE2G EqZI vK8=" \
| openssl dgst -sha256 -binary \
| openssl enc -base64

Rr KLp7YCQc9T8HgSbxwi DI nCDWsgylawgt i DuhedRo=

$ printf "9%" "aaaBBBcccDDDeeeFFF" \
| openssl dgst -shal -binary \
| openssl enc -base64

bNXHc 60hSmeHaRHHW 6Bl W2 Jt +4=

obsol et e Synt ax

I mpl enent ati ons of earlier draft versions of this specification
defined a different value for <scheme> than this version. The

foll owi ng value for <schene> is now deprecated and SHOULD NOT be
generated anynore. Serving agents SHOULD still accept it for a
transition period as long as the correspondi ng hash function is not
consi dered unsafe (see Section 7 for details) or already marked as
OBSCLETE in the "Netnews Cancel - Lock Hash Al gorithnms" registry
(Section 8.3).

obs-schene = "shal"

It is inportant for backward conpatibility that the deprecated val ue
for <scheme> is not phased out too early. Security and conpatibility
concerns should be carefully wei ghed before choosing to renove
<obs-schene> from existing inplenentations (or not inplenenting it in
new ones).
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Earlier draft versions of this specification allowed nore |libera
syntax for <c-key-string>

obs-c-key-string = 1*base64-oct et
base64- oct et = ALPHA / DIGT / "+" [ "/" [ "="

<obs-c- key-string> SHOULD NOT be generated but MJST be accepted.
7. Security Considerations

The authentication systemdefined in this docunment provides no
integrity-checking properties. Arbitrary nodifications can be
applied to an article on its way through the network, regardl ess of
the presence of a Cancel -Key header field. A serving agent that
receives an article that contains a Cancel -Key header field with a
mat chi ng <c-key> el enent only gets the information that the

wi thdrawal of the target article was approved by a legitinmte person
or agent.

Exanpl e: A valid <c-key> elenent is extracted froma cancel control
article and inserted into a forged supersede article. Al servers on
the network that receive the forged supersede article before the
cancel control article should accept the forged supersede. But
because everybody can post articles with forged identity infornmation
in the header (sane as with spamenmail), the same result can be

achi eved by sending a forged new article using no authentication
system at all.

For originator and integrity checks, a signature-based authentication
systemis required (normally, OpenPGP [ RFC4880] is used for this
purpose). Both systenms can be conbi ned.

The inportant property of the hash function used for <scheme> is the
prei mage resi stance. A successful preinmage attack either reveals the
real Cancel -Key (that was used to create the Cancel -Lock of the
original article) or gives a different Cancel -Key (that matches a
Cancel -Lock too). This would break the authentication system defined
in this docunent.

Col l'i sion resistance of the hash function used for <scheme> is |ess
inmportant. Finding two <c-key> el enents for the Cancel - Key header
field that match to a <c-1ock> el enent of an arbitrary Cancel - Lock
header field is not helpful to break the authentication system
defined in this docunment (if a specific article is defined as the
target). Only collateral damage by arbitrary cancel or supersede is
possi bl e.
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Currently, there is no known practicabl e prei mage and second prei mage
attack agai nst the hash function SHA1. Therefore, there is no hurry
to replace it. The reasons why this docunment specifies hash
functions fromthe SHA2 fam |y are:

0 The previous specification of the authentication systemdefined in

this document -- [USEFOR- CANCEL-LOCK] -- is nearly two decades
old. The client-side inplenentations are noving forward extrenely
slowy, too (newsreaders fromthe last mllenniumare still in

heavy use). What is defined today should be strong enough for the
next two decades or so.

0 The collision resistance of SHA1 is already broken; therefore, it
is now obsolete for digital signatures as used in Transport Layer
Security (TLS). It is intended that an inplenmentation of the
aut hentication systemdefined in this docunment can share the sane
cryptographic library functions that are used for TLS

o It is intended that the sane hash function can be used for
<scheme> and (as the base) for the HVMAC that is recomrended in
Section 4. See notes bel ow for HVAC- MD5 and HVAC- SHAL.

o0 The SHA2 fam |y of hash algorithns is w dely supported by
cryptographic libraries. |In contrast, SHA3 is currently too
recent and has not been studi ed enough to be considered nore
secure than SHA2.

The operati on HVAC(sec, uid+m d) as recomended in Section 4 nust be
able to protect the | ocal secret <sec>  The Message-ID <md> is
public (in the Message-1D header field body), and <uid> is optional
An attacker who wants to steal/use a local secret only needs to break
this algorithm (regardl ess of <scheme>), because Cancel - Key header
fields are explicitly published for every request to cancel or
supersede existing articles.

Even i f HVAC- MD5 and HVAC- SHAl are not considered broken today, it is
desired to have a greater margin for security here. Breaking
<scheme> only allows the authentication of a single forged cancel or
supersede request. Wth <sec> in hand, it is possible to forge such
requests for all articles that contain Cancel -Lock header field
bodies with el enents that were generated with this <sec> in the past.
Changi ng <sec> at regular intervals can be used to nmitigate potentia
damage.
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If an agent adds or appends nultiple <c-1ock> elenents, it rmust not
use the sanme K for them (by using different secrets (<sec>)). Adding
multiple <c-lock> elements with the sane <schene> and the same K
makes no sense (because it would result in identical <c-|ock>

el ements); therefore, the case of different <schenme> values is

rel evant: a preimage attack on the different hash algorithns may be
easier if the attacker knows that the output of those hash al gorithns
was created with the same input.

If an inplementation chooses to not inplenent the key cal cul ation

al gorithm recomended in Section 4 or to inplenment it with the HVAC
based on a different hash function than <schene>, the key size used
shoul d match the output size of the hash function used for <schene>.

8. | ANA Consi der ations

| ANA has registered the followi ng header fields in the "Permanent
Message Header Field Nanes" registry, in accordance with the
procedures set out in [ RFC3864]:

Header field nanme: Cancel - Lock
Appl i cabl e protocol : netnews
Status: standard

Aut hor/ change controller: |ETF
Speci fication docunment(s): RFC 8315

Header field nane: Cancel - Key
Appl i cabl e protocol : netnews
Status: standard

Aut hor/ change controller: |ETF
Speci fication docunment(s): RFC 8315

The "Net news Cancel -Lock Hash Al gorithns" registry is maintained by
| ANA.

The registry is avail able at
<https://wwv. i ana. or g/ assi gnnent s/ net news- par anet er s/ >.
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8.1. Algorithm Nane Registration Procedure

I ANA wi || register new Cancel - Lock hash al gorithm nanes on a First
Cone First Served basis, as defined in BCP 26 [ RFC8126]. | ANA has
the right to reject obviously bogus registration requests but wll
performno review of clains nade in the registration form

Regi stration of a Netnews Cancel -Lock hash algorithmis requested by
filling in the followng tenplate and sending it via electronic mnai
to | ANA at <i ana@ ana. or g>:

Subj ect: Registration of Netnews Cancel -Lock hash al gorithm X

Net news Cancel - Lock hash al gorithm nane:

Security considerations:

Publ i shed specification (recomended):

Contact for further information

I nt ended usage: (One of COWMON, LIM TED USE, or OBSOLETE)

Onner/ Change controller:

Note: (Any other information that the author deens rel evant may be
added here.)

Any nane that conforns to the syntax of a Netnews Cancel - Lock hash
al gorithm (see the definition of <schene> in Section 2) can be used;
in particular, Netnews Cancel -Lock algorithns are named by strings
consisting of letters, digits, hyphens, and/or sl ashes.

Aut hors may seek conmunity review by posting a specification of their
proposed algorithmas an Internet-Draft. Netnews Cancel - Lock hash

al gorithms intended for wi despread use shoul d be standardi zed t hrough
the norrmal | ETF process, when appropriate.

The IESG is considered to be the owner of all Netnews Cancel - Lock
hash al gorithns that are on the | ETF Standards Track

8.2. Change Contro

Once a Netnews Cancel - Lock hash al gorithmregistration has been
publ i shed by | ANA, the owner may request a change to its definition
The change request follows the same procedure as the initial

regi stration request.

The owner of a Netnews Cancel -Lock hash al gorithm may pass

responsibility for the algorithmto another person or agency by
informng IANA; this can be done wi thout discussion or review.
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The | ESG may reassign responsibility for a Netnews Cancel -Lock hash
algorithm The npbst common reason for this would be to enable
changes to be nade to al gorithns where the owner of the registration
has di ed, has noved out of contact, or is otherw se unable to nake
changes that are inportant to the community.

Net news Cancel - Lock hash al gorithmregistrati ons MIST NOT be del et ed.
Al gorithns that are no |longer believed appropriate for use can be
decl ared OBSOLETE by a change to their "intended usage"” field; such
algorithms will be clearly marked in the registry published by | ANA

The IESG is considered to be the owner of all Netnews Cancel -Lock
hash al gorithns that are on the | ETF Standards Track

8.3. Registration of the Netnews Cancel -Lock Hash Al gorithns

This section gives a formal definition of the Netnews Cancel - Lock
hash al gorithns as required by Section 8.1 for the | ANA registry.

Net news Cancel - Lock hash al gorithm nanme: md5

Security considerations: See Section 7 of this docunent
Publ i shed specification: RFC 8315

Contact for further information: Author of this document
I nt ended usage: OBSOLETE

Onner/ Change controller: | ESG <iesg@etf.org>

Note: Do not use this algorithm anynore

Net news Cancel - Lock hash al gorithm nane: shal

Security considerations: See Section 7 of this docunent
Publ i shed specification: RFC 8315

Contact for further information: Author of this docunent

I ntended usage: LIM TED USE

Omner/ Change controller: |ESG <iesg@etf.org>

Note: This algorithmis intended for backward conpatibility

Net news Cancel - Lock hash al gorithm name: sha224

Security considerations: See Section 7 of this docunent
Publ i shed specification: RFC 8315

Contact for further information: Author of this docunent

I nt ended usage: LIM TED USE

Owner/ Change controller: | ESG <iesg@etf.org>

Not e: sha256 should be used instead; this is a truncated variant
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Net news Cancel - Lock hash al gorithm name: sha256

Security considerations: See Section 7 this docunent

Publ i shed specification: RFC 8315

Contact for further information: Author of this document
I nt ended usage: COVMON

Onner/ Change controller: | ESG <iesg@etf.org>

Note: This algorithmis nmandatory to inplenent

Net news Cancel - Lock hash al gorithm name: sha384

Security considerations: See Section 7 of this docunent

Publ i shed specification: RFC 8315

Contact for further information: Author of this docunent

I nt ended usage: LIM TED USE

Omner/ Change controller: |ESG <iesg@etf.org>

Not e: shab12 should be used instead; this is a truncated vari ant

Net news Cancel - Lock hash al gorithm name: sha512

Security considerations: See Section 7 of this docunent
Publ i shed specification: RFC 8315

Contact for further information: Author of this docunent
I nt ended usage: COVMON

Owner/ Change controller: | ESG <i esg@etf.org>

Note: This algorithmis optional
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