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Abst ract

Thi s meno updates RFC 3168, which specifies Explicit Congestion
Notification (ECN) as an alternative to packet drops for indicating
networ k congestion to endpoints. It relaxes restrictions in RFC 3168
that hinder experinmentation towards benefits beyond just renmpval of

|l oss. This neno sumari zes the anticipated areas of experinentation
and updates RFC 3168 to enabl e experinmentation in these areas. An
Experimental RFC in the | ETF docunment streamis required to take
advant age of any of these enabling updates. In addition, this nmeno
makes rel ated updates to the ECN specifications for RTP in RFC 6679
and for the Datagram Congestion Control Protocol (DCCP) in RFCs 4341,
4342, and 5622. This neno al so records the conclusion of the ECN
nonce experinent in RFC 3540 and provides the rationale for

recl assification of RFC 3540 from Experinmental to Historic; this

recl assification enabl es new experinental use of the ECT(1)
codepoi nt .

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8311
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1. Introduction

This menmo updates RFC 3168 [ RFC3168], which specifies Explicit
Congestion Notification (ECN) as an alternative to packet drops for

i ndi cating network congestion to endpoints. It relaxes restrictions
in RFC 3168 that hinder experinentation towards benefits beyond just
renoval of loss. This nenp summarizes the proposed areas of
experinentation and updates RFC 3168 to enabl e experinentation in
these areas. An Experinmental RFC in the | ETF docunent stream

[ RFC4844] is required to take advantage of any of these enabling
updates. Putting all of these updates into a single docunent enables
experinentation to proceed without requiring a standards process
exception for each Experinental RFC that needs changes to RFC 3168, a
Proposed Standard RFC

There is no need for this meno to update RFC 3168 to sinplify
standardi zati on of protocols and nechani sns that are docunmented in
St andards Track RFCs, as any Standards Track RFC can update RFC 3168
directly without either relying on updates in this nmenop or using a
st andards process exception.
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1.

1.

In addition, this nmeno nmakes rel ated updates to the ECN specification
for RTP [ RFC6679] and for three DCCP profiles ([ RFC4341], [RFC4342],
and [ RFC5622]) for the same reason. Each experinent is stil

required to be docunented in one or nore separate RFCs, but use of
Experimental RFCs for this purpose does not require a process
exception to nodi fy any of these Proposed Standard RFCs when the

nmodi fication falls within the bounds established by this nmeno (RFC
5622 is an Experinental RFC, it is nodified by this neno for
consistency with nodifications to the other two DCCP RFCs).

Sone of the anticipated experinentation includes use of the ECT(1)
codepoi nt that was dedicated to the ECN nonce experinment in RFC 3540
[ RFC3540]. This menp records the conclusion of the ECN nonce
experinment and provides the explanation for reclassification of RFC
3540 from Experinmental to Historic in order to enable new
experinmental use of the ECT(1) codepoint.

1. ECN Term nol ogy

ECT: ECN- Capabl e Transport. One of the two codepoints, ECT(0) or
ECT(1), in the ECN field [ RFC3168] of the |IP header (v4 or v6).
An ECN-capabl e sender sets one of these to indicate that both
transport endpoi nts support ECN

Not - ECT: The ECN codepoint set by senders that indicates that the
transport is not ECN capabl e.

CE: Congestion Experienced. The ECN codepoint that an internedi ate
node sets to indicate congestion. A node sets an increasing
proportion of ECT packets to Congestion Experienced (CE) as the
| evel of congestion increases.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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2. ECN Experinmentation: Overview
Three areas of ECN experinentation are covered by this nmeno; the
cited docunents should be consulted for the detail ed goals and
rati onal e of each proposed experinent:

Congestion Response Differences: An ECN congestion indication

Bl ack

communi cates a higher |ikelihood than a dropped packet that a
short queue exists at the network bottl eneck node [ TCP-ABE]. This
di fference suggests that for congestion indicated by ECN, a

di fferent sender congestion response (e.g., sender backs off by a
smal | er anpbunt) may be appropriate by conparison to the sender
response to congestion indicated by |Ioss. Two exanpl es of
proposed sender congestion response changes are described in

[ TCP- ABE] and [ECN-L4S] -- the proposal in the |atter docunent
coupl es the sender congestion response change to Congestion
Marking Differences functionality (see next paragraph). These
changes are at variance with the requirenment in RFC 3168 that a
sender’s congestion control response to ECN congestion indications
be the sane as to drops. |ETF approval, e.g., via an Experinmenta
RFC in the | ETF docunment stream is required for any sender
congestion response used in this area of experinmentation. See
Section 4.1 for further discussion

Congestion Marking Differences: Congestion marking at network nodes

can be configured to maintain very shall ow queues in conjunction
with a different sender response to congestion indications (CE
marks), e.g., as proposed in [ECN-L4S]. The traffic involved
needs to be identified by the senders to the network nodes in
order to avoid danage to other network traffic whose senders do
not expect the nore frequent congestion marking used to maintain
very shal |l ow queues. Use of different ECN codepoints,
specifically ECT(0) and ECT(1), is a prom sing neans of traffic
identification for this purpose, but that technique is at variance
with the requirenent in RFC 3168 that traffic marked as ECT(0) not
receive different treatnent in the network by comparison to
traffic marked as ECT(1). |ETF approval, e.g., via an
Experimental RFC in the | ETF docunent stream is required for any
differences in congestion marking or sender congestion response
used in this area of experinmentation. See Section 4.2 for further
di scussi on.

St andards Track [ Page 5]



RFC 8311 ECN Experinentation January 2018

TCP Control Packets and Retransmissions: RFC 3168 linits the use of
ECN with TCP to data packets, excluding retransnissions. Wth the
successful deploynent of ECN in |arge portions of the Internet,
there is interest in extending the benefits of ECNto TCP contro
packets (e.g., SYNs) and retransnmitted packets, e.g., as proposed
in [ECN-TCP]. This is at variance with RFC 3168 s prohibition of
ECN for TCP control packets and retransnitted packets. See
Section 4.3 for further discussion

The scope of this nenbo is limted to these three areas of
experinentation. This nmenb expresses no view on the |ikely outcones
of the proposed experinents and does not specify the experinments in
detail. Additional experinents in these areas are possible, e.g., on
use of ECN to support deploynent of a protocol sinilar to Data Center
TCP (DCTCP) [ RFC8257] beyond DCTCP' s current applicability that is
limted to data center environnents. The purpose of this meno is to
renove constraints in Standards Track RFCs that stand in the way of
these areas of experinentation

2.1. Effective Congestion Control is Required

Congestion control remmins an inportant aspect of the Internet
architecture [RFC2914]. Any Experinental RFC in the | ETF docunent
streamthat takes advantage of this nmenp’s updates to any RFC is
required to discuss the congestion control inplications of the
experinent(s) in order to provide assurance that depl oynment of the
experinent (s) does not pose a congestion-based threat to the
operation of the Internet.

2.2. Network Considerations for ECN Experinentation

ECN functionality [ RFC3168] is becoming wi dely deployed in the
Internet and is being designed into additional protocols such as
Transparent Interconnection of Lots of Links (TRILL) [ECN-TRILL].
ECN experinents are expected to coexist with depl oyed ECN
functionality, with the responsibility for that coexistence falling
primarily upon designers of experimental changes to ECN. In

addi tion, protocol designers and inplenenters, as well as network
operators, may desire to anticipate and/or support ECN experinents.
The followi ng guidelines will help avoid conflicts with the areas of
ECN experinentation enabled by this neno:

1. Forwardi ng behavior as described in RFC 3168 renunins the
preferred approach for routers that are not involved in ECN
experinents, in particular continuing to treat the ECT(0) and
ECT(1) codepoints as equivalent, as specified in Section 4.2
bel ow.
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2. Network nodes that forward packets SHOULD NOT assune that the ECN
CE codepoi nt indicates that the packet woul d have been dropped if
ECN were not in use. This is because Congesti on Response
Di fferences experinents enpl oy different congestion responses to
dropped packets by conparison to recei pt of CE-marked packets
(see Section 4.1 below), so CE-narked packets SHOULD NOT be
arbitrarily dropped. A corresponding difference in congestion
responses already occurs when the ECN field is used for
Pre- Congestion Notification (PCN) [RFC6660].

3. A network node MUST NOT originate traffic marked with ECT(1)
unl ess the network node is participating in a Congestion Marking
Di fferences experinent that uses ECT(1l), as specified in
Section 4.2 bel ow.

Sone ECN experinents use ECN with packets where ECN has not been used
previously, specifically TCP control packets and retransm ssions; see
Section 4.3 below. The new niddl ebox behavi or requirements in that
section are of particular inportance. |In general, any system or
protocol that inspects or monitors network traffic SHOULD be prepared
to encounter ECN usage on packets and traffic that currently do not
use ECN

ECN field handling requirenments for tunnel encapsul ation and
decapsul ati on are specified in [RFC6040], which is in the process of
bei ng updated by [ECN-SHIM . Rel ated gui dance for encapsul ati ons
whose outer headers are not |P headers can be found in [ ECN- ENCAP] .
These requirenents and gui dance apply to all traffic, including
traffic that is part of any ECN experinent.

2.3. (QOperational and Managenent Consi derations

Changes in network traffic behavior that result from ECN
experinmentation are likely to inpact network operations and
managenent. Designers of ECN experinents are expected to anticipate
possi bl e i npacts and consi der how they may be dealt with. Specific
topics to consider include possible netwrk managenent changes or

ext ensi ons, nonitoring of the experimental deployment, collection of
data for evaluation of the experinment, and possible interactions with
other protocols, particularly protocols that encapsul ate network
traffic.

For further discussion, see [RFC5706]; the questions in Appendi x A of

RFC 5706 provide a conci se survey of sone inportant aspects to
consi der.
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3.

ECN Nonce and RFC 3540

As specified in RFC 3168, ECN uses two ECN- Capabl e Transport (ECT)
codepoints, ECT(0) and ECT(1), to indicate that a packet supports
ECN. RFC 3168 assigned the second codepoint, ECT(1), to support ECN
nonce functionality that discourages receivers fromexploiting ECN to
i mprove their throughput at the expense of other network users. That
ECN nonce functionality is fully specified in RFC 3540 [ RFC3540].
Thi s section explains why RFC 3540 has been reclassified from
Experinmental to Historic and nmakes associ ated updates to RFC 3168.

Whi l e the ECN nonce works as specified, and has been depl oyed in
limted environnents, wi despread usage in the Internet has not
materialized. A study of the ECN behavior of the top one mllion web
servers using 2014 data [Tramel | 15] found that after ECN was

negoti ated, none of the 581,711 | Pv4 servers tested were using both
ECT codepoints, which would have been a possible sign of ECN nonce
usage. O the 17,028 |IPv6 servers tested, four set both ECT(0) and
ECT(1) on data packets. This night have been evidence of use of the
ECN nonce by these four servers, but it mght equally have been due
to erroneous re-marking of the ECN field by a m ddl ebox or router

Wth the enmergence of new experinental functionality that depends on
use of the ECT(1l) codepoint for other purposes, continuing to reserve
that codepoint for the ECN nonce experinment is no |onger justified.
In addition, other approaches to discouraging receivers from
expl oi ti ng ECN have energed; see Appendi x B.1 of [ECN L4S].

Therefore, in support of ECN experinentation with the ECT(1)
codepoint, this neno:

0 Declares that the ECN nonce experinent [RFC3540] has concl uded and
notes the absence of w despread depl oynent.

0 Updates RFC 3168 [ RFC3168] to renove discussion of the ECN nonce
and use of ECT(1l) for that nonce.

The four primary updates to RFC 3168 that renove discussion of the
ECN nonce and use of ECT(1) for that nonce are as foll ows:

1. The renoval of the paragraph in Section 5 that imrediately
follows Figure 1; this paragraph di scusses the ECN nonce as the
nmotivation for two ECT codepoi nts.

2. The renoval of Section 11.2, "A D scussion of the ECN nonce", in
its entirety.
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3. The rempval of the |ast paragraph of Section 12, which states
that ECT(1) may be used as part of the inplenmentation of the ECN
nonce.

4. The renoval of the first two paragraphs of Section 20.2, which
di scuss the ECN nonce and alternatives. No changes are nade to
the rest of Section 20.2, which discusses alternative uses for
the fourth ECN codepoint.

In addition, other |ess-substantive changes to RFC 3168 are required
to renove all other mentions of the ECN nonce and to renove
inplications that ECT(1) is intended for use by the ECN nonce; these
specific text updates are onmtted for brevity.

4. Updates to RFC 3168

The foll owi ng subsections specify updates to RFC 3168 to enable the
three areas of experinentation sumarized in Section 2

4.1. Congestion Response Differences

RFC 3168 specifies that senders respond identically to packet drops
and ECN congestion indications. ECN congestion indications are
predom nately originated by Active Queue Managenment (AQVM nechani snms
in intermediate buffers. AQM nmechanisns are usually configured to
mai ntai n shorter queue | engths than non- AQW based mechani sis,
particul arly non- AQM dr op- based nmechani snms such as tail-drop, as AQM
mechani sns i ndi cate congestion before the queue overflows. Wile the
occurrence of | oss does not easily enable the receiver to determne
if AQMis used, the receipt of an ECN CE nark conveys a strong

I'i kelihood that AQM was used to manage the bottl eneck queue. Hence,
an ECN congestion indication comunicates a higher |ikelihood than a
dropped packet that a short queue exists at the network bottl eneck
node [ TCP-ABE]. This difference suggests that for congestion

i ndi cated by ECN, a different sender congestion response (e.g.,
sender backs off by a smaller anmpunt) nay be appropriate by
comparison to the sender response to congestion indicated by |oss.
However, Section 5 of RFC 3168 specifies that:

Upon the receipt by an ECN-Capabl e transport of a single CE
packet, the congestion control algorithns followed at the end-
systens MJUST be essentially the sanme as the congestion contro
response to a *single* dropped packet.

This menmo updates this text from RFC 3168 to all ow the congestion
control response (including the TCP Sender’s congestion contro
response) to a CE-marked packet to differ fromthe response to a
dropped packet, provided that the changes from RFC 3168 are
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docunented in an Experimental RFC in the | ETF docunment stream The
specific change to RFC 3168 is to insert the words "unl ess ot herw se
specified by an Experinental RFC in the | ETF docunment streani at the
end of the sentence quoted above.

RFC 4774 [ RFCA774] quotes the above text from RFC 3168 as background,
but it does not inpose requirenents based on that text. Therefore,
no update to RFC 4774 is required to enable this area of
experinentati on.

Section 6.1.2 of RFC 3168 specifies that:

If the sender receives an ECN-Echo (ECE) ACK packet (that is, an
ACK packet with the ECN-Echo flag set in the TCP header), then the
sender knows that congestion was encountered in the network on the
path fromthe sender to the receiver. The indication of
congestion should be treated just as a congestion loss in

non- ECN- Capabl e TCP. That is, the TCP source halves the
congesti on wi ndow "cwnd" and reduces the slow start threshold

"sst hresh".

This nmeno al so updates this text fromRFC 3168 to allow the
congestion control response (including the TCP Sender’s congestion
control response) to a CE-narked packet to differ fromthe response
to a dropped packet, provided that the changes from RFC 3168 are
docunented in an Experimental RFC in the | ETF docunment stream The
specific change to RFC 3168 is to insert the words "Unl ess ot herw se
specified by an Experinental RFC in the | ETF docunent streani at the
begi nning of the second sentence quoted above.

4.2. Congestion Marking Differences

Taken to its limt, an AQM al gorithmthat uses ECN congestion

i ndi cations can be configured to nmaintain very shall ow queues,

t hereby reduci ng network | atency by conparison to naintaining a

| arger queue. Significantly nore aggressive sender responses to ECN
are needed to nake effective use of such very shall ow queues;

"Dat acenter TCP (DCTCP)" [RFC8257] provides an exanple. 1In this
case, separate network node treatnments are essential, both to prevent
the aggressive lowlatency traffic fromstarving conventional traffic
(if present) and to prevent any conventional traffic disruption to
any |lower-latency service that uses the very shall ow queues. Use of
different ECN codepoints is a pronising neans of identifying these
two classes of traffic to network nodes; hence, this area of
experinentation is based on the use of the ECT(1) codepoint to
request ECN congestion marking behavior in the network that differs
fromECT(0). It is essential that any such change in ECN congestion
mar ki ng behavi or be counterbal anced by use of a different |ETF-
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approved congestion response to CE narks at the sender, e.g., as
proposed in [ ECN-L4S].

Section 5 of RFC 3168 specifies that "Routers treat the ECT(0) and
ECT(1) codepoints as equivalent."

This menmo updates RFC 3168 to allow routers to treat the ECT(0) and
ECT(1) codepoints differently, provided that the changes from RFC
3168 are docunented in an Experinental RFC in the | ETF docunent
stream The specific change to RFC 3168 is to insert the words
"unl ess ot herw se specified by an Experinental RFC in the | ETF
docunent streant at the end of the above sentence.

VWhen an AQMis configured to use ECN congestion indications to

mai ntain a very shal |l ow queue, congestion indications are marked on
packets that woul d not have been dropped if ECN was not in use.
Section 5 of RFC 3168 specifies that:

For a router, the CE codepoint of an ECN Capabl e packet SHOULD
only be set if the router woul d ot herwi se have dropped the packet
as an indication of congestion to the end nodes. \When the
router’s buffer is not yet full and the router is prepared to drop
a packet to informend nodes of incipient congestion, the router
should first check to see if the ECT codepoint is set in that
packet’s I P header. |If so, then instead of dropping the packet,
the router MAY instead set the CE codepoint in the |IP header.

This nmenpo updates RFC 3168 to all ow congestion indications that are
not equivalent to drops, provided that the changes from RFC 3168 are
docunented in an Experinmental RFC in the | ETF docunment stream The
specific change is to change "For a router” to "Unl ess ot herw se
specified by an Experinental RFC in the | ETF docunment streani at the
beginning of the first sentence of the above paragraph

A larger update to RFC 3168 is necessary to enabl e sender usage of
ECT(1) to request network congestion marking behavior that maintains
very shal | ow queues at network nodes. Wen using loss as a
congestion signal, the nunber of signals provided shoul d be reduced
to a mnimum hence, only the presence or absence of congestion is
communi cated. |In contrast, ECN can provide a richer signal, e.g., to
indicate the current |evel of congestion, wthout the di sadvantage of
a | arger nunber of packet |osses. A proposed experinment in this
area, Low Latency Low Loss Scal abl e throughput (L4S) [ECN L4S],
significantly increases the CE marking probability for traffic marked
as ECT(1) in a fashion that would interact badly with existing sender
congestion response functionality because that functionality assunes
that the network marks ECT packets as frequently as it would drop
Not - ECT packets. |If network traffic that uses such a conventiona
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sender congestion response were to encounter L4S s increased nmarking
probability (and hence rate) at a network bottl eneck queue, the
resulting traffic throughput is likely to be nmuch |ess than intended
for the | evel of congestion at the bottl eneck queue.

This menp updates RFC 3168 to renove that interaction for ECT(1).
The specific update to Section 5 of RFC 3168 is to replace the
foll owi ng two paragraphs:

Senders are free to use either the ECT(0) or the ECT(1) codepoint
to indicate ECT, on a packet-by-packet basis.

The use of both the two codepoints for ECT, ECT(0) and ECT(1), is
motivated primarily by the desire to all ow nechanisns for the data
sender to verify that network el enments are not erasing the CE
codepoint, and that data receivers are properly reporting to the
sender the receipt of packets with the CE codepoint set, as
required by the transport protocol. Cuidelines for the senders
and receivers to differentiate between the ECT(0) and ECT(1)
codepoints will be addressed in separate docunments, for each
transport protocol. In particular, this docunent does not address
mechani sns for TCP end-nodes to differentiate between the ECT(0)
and ECT(1) codepoints. Protocols and senders that only require a
singl e ECT codepoi nt SHOULD use ECT(O0).

with this paragraph:

Protocol s and senders MJST use the ECT(0) codepoint to indicate
ECT unl ess otherw se specified by an Experinental RFC in the | ETF
docunent stream Protocols and senders MUST NOT use the ECT(1)
codepoint to indicate ECT unless otherw se specified by an
Experimental RFC in the | ETF docunent stream  Quidelines for
senders and receivers to differentiate between the ECT(0) and
ECT(1) codepoints will be addressed in separate docunents, for
each transport protocol. |In particular, this docunent does not
address nmechani sns for TCP end-nodes to differentiate between the
ECT(0) and ECT(1) codepoints.

Congestion Marking Differences experinments SHOULD nodi fy the network
behavi or for traffic marked as ECT(1) rather than ECT(0) if network
behavi or for only one ECT codepoint is nodified. Congestion Marking
Di fferences experinments MJUST NOT nodify the network behavior for
traffic marked as ECT(0) in a fashion that requires changes to the
sender congestion response to obtain desired network behavior. |If a
Congestion Marking Differences experinent nodifies the network
behavi or for traffic marked as ECT(1), e.g., CE-marking behavior, in
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a fashion that requires changes to the sender congestion response to
obt ai n desired network behavior, then the Experinental RFC in the
| ETF docunent stream for that experinent MJIST specify:

0 The sender congestion response to CE narking in the network, and

o0 Router behavi or changes, or the absence thereof, in forwardi ng CE-
mar ked packets that are part of the experinent.

In addition, this neno updates RFC 3168 to renpve di scussion of the
ECN nonce, as noted in Section 3 above.

4.3. TCP Control Packets and Retransni ssions

Wth the successful use of ECN for traffic in large portions of the
Internet, there is interest in extending the benefits of ECNto TCP
control packets (e.g., SYNs) and retransm tted packets, e.g., as
proposed by ECN++ [ ECN- TCP]

RFC 3168 prohibits use of ECN for TCP control packets and
retransm tted packets in a number of places:

0 Section 5.2: "To ensure the reliable delivery of the congestion
i ndi cation of the CE codepoint, an ECT codepoi nt MJUST NOT be set
in a packet unless the loss of that packet in the network woul d be
detected by the end nodes and interpreted as an indication of
congestion.”

0 Section 6.1.1: "A host MJST NOT set ECT on SYN or SYN ACK packets"

0 Section 6.1.4: "...pure acknow edgenent packets (e.g., packets
that do not contain any acconpanyi ng data) MJST be sent with the
not - ECT codepoint."

0 Section 6.1.5: "This docunent specifies ECN capable TCP
i mpl ement ati ons MJUST NOT set either ECT codepoint (ECT(0) or
ECT(1)) in the IP header for retransmtted data packets, and that
the TCP data receiver SHOULD ignore the ECN field on arriving data
packets that are outside of the receiver’s current w ndow. "

0 Section 6.1.6: "...the TCP data sender MJST NOT set either an ECT
codepoint or the CAR bit on w ndow probe packets.

This menmo updates RFC 3168 to allow the use of ECT codepoints on SYN
and SYN- ACK packets, pure acknow edgenent packets, w ndow probe
packets, and retransni ssions of packets that were originally sent
with an ECT codepoint, provided that the changes from RFC 3168 are
docunented in an Experinmental RFC in the | ETF docunment stream The
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specific change to RFC 3168 is to insert the words "unl ess ot herw se
specified by an Experinental RFC in the | ETF docunment streani at the
end of each sentence quoted above.

In addition, beyond requiring TCP senders not to set ECT on TCP
control packets and retransmtted packets, RFC 3168 is silent on
whether it is appropriate for a network elenent, e.g., a firewall, to
di scard such a packet as invalid. For this area of ECN
experinentation to be useful, nddl eboxes ought not to do that;
therefore, RFC 3168 is updated by adding the followi ng text to the
end of Section 6.1.1.1 on M ddl ebox |ssues:

Unl ess ot herwi se specified by an Experinental RFC in the | ETF
docunent stream niddl eboxes SHOULD NOT di scard TCP contro

packets and retransmitted TCP packets solely because the ECN field
in the | P header does not contain Not-ECT. An exception to this
requi renent occurs in responding to an attack that uses ECN
codepoints other than Not-ECT. For exanple, as part of the
response, it may be appropriate to drop ECT-marked TCP SYN packets
wi th higher probability than TCP SYN packets nmarked with Not-ECT.
Any such exceptional discarding of TCP control packets and
retransmtted TCP packets in response to an attack MJUST NOT be
done routinely in the absence of an attack and SHOULD only be done
if it is determined that the use of ECNis contributing to the

att ack.

5. ECN for RTP Updates to RFC 6679

RFC 6679 [ RFC6679] specifies use of ECN for RTP traffic; it allows
use of both the ECT(0) and ECT(1l) codepoints and provides the
foll owi ng gui dance on use of these codepoints in Section 7.3.1

The sender SHOULD mar k packets as ECT(0) unless the receiver
expresses a preference for ECT(1) or for a random ECT val ue using
the "ect" parameter in the "a=ecn-capable-rtp:" attribute.

The Congestion Marking Differences area of experinentation increases
the potential consequences of using ECT(1l) instead of ECT(0); hence,
the above gui dance is updated by adding the follow ng two sentences:

Random ECT val ues MUST NOT be used, as that nay expose RTP to
differences in network treatment of traffic marked with ECT(1) and
ECT(0) and differences in associ ated endpoi nt congesti on
responses. In addition, ECT(0) MJST be used unl ess ot herw se
specified in an Experinental RFC in the | ETF docunent stream
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Section 7.3.3 of RFC 6679 specifies RTP's response to receipt of
CE- mar ked packets as being identical to the response to dropped
packet s:

The reception of RTP packets with ECN-CE marks in the I P header is
a notification that congestion is being experienced. The default
reaction on the reception of these ECN- CE-mar ked packets MJST be
to provide the congestion control algorithmw th a congestion
notification that triggers the algorithmto react as if packet

| oss had occurred. There should be no difference in congestion
response if ECN-CE marks or packet drops are detected.

In support of Congestion Response Differences experinentation, this
meno updates this text in a fashion simlar to RFC 3168 to allow the
RTP congestion control response to a CE-marked packet to differ from
the response to a dropped packet, provided that the changes from RFC
6679 are docunmented in an Experinmental RFC in the | ETF docunent
stream The specific change to RFC 6679 is to insert the words

"Unl ess ot herw se specified by an Experinental RFC in the | ETF
docunent streant and reformat the last two sentences to be subject to
that condition; that is:

The reception of RTP packets with ECN-CE marks in the I P header is
a notification that congestion is being experienced. Unless

ot herwi se specified by an Experinmental RFC in the | ETF docunent
stream

* The default reaction on the reception of these ECN- CE- nar ked
packets MJST be to provide the congestion control algorithm
with a congestion notification that triggers the algorithmto
react as if packet |oss had occurred.

* There should be no difference in congestion response if ECN CE
mar ks or packet drops are detected.

The second sentence of the inmediately foll ow ng paragraph in
Section 7.3.3 of RFC 6679 requires a related update:

O her reactions to ECN-CE may be specified in the future,
following | ETF Review. Detailed designs of such alternative
reacti ons MJUST be specified in a Standards Track RFC and be
reviewed to ensure they are safe for depl oynent under any
restrictions specified.

The update is to change "Standards Track RFC' to "Standards Track RFC

or Experinental RFC in the | ETF docunent streaml for consistency with
the first update.
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6

ECN for DCCP Updates to RFCs 4341, 4342, and 5622

The specifications of the three DCCP Congestion Control IDs (CClDs),
2 [ RFC4341], 3 [RFC4342], and 4 [RFC5622], contain broadly the sane
wordi ng as foll ows:

each DCCP-Data and DCCP- Dat aAck packet is sent as ECN Capable with
either the ECT(0) or the ECT(1) codepoint set.

This nmeno updates these sentences in each of the three RFCs as
fol |l ows:

each DCCP-Data and DCCP- Dat aAck packet is sent as ECN Capabl e.
Unl ess ot herwi se specified by an Experinental RFC in the | ETF
docunent stream such DCCP senders MUST set the ECT(0) codepoint.

In support of Congestion Marking Differences experinmentation (as
noted in Section 3), this nmenp al so updates all three of these RFCs
to renmove discussion of the ECN nonce. The specific text updates are
omtted for brevity.

| ANA Consi der ati ons

To reflect the reclassification of RFC 3540 as Historic, |ANA has
updat ed the "Transm ssion Control Protocol (TCP) Header Flags"
registry <https://ww.iana. org/assi gnments/tcp-header-flags> to
renove the registration of bit 7 as the NS (Nonce Sunm) bit and add an
annotation to the registry to state that bit 7 was used by Hi storic
RFC 3540 as the NS (Nonce Sum) bit but is now Reserved

Security Considerations

As a process neno that only rel axes restrictions on experinentation,
there are no protocol security considerations, as security
considerations for any experinents that take advantage of the rel axed
restrictions are discussed in the docunents that propose the

experi nents.

However, effective congestion control is crucial to the continued
operation of the Internet; hence, this nmeno places the responsibility
for not breaking Internet congestion control on the experinents and
the experimenters who propose them This responsibility includes the
requi renent to di scuss congestion control inplications in an
Experimental RFC in the | ETF docunment stream for each experinent, as
stated in Section 2.1; review of that discussion by the |IETF
community and the ESG prior to RFC publication is intended to
provi de assurance that each experinment does not break Internet
congestion control
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See Appendix C. 1 of [ECN-L4S] for discussion of alternatives to the

ECN nonce.
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