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1. Introduction

Servi ce Functions are wi dely deployed and essential in many networks.
These Service Functions provide a range of features such as security,
WAN accel eration, and server |oad bal ancing. Service Functions may
be instantiated at different points in the network infrastructure
such as the WAN, data center, and so forth.

Prior to devel opment of the SFC architecture [RFC7665] and the
protocol specified in this docunment, current Service Function

depl oynent nodel s have been relatively static and bound to topol ogy
for insertion and policy selection. Furthernore, they do not adapt
well to elastic service environnments enabl ed by virtualization

New dat a-center network and cloud architectures require nore flexible
Servi ce Function deploynment nodels. Additionally, the transition to
virtual platfornms demands an agile service insertion nodel that
supports dynamic and el astic service delivery. Specifically, the
follow ng functions are necessary:

1. The novenent of Service Functions and application workl oads in
t he network.

2. The ability to easily bind service policy to granul ar
i nformati on, such as per-subscriber state.

3. The capability to steer traffic to the requisite Service
Function(s).

Thi s docunent, the Network Service Header (NSH) specification,
defines a new dat a-pl ane protocol, which is an encapsul ation for

SFCs. The NSH is designed to encapsul ate an origi nal packet or frane
and, in turn, be encapsul ated by an outer transport encapsul ation
(which is used to deliver the NSH to NSH aware network el enents), as
shown in Figure 1:

S +
| Transport Encapsul ati on |
o e e e e e e e e e o +
| Network Service Header (NSH)

R +
| Original Packet / Frame |
S +

Figure 1: Network Service Header Encapsul ation
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The NSH i s conposed of the follow ng el ements:

1. Service Function Path identification

2. Indication of location within a Service Function Path.

3. Optional, per-packet netadata (fixed-1ength or variable).

[ RFC7665] provi des an overview of a service chaining architecture
that clearly defines the roles of the various elenents and the scope
of a SFC encapsulation. Figure 3 of [RFC7665] depicts the SFC
architectural conponents after classification. The NSH is the SFC
encapsul ation referenced in [ RFC7665] .

1.1. Applicability

The NSH i s designed to be easy to inplenent across a range of
devi ces, both physical and virtual, including hardware platforns.

The intended scope of the NSH is for use within a single provider’s
operational domain. This deploynent scope is deliberately
constrained, as explained also in [RFC7665], and Iimted to a single
network administrative domain. In this context, a "domain" is a set
of network entities within a single adnministration. For exanple, a
networ k adnini strative domain can include a single data center, or an
overlay domain using virtual connections and tunnels. A corollary is
that a network administrative domain has a well-defined perineter

An NSH- aware control plane is outside the scope of this docunent.
1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
1.3. Definition of Terns

Byte: Al references to "bytes" in this docunent refer to 8-bit
bytes, or octets.

Classification: Defined in [ RFC7665].

Classifier: Defined in [RFC7665].
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Metadata (MD): Defined in [RFC7665]. The netadata, or context
i nformati on shared between C assifiers and SFs, and anmong SFs, is
carried on the NSH s Context Headers. It allows sunmarizing a
classification result in the packet itself, avoiding subsequent
re-classifications. Exanples of netadata include classification
informati on used for policy enforcenent and network context for
forwardi ng after service delivery.

Net wor k Locator: Data-plane address, typically IPv4d or 1Pv6, used to
send and receive network traffic.

Net wor k Node/ El enment: Device that forwards packets or frames based
on an outer header (i.e., transport encapsul ation) information.

Net work Overlay: Logical network built on top of an existing network
(the underlay). Packets are encapsulated or tunneled to create
the overlay network topol ogy.

NSH- aware: NSH awar e nmeans SFC- encapsul ation-aware, where the NSH
provi des the SFC encapsul ation. This specification uses NSH aware
as a nore specific termfromthe nore generic term"SFC- aware”

[ RFC7665] .

Service Classifier: Logical entity providing classification
function. Since they are logical, Cassifiers my be co-resident
with SFC el ements such as SFs or SFFs. Service Classifiers
performclassification and inpose the NSH. The initial Cdassifier
i mposes the initial NSH and sends the NSH packet to the first SFF
in the path. Non-initial (i.e., subsequent) classification can
occur as needed and can alter, or create a new service path.

Service Function (SF): Defined in [ RFC7665].

Service Function Chain (SFC): Defined in [RFC7665].

Servi ce Function Forwarder (SFF): Defined in [ RFC7665].

Service Function Path (SFP): Defined in [ RFC7665].

Service Plane: The collection of SFFs and associated SFs creates a
service-plane overlay in which all SFs and SFC Proxies reside
[ RFC7665] .

SFC Proxy: Defined in [ RFC7665].
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1.4. Probl em Space
The NSH addresses several limtations associated with Service
Function depl oynents. [RFC7498] provides a conprehensive review of

t hose i ssues.

1.5. NSH Based Service Chaining
The NSH creates a dedicated service plane; nore specifically, the NSH
enabl es:
1. Topol ogi cal | ndependence: Service forwardi ng occurs within the

Qui nn,

service plane, so the underlying network topol ogy does not
require nodification. The NSH provides an identifier used to
sel ect the network overlay for network forwarding.

Servi ce Chaining: The NSH enabl es service chai ning per [ RFC7665].
The NSH contains path identification information needed to
realize a service path. Furthernore, the NSH provides the
ability to nonitor and troubl eshoot a service chain, end-to-end
via service-specific Operations, Adm nistration, and Mi ntenance
(OAM nessages. The NSH fields can be used by adninistrators
(for exanple, via a traffic analyzer) to verify the path
specifics (e.g., accounting, ensuring correct chaining, providing
reports, etc.) of packets being forwarded al ong a service path.

The NSH provides a nechanismto carry shared netadata between
participating entities and Service Functions. The semantics of
the shared netadata are communi cated via a control plane (which
is outside the scope of this docunent) to participating nodes.
Section 3.3 of [ SFC- CONTROL- PLANE] provi des an exanple of this.
Exanpl es of metadata include classification informtion used for
policy enforcenment and network context for forwardi ng post
service delivery. Sharing the netadata allows Service Functions
to share initial and intermediate classification results with
downstream Servi ce Functions saving re-classification, where
enough informati on was encl osed.

The NSH of fers a commpn and st andards-based header for service
chaining to all network and servi ce nodes.

Transport Encapsul ati on Agnostic: The NSH is transport
encapsul ati on i ndependent: neaning it can be transported by a
variety of encapsul ation protocols. An appropriate (for a given
depl oynent) encapsul ati on protocol can be used to carry NSH
encapsul ated traffic. This transport encapsulation nmay form an
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overlay network; and if an existing overlay topol ogy provides the
required service path connectivity, that existing overlay may be
used.

2. Network Service Header

An NSH is inposed on the original packet/frame. This NSH contains
service path information and, optionally, nmetadata that are added to
a packet or frame and used to create a service plane. Subsequently,
an outer transport encapsulation is inposed on the NSH, which is used
for network forwarding.

A Service Cassifier adds the NSH The NSH is renoved by the | ast
SFF in the service chain or by an SF that consumes the packet.

2.1. Network Service Header For nmat

The NSH i s conposed of a 4-byte Base Header, a 4-byte Service Path
Header, and optional Context Headers, as shown in Figure 2

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Base Header |
i e e R e o o e i ol S N B S
| Servi ce Pat h Header |
B i s T T i i o S o T Ji I

I I
~ Cont ext Header (s) ~
I I
R et e s i o e s i i

Figure 2: Network Service Header

Base Header: Provides information about the service header and the
payl oad pr ot ocol

Service Path Header: Provides path identification and | ocation
within a service path.

Context Header: Carries netadata (i.e., context data) along a
servi ce path.

Qi nn, et al. St andards Track [ Page 7]



RFC 8300 Net wor k Servi ce Header (NSH) January 2018

2.2.

NSH Base Header

Figure 3 depicts the NSH Base Header:

T S T S SR S S S S S T Sl S e i o

i S S i < S S S S St S S

0 1 2 3

01234567890123456789012345678901
e e rh ok o

Ver| g U TTL | Length | U U U U MD Type| Next Protocol |
B ok It S i

Figure 3: NSH Base Header

The field descriptions are as foll ows:

Version: The Version field is used to ensure backward conpatibility

going forward with future NSH specification updates. |t MJST be
set to OxO by the sender, in this first revision of the NSH. If a
packet presuned to carry an NSH header is received at an SFF, and
the SFF does not understand the version of the protocol as
indicated in the base header, the packet MJST be di scarded, and
the event SHOULD be | ogged. G ven the wi despread inplenentation
of existing hardware that uses the first nibble after an MPLS

| abel stack for Equal -Cost Miltipath (ECVMP) deci sion processing,
thi s docunent reserves version 0lb. This value MJST NOT be used
in future versions of the protocol. Please see [RFC7325] for
further discussion of MPLS-rel ated forwardi ng requirenents.

Obit: Setting this bit indicates an OAM packet (see [ RFC6291]).

Qui nn,

The actual format and processing of SFC OAM packets is outside the
scope of this specification (for exanple, see [ SFC OAM FRAMEWORK]
for one approach).

The O bit MJST be set for OAM packets and MJUST NOT be set for
non- OAM packets. The O bit MJST NOT be nodified al ong the SFP.

SF/ SFF/ SFC Proxy/ C assifier inplenentations that do not support
SFC OAM procedures SHOULD di scard packets with O bit set, but MAY
support a configurable paraneter to enable forwardi ng recei ved SFC
OAM packets unnodi fied to the next elenent in the chain.

Forwar di ng OAM packets unnodi fi ed by SFC el enents that do not
support SFC OAM procedures nmay be acceptable for a subset of OAM
functions, but it can result in unexpected outcones for others;
thus, it is reconmended to anal yze the inpact of forwardi ng an OAM
packet for all OAM functions prior to enabling this behavior. The
confi gurabl e paraneter MJST be di sabl ed by default.

et al. St andards Track [ Page 8]
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TTL:

I ndi cates the maxi mum SFF hops for an SFP. This field is used
for service-plane |loop detection. The initial TTL val ue SHOULD be
configurable via the control plane; the configured initial value
can be specific to one or nore SFPs. If no initial value is
explicitly provided, the default initial TTL val ue of 63 MJST be
used. Each SFF involved in forwardi ng an NSH packet MJST
decrement the TTL value by 1 prior to NSH forwarding | ookup.
Decrenenting by 1 froman incomng value of 0 shall result in a
TTL val ue of 63. The packet MJUST NOT be forwarded if TTL is,
after decrenent, O.

This TTL field is the primary | oop-prevention nechanism This TTL
mechani smrepresents a robust conplenent to the Service Index (see
Section 2.3), as the TTL is decrenented by each SFF. The handling
of an incoming O TTL allows for better, although not perfect,
interoperation with pre-standard inplenentations that do not
support this TTL field.

Length: The total length, in 4-byte words, of the NSH including the

Base Header, the Service Path Header, the Fi xed-Length Context
Header, or Vari abl e-Length Context Header(s). The |length MJST be
0x6 for MD Type Ox1, and it MJST be 0x2 or greater for MD Type
0x2. The length of the Network Service Header MJUST be an integer
multiple of 4 bytes; thus, variable-length netadata is al ways
padded out to a multiple of 4 bytes.

Unassigned bits: Al other flag fields, marked U, are unassigned and

avail abl e for future use; see Section 9.1.1. Unassigned bits MJST
be set to zero upon origination, and they MJST be ignored and
preserved unnodified by other NSH supporting el enents. At
reception, all elements MJUST NOT nodify their actions based on

t hese unknown bits.

Met adata (MD) Type: Indicates the format of the NSH beyond the

Qui nn,

mandat ory NSH Base Header and the Service Path Header. NMD Type
defines the format of the netadata being carried. Please see the
| ANA Considerations in Section 9.1.3.

Thi s docunent specifies the follow ng four MD Type val ues:

0x0: This is a reserved value. Inplenentations SHOULD silently
di scard packets with MD Type 0xO.

Ox1: This indicates that the format of the header includes a
Fi xed- Lengt h Cont ext Header (see Figure 5 bel ow).
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0x2: This does not mandate any headers beyond the Base Header and
Servi ce Path Header, but may contain optional Variabl e-
Length Context Header(s). Wth MD Type 0x2, a length of 0x2
inplies there are no Context Headers. The senmantics of the
Vari abl e- Lengt h Cont ext Header(s) are not defined in this
docunment. The format of the optional Variable-Length
Cont ext Headers is provided in Section 2.5.1

OxF: This value is reserved for experinmentation and testing, as
per [ RFC3692]. Inplenmentations not explicitly configured to
be part of an experinent SHOULD silently discard packets
with MD Type OxF.

The format of the Base Header and the Service Path Header is
i nvariant and not affected by MD Type.

The NSH MD Type 1 and MD Type 2 are described in detail in
Sections 2.4 and 2.5, respectively. NSH inplenentations MJST
support MD Types 0x1 and O0x2 (where the length is 0x2). NSH

i mpl ement ati ons SHOULD support MD Type 0x2 with |l ength greater
than 0x2. Devices that do not support MD Type Ox2 with a length
greater than 0x2 MJST ignore any optional Context Headers and
process the packet wi thout them the Base Header Length field can
be used to determine the original payload offset if access to the
original packet/frame is required. This specification does not

di sall ow the MD Type val ue from changi ng al ong an SFP; however,
the specification of the necessary mechanismto allow the MD Type
to change al ong an SFP are outside the scope of this docurment and
woul d need to be defined for that functionality to be avail abl e.
Packets with MD Type val ues not supported by an inplenmentation
MUST be silently dropped.

Next Protocol: Indicates the protocol type of the encapsul ated data.

Qui nn,

The NSH does not alter the inner payl oad, and the semantics on the
i nner protocol remain unchanged due to NSH SFC. Pl ease see the
| ANA Considerations in Section 9.1.6.

Thi s docunent defines the follow ng Next Protocol values:

Ox1: | Pv4
0x2: |1 Pv6
0x3: Et hernet
0x4: NSH
0x5: MPLS

OXFE: Experinment 1
OxFF: Experinment 2
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2

3.

The functionality of hierarchical NSH using a Next Protocol value
of Ox4 (NSH) is outside the scope of this specification. Packets
wi th Next Protocol values not supported SHOULD be silently dropped
by default, although an inplenentation MAY provide a configuration
paraneter to forward them Additionally, an inplenentation not
explicitly configured for a specific experinent [ RFC3692] SHOULD
silently drop packets with Next Protocol values OxFE and OxFF

Servi ce Pat h Header
Figure 4 shows the format of the Service Path Header

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Service Path lIdentifier (SPI) | Service |ndex
i i i T i I S i e s o o i i

Service Path ldentifier (SPl): 24 bits
Service Index (SlI): 8 bits

Figure 4: NSH Service Path Header
The neaning of these fields is as foll ows:

Service Path ldentifier (SPl): Uniquely identifies a Service Function
Path (SFP). Participating nodes MIST use this identifier for SFP
selection. The initial Cassifier MIST set the appropriate SPI for a
given classification result.

Service Index (SlI): Provides location within the SFP. The initia
Classifier for a given SFP SHOULD set the SI to 255; however, the
control plane MAY configure the initial value of the Sl as
appropriate (i.e., taking into account the length of the SFP). The
Service I ndex MJUST be decrenented by a value of 1 by Service
Functions or by SFC Proxy nodes after perform ng required services;
the new decrenented SI value MUST be used in the egress packet’s NSH
The initial Cassifier MIST send the packet to the first SFF in the
identified SFP for forwarding along an SFP. |If re-classification
occurs, and that re-classification results in a new SPl, the
(re-)Classifier is, in effect, the initial Cassifier for the

resul tant SPI.

The Sl is used in conjunction with the Service Path lIdentifier for
SFP sel ection and for determ ning the next SFF/SF in the path. The
SI is also val uabl e when troubl eshooting or reporting service paths.
Wil e the TTL provides the primary SFF-based | oop prevention for this
mechani sm Sl decrenent by SF serves as a limted | oop-prevention
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mechani sm  NSH packets, as described above, are di scarded when an
SFF decrenents the TTL to 0. In addition, an SFF that is not the
term nal SFF for an SFP will discard any NSH packet with an SI of O,
as there will be no valid next SF information.

2.4. NSH MD Type 1

When t he Base Header specifies MD Type Ox1, a Fi xed-Length Context
Header (16-bytes) MJST be present imediately follow ng the Service
Pat h Header, as per Figure 5. The value of a Fixed-Length Context
Header that carries no nmetadata MJUST be set to zero.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Ver| 9 U TTL | Length | U U U U MD Type| Next Protocol |
e L o i e i s ik it NI R SR S
| Service Path ldentifier | Service |Index |

I s S S S e S e S S S Sup S Sup S

I I
| Fi xed- Lengt h Cont ext Header |
I I
i I i S e S it SN DU DU SRS
Figure 5: NSH MD Type 0x1

Thi s specification does not make any assunptions about the content of
the 16-byte Context Header that nust be present when the MD Type
field is set to 1, and it does not describe the structure or neaning
of the included netadat a.

An SFC-aware SF or SFC Proxy needs to receive the data structure and
semantics first in order to process the data placed in the mandatory
context field. The data structure and semantics include both the

al | ocati on schema and order as well as the neaning of the included
data. How an SFC-aware SF or SFC Proxy gets the data structure and
semantics is outside the scope of this specification.

An SF or SFC Proxy that does not know the format or semantics of the
Cont ext Header for an NSH with MD Type 1 MUST discard any packet with
such an NSH (i.e., MJST NOT ignore the netadata that it cannot
process), and MJST | og the event at |east once per the SPI for which
the event occurs (subject to threshol ding).

[ NSH- DC- ALLOCATI ON] and [ NSH- BROADBAND- ALLOCATI ON] provi de specific
exanpl es of how netadata can be all ocat ed.
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2.5. NSH MD Type 2

When t he Base Header specifies MD Type 0x2, zero or nore Variabl e-
Lengt h Context Headers MAY be added, i mediately follow ng the
Service Path Header (see Figure 6). Therefore, Length = 0x2,

i ndi cates that only the Base Header and Service Path Header are
present (and in that order). The optional Variabl e-Length Context
Headers MJUST be of an integer number of 4-bytes. The Base Header
Length field MJST be used to determine the offset to | ocate the
original packet or franme for SFC nodes that require access to that
i nformation.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Ver| 9 U TTL | Length | U U U U MD Type| Next Protocol |
e L o i e i s ik it NI R SR S
| Service Path ldentifier | Service |Index |

I s S S S e S e S S S Sup S Sup S

|~ Vari abl e-Lengt h Cont ext Headers (opt.) |~

L—- B S i St a S S S S e L—
Figure 6: NSH MD Type 0x2

2.5.1. Optional Variable-Length Metadata

The format of the optional Variable-Length Context Headers, is as
depicted in Figure 7.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Met adata O ass | Type | Y Length |
I S i o T s S S S e s s T
| Vari abl e-Lengt h Met adat a |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 7: Variabl e-Length Context Headers
Met adata Class (MD Class): Defines the scope of the Type field to
provi de a hierarchical nanespace. Section 9.1.4 defines how the

MD O ass val ues can be allocated to standards bodi es, vendors, and
ot hers.
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Type: Indicates the explicit type of netadata being carried. The
definition of the Type is the responsibility of the MD d ass
owner .

Unassigned bit: One unassigned bit is available for future use.
This bit MJUST NOT be set, and it MJST be ignored on receipt.

Length: Indicates the length of the variable-length nmetadata, in
bytes. In case the netadata length is not an integer nunber of
4-byte words, the sender MJST add pad bytes i mediately follow ng
the last netadata byte to extend the netadata to an integer numnber
of 4-byte words. The receiver MJST round the Length field up to
the nearest 4-byte-word boundary, to | ocate and process the next
field in the packet. The receiver MJST access only those bytes in
the metadata indicated by the Length field (i.e., actual number of
byt es) and MJST ignore the renmining bytes up to the nearest
4- byt e-word boundary. The length may be 0 or greater

A val ue of 0 denotes a Context Header wi thout a Variable-Length
Met adata fi el d.

Thi s specification does not nmake any assunpti on about Context Headers
that are mandatory to inplenent or those that are nandatory to
process. These considerations are depl oynent specific. However, the
control plane is entitled to instruct SFC-aware SFs with the data
structure of the Context Header together with its scoping (see e.qg.,
Section 3.3.3 of [SFC CONTROL- PLANE]) .

Upon recei pt of a packet that belongs to a given SFP, if a mandatory-
to-process Context Header is mssing in that packet, the SFC aware SF
MUST NOT process the packet and MJST | og an error at |east once per
the SPI for which the mandatory netadata is m ssing.

If multiple mandatory-to-process Context Headers are required for a
given SFP, the control plane MAY instruct the SFC-aware SF with the
order to consune these Context Headers. |If no instructions are

provi ded and the SFC-aware SF will nake use of or nodify the specific
Cont ext Header, then the SFC aware SF MUST process these Context
Headers in the order they appear in an NSH packet.

If multiple instances of the sane netadata are included in an NSH
packet, but the definition of that Context Header does not allow for
it, the SFC-aware SF MJST process the first instance and ignore
subsequent instances. The SFC-aware SF MAY | og or increase a counter
for this event.
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3. NSH Actions

NSH- awar e nodes (which include Service C assifiers, SFFs, SFs, and
SFC Proxies) may alter the contents of the NSH headers. These nodes
have several possible NSHrel ated actions:

1.

Qui nn,

Insert or renmove the NSH: These actions can occur respectively at
the start and end of a service path. Packets are classified, and
if determined to require servicing, an NSH will be inposed. A

Service Classifier MUST insert an NSH at the start of an SFP. An
i nposed NSH MUST contain both a valid Base Header and Service
Path Header. At the end of an SFP, an SFF MJUST renove the NSH
before forwardi ng or delivering the un-encapsul ated packet.
Therefore, it is the |last node operating on the service header

Multiple logical Classifiers may exist within a given service
path. Non-initial Cassifiers may re-classify data, and that
re-classification MAY result in the selection of a different SFP
When the |l ogical Cassifier perforns re-classification that
results in a change of service path, it MJST replace the existing
NSH with a new NSH with the Base Header and Service Path Header
reflecting the new service path informati on and MJST set the
initial SI. The Obit, the TTL field, and unassigned flags MJST
be copied transparently fromthe old NSH to a new NSH Mt adat a
MAY be preserved in the new NSH

Sel ect service path: The Service Path Header provides service
path information and is used by SFFs to determine correct service
path selection. SFFs MJST use the Service Path Header for
selecting the next SF or SFF in the service path.

Update the NSH: SFs MJUST decrenent the service index by one. |If
an SFF receives a packet with an SPI and SI that do not
correspond to a valid next hop in a valid SFP, that packet MJST
be dropped by the SFF.

Classifiers MAY update Context Headers if new updated context is
avai | abl e.

If an SFC proxy is in use (acting on behalf of an NSH unaware
Service Function for NSH actions), then the proxy MJST update the
Servi ce I ndex and MAY update contexts. Wen an SFC Proxy

recei ves an NSH-encapsul ated packet, it MJST renmove the NSH
before forwarding it to an NSH unaware SF. Wen the SFC Proxy
recei ves a packet back from an NSH unaware SF, it MJST
re-encapsulate it with the correct NSH, and it MJST decrenent the
Servi ce I ndex by one.
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4. Service policy selection: Service Functions derive policy (i.e.,
service actions such as permt or deny) selection and enforcenent
fromthe NSH. Metadata shared in the NSH can provide a range of
service-rel evant information such as traffic classification

Fi gure 8 maps each of the four actions above to the conponents in the
SFC architecture that can performit.

R o e e e e R, T R, +
| | I'nsert, renove, or | Forwar d| Update | Service

| | replace the NSH | the NSH the NSH | policy |
| | | packet s| | sel. |
| Component S R S R S R + S R S R + |
I I I I | Dec. | Updat e | I
| | Insert | Remove | Repl ace| | Servi ce| Cont ext | |
| | | | | | I ndex | Header | |
Fom e Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - +
I + I I + I I + I
| G assifier | | | | | | | |
N N N N N N N N +
| Service | | + | + | | |
| Function | I I I I I I I
| Forwarder | I I I I I I I
| (SFF) | | | | | | | |
R S S S S S S S +
| Service | | | | N
| Function | | | | | | | |
| (SF) | | | | | | | |
Fom e Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - +
I + I + I I + + I
| SFC Proxy | I I I I I I I
N N N N N N N N +

Figure 8: NSH Action and Rol e Mapping
4. NSH Transport Encapsul ation
Once the NSH is added to a packet, an outer transport encapsul ation
is used to forward the original packet and the associ ated netadata to
the start of a service chain. The encapsul ati on serves two purposes:
1. Creates a topologically independent services plane. Packets are

forwarded to the required services w thout changing the
under | yi ng network topol ogy.
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2. Transit network nodes sinply forward the encapsul at ed packets
wi t hout nodification.

The service header is independent of the transport encapsul ation
used. Existing transport encapsul ati ons can be used. The presence
of an NSH is indicated via a protocol type or another indicator in
the outer transport encapsul ation

5. Fragmentation Considerations

The NSH and t he associated transport encapsul ati on header are "added"
to the encapsul ated packet/frame. This additional information
i ncreases the size of the packet.

Wthin a managed admi nistrative domain, an operator can ensure that
the underlay MIU is sufficient to carry SFC traffic without requiring
fragnmentation. G ven that the intended scope of the NSHis within a
single provider’'s operational domain, that approach is sufficient.

However, although explicitly outside the scope of this specification,
there might be cases where the underlay MU is not |arge enough to
carry the NSH traffic. Since the NSH does not provide fragnmentation
support at the service plane, the transport encapsul ati on protoco
ought to provide the requisite fragnentati on handling. For instance,
Section 9 of [RTG ENCAP] provides exenpl ary approaches and gui dance
for those scenari os.

When the transport encapsul ation protocol supports fragnentation, and
fragnmentation procedures needs to be used, such fragnentation is part
of the transport encapsulation logic. |If, as it is common,
fragmentation is performed by the endpoints of the transport
encapsul ati on, then fragnentation procedures are performed at the
sending NSH entity as part of the transport encapsul ation, and
reassenbly procedures are perfornmed at the receiving NSH entity
during transport de-encapsul ation handling logic. 1In no case would
such fragnentation result in duplication of the NSH header

For exanple, when the NSH is encapsulated in IP, IP-leve
fragmentation coupled with Path MU Di scovery (PMIuD) (e.g.,

[ RFC8201]) is used. Since PMIUD relies on | CMP nessages, an operator
shoul d ensure | CVMP packets are not bl ocked. Wen, on the other hand,
the underl ay does not support fragnentation procedures, an error
message SHOULD be | ogged when dropping a packet too big. Lastly,
NSH- specific fragnmentati on and reassenbly nethods may be defined as
wel |, but these nethods are outside the scope of this docunent and
subj ect for future work.
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6. Service Path Forwarding with NSH
6.1. SFFs and Overlay Sel ection

As described above, the NSH contains a Service Path Identifier (SPI)
and a Service Index (SI). The SPI is, as per its nanme, an
identifier. The SPI al one cannot be used to forward packets along a
service path. Rather, the SPI provides a level of indirection

bet ween the service path / topology and the network transport
encapsul ation. Furthernore, there is no requirenent for, or
expectation of, an SPI being bound to a predeterm ned or static

net wor k pat h.

The Service Index provides an indication of location within a service
path. The comnbination of SPI and Sl provides the identification of a
logical SF and its order within the service plane. This conbination
is used to select the appropriate network | ocator(s) for overlay
forwarding. The logical SF may be a single SF or a set of eligible
SFs that are equivalent. 1In the latter case, the SFF provides |oad
di stribution anongst the collection of SFs as needed.

SI serves as a nechanismfor detecting invalid SFPs. 1In particular,
an Sl value of zero indicates that forwarding is incorrect and the
packet nust be di scarded.

This indirection -- SPI to overlay -- creates a true service plane.
That is, the SFF/ SF topol ogy is constructed w thout inpacting the
net wor k topol ogy, but, nore inportantly, service-plane-only
participants (i.e., nbst SFs) need not be part of the network overlay
topol ogy and its associated infrastructure (e.g., control plane,
routing tables, etc.). SFs need to be able to return a packet to an
appropriate SFF (i.e., has the requisite NSH informtion) when
service processing is conplete. This can be via the overlay or
underlay and, in sonme cases, can require additional configuration on
the SF. As nentioned above, an existing overlay topol ogy may be
used, provided it offers the requisite connectivity.

The mapping of SPI to transport encapsul ation occurs on an SFF (as
di scussed above, the first SFF in the path gets an NSH encapsul at ed
packet fromthe Cassifier). The SFF consults the SPI/ID values to
determine the appropriate overlay transport encapsul ati on protoco
(several may be used within a given network) and next hop for the
requisite SF. Table 1 depicts an exanple of a single next-hop SPI/
Sl -to-network overlay network | ocator nmapping.
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oo oo T T +
| SPL | SI | Next Hop(s) | Transport Encapsul ation |
R R o e e e e e oo - o e e e e e e oo +
| 10 | 255 | 192.0.2.1 | VXLAN- gpe |
I I I I I
| 10 | 254 | 198.51.100.10 | GRE |
I I I I I
| 10 | 251 | 198.51.100.15 | GRE |
| | | | |
| 40 | 251 | 198.51.100.15 | GRE |
I I I I I
| 50 | 200 | 01:23:45:67:89:ab | Ethernet |
I I I I I
| 15 | 212 | Null (end of path) | None |
R R o e e e e e oo - o e e e e e e oo +

Table 1. SFF NSH Mappi ng Exanpl e
Additionally, further indirection is possible: the resolution of the
required SF network | ocator nay be a localized resolution on an SFF
rat her than an SFC control plane responsibility, as per Tables 2 and
3.

Pl ease note: VXLAN-gpe and CRE in the above table refer to
[ VXLAN- GPE] and [ RFC2784] [RFC7676], respectively.

Tabl e 2: NSH-to- SF Mappi ng Exanpl e
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oo S RIS T +
| SF | Next Hop(s) | Transport Encapsul ation

R o e e e o o e e e e e e oo +
| SF2 | 192.0.2.2 | VXLAN- gpe |
I I I I
| SF34 | 198.51.100. 34 | UDP |
I I I I
| SF9 | 2001:db8::1 | GRE |
R o e e e o o e e e e e e oo +

Tabl e 3: SF Locator Mappi ng Exanpl e

Since the SPI is a representation of the service path, the | ookup may
return nore than one possible next hop within a service path for a
given SF, essentially a series of weighted (equally or otherw se)
paths to be used (for |oad distribution, redundancy, or policy); see
Table 4. The netric depicted in Table 4 is an exanple to help
illustrate weighing SFs. In a real network, the nmetric will range
froma sinmple preference (simlar to routing next-hop) to a true
dynani ¢ composite nmetric based on the state of a Service Function
(including | oad, session state, capacity, etc.).

Femmm o - +--m o= oo s S +
| SPI | SI | NH | Metric |
S +--- - - o e e o - S +
| 10 | 3 | 203.0.113.1 | 1 |
| | | | |
| | | 203.0.113.2 | 1 |
I I I I I
| 20 | 12 | 192.0.2.1 | 1 |
I I I I I
| | | 203.0.113.4 | 1 |
| | | | |
| 30 | 7 | 192.0.2.10 | 10 |
I I I I I
| | | 198.51.100.1 | 5 |
S +--- - - o e e o - S +

(encapsul ation type omtted for formatting)
Table 4: NSH Wi ghted Service Path
The information contained in Tables 1-4 nmay be received fromthe

control plane, but the exact mechanismis outside the scope of this
docunent .
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6.2. Mapping the NSH to Network Topol ogy

As descri bed above, the mapping of the SPI to network topol ogy may
result in a single path, or it mght result in a nore conplex

topol ogy. Furthernore, the SPlI-to-overlay mapping occurs at each SFF
i ndependently. Any conbi nation of topol ogy selection is possible.

Pl ease note, there is no requirenment to create a new overlay topol ogy
if a suitable one already exists. NSH packets can use any (new or

exi sting) overlay, provided the requisite connectivity requirements
are sati sfi ed.

Exanpl es of mapping for a topol ogy:

1. Next SF is located at SFFb with | ocator 2001:db8::1
SFFa mappi ng: SPI =10 --> VXLAN-gpe, dst-ip: 2001:db8::1

2. Next SFis located at SFFc with nultiple network |ocators for
| oad-di stribution purposes:
SFFb mappi ng: SPI =10 --> VXLAN-gpe, dst_ip:203.0.113.1,
203.0.113.2, 203.0.113.3, equal cost

3. Next SF is located at SFFd with two paths from SFFc, one for
r edundancy:
SFFc mappi ng: SPI =10 --> VXLAN-gpe, dst _ip:192.0.2.10 cost =10,
203.0.113.10, cost=20

In the above exanmpl e, each SFF nakes an i ndependent deci sion about
the network overlay path and policy for that path. In other words,
there is no a priori nandate about how to forward packets in the
network (only the order of services that nust be traversed).

The network operator retains the ability to engi neer the network
pat hs as required. For exanple, the overlay path between SFFs may
utilize traffic engineering, QS nmarking, or ECMP, without requiring
conmpl ex configuration and network protocol support to be extended to
the service path explicitly. 1In other words, the network operates as
expected, and evolves as required, as does the service plane.

6.3. Service Plane Visibility

The SPI and SI serve an inportant function for visibility into the
service topology. An operator can determ ne what service path a
packet is "on" and its location within that path sinply by view ng
NSH i nformati on (packet capture, IP Flow Information Export (IPFIX),
etc.). The information can be used for service scheduling and

pl acenment deci sions, troubl eshooting, and conpliance verification
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6

7

7

4. Service G aphs

VWhile a given realized SFP is a specific sequence of Service
Functions, the service, as seen by a user, can actually be a
collection of SFPs, with the interconnection provided by Cassifiers
(in-service path, non-initial re-classification). These internal re-
Classifiers exam ne the packet at relevant points in the network,
and, if needed, SPI and SI are updated (whether this update is a re-
wite, or the inposition of a new NSH with new val ues is

i mpl ementation specific) to reflect the "result” of the
classification. These Classifiers may, of course, also nodify the
met adat a associ ated with the packet.

Section 2.1 of [RFC7665] describes Service G aphs in detail.

Policy Enforcement with NSH
1. NSH Metadata and Policy Enforcenent

As described in Section 2, NSH provides the ability to carry netadata
along a service path. This nmetadata may be derived from severa
sources. Common exanpl es incl ude:

Net wor k nodes/ devi ces: Information provided by network nodes can
i ndi cate network-centric information (such as VPN Routing and
Forwardi ng (VRF) or tenant) that may be used by Service Functions
or conveyed to another network node post service path egress.

External (to the network) systens: External systens, such as
orchestrati on systens, often contain information that is val uable
for Service Function policy decisions. |In npbst cases, this

i nformati on cannot be deduced by network nodes. For exanple, a
cloud orchestration platform placi ng workl oads "knows" what
application is being instantiated and can comruni cate this
information to all NSH nodes via netadata carried in the Context
Header (s).

Service Functions: A Classifier co-resident with Service Functions
often perforns very detailed and val uabl e classification

Regardl ess of the source, netadata reflects the "result" of
classification. The granularity of classification may vary. For
exanple, a network switch, acting as a Cassifier, mght only be able
to classify based on a 2-tuple, or based on a 5-tuple, while a
Service Function may be able to inspect application information
Regardl ess of granularity, the classification information can be
represented in the NSH
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Once the data is added to the NSH, it is carried along the service
path. NSH aware SFs receive the netadata, and can use that netadata
for local decisions and policy enforcement. Figures 9 and 10

hi ghl i ght the rel ationship between netadata and policy.

- + - + - +
| SFF )------- > SFF |------- >  SFF |
+-- - - - -+ +-- - - - -+ +-- - - - -+
" | |
e - -

/ \ / \ / \
( dass ) ( SF1 ) ( SF2 )
\ ify / \ / \ /
5-tupl e: Perm t I nspect
Tenant A Tenant A AppY

AppY

Fi gure 9: Metadata and Policy

+--- - - + +--- - - + +--- - - +
| SFF [--------- > | SFF |---------- > | SFF |
+- -4+ +- -4+ +- -4+
" I I
-+ -+ -+
/ \ / \ / \

( dass ) ( SF1 ) ( SF2 )
\ ify / \ / \ /
l_+_! e _ __

| Permit Deny AppZ
to--t---t empl oyees
e
Ext er na
system
Enpl oyee
AppZ

Figure 10: External Metadata and Policy

In both of the exanpl es above, the Service Functions performpolicy
deci sions based on the result of the initial classification: the SFs
did not need to performre-classification; instead, they rely on an
ant ecedent classification for local policy enforcenent.

Depending on the information carried in the netadata, data privacy

i npact needs to be considered. For exanple, if the metadata conveys
tenant information, that information nay need to be authenticated
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and/ or encrypted between the originator and the intended recipients
(which may include intended SFs only); one approach to an optiona
capability to do this is explored in [ NSH ENCRYPT]. The NSH itself
does not provide privacy functions, rather it relies on the transport
encapsul ati on/overlay. An operator can select the appropriate set of
transport encapsul ation protocols to ensure confidentiality (and
other security) considerations are net. Metadata privacy and
security considerations are a matter for the documents that define
met adata format.

7.2. Updating/ Augnenting Met adata

Post-initial netadata inposition (typically, performed during initial
service path determ nation), the netadata may be augmented or
updat ed:

1. Metadata Augnentation: Information nay be added to the NSH s
exi sting netadata, as depicted in Figure 11. For exanple, if the
initial classification returns the tenant information, a
secondary cl assification (perhaps co-resident with deep packet
inspection (DPl) or server |oad bal ancing (SLB)) may augnent the
tenant classification with application information, and inpose
that new information in NSH nmetadata. The tenant classification
is still valid and present, but additional information has been
added to it.

2. Metadata Update: Subsequent C assifiers may update the initia
classification if it is determined to be incorrect or not
descriptive enough. For exanmple, the initial Cassifier adds
met adata that describes the traffic as "Internet", but a security
Service Function determines that the traffic is really "attack".
Figure 12 illustrates an exanple of updating mnetadat a.
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+----- + +----- + +----- +

| SFF |--------- >| SFF |---------- > | SFF |

+- - - -+ +- - - -+ +- - - -+
" I I

/ \ / \ / \

( Cass ) ( SF1 ) ( SF2 )
\ / \ / \ /
g C__ C__
| | nspect Deny
oot 4 enpl oyees enpl oyee+
| | Cl ass=AppZ appZ

S +
Ext er nal
system
Enpl oyee

Figure 11: Metadata Augnentation

Fomm - - + Fomm - - + Fomm - - +
| SFF |--------- >| SFF |---------- > | SFF |
+-- - -+ +-- - -+ +-- - -+
n I I
/A /A /A
( dass ) ( SF1 ) ( SF2 )
\ / \ / \ /
5-tupl e: | nspect Deny
Tenant A Tenant A att ack
--> attack

Figure 12: Metadata Update
7.3. Service Path ldentifier and Met adat a

Met adata i nformati on may influence the service path selection since
the Service Path ldentifier values can represent the result of
classification. A given SPI can be defined based on classification
results (including nmetadata classification). The inposition of the
SPI and SI results in the packet being placed on the newWy specified
SFP at the position indicated by the inposed SPI and SI.

This relationship provides the ability to create a dynam c service

pl ane based on conpl ex classification, wthout requiring each node to
be capabl e of such classification or requiring a coupling to the
network topology. This yields Service Gaph functionality as
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descri bed in Section 6. 4.

behavi or.
+----- +
| SFF |-------
oot -4
I
/AR
( sc )
\ /
5-tupl e:
Tenant A
Legend:
SCL =

Net wor k Servi ce Header (NSH)

Service C assifier

January 2018

Figure 13 illustrates an exanple of this
+----- + +----- +
-->| SFF |------ +---> | SFF |
+--4-- 4+ | +--4-- 4+
I I I
/ SF1\ | / \
+ | ( SF2 )
\SsCcL2 / | \ /
C__ - o
I nspect | SFF | Oigina
Tenant A +--+--+ next SF
--> DoS |
\Y,
1_+_-
/ \
( SF10 )
\ /
DoS
" Scrubber™

Figure 13: Path ID and Metadata

Specific algorithns for mapping netadata to an SP

scope of this docunent.

8. Security Considerations

are outside the

NSH security nust be considered in the contexts of the SFC

architecture and operators’
characteristic of NSHis that it
t hat

opposed to a protoco
or anot her host,

"starts"

envi ronment s.

One i nportant

is not an end-to-end protocol. As
on a host and
NSH is typically inposed by a network device on

"ends" on a server

ingress to the SFC dommi n and renoved at the egress of the SFC

donai n.
(e.g., |P Tunneling,
Provi si oned Virtua

on NSH i nformati on

The foll owi ng sections detai

As such, and as with any other network-centric protocols
Traffic Engi neering,
Private Networks),
in the network devices responsible for inposing,

MPLS, or Provider-

there is an underlying trust

renovi ng, and acting

an anal ysis and present a set of

requi renents and recommendations in those two areas.
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8. 1.

NSH Security Considerations from Operators’ Environnments

Trust ed Devi ces

Al Cassifiers, SFFs and SFs (hereinafter referred to as "SFC
devices") within an operator’s environnment are assunmed to have
been sel ected, vetted, and actively maintained; therefore, they
are trusted by that operator. This assunption differs fromthe
oft held view that devices are untrusted, often referred to as the
"zero-trust nodel". Operators SHOULD regularly nonitor (i.e.
continuously audit) these devices to help ensure conpliant
behavior. This trust, therefore, extends into NSH operations: SFC
devi ces are not, thenselves, considered to be attack vectors.

Thi s assunption, and the resultant conclusion is reasonable since
this is the very basis of an operator posture; the operator
depends on this reality to function. |If these devices are not
trusted, and indeed are conprom sed, alnost the entirety of the
operator’s standard-based | P and MPLS protocol suites are

vul nerabl e; therefore, the operation of the entire network is
comprom sed. Although there are well -docunmented nonitoring-based
met hods for detecting conprom se (such as included continuous

moni toring and audit and |og review), these may not be sufficient
to contain damage by a conpletely conproni sed el enent.

Met hods and best practices to secure devices are also w dely
docunent ed and outside the scope of this docunent.

Si ngl e Domai n Boundary

Qui nn,

As per [RFC7665], NSH is designed for use within a single
adm nistrative domain. This scoping provides two inportant
characteristics:

i) Cear NSH boundaries

NSH egress devices MJST strip the NSH headers before they send the
users’ packets or frames out of the NSH domain

Means to prevent |eaking privacy-related information outside an

adm nistrative donain are natively supported by the NSH gi ven that
the last SFF of a service path will systematically renpove the NSH
encapsul ati on before forwardi ng a packet exiting the service path.

The second step in such prevention is to filter the transport
encapsul ati on protocol used by NSH at the domai n edge. The
transport encapsul ati on protocol MJST be filtered and MJUST NOT
| eave the donai n edge

et al. St andards Track [ Page 27]



RFC 8300 Net wor k Servi ce Header (NSH) January 2018

8.

2

Dependi ng upon the transport encapsul ation protocol used for NSH
this can be done either by conpletely blocking the transport
encapsul ation (e.g., if MPLS is the chosen NSH transport

encapsul ation protocol, it is therefore never allowed to | eave the
domai n) or by exanmining the carried protocol with the transport
encapsul ation (e.g., if VXLAN-gpe is used as the NSH transport
encapsul ati on protocol, all domain edges need to filter based on
the carried protocol in the VXLAN gpe.)

The ot her consequence of this bounding is that ingress packets
MUST al so be filtered to prevent attackers fromsending in NSH
packets with service path identification and netadata of their own
selection. The sane filters as described above for both the NSH
at SFC devices and for the transport encapsul ati on protocol as
general edge protections MJST be applied on ingress.

In summary, packets originating outside the SFC enabl ed donmain
MUST be dropped if they contain an NSH  Sinmilarly, packets
exiting the SFC-enabl ed dormain MJST be dropped if they contain an
NSH.

ii) Mtigation of external threats

As per the trusted SFC device points rai sed above, given that NSH
is scoped within an operator’s donain, that operator can ensure
that the environnent and its transitive properties conply with
that operator’s required security posture. Continuous audits for
assurance are recommended with this reliance on a fully trusted
environment. The term "continuous audits" describes a nethod

(aut omat ed or manual ) of checking security-control conpliance on a
regul ar basis, at sone set period of tine.

NSH Security Considerations fromthe SFC Architecture

The SFC architecture defines functional roles (e.g., SFF), as well as
protocol elenents (e.g., Metadata). This section considers each role
and element in the context of threats posed in the areas of integrity
and confidentiality. As with routing, the distributed computation
nmodel assunmes a distributed trust nodel

An inportant consideration is that NSH contai ns nmandat ory-to-nute
fields, and further, the SFC architecture describes cases where other
fields in NSH change, all on a possible SFP hop-by-hop basis. This
means that any cryptographic solution requires conpl ex key
distribution and life-cycle operations.
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8.2. 1.

Integrity

SFC devi ces

SFC devi ces MAY performvarious forms of verification on received
NSH packets such as only accepting NSH packets from expected

devi ces, checking that NSH SPI and SI val ues received from
expect ed devices conformto expected values and so on

I mpl enent ati on of these additional checks are a | ocal matter and,
thus, out of scope of this docunent.

NSH Base and Service Path Headers

Qui nn,

Att ackers who can nodify packets within the operator’s network nmay
be able to nodify the SFP, path position, and/or the metadata
associated with a packet.

One specific concern is an attack in which a nalicious

nmodi fication of the SPI/SI results in an alteration of the path to
avoi d security devices. The options discussed in this section
hel p thwart that attack, and so does the use of the optiona

"Proof of Transit" nethod [ PROOF- O TRANSI T].

As stated above, SFC devices are trusted; in the case where an SFC
device is conpromised, NSH integrity protecti on woul d be subject
to forging (in many cases) as well.

NSH itsel f does not mandate protocol -specific integrity
protection. However, if an operator deens protection is required,
several options are viable:

1. SFF/ SF NSH verification

Al t hough, strictly speaking, not integrity protection, sone of
the techni ques nentioned above, such as checking expected NSH
val ues are received from expected SFC device(s), can provide a
formof verification without incurring the burden of a full-
fledged integrity-protection depl oynent.

2. Transport Security

NSH i s al ways encapsul ated by an outer transport encapsul ation
as detailed in Section 4 of this specification, and as
depicted in Figure 1. |If an operator deens cryptographic
integrity protection necessary due to their risk analysis,
then an outer transport encapsul ation that provides such
protection [ RFC6071], such as |Psec, MJST be used.
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Al 't hough the threat nodel and recommendati ons of Section 5 of
BCP 72 [ RFC3552] would normally require cryptographic data
origin authentication for the header, this docunment does not
mandat e such mechanisns in order to reflect the operationa
and technical realities of deploynent.

G ven that NSH is transport independent, as nentioned above, a
secure transport, such as |Psec can be used for carry NSH

| Psec can be used either alone or in conjunction with other
transport encapsul ation protocols, in turn, encapsul ati ng NSH.

Qperators MJST ensure the selected transport encapsul ation
protocol can be supported by the transport encapsul ation/
underlay of all relevant network segnents as well as SFFs,
SFs, and SFC Proxies in the service path.

If connectivity between SFC-enabl ed devices traverses the
public Internet, then such connectivity MJST be secured at the
transport encapsul ation layer. 1Psec is an exanple of such a
transport.

3. NSH Vari abl e Header-Based Integrity

Lastly, NSH MD Type 2 provides, via variable-length headers,
the ability to append cryptographic integrity protection to
the NSH packet. The inplenentation of such a schene is

out side the scope of this docunent.

NSH net adat a

As with the Base and Service Path Headers, if an operator deens
cryptographic integrity protecti on needed, then an existing,
standard transport protocol MJST be used since the integrity
protection applies to entire encapsul ated NSH packets. As

menti oned above, a risk assessnent that deens data-plane traffic
subject to tanmpering will apply not only to NSH but to the
transport information; therefore, the use of a secure transport is
I'ikely needed already to protect the entire stack

If an MD Type 2 variable header integrity schene is in place, then

the integrity of the netadata can be ensured via that nechani sm as
wel | .
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8.2. 2.

Confidentiality

SFC devi ces

SFC devi ces can "see" (and need to use) NSH infornation.

NSH Base and Service Path Headers

SPI and ot her base / service path information does not typically
require confidentiality; however, if an operator does deem
confidentiality to be required, then, as with integrity, an

exi sting transport encapsul ation that provides encrypti on MIST be
utilized.

NSH met adat a

Qui nn,

An attacker with access to the traffic in an operator’s network
can potentially observe the nmetadata NSH carries with packets,
potentially discovering privacy-sensitive information.

Much of the nmetadata carried by NSH is not sensitive. It often
reflects information that can be derived fromthe underlying
packet or frame. Direct protection of such infornmation is not
necessary, as the risks are sinply those of carrying the
under | yi ng packet or frame.

I mpl enenters and operators MJST be aware that netadata can have
privacy inplications, and those inplications are sonetinmes hard to
predict. Therefore, attached netadata should be limted to that
necessary for correct operation of the SFP. Further, [RFC8165]
defines metadata considerations that operators can take into
account when usi ng NSH.

Protecting NSH netadata i nformati on between SFC conponents can be
done using transport encapsul ati on protocols with suitable
security capabilities, along the Iines discussed above. |If a
security analysis deens these protections necessary, then security
features in the transport encapsul ation protocol (such as |Psec)
MJST be used.

One useful elenment of providing privacy protection for sensitive
met adata i s described under the "SFC Encapsul ati on" area of the
Security Considerations of [RFC7665]. Operators can and shoul d
use indirect identification for metadata deenmed to be sensitive
(such as personally identifying information), significantly
mtigating the risk of a privacy violation. |In particular,
subscriber-identifying i nformati on should be handl ed carefully,
and, in general, SHOULD be obfuscat ed.
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For those situations where obfuscation is either inapplicable or
judged to be insufficient, an operator can al so encrypt the

met adata. An approach to an optional capability to do this was
expl ored in [ NSH ENCRYPT]. For other situations where greater
assurance is desired, optional nechani sns such as

[ PROOF- OF- TRANSI T] can be used.

9. | ANA Consi derati ons

9.1. NSH Paraneters
| ANA has created a new "Network Service Header (NSH) Paraneters"
registry. The follow ng subsections detail new registries within the
"Network Service Header (NSH) Paraneters" registry.

9.1.1. NSH Base Header Bits
There are five unassigned bits (U bits) in the NSH Base Header, and
one assigned bit (Obit). New bits are assigned via Standards Action
[ RFC8126] .
Bit 2 - O(0OAM bit
Bit 3 - Unassigned
Bits 16-19 - Unassigned

9.1.2. NSH Version

| ANA has set up the "NSH Version" registry. New values are assigned
via Standards Action [ RFC8126].

. s S +

| Version | Description | Reference |

S o e e e e e e e e e e e e e e R +
Version 00b | Protocol as defined by RFC 8300 | RFC 8300

Version 10b | Unassi gned |

I I
| Version 0lb | Reserved | RFC 8300 |
I I
| Version 11b | Unassi gned | |

Tabl e 5: NSH Versi on
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9.1.3. NSH MD Types

| ANA has set up the "NSH MD Types" registry, which contains 4-bit
val ues. MD Type val ues 0x0, 0x1, 0x2, and OxF are specified in this
docunent; see Table 6. Registry entries are assigned via the "I ETF
Revi ew' policy defined in RFC 8126 [ RFC8126] .

o m e e e - o e e e e e o o m e e e - +
| MD Type | Description | Reference |
M R M +
| Ox0 | Reserved | RFC 8300 |
I I I I
| Ox1 | NSH MD Type 1 | RFC 8300 |
I I I I
| Ox2 | NSH MD Type 2 | RFC 8300 |
I I I I
| Ox3 - OxE | Unassigned | |
I I I I
| OxF | Experinentation | RFC 8300 |
o m e e e - o e e e e e o o m e e e - +

Table 6: MD Type Val ues
9.1.4. NSH MD d ass
| ANA has set up the "NSH MD O ass" registry, which contains 16-bit
values. New allocations are to be made according to the foll ow ng
polici es:

0x0000 to Ox01ff: |ETF Review
0x0200 to Oxfff5: Expert Review

I ANA has assigned the values as foll ows:

o e e e oo Fom e e e e a e e oo Fom ek +
| Val ue | Meaning | Reference |
Fom e e e oo o T +
| 0x0000 | I ETF Base NSH MD d ass | RFC 8300 |
I I I
| Oxfffé to Oxfffe | Experimental | RFC 8300 |
I I I I
| Oxffff | Reserved | RFC 8300 |
Fom e e e oo o T +

Table 7: NSH MD C ass

A registry for Types for the MD O ass of 0x0000 is defined in
Section 9.1.5.
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Desi gnhat ed Experts eval uating new allocation requests fromthe
"Expert Review' range should principally consider whether a new MD
class is needed conpared to adding MD Types to an existing class.
The Desi gnated Experts shoul d al so encourage the existence of an
associated and publicly visible registry of MD Types al though this
regi stry need not be nmmintained by | ANA

When eval uating a request for an allocation, the Expert should verify
that the allocation plan includes considerations to handle privacy
and security issues associated with the anticipated individual M
Types allocated within this class. These plans should consider, when
appropriate, alternatives such as indirection, encryption, and
I'imted-deploynment scenarios. Information that can't be directly
derived fromview ng the packet contents shoul d be exam ned for
privacy and security inplications.

9.1.5. NSH | ETF- Assi gned Optional Variable-Length Metadata Types
The Type values within the | ETF Base NSH MD O ass, i.e., when the M
Class is set to 0x0000 (see Section 9.1.4), are the Types owned by
the 1ETF. Per this docunent, |ANA has created a registry for the
Type values for the I ETF Base NSH MD Cl ass called the "NSH | ETF-
Assi gned Optional Variable-Length Metadata Types" registry, as
specified in Section 2.5.1
The type val ues are assigned via Standards Action [ RFC8126].

No initial values are assigned at the creation of the registry.
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9.1.6.

| ANA has set up the "NSH Next Protocol" registry,
values 0, 1, 2, 3, 4, and 5 are defined
New val ues are assigned via "Expert

8- bit val ues.
in this docunent (see Table 8).

Net wor k Servi ce Header (

NSH Next Pr ot ocol

Next Protocol

Revi ew' as per [RFC8126].

Tabl e 8: NSH Base Header Next Protoco

Unassi gned
| Pv4

| Pv6

Et her net
NSH

MPLS
Unassi gned

Experinment 1

NSH)

RFC 8300
RFC 8300
RFC 8300

RFC 8300

I

I

I

I

I

I

I

| RFC 8300
I

I

I

I

| RFC 8300
I

I

RFC 8300

Val ues

January 2018

whi ch cont ai ns

Expert Revi ew requests MUST include a single codepoint per request.
Desi gnat ed Experts eval uating new all ocation requests fromthis

regi stry shoul d consider the potenti al
8-bit val ue,

docunentation. |f
al l ocation reaches half of the range (that

unassi gned val ues),

scarcity of codepoints for an
and check both for duplications and availability of

the actual assignment of the Next Protocol field
is, when there are 128

| ANA needs to alert the IESG At that point, a
new nore strict allocation policy SHOULD be consi dered.

10. NSH Rel at ed Codepoints

10. 1.

NSH Et hertype

An | EEE Et hertype,

Qui nn,

et al.

0x894F, has been all ocat
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11.

11.
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