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Abstract

Bit Index Explicit Replication (BIER) is an architecture that
provides optimal nulticast forwarding through a "multicast domain",
without requiring internmediate routers to maintain any per-flow state
or to engage in an explicit tree-building protocol. Wen a multicast
data packet enters the domain, the ingress router determ nes the set
of egress routers to which the packet needs to be sent. The ingress
router then encapsul ates the packet in a Bl ER header. The BIER
header contains a bit string in which each bit represents exactly one
egress router in the domain; to forward the packet to a given set of
egress routers, the bits corresponding to those routers are set in
the BIER header. The details of the encapsul ati on depend on the type
of network used to realize the multicast domain. This docunment
specifies a Bl ER encapsul ation that can be used in an MPLS network
or, with slight differences, in a non-MPLS network.
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the |ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all docunents approved by the I ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/infol/rfc8296

Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

[ RFC8279] describes a new architecture for the forwarding of
mul ti cast data packets. Known as "Bit Index Explicit Replication"
(BIER), that architecture provides optimal forwarding of multicast
data packets through a "nulticast domain". |t does so without
requiring any explicit tree-building protocol and w thout requiring
i ntermedi ate nodes to maintain any per-flow state.

Thi s docunent will use term nology defined in [ RFC8279].

A router that supports BIER is known as a "Bit-Forwardi ng Router"”
(BFR). A "BIER domain" is a connected set of BFRs, each of which has
been assigned a BFR-prefix. A BFR-prefix is a routable |IP address of
a BFR and is used by BIER to identify a BFR A packet enters a BIER
domain at a Bit-Forwarding I ngress Router (BFIR) and | eaves the BIER
domai n at one or nore Bit-Forwarding Egress Routers (BFERs). As
specified in [ RFC8279], each BFR of a given BIER domain is

provi sioned to be in one or nore "sub-domains" (SDs). |In the context
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of a given SD, each BFIR and BFER nust have a BFR-id that is unique
within that SD. A BFR-id is just a number in the range [1, 65535]
that, relative to a BIER SD, identifies a BFR uni quely.

As described in [ RFC8279], BIER requires that nulticast data packets
be encapsul ated with a header that provides the information needed to
support the BIER forwardi ng procedures. This information includes
the SD to which the packet has been assigned, a Set ldentifier (Sl),
a BitString, and a BitStringLength (BSL). Together, these values are
used to identify the set of BFERs to which the packet nust be
del i vered

Thi s docunent defines an encapsul ation that can be used in either
MPLS networ ks or non- MPLS networks. However, the construction and
processing of the Bl ER header are slightly different in MPLS networks
than in non-MPLS networks. In particular:

o The handling of certain fields in the encapsul ati on header (the
"Bl ER header") is different, depending upon whether the underlying
network is an MPLS network or not.

o In an MPLS network, the first four octets of a BlIER header are
al so the bottomentry (the last four octets) of an MPLS | abe
st ack.

The MPLS-based encapsul ation is explained in detail in Section 2.1
The differences between the MPLS-based encapsul ati on and the non- MPLS
encapsul ati on are explained in Section 2. 2.

Foll owi ng the BIER header is the "payload". The payload may be an

| Pv4 packet, an |IPv6 packet, an Ethernet frane, an MPLS packet, or an
Qperations, Adm nistration, and M ntenance (QAM packet. (The use
of BIER with other payload types is also possible but is not further
di scussed in this docunent.) The BI ER header contains infornmation
(the Next Protocol field) identifying the type of the payl oad.

If the payload is an MPLS packet, then an MPLS | abel stack

i medi ately follows the BIER header. The top |abel of this MPLS

| abel stack may be either a downstream assigned | abel [RFC3031] or an
upstream assi gned | abel [RFC5331].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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2. Bl ER Header
The Bl ER header is shown in Figure 1.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Bl FT-id | TC |9 TTL |
+ i I S i T S S S S i S e
| | Ver | BSL | Ent r opy |
+ i T S S i i e e ok ok
| | DSCP | Proto | BFIRid |
+ e L o e e T e S TR b o o
| BitString (first 32 bits) ~
B i s T T i i o S o T Ji I
i s T S i i T S A b e ok

~ BitString (last 32 bits)
e e L o o T e i i o St NN B SR SR R S

Figure 1: BI ER Header

The BIFT-id represents a particular Bit |Index Forwarding

Table (BIFT); see Section 6.4 of [RFC8279]. As explained in

[ RFC8279], each BIFT corresponds to a particul ar conbi nati on of SD,
BSL, and SI.

Section 2.1 explains how the fields of the encapsul ati on header are
used in MPLS networks. For those fields that are used differently in
non- MPLS networ ks, Section 2.2 explains the differences.

The default BitStringLength value for the encapsul ations defined in

this document is 256. See Section 3 of [RFC8279] for a discussion of
the default BitStringLength val ue.

2.1. In MPLS Networks

2.1.1. Encapsulation Initial Four Cctets

2.1.1.1. The BI ER-MPLS Label
As stated in [ RFC8279], when a BIER domain is also an | GP domain, |GP
ext ensi ons can be used by each BFR to advertise the BFRid and
BFR-prefix. The extensions for OSPF are given in

[ OSPF_BI ER_EXTENSI ONS]. The extensions for IS-1S are given in
[1SI'S Bl ER_EXTENSI ONS] .
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When a particular BIER domain is both an | GP domain and an MPLS
network, we assune that each BFR will also use | GP extensions to
advertise a set of one or nore "BlIER MPLS" | abels. When the donmain
contains a single SD, a given BFR needs to advertise one such | abe
for each conbination of SI and BSL. |If the domain contains nmultiple
SDs, a BFR needs to advertise one such | abel per SI per BSL for

each SD.

In sone environnents, the only routing protocol in a BlIER domain

m ght be BGP; in this case, the BGP extensions described in

[ BGP_BI ER_EXTENSI ONS] can be used to advertise the necessary set of
Bl ER- MPLS | abel s.

The Bl ER-MPLS | abels are locally significant (i.e., unique only to
the BFR that advertises then) downstream assi gned MPLS | abel s.
Penul ti mat e hop poppi ng [ RFC3031] MJST NOT be applied to a Bl ER-MPLS
| abel .

Suppose, for exanple, that there is a single SD (the default SD)
that the network is using a BSL of 256, and that all BFERs in the SD
have BFR-ids in the range [1,512]. Since each BIER BitString is 256
bits long, this requires the use of two SIs: SI=0 and SI=1. So each
BFR wi || advertise, via |IGP extensions, two MPLS | abels for BIER one
corresponding to SI=0 and one corresponding to SI=1. The
advertisenments of these |labels will also bind each |abel to the
default SD and to BSL 256.
As anot her exanpl e, suppose a particular Bl ER domain contains two SDs
(SD 0 and SD 1), supports two BSLs (256 and 512), and contains
1024 BFRs. A BFR that is provisioned for both SDs, and that supports
both BSLs, would have to advertise the follow ng set of Bl ER-MPLS
| abel s:

L1: corresponding to SD 0, BSL 256, SI 0.

L2: corresponding to SD 0, BSL 256, SI 1.

L3: corresponding to SD 0, BSL 256, SI 2.

L4: corresponding to SD 0, BSL 256, SI 3.

L5: corresponding to SD O, BSL 512, SI O.

L6: corresponding to SD 0, BSL 512, SI 1.

L7: corresponding to SD 1, BSL 256, SI 0.

L8: corresponding to SD 1, BSL 256, SI 1.
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L9: corresponding to SD 1, BSL 256, SI 2.
L10: corresponding to SD 1, BSL 256, SI 3.
L11: corresponding to SD 1, BSL 512, SI 0.
L12: corresponding to SD 1, BSL 512, SI 1.

The above exanpl e should not be taken as inplying that the BFRs need
to advertise 12 individual |abels. For instance, instead of
advertising a |abel for <SD 1, BSL 512, SI 0> and a | abel for

<SD 1, BSL 512, SI 1>, a BFR could advertise a contiguous range of

|l abels (in this case, a range containing exactly two | abels)
corresponding to <SD 1, BSL 512>. The first label in the range could
correspond to SI 0, and the second to SI 1. The precise mechani sm
for generating and form ng the advertisenments is outside the scope of
this docunment; see [ OSPF_BI ER EXTENSI ONS] and [I SIS Bl ER EXTENSI ONS] .

The Bl ER-MPLS | abel corresponding to a particul ar conbination of SD
SI, and BSL is interpreted as representing the BIFT that corresponds
to that same conbination of SD, SI, and BSL. That is, the BI ER-MPLS
| abel perforns the function of a BIFT-id. This |abel value is
carried in the BIFT-id field of the BIER encapsul ati on.

It is crucial to understand that in an MPLS network the first

four octets of the BIER encapsul ati on header are also the | ast
four octets of the MPLS header. Therefore, any prior MPLS | abe
stack entries MJUST have the S bit (see [RFC3032]) clear (i.e., the
S bit nmust be 0).

When a BFR receives an MPLS packet and the next |abel to be processed
is one of its BIER-MPLS labels, it will assune that the remai nder of
the BI ER header (see Section 2.1.2) inmediately follows the stack

Note that in practice, |labels only have to be assigned if they are
going to be used. |If a particular BlIER domain supports BSLs 256 and
512, but sone SD, say SD 1, only uses BSL 256, then it is not
necessary to assign | abels that correspond to the comnbination of SD 1
and BSL 512.
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2.1.1.2. Oher Fields of the Initial Four Cctets
TC:

The "Traffic Cass" field [RFC5462] has its usual neaning in an
MPLS | abel stack entry.

S bit:

When a BI ER packet is traveling through an MPLS network, the

hi gh-order 20 bits of the initial four octets of the BIER
encapsul ation contain an MPLS label in the BIFT-id field. These
four octets are treated as the final entry in the packet’s MPLS
| abel stack. Hence, the S bit (see [RFC3032]) MJST be set to 1.
If there are any MPLS | abel stack entries i mediately preceding
the BIER encapsul ation, the S bit of those | abel stack entries
MUST be set to O.

TTL:

This is the usual MPLS "Tinme to Live" field [RFC3032]. Wen a
Bl ER packet is received, its "incomng TTL" (see below) is taken
fromthis TTL field.

When a BI ER packet is forwarded to one or nore BFR adjacenci es,
the BIER-MPLS | abel carried by the forwarded packet MJST have a
TTL field whose value is one |less than that of the packet’s
incomng TTL.

If a BIER packet’s incomng TTL is 1 or greater and one of the
bits inits BitString identifies the current BFR then the current
BFR is a BFER for the packet. Therefore, the current BFR MJST
process the packet as a BFER, e.g., by renoving the Bl ER
encapsul ati on and processing the payl oad based on the contents of
the Proto (Next Protocol) field.

If the incoming TTL is O, the packet is considered to be
"expired". If the incomng TTL is 1 and the BitString has a bit
set that does not identify the current BFR, the packet is also
considered to be expired. Expired packets SHOULD be passed to an
error-handling procedure. (Optional inplenentation-specific

rate limting may be applied to control the rate at which packets
are passed to the error-handling procedure.) Specification of the
error-handling procedure is outside the scope of this docunent.
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Note that if a received BIER packet has an incoming TTL of 1 and
its BitString has a bit set identifying the current BFR the
payl oad MJUST be processed by the current BFR, but the packet
MUST NOT be forwarded further, and the packet SHOULD al so be
passed to the error-handling procedures for expired packets
(subject to any inplenmentation-specific rate limting).

2.1.2. Remainder of Encapsul ation
Ni bbl e:

This field is set to the binary value 0101; this ensures that the
MPLS ECMP logic will not confuse the renai nder of the Bl ER header
with an I P header or with the header of a pseudow re packet. In
an MPLS network, if a BFR receives a BIER packet with any other
value in the first nibble after the | abel stack, it SHOULD discard
the packet and log an error.

Ver:

This 4-bit field identifies the version of the BIER header. This
docunent specifies version O of the BIER header. |f a packet is
received by a particular BFR and that BFR does not support the
speci fied version of the Bl ER header, the BFR MJST di scard the
packet and | og an error.

The val ue OxF is reserved for experimental use; that val ue
MUST NOT be assigned by any future | ETF docunent or by | ANA

BSL:
This 4-bit field encodes the length in bits of the BitString.
Not e: When parsing the BIER header, a BFR MJUST infer the | ength of
the BitString fromthe BIFT-id and MUST NOT infer it fromthe

value of this field. This field is present only to enable offline
tools (such as LAN anal yzers) to parse the Bl ER header.
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If kis the length of the BitString, the value of this field is
l og2(k)-5. However, only certain val ues are supported:

1: 64 bits
2: 128 bits
3: 256 bits
4: 512 bits

5: 1024 bits
6: 2048 bits
7: 4096 bits

The value of this field MIUST NOT be set to any val ue other than
those |listed above. A received packet containing another value in
this field SHOULD be di scarded and an error |ogged. |If the val ue
inthis field is other than what is expected based on the

Bl ER- MPLS | abel , the packet SHOULD be discarded and an error

| ogged.

Ent r opy:

This 20-bit field specifies an "entropy" value that can be used
for | oad-bal anci ng purposes. The BIER forwardi ng process nmay do
equal - cost | oad bal ancing, in which case the | oad-bal ancing
procedure MJST choose the sane path for any two packets that have
the sane entropy value and the sanme BitString. Please see

Section 6.7 ("Equal -Cost Miultipath Forwardi ng") of [RFC8279] for a
nmore detail ed discussion of BIER | oad-bal anci ng procedures.

If a BFIR is encapsulating (as the payl oad) MPLS packets that have
entropy | abels, the BFIR MIST ensure that if two such packets have
the sane MPLS entropy | abel they al so have the same val ue of the
Bl ER entropy field.
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OAM

By default, these two bits are set to 0 by the BFIR and are not
nodi fi ed by other BFRs. These two bits have no effect on the path
taken by a BI ER packet and have no effect on the quality of
service applied to a Bl ER packet.

The use of these bits in other than the default nmanner is

OPTI ONAL. Specification of the non-default use or uses of these
bits is outside the scope of this docunent; see [BIER-PMV for an
exanpl e of such a specification

Rsv:

These two bits are currently unused. They SHOULD be set to O upon
transm ssi on and MJST be i gnored upon reception

DSCP

By default, this 6-bit field is not used in MPLS networks. The
default behavior is that all six bits SHOUD be set to 0 upon
transm ssi on and MJST be ignored upon reception

Non-default use of this field in MPLS networks is outside the
scope of this docunent.

Pr ot o:

This 6-bit "Next Protocol" field identifies the type of the

payl oad. (The "payload" is the packet or frame inmediately
followi ng the BIER header.) |1ANA has created a registry called
"Bl ER Next Protocol ldentifiers". This field is to be popul ated
with the appropriate entry fromthat registry.

If a BFER receives a Bl ER packet but does not recognize (or does
not support) the value of the Next Protocol field, the BFER SHOULD
di scard the packet and |l og an error

BFI R-i d:
By default, this is the BFRid of the BFIR, in the SD to which the
packet has been assigned. The BFR-id is encoded in the 16-bit
field as an unsigned integer in the range [1, 65535].
Certain applications may require that the BFIR-id field contain

the BFR-id of a BFR other than the BFIR  However, that usage of
the BFIR-id field is outside the scope of this docunent.

W j nands, et al. Experi ment al [ Page 11]



RFC 8296 Bl ER MPLS Encapsul ation January 2018

2

1.

BitString:

This field holds the BitString that, together with the packet’s S
and SD, identifies the destination BFERs for this packet. Note
that the SI and SD for the packet are not carried explicitly in
the BIER header, as a particular BIFT-id al ways corresponds to a
particular SI and SD.

3. Further Encapsul ating a Bl ER Packet

Sendi ng a Bl ER packet from one BFR to another nmay require the packet
to be further encapsulated. For exanple, in sone scenarios it nmay be
necessary to encapsul ate a BI ER packet in an Ethernet frame; in other
scenarios it may be necessary to encapsul ate a Bl ER packet in a UDP
packet. In such cases, the BIER packet itself is the payl oad of an
"outer" encapsul ation.

In this docunent, we assunme that the frane or packet carrying a BIER
packet as its payload is a unicast frane or packet. That is,

al though a BIER packet is a multicast packet, we assune that the
frame or packet carrying the Bl ER packet as its payl oad is unicast
fromone BFR to the next.

General |y, the outer encapsul ati on has a codepoint identifying the

"next protocol". The outer encapsulation’s "next protocol" codepoint
for MPLS MJUST be used. |If a particular outer encapsul ation has a
codepoint for "MPLS with downstream assigned | abel” and a different
codepoint for "MPLS with upstream assigned | abel"”, the codepoint for

"MPLS wi th downstream assi gned | abel " MJST be used.

For exanple, if a BIER packet is encapsulated in an Ethernet frane,
the Ethertype MJST be 0x8847 [ RFC5332], which is the Ethertype for a
uni cast Ethernet frane that carries an MPLS packet whose | abel stack
begins with a downstream assi gned | abel

In the special case where the outer encapsulation is MPLS, the outer
encapsul ati on has no "next protocol" codepoint. Al that is needed
to encapsul ate the Bl ER packet is to push nore MPLS | abel stack
entries (wth the S bit clear) on the Bl ER packet’s |abel stack.

If two BIER packets have the sane value in the entropy field of their
respective BIER headers and if both are placed in an outer

encapsul ation, it is desirable for the outer encapsulation to
preserve the fact that the two packets have the same entropy. |f the
outer encapsulation is MPLS and if the MPLS entropy |abel [RFC6790]
is in use in a given deploynment, one way to do this is to copy the
val ue of the BIER header entropy field into an MPLS entropy | abel
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2.2. In Non- MPLS Networ ks
2.2.1. Encapsulation Initial Four Cctets
2.2.1.1. The BIFT-id

I'n non- MPLS networks, a BIFT-id MJST be assigned for every

conbi nation of <SD, SI, BSL> that is to be used in that network. The
correspondence between a BIFT-id and a particular <SD, SI, BSL>
triple is unique throughout the BIER domain and is known to all the
BFRs in the BIER domain.

The nmeans by which the BIFT-ids are assigned, and the neans by which
these assignments are made known to the BFRs, are outside the scope
of this docunent.

In an MPLS network, since the BIFT-id is an MPLS | abel, its value may
be changed as a BI ER packet goes fromBFR to BFR In a non-MPLS
network, since the BIFT-id is domai n-wi de unique, it is not expected
to change as a BI ER packet travels.

2.2.1.2. Oher Fields of the Initial Four Cctets
TC:
By default, the TC field has no significance in a non-MLS
network. The default behavior is that this field SHOULD be set to

the binary val ue 000 upon transm ssion and MJST be i gnored upon
reception.

Non-default use of this field in non-MPLS networks is outside the
scope of this docunent.

S bit:

The S bit has no significance in a non-MPLS network. It SHOULD be
set to 1 upon transnission, but it MJST be ignored upon reception

TTL:
This is the BIER "Time to Live" field. |Its purpose is to prevent
Bl ER packets from |l ooping indefinitely in the event of inproper
operation of the control plane. Wen a BlIER packet is received,
its "incomng TTL" (see below) is taken fromthis TTL field.

The effect of this field on the processing of a BlIER packet is
described in Section 2.1.1.2.
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2.2.2. Remainder of Encapsul ation
Ni bbl e:

This field SHOULD be set to 0000 upon transni ssion but MJST be
i gnored upon reception.

Ver :
See Section 2.1.2.
BSL:
See Section 2.1.2.
Entr opy:
See Section 2.1.2.
CAM
See Section 2.1.2.
Rsv:
See Section 2.1.2.
DSCP
This 6-bit field MAY be used to hold a Differentiated Services
Codepoi nt [ RFC2474]. The significance of this field is outside
the scope of this docunent.
Pr ot o:
See Section 2.1.2.
BFI R-i d:
See Section 2.1.2.
BitString:

See Section 2.1.2.
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2.2.3. Further Encapsul ating a Bl ER Packet

Sendi ng a Bl ER packet from one BFR to another may require the packet
to be further encapsulated. For exanple, in sone scenarios it may be
necessary to encapsul ate a BIER packet in an Ethernet frame; in other
scenarios it may be necessary to encapsul ate a Bl ER packet in a UDP
packet. In such cases, the BlIER packet itself is the payload of an
"outer" encapsul ation.

In this docurment, we assune that the frame or packet carrying a BIER
packet as its payload is a unicast frane or packet. That is,

al though a BI ER packet is a nulticast packet, we assume that the
frame or packet carrying the BIER packet as its payl oad is unicast
fromone BFR to the next.

General |y, the outer encapsul ati on has a codepoint identifying the

"next protocol". This codepoint MJST be set to a val ue that neans
"non-MPLS BIER'. |n particular, a codepoint that neans "MPLS' (with
ei ther upstream assi gned or downstream assi gned | abel s) MJUST NOT

be used.

By requiring the use of a distinct codepoint for "non-MPLS BIER', we
al | ow for depl oynent scenarios where non-MPLS BI ER can coexist with
non- BIER MPLS. The BIFT-id val ues used by the former will not
conflict with MPLS | abel values used by the latter.

Therefore, if a non-MPLS Bl ER packet is encapsulated in an Ethernet
header, the Ethertype MJUST NOT be 0x8847 or 0x8848 [ RFC5332]. |EEE
has assi gned Ethertype O0xAB37 for non-MPLS Bl ER packets.

In the special case where the outer encapsulation is MPLS, the outer
encapsul ati on has no "next protocol" codepoint. |If it is necessary
to use MPLS as an outer encapsul ation for BIER packets, it is
RECOMVENDED to use the MPLS encapsul ation for BIER  Procedures for
encapsul ati ng a non- MPLS Bl ER packet in MPLS are outside the scope of
thi s docunent.

If two Bl ER packets have the sane value in the entropy field of their
respective BIER headers and if both are placed in an outer

encapsul ation, it is desirable for the outer encapsulation to
preserve the fact that the two packets have the sane entropy.
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3.

I mposi ng and Processing the Bl ER Encapsul ati on

Each BFIR i s expected to know the Maxi mum Transm ssion Unit (MIU) of
the BIER donmain. This may be known by provisioning, or by sone other
met hod outside the scope of this docunent. Each BFIR al so knows the
size of the BIER encapsul ati on. Thus, each BFIR can deduce the
maxi mum si ze of the payload that can be encapsulated in a BIER
packet. We will refer to this payl oad size as the Bl ER-MIU

If a BFIR receives a nulticast packet fromoutside the Bl ER domain
and t he packet size exceeds the BIER-MIU, the BFIR takes whatever
action is appropriate to take when receiving a multicast packet that
is too large to be forwarded to all its next hops. |If the
appropriate action is to drop the packet and advertise an MIU to the
source, then the BFIR drops the packet and advertises the Bl ER- MU
If the appropriate action is to fragnent the packet, then the
procedures of this section are applied, in sequence, to each
fragment.

When a BFIR processes a nulticast packet (or fragment thereof) from
outside the Bl ER domain, the BFIR carries out the foll ow ng
pr ocedur e:

1. By consulting the "nulticast flow overlay" [RFC8279], it
determnes the value of the Proto field.

2. By consulting the nmulticast flow overlay, it determ nes the set
of BFERs that nust receive the packet.

3. If nore than one SD is supported, the BFIR assigns the packet to
a particular SD. Procedures for determining the SD to which a
particul ar packet shoul d be assigned are outside the scope of
thi s docunent.

4. The BFIR | ooks up the BFR-id, in the given SD, of each of the
BFERs.

5. The BFIR converts each such BFR-id into "SI:BitString" format, as
described in [ RFC8279].
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6. Al such BFR-ids that have the same S| can be encoded into the
same BitString. Details of this encoding can be found in
[ RFC8279]. For each distinct SI that occurs in the list of the
packet’s destinati on BFERs:

a. The BFIR nmakes a copy of the nmulticast data packet and
encapsul ates the copy in a BlIER header (see Section 2). The
Bl ER header contains the BitString that represents all the
destination BFERs whose BFR-ids (in the given SD) correspond
to the given SI. It also contains the BFIR s BFR-id in the
SD to which the packet has been assi gned.

Note well that for certain applications it may be necessary
for the BFIR-id field to contain the BFR-id of a BFR ot her
than the BFIR that is creating the header. Such uses are
outside the scope of this docunent.

b. The BFIR then applies to that copy the forwardi ng procedure
of [RFC8279]. This may result in one or nore copies of the
packet (possibly with a nodified BitString) being transmtted
to a nei ghboring BFR

c. |If the non-MPLS BIER encapsulation is being used, the BIFT-id
field is set to the BIFT-id that corresponds to the packet’s
<SD, SI, BSL>. The TTL is set according to policy.

If the MPLS BI ER encapsul ation i s being used, the BFIR finds
the BIER-MPLS | abel that was advertised by the nei ghbor as
corresponding to the given <SD, SI, BSL>. An MPLS | abe
stack is then prepended to the packet. This |abel stack

[ RFC3032] will contain one |abel -- the aforementioned

Bl ER-MPLS | abel. The S bit MJST be set, indicating the end
of the MPLS | abel stack. The TTL field of this |abel stack
entry is set according to policy.

d. The packet may then be transnitted to the nei ghboring BFR
(I'n an MPLS network, this may result in additional MPLS
| abel s bei ng pushed on the stack. For example, if an RSVP-TE
tunnel is used to transmt packets to the neighbor, a |abe
representing that tunnel would be pushed onto the stack.)

When an internediate BFR is processing a received MPLS packet and one
of the BFR s own Bl ER-MPLS | abels rises to the top of the | abe

stack, the BFR infers the BSL fromthe |abel. The SI and SD are al so
inmplicitly identified by the label. The BFR then follows the
forwardi ng procedures of [RFC8279]. |If it forwards a copy of the
packet to a neighboring BFR, it first swaps the |label at the top of
the | abel stack with the BIER-MPLS | abel, advertised by that
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nei ghbor, that corresponds to the same <SD, SlI, BSL>. Note that when
this swap operation is done, the TTL field of the Bl ER-MPLS | abel of
t he out goi ng packet MJST be one less than the "incom ng TTL" of the
packet, as defined in Section 2.1.1.2.

When an internediate BFR is processing a received non- MPLS Bl ER
packet, the BFR infers the BSL fromthe BIFT-id. The SI and SD are
also inplicitly identified by the BIFT-id. The BFR then follows the
forwardi ng procedures of [RFC8279].
If the BIER payload is an MPLS packet, the BIER header is foll owed by
an MPLS | abel stack. This stack is separate fromany MPLS stack that
may precede the BI ER header. For an exanple of an application where
it is useful to carry an MPLS packet as the BIER payl oad, see
[BIER_MWPN]. [If the BIER encapsulation’s Proto field indicates that
the payload is an MPLS packet with an upstrean assi gned | abel at the
top of the stack, the upstream assigned label is interpreted in the
context of <BFIR-id, sub-domain-id> Note that the sub-domain-id
must be inferred fromthe BIFT-id.

4. |1 ANA Consi derations
| ANA has set up a registry called "BIER Next Protocol Identifiers".
The registration policy for this registry is "I ETF Review' [RFC3126]
[ RFC7120] .

The initial values in the "Bl ER Next Protocol ldentifiers”
registry are:

0: Reserved
1: MPLS packet with downstream assigned | abel at top of stack
2: MPLS packet with upstream assigned | abel at top of stack
3: Ethernet frame
4: | Pv4 packet
5: OAM packet (Reference: [BIER PING)
6: | Pv6 packet
63: Reserved
5. | EEE Consi derations

| EEE has assigned Ethertype OxAB37 for non- MPLS BI ER packets.
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6

Security Considerations

I nsofar as this docunment makes use of MPLS, it inherits any security
considerations that apply to the use of the MPLS data pl ane.

If a BlIER encapsul ati on header is nodified in ways other than those
specified in [RFC8279] and in this docunment, packets may be |ost,
stol en, or otherw se msdelivered. Such nodifications are likely to
go undetected, as the BIER encapsul ati on does not provide
cryptographic integrity protection.

Layer 2 encryption can be used to ensure that a Bl ER-encapsul at ed
packet is not altered while in transit between adjacent BFRs. |If a
BFR itself is conpromi sed, there is no way to prevent the conproni sed
BFR frommaking illegitimate nodifications to the Bl ER header or to
prevent it from m sforwarding or m sdelivering the Bl ER encapsul at ed
packet .

If the routing underlay (see Section 4.1 of [RFC8279]) is based on a
uni cast routing protocol, BIER assunmes that the routers participating
in the unicast routing protocol have not been conprom sed. BIER has
no procedures to ensure that the unicast routing adjacencies have not
been conpromi sed; that falls within the scope of whatever unicast
routing protocols are being used.

Bl ER- encapsul at ed packets should generally not be accepted from
untrusted interfaces or tunnels. For exanple, an operator nmay w sh
to have a policy of accepting Bl ER-encapsul ated packets only from
interfaces to trusted routers, and not from custoner-facing

i nterfaces.

There may be applications that require a BFR to accept a

Bl ER- encapsul at ed packet froman interface to a systemthat is not
controlled by the network operator. For instance, there may be an
application in which a virtual machine in a data center subnits

Bl ER-encapsul ated packets to a router. In such a case, it is
desirable to verify that the packet is froma legitimte source and
that its BitString denotes only systens to which that source is

all owed to send. However, the BIER encapsul ation itself does not
provide a way to verify that the source is (1) legitimate, (2) really
the system denoted by the BFIR-id, or (3) allowed to set any
particular set of bits in the BitString.

I nsofar as this document relies upon | GP extensions, it inherits any
security considerations that apply to the IGP

The security considerations of [RFC8279] al so apply.
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