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Abstract

A Segnent Routing (SR) architecture | everages source routing and
tunnel i ng paradi gns and can be directly applied to the use of a
Mul tiprotocol Label Switching (MPLS) data plane. A node steers a
packet through a controlled set of instructions called "segnents" by
prependi ng the packet with an SR header.

The segnment assignnment and forwardi ng senmantic nature of SR raises
addi tional considerations for connectivity verification and fault
isolation for a Label Switched Path (LSP) within an SR architecture.
Thi s docunent illustrates the problem and defines extensions to
perform LSP Ping and Traceroute for Segment Routing | GP-Prefix and

| GP- Adj acency Segnent ldentifiers (SIDs) with an MPLS data pl ane.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8287.
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Copyri ght Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

"Detecting Miultiprotocol Label Switched (MPLS) Data-Pl ane Fail ures”
[ RFC8029] defines a sinple and efficient nechanismto detect data-
pl ane failures in Label Switched Paths (LSPs) by specifying
information to be carried in an MPLS "echo request" and "echo reply"
for the purposes of fault detection and isolation. Mechanisns for
reliably sending the echo reply are defined. The functionality
defined in [RFC8029] is nodeled after the Ping/Traceroute paradi gm
(I CVWP echo request [RFC792]) and is typically referred to as "LSP
Ping" and "LSP Traceroute". [RFC8029] supports hierarchical and
stitching LSPs.

[SR] introduces and describes an SR architecture that |everages the
source routing and tunneling paradignms. A node steers a packet
through a controlled set of instructions called "segnments" by
prependi ng the packet with an SR header. A detailed definition of
the SR architecture is available in [SR].

As described in [SR] and [SR-MPLS], the SR architecture can be
directly applied to an MPLS data plane, the SIDwll be 20 bits, and
the SR header is the | abel stack. Consequently, the nechanics of
dat a- pl ane validation of [RFC8029] can be directly applied to SR
MPLS.

Unli ke LDP or RSVP, which are the other well-known MPLS control plane
protocol s, the basis of Segment |ID assignnent in SR architecture is
not always on a hop-by-hop basis. Depending on the type of Segnent

I D, the assignnment can be unique to the node or within a donain.

This nature of SR raises additional considerations for validation of
fault detection and isolation in an SR network. This docunent
illustrates the probl em and describes a nmechanismto perform LSP Ping
and Traceroute for Segnent Routing | GP-Prefix and | GP- Adj acency Sl Ds
within an MPLS data pl ane.
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1.

4.

1. Coexistence of SR-Capabl e and Non- SR- Capabl e Node Scenari os

[ NTEROP] descri bes how SR operates in a network where SR-capabl e and
non- SR- capabl e nodes coexist. |In such a network, one or nore
SR-based LSPs and non- SR-based LSPs are stitched together to achieve
an end-to-end LSP. This is simlar to a network where LDP and RSVP
nodes coexi st and the nechani smdefined in Section 4.5.2 of [RFC8029]
is applicable for LSP Ping and Trace.

Section 8 of this docunent explains one of the potential gaps that is
specific to SR-Capabl e and non- SR-capabl e node scenarios and expl ai ns
how t he exi sting nmechani smdefined in [ RFC8029] handles it.

Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy

Thi s docunment uses the term nology defined in [ SRl and [ RFC38029];
readers are expected to be famliar with those terns.

Chal | enges with Existing Mechani sns

The foll owi ng exanpl e descri bes the chall enges with using the current
MPLS Operations, Administration, and Miintenance (OAM mechani sms on
an SR networ k.

1. Path Validation in Segnent Routing Networks

[ RFC8029] defines the MPLS OAM nechani sns that help with fault
detection and isolation for an MPLS dat a-pl ane path by the use of
various Target Forwardi ng Equi val ence O ass (FEC) Stack sub-TLVs that
are carried in MPLS echo request packets and used by the responder
for FEC validation. While it is obvious that new sub-TLVs need to be
assigned for SR, the unique nature of the SR architecture raises the
need for additional operational considerations for path validation.
Thi s section discusses the chall enges.
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L1
Fomm e +
| L2 |
R3------- R6
/ \

/ \
Rl----R2 R7----R8
\ /

\ /
RA------- RS

Figure 1: Segnent Routing Network

The Node Segnment IDs for Rl, R2, R3, R4, R5, R6, R7, and R8 are 5001,
5002, 5003, 5004, 5005, 5006, 5007, and 5008, respectively.

9136 --> Adjacency Segnent ID fromR3 to R6 over |ink L1.
9236 --> Adjacency Segnent ID fromR3 to R6 over |ink L2.
9124 --> Adjacency segrment IDfromR2 to R4.
9123 --> Adj acency Segrment IDfromR2 to R3.

The forwardi ng senmantic of the Adjacency Segnent IDis to pop the
Segnent | D and send the packet to a specific neighbor over a specific
link. A malfunctioning node may forward packets using the Adjacency
Segnment I D to an incorrect neighbor or over an incorrect link. The
exposed Segnent ID (of an incorrectly forwarded Adjacency Segnent |D)
m ght still allow such a packet to reach the intended destination,
even though the intended strict traversal was broken.

In the topol ogy above, assune that Rl sends traffic with a segnent
stack as {9124, 5008} so that the path taken will be

R1- R2-R4-R5-R7-R8. |If the Adjacency Segment 1D 9124 is m sprogranmmred
in R2 to send the packet to Rl or R3, the packet may still be
delivered to R8 (if the nodes are configured with the sane SR d obal
Bl ock (SRGB)) [SR] but not via the expected path.

MPLS traceroute may help with detecting such a deviation in the
above-nenti oned scenario. However, in a different exanple, it may
not be hel pful, for exanple, if R3 forwards a packet with Adjacency
Segnent 1D 9236 via link L1 (due to mi sprogranm ng) when it was
expected to be forwarded over |ink L2.
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5. Segnent | D Sub-TLV

The format of the follow ng Segment |ID sub-TLVs follows the

phi | osophy of the Target FEC Stack TLV carrying FECs corresponding to
each label in the |abel stack. When operated with the procedures
defined in [ RFC8029], this allows LSP Ping/Traceroute operations to
function when the Target FEC Stack TLV contains nmore FECs than

recei ved | abel stacks at the responder nodes.

Three new sub-TLVs are defined for the Target FEC Stack TLV (Type 1),

the Reverse-Path Target FEC Stack TLV (Type 16), and the Reply Path
TLV (Type 21).

34 I Pv4 | GP-Prefix Segnment 1D
35 I Pv6 | GP-Prefix Segnent 1D
36 | GP- Adj acency Segrent |D

See Section 9.2 for the registry for the Protocol field specified
within these sub-TLVs.

5.1. IPv4d IGP-Prefix Segnent ID

The 1 Pv4 I GP-Prefix Segment IDis defined in [SR]. The format is as
speci fied bel ow

0 1 2 3

01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S
| | Pv4 Prefix |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Prefix Length | Pr ot ocol | Reserved |
el i I e i it T e e e e i i T o S e e S e T R R

| Pv4 Prefix
This field carries the I1Pv4 Prefix to which the Segnent IDis
assigned. In case of an Anycast Segment ID, this field will carry
the I Pv4 Anycast address. |If the prefix is shorter than 32 bits,
trailing bits SHOULD be set to zero.

Prefix Length

The Prefix Length field is one octet. It gives the length of the
prefix in bits (values can be 1-32).
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Pr ot ocol

This field is set to 1, if the responder MJST perform FEC
validation using OSPF as the IGP protocol. Set to 2, if the
responder MJST perform Egress FEC validation using the
Internediate Systemto Internediate System (1S 1S) as the IGP
protocol. Set to 0, if the responder can use any | GP protocol for
Egress FEC vali dati on.

Reser ved

The Reserved field MJUST be set to 0 when sent and MJST be ignored
on receipt.

5.2. 1Pv6 I GP-Prefix Segnent ID

The 1 Pv6 I GP-Prefix Segnent IDis defined in [SR]. The format is as
speci fied bel ow

0 1 2 3
01234567890123456789012345678901

I i S T i i S e e S i e o
I I
| | Pv6 Prefix |
I I
I I

B i s T T i i o S o T Ji I
| Prefix Length | Pr ot ocol | Reserved |
R e s T o T S R El ok i R e e S S e o o s

| Pv6 Prefix
This field carries the I1Pv6 prefix to which the Segnent IDis
assigned. In case of an Anycast Segnment ID, this field will carry
the I Pv4 Anycast address. |If the prefix is shorter than 128 bits,
trailing bits SHOULD be set to zero.

Prefix Length

The Prefix Length field is one octet, it gives the length of the
prefix in bits (values can be 1-128).
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Pr ot ocol

Set to 1 if the responder MJST perform FEC validation using OSPF
as the I1GP protocol. Set to 2 if the responder MJUST perform
Egress FEC validation using IS-1S as the |GP protocol. Set to O
if the responder can use any | GP protocol for Egress FEC

val i dati on.

Reserved
MUST be set to 0 on send and MJST be ignhored on receipt.
5.3. 1 GP-Adj acency Segment |ID

This sub-TLV is applicable for any | GP-Adjacency defined in [SR].
The format is as specified bel ow

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Adj . Type | Pr ot ocol | Reserved |
el i I e i it T e e e e i i T o S e e S e T R R
Local Interface ID (4 or 16 octets)
i I i S e bt T S R S e e e i it S S R S e S 2

Renote Interface ID (4 or 16 octets)
T I i e T i ol o T e S e sl st SR I R S S I S g

Advertising Node ldentifier (4 or 6 octets)
i I i S e bt T S R S e e e i it S S R S e S 2

Recei ving Node Identifier (4 or 6 octets)

I
+-
I
+-
I
+-
I
I T S S T S S e i e i i S S

I
+
I
+
I
+
I
+

Adj . Type (Adjacency Type)

Set to 1 when the Adjacency Segnent is a Parallel Adjacency as
defined in [SR]. Set to 4 when the Adjacency Segment is |Pv4d
based and is not a Parallel Adjacency. Set to 6 when the

Adj acency Segnent is |IPv6 based and is not a Parallel Adjacency.
Set to 0 when the Adjacency Segnent is over an unnunbered

i nterface.
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Pr ot ocol

Set to 1 if the responder MJST perform FEC validation using OSPF
as the I1GP protocol. Set to 2 if the responder MJUST perform
Egress FEC validation using IS-1S as the |GP protocol. Set to O
if the responder can use any | GP protocol for Egress FEC

val i dati on.

Reserved
MUST be set to 0 on send and MJST be ignhored on receipt.
Local Interface ID

An identifier that is assigned by the | ocal Label Sw tching Router
(LSR) for a link to which the Adjacency Segnent IDis bound. This
field is set to a local |ink address (IPv4 or 1Pv6). For |Pv4,
this field is 4 octets; for IPv6, this field is 16 octets. |If
unnunbered, this field is 4 octets and includes a 32-bit link
identifier as defined in [ RFC4203] and [RFC5307]. |If the

Adj acency Segnent ID represents Parallel Adjacencies [SR], this
field is 4 octets and MIUST be set to 4 octets of zeroes.

Renote Interface ID

An identifier that is assigned by the remote LSR for a |link on

whi ch the Adjacency Segnment IDis bound. This field is set to the
renote (downstream nei ghbor) link address (I Pv4 or IPv6). For

I Pv4, this field is 4 octets; for IPv6, this field is 16 octets.

I f unnunbered, this field is 4 octets and includes a 32-bit |ink
identifier as defined in [ RFC4203] and [RFC5307]. |If the

Adj acency Segnent |ID represents Parallel Adjacencies [SR], this
field is 4 octets and MJST be set to 4 octets of zeroes.

Advertising Node ldentifier

This specifies the Advertising Node lIdentifier. Wen the Protoco
field is set to 1, then this field is 4 octets and carries the
32-bit OSPF Router ID. |If the Protocol field is set to 2, then
this field is 6 octets and carries the 48-bit 1S-1S SystemID. |If
the Protocol field is set to O, then this field is 4 octets and
MJST be set to zero
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6

7

Recei ving Node Identifier

Thi s specifies the downstream node identifier. Wen the Protoco
field is set to 1, then this field is 4 octets and carries the
32-bit OSPF Router ID. [|f the Protocol field is set to 2, then
this field is 6 octets and carries the 48-bit 1S 1S SystemID. |If
the Protocol field is set to O, then this field is 4 octets and
MUST be set to zero

Ext ensi on to Downstream Detail ed Mappi ng TLV

In an echo reply, the Downstream Detail ed Mappi ng TLV [ RFC8029] is
used to report for each interface over which a FEC coul d be
forwarded. For a FEC, there are multiple protocols that may be used
to distribute | abel mapping. The Protocol field of the Downstream
Detail ed Mapping TLV is used to return the protocol that is used to
distribute the label carried in the Downstream Label field. The
followi ng protocols are defined in [ RFC8029]:

Prot ocol # Si gnal i ng Prot ocol
0 Unknown
1 Static
2 BGP
3 LDP
4 RSVP- TE

Wth SR, OSPF or IS-1S can be used for label distribution. This
docunent adds two new protocols as foll ows:

Protocol # Si gnal i ng Protocol
5 OSPF
6 IS1S

See Section 9. 4.
Pr ocedur es

Thi s section describes aspects of LSP Ping and Traceroute operations
that require further considerations beyond [ RFC3029].

1. FECs in Target FEC Stack TLV

When LSP echo request packets are generated by an initiator, FECs
carried in the Target FEC Stack TLV nmay need to differ to support an
SR architecture. The follow ng defines the Target FEC Stack TLV
construction nmechanics by an initiator for SR scenari os.
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Pi ng

The initiator MJUST include FEC(s) corresponding to the
destination segnent.

The initiator MAY include FECs corresponding to sone or all of
the segnments inposed in the |abel stack by the initiator to
communi cate the segnents traversed

Traceroute

The initiator MUST initially include FECs corresponding to all
segnments inmposed in the | abel stack.

When a received echo reply contains the FEC Stack Change TLV
with one or nore of the original segments bei ng popped, the
initiator MAY renove a corresponding FEC(s) fromthe Target FEC
Stack TLV in the next (TTL+1) traceroute request, as defined in
Section 4.6 of [RFC8029].

VWhen a received echo reply does not contain the FEC Stack
Change TLV, the initiator MJUST NOT attenpt to renove any FECs
fromthe Target FEC Stack TLV in the next (TTL+1l) traceroute
request.

As defined in [SR-OSPF] and [SR-1S-1S], the Prefix SID can be
advertised as an absol ute value, an index, or as a range. In any of
these cases, the initiator MJUST derive the Prefix mapped to the
Prefix SID and use it in the IGP-Prefix Segnent ID defined in
Sections 5.1 and 5.2. How the responder uses the details in the

SR- FEC sub-TLV to performthe validation is a local inplenmentation
mat ter.

7.2. FEC Stack Change Sub-TLV

[ RFC8029] defines a FEC Stack Change sub-TLV that a router nust
i ncl ude when the FEC stack changes

The network node that advertised the Node Segnent ID is responsible
for generating a FEC Stack Change sub-TLV with the Post Ofice

Prot ocol (POP) operation type for the Node Segrment |D, regardl ess of
whet her or not Penultimate Hop Popping (PHP) is enabl ed.

The network node that is imediately downstream of the node that
advertised the Adjacency Segment ID is responsible for generating the
FEC Stack Change sub-TLV for POP operation for the Adjacency Segnent

I D.
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7.3. Segment | D POP Qperation

The forwardi ng semantic of the Node Segnment IDwith the PHP flag is
equi val ent to usage of Inplicit Null in MPLS protocols. The

Adj acency Segnent IDis also simlar in a sense that it can be
thought of as a locally allocated segnent that has PHP enabl ed when
destined for the next-hop | GP Adjacency Node. Procedures described
in Section 4.4 of [RFC8029] rely on the Stack-D and Stack-R
explicitly having the Implicit Null value. |nplenentations SHOULD
use the Inplicit Null for the Node Segnent |ID PHP and Adjacency
Segnent | D PHP cases.

7.4. Segnment | D Check

This section nodifies the procedure defined in Section 4.4.1 of
[ RFC8029]. Step 4 defined in Section 4.4.1 of [RFC8029] is nodified
as bel ow

4. 1f the label mapping for FECis Inplicit Null, set the
FEC-status to 2 and proceed to step 4a. O herw se,
if the | abel mapping for FEC is Label-L, proceed to step 4a.
O herwi se, set the FEC-return-code to 10 ("Mapping for this
FEC is not the given | abel at stack-depth"), set the
FEC-status to 1, and return.

4a. Segment Routing | GP-Prefix and | GP- Adj acency SID Validation:

If the Label -stack-depth is 0 and the Target FEC Stack sub-TLV
at FEC-stack-depth is 34 (IPv4 | GP-Prefix Segnent ID), {

Set the Best-return-code to 10, "Mapping for this FEC is not
the given | abel at stack-depth <RSC>" if any bel ow
conditions fail:

/* The responder LSRis to check if it is the egress of the
I Pv4 | GP-Prefix Segnment |1 D described in the Target FEC Stack
sub-TLV, and if the FEC was advertised with the PHP bit
set.*/

- Validate that the Node Segnent IDis advertised for the
| Pv4 Prefix by I GP Protocol {

o Wen the Protocol field in the received | Pv4 | GP-

Prefix Segnent ID sub-TLV is 0, use any locally
enabl ed | GP protocol .
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o When the Protocol field in the received | Pv4 | GP-
Prefix Segnent ID sub-TLV is 1, use OSPF as the IGP
pr ot ocol .

o Wien the Protocol field in the received | Pv4 | GP-
Prefix Segnent ID sub-TLVis 2, use IS 1S as the IGP
pr ot ocol .

o Wen the Protocol field in the received | Pv4d | GP-
Prefix Segnent ID sub-TLV is an unrecogni zed val ue, it
MJUST be treated as a Protocol value of O.

}

- Validate that the Node Segnent IDis advertised with the
No- PHP flag. {

o When the Protocol is OSPF, the NP-Flag defined in
Section 5 of [SR- OSPF] MJST be set to O.

o \When the Protocol is IS IS, the P-Flag defined in
Section 6.1 of [SR-IS-IS] MJST be set to O.

}

If it can be determ ned that no protocol associated with the
Interface-1 would have advertised the FEC Type at FEC- stack-
depth, set the Best-return-code to 12, "Protocol not
associated with interface at FEC stack-depth" and return.

Set FEC-Status to 1 and return.

El se, if the Label-stack-depth is greater than 0 and the Target
FEC Stack sub-TLV at FEC-stack-depth is 34 (I1Pv4 | GP-Prefix
Segment 1D), {

Set the Best-return-code to 10 if any bel ow conditions fail:

- Validate that the Node Segnment IDis advertised for the
I Pv4 Prefix by the | GP protocol {

o Wen the Protocol field in the received |IPv4 | GP-
Prefix Segnent ID sub-TLV is 0, use any locally
enabl ed | GP protocol .
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o When the Protocol field in the received | Pv4 | GP-
Prefix Segnent ID sub-TLV is 1, use OSPF as the IGP
pr ot ocol

o Wien the Protocol field in the received | Pv4 | GP-
Prefix Segnent ID sub-TLVis 2, use IS 1S as the IGP
pr ot ocol

o Wen the Protocol field in the received | Pv4d | GP-
Prefix Segnent ID sub-TLV is an unrecogni zed val ue, it
MJUST be treated as a Protocol value of O.

}

If it can be determ ned that no protocol associated with
Interface-1 would have advertised the FEC Type at FEC- stack-
depth, set the Best-return-code to 12, "Protocol not
associated with interface at FEC stack-depth" and return.

Set FEC-Status to 1 and return

El se, if the Label-stack-depth is 0 and the Target FEC sub-TLV
at FEC-stack-depth is 35 (I Pv6 I GP-Prefix Segment ID), ({

Set the Best-return-code to 10 if any of the bel ow
conditions fail:

/* The LSR needs to check if it is being a tail-end for the
LSP and have the prefix advertised with the PHP bit set*/

- Validate that the Node Segnment IDis advertised for the
I Pv6 Prefix by the I GP protocol {

o Wen the Protocol field in the received | Pv6 | GP-
Prefix Segment ID sub-TLV is 0, use any locally
enabl ed | GP protocol

0 When the Protocol field in the received | Pv6 | GP-
Prefix Segnent ID sub-TLV is 1, use OSPF as the IGP
pr ot ocol

o0 Wen the Protocol field in the received | Pv6 | GP-
Prefix Segnent ID sub-TLVis 2, use IS 1S as the IGP
pr ot ocol
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o0 Wen the Protocol field in the received | Pve | GP-
Prefix Segnent ID sub-TLV is an unrecogni zed value, it
MUST be treated as a Protocol value of O.

}

- Validate that the Node Segrment IDis advertised with the
No- PHP fl ag. {

0 When the Protocol is OSPF, the NP-flag defined in
Section 5 of [SR-OSPFV3] MUST be set to O.

o When the Protocol is IS-1S, the P-Flag defined in
Section 6.1 of [SR-I1S-1S] MJST be set to O.

}

If it can be determ ned that no protocol associated with
Interface-1 would have advertised the FEC Type at FEC-stack-
depth, set the Best-return-code to 12, "Protocol not
associated with interface at FEC stack-depth" and return.

Set the FEC-Status to 1 and return.

}

Else, if the Label-stack-depth is greater than O and the Target
FEC sub-TLV at FEC-stack-depth is 35 (I Pv6 | GP-Prefix Segnent
1D, {

Set the Best-return-code to 10 if any bel ow conditions fail:

- Validate that the Node Segnment IDis advertised for the
I Pv4 Prefix by the I GP protocol {

o Wen the Protocol field in the received | Pv6 | GP-
Prefix Segment ID sub-TLV is 0, use any locally
enabl ed | GP protocol .

0 When the Protocol field in the received | Pv6 | GP-
Prefix Segnent ID sub-TLV is 1, use OSPF as the IGP
pr ot ocol .

o Wen the Protocol field in the received | Pv6 | GP-

Prefix Segnent ID sub-TLVis 2, use IS 1S as the IGP
pr ot ocol .
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o0 Wen the Protocol field in the received | Pve | GP-
Prefix Segnent ID sub-TLV is an unrecogni zed value, it
MUST be treated as a Protocol value of O.

}

If it can be determ ned that no protocol associated with
Interface-1 would have advertised the FEC Type at FEC- stack-
depth, set the Best-return-code to 12, "Protocol not
associated with interface at FEC stack-depth" and return

Set the FEC-Status to 1 and return

Else, if the Target FEC sub-TLV at FEC-stack-depth is 36
(I GP- Adj acency Segnment 1D), {

Set the Best-return-code to 35 (Section 9.5) if any bel ow
conditions fail:

When the Adj. Type is 1 (Parall el Adjacency):

0 Validate that the Receiving Node lIdentifier is the
local I1GP identifier

o0 Validate that the | GP-Adjacency Segnent IDis
advertised by the Advertising Node Identifier of the
Protocol in the local |GP database {

*  When the Protocol field in the received | GP-
Adj acency Segnent |ID sub-TLV is 0, use any locally
enabl ed | GP prot ocol

*  When the Protocol field in the received | GP-
Adj acency Segnent |ID sub-TLV is 1, use OSPF as the
| GP protocol

*  \When the Protocol field in the received | GP-
Adj acency Segnent ID sub-TLV is 2, use IS 1S as the
| GP protocol

*  \Wen the Protocol field in the received | GP-
Adj acency Segnent | D sub-TLV is an unrecogni zed
value, it MJST be treated as a Protocol value of O.
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When the Adj. Type is 4 or 6 (I GP Adjacency or LAN
Adj acency):
0 Validate that the Renote Interface |ID matches the
| ocal identifier of the interface (Interface-1) on
whi ch the packet was received.
0 Validate that the Receiving Node ldentifier is the
local 1GP identifier
0 Validate that the | GP-Adjacency Segnent IDis
advertised by the Advertising Node ldentifier of
Protocol in the local |GP database {
* \Wen the Protocol field in the received | GP-
Adj acency Segnent ID sub-TLV is 0, use any locally
enabl ed | GP protocol
*  \Wen the Protocol field in the received | GP-
Adj acency Segnent |ID sub-TLV is 1, use OSPF as the
| GP protocol
*  When the Protocol field in the received | GP-
Adj acency Segnent ID sub-TLV is 2, use |S-1S as the
| GP protocol
* \Wen the Protocol field in the received | GP-
Adj acency Segnent | D sub-TLV is an unrecogni zed
value, it MJST be treated as a Protocol value of O.
}
Set the FEC-Status to 1 and return
}

Kumar, et al
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7.5. TTL Consideration for Traceroute

The LSP Traceroute operation can properly traverse every hop of the
SR network for the Uniform Mbdel as described in [RFC3443]. |If one
or nore LSRs enploy a Short Pipe Mdel, as described in [ RFC3443],
then the LSP Traceroute nay not be able to properly traverse every
hop of the SR network due to the absence of TTL copy operati on when
the outer |abel is popped. The Short Pipe is one of the nost
commonly used nodels. The followi ng TTL mani pul ati on techni que MAY
be used when the Short Pipe Mdel is used.

When tracing an LSP according to the procedures in [RFC8029], the TTL
is incremented by one in order to trace the path sequentially along
the LSP. However, when a source-routed LSP has to be traced, there
are as many TTLs as there are labels in the stack. The LSR that
initiates the traceroute SHOULD start by setting the TTL to 1 for the
tunnel in the LSP's label stack it wants to start the tracing from
the TTL of all outer labels in the stack to the max value, and the
TTL of all the inner labels in the stack to zero. Thus, a typica
start to the traceroute would have a TTL of 1 for the outernost |abe
and all the inner |abels would have a TTL of 0. |If the FEC Stack TLV
is included, it should contain only those for the inner-stacked
tunnels. The Return Code/ Subcode and FEC Stack Change TLV shoul d be
used to diagnose the tunnel as described in [RFC8029]. Wen the
tracing of a tunnel in the stack is conplete, then the next tunnel in
the stack should be traced. The end of a tunnel can be detected from
the Return Code when it indicates that the responding LSR is an
egress for the stack at depth 1. Thus, the traceroute procedures in
[ RFC8029] can be recursively applied to traceroute a source-routed
LSP.

8. Backward Compatibility with Non-SR Devices

[ NTEROP] descri bes how SR operates in a network where SR-capabl e and
non- SR- capabl e nodes coexist. In such networks, there nmay not be any
FEC mapping in the responder when the initiator is SR-capable, while
the responder is not (or vice-versa). But this is not different from
RSVP and LDP interoperation scenarios. Wen LSP Ping is triggered,
the responder will set the FEC-return-code to Return 4, "Replying
router has no mapping for the FEC at stack-depth".

Simlarly, when an SR-capabl e node assigns Adj-SID for a non-SR-
capabl e node, the LSP traceroute may fail as the non-SR-capabl e node
is not aware of the "1 G Adjacency Segnent |ID' sub-TLV and nay not
reply with the FEC Stack Change sub-TLVs. This may result in any
further downstream nodes replying back with a Return Code of 4,
"Replying router has no mapping for the FEC at stack-depth".
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9.

9.1

9. 2.

9. 3.

I ANA Consi derations
New Target FEC Stack Sub- TLVs
| ANA has assigned three new sub-TLVs fromthe "sub-TLVs for TLV Types

1, 16, and 21" subregistry of the "Milti-Protocol Label Switching
(MPLS) Label Switched Paths (LSPs) Ping Paraneters" registry [|ANA].

Sub- Type Sub- TLV Nane Ref er ence
34 I Pv4 | GP-Prefix Segnent ID Section 5.1
35 I Pv6 | GP-Prefix Segnment 1D  Section 5.2
36 | GP- Adj acency Segrent |ID Section 5.3

Protocol in the Segment |ID Sub-TLV

| ANA has created a new "Protocol in the Segnent |D sub-TLV" (see
Section 5) registry under the "Milti-Protocol Label Sw tching (MPLS)
Label Switched Paths (LSPs) Ping Parameters" registry. Code points
in the range of 0-250 will be assigned by Standards Action [ RFC8126].
The range of 251-254 is reserved for experinental use and will not be
assigned. The value of 255 is nmarked "Reserved". The initial
entries into the registry are:

Val ue Meani ng Ref er ence

0 Any | GP protocol Thi s docunent
1 CSPF Thi s docunent
2 IS-1S Thi s docunent

Adj acency Type in the | GP-Adjacency Segrment |D

| ANA has created a new "Adjacency Type in the | GP-Adjacency Segnent
ID" registry (see Section 5.3) under the "Milti-Protocol Label
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters"”
registry. Code points in the range of 0-250 will be assigned by
Standards Action. The range of 251-254 is reserved for experinmental
use and will not be assigned. The value of 255 is marked "Reserved".
The initial entries into the registry are:

Val ue Meani ng

0 Unnunbered I nterface Adjacency
1 Paral | el Adjacency

4 I Pv4, Non-parallel Adjacency

6 I Pv6, Non-parallel Adjacency
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9.

9.

4.

5.

10.

Protocol in the Label Stack Sub-TLV of the Downstream Detail ed
Mappi ng TLV

| ANA has created a new "Protocol in the Label Stack sub-TLV of the
Downst ream Det ai | ed Mappi ng TLV" registry under the "Ml ti-Protocol
Label Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters"
registry. Code points in the range of 0-250 will be assigned by

St andards Action. The range of 251-254 is reserved for experinental
use and will not be assigned. The value of 255 is marked "Reserved".
The initial entries into the registry are:

Val ue Meani ng Ref er ence
0 Unknown Section 3.4.1.2 of RFC 8029
1 Static Section 3.4.1.2 of RFC 8029
2 BGP Section 3.4.1.2 of RFC 8029
3 LDP Section 3.4.1.2 of RFC 8029
4 RSVP- TE Section 3.4.1.2 of RFC 8029
5 OSPF Section 6 of this docunent
6 IS-1S Section 6 of this document
7-250 Unassi gned
251- 254 Reserved for

Experimental Use Thi s docunent
255 Reser ved Thi s docunent

Ret urn Code

I ANA has assigned a new Return Code fromthe "Milti-Protocol Label
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters” in the
0-191 (Standards Action) range fromthe "Return Codes" subregistry.

Val ue Meani ng Ref erence
35 Mapping for this FEC is not associated Section 7.4 of
with the incomng interface this docunent

Security Considerations

Thi s docunent defines additional MPLS LSP Ping sub-TLVs and foll ows
the nmechani sns defined in [RFC8029]. All the security considerations
defined in [RFC8029] will be applicable for this docunent and, in
addition, they do not inpose any additional security challenges to be
consi der ed.
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