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Abstract

Thi s specification defines extensions to the Proxy Mbile | Pv6

(PM Pv6) protocol that allow a nobile access gateway (MAG to

regi ster nore than one proxy care-of address (pCoA) with the |ocal
mobi l ity anchor (LMA) and to sinultaneously establish nultiple IP
tunnels with the LMA.  This capability allows the MMGto utilize all
the avail abl e access networks to route the nobile node’'s IP traffic.
Thi s docunent defines the follow ng two new nobility header options:
the MAG Multipath Binding option and the MAG Identifier option.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8278.
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1.

I nt roducti on

Mul ti hom ng support on I P hosts can greatly inprove the user
experience. Wth the sinultaneous use of multiple access networks,
mul ti hom ng brings better network connectivity, reliability, and

i nproved quality of communication. The follow ng are sone of the
goal s and benefits of nultihom ng support:

0 Redundancy/ Faul t - Recovery
0 Load bal anci ng

0 Load sharing

o Preference settings

According to [ RFC4908], users of snall-scale networks can benefit
froma nobile and fixed multi homed architecture using nobile IP
[ RFC6275] and Network Mobility (NEMO [ RFC3963].

The notivation for this work is to extend the PM Pv6 protocol wth
mul ti hom ng extensions [ RFC4908] for realizing the follow ng
capabilities:

0 Using GRE as mobile tunneling, possibly with its key extension
[ RFC5845] .

0 Using UDP encapsul ati on [ RFC5844] in order to support NAT
traversal in an | Pv4 networking environnent.

0 Using the prefix del egati on mechani sm [ RFC7148] .

o Using the Vendor Specific Mbility Option [ RFC5094], for exanple,
to allow the MAG and LMA to exchange information (e.g., WAN
interface QS netrics), which allows the appropriate traffic-
steering decisions to be nade.

PMPv6 relies on two nobility entities: the MAG which acts as the
default gateway for the end node (either a nobile or a fixed node)
attached to the MAG s access |links, and the LMA, which acts as the
topol ogi cal anchor point. |IP tunnel is created with any one of the
supported encapsul ati on node between the MAG and the LMA. Then, the
MAG and LMA distribute the end node’s traffic over these tunnels.

Al PMPv6 operations are perforned on behalf of the end node and its
correspondent node. Thus, it nmakes PM Pv6 well adapted to nultihoned
architecture as considered in [ RFC4908]. Taking the LTE and W.AN
net wor ki ng envi ronnents as exanples, the PM Pv6-based nulti honed
architecture is depicted in Figure 1. |In this exanple, IP flows,
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2.

2.

Flow1 and Flow 3 are routed over Tunnel-1 and Flow2 is routed over
Tunnel -2. However, IP traffic belonging to Flow4 is distributed on
bot h Tunnel -1 and Tunnel -2 pat hs.

Fl ow 1

|

| Fl ow 2 ----

| | CoA-1 ( )_ Tunnel-1 Flow1l

| | _---:::::::( LTE )::::::::\ Fl ow 3

|| | (_ ) \' Flow4
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Figure 1: Miltihomed MAG Usi ng Proxy Mobile | Pv6

The current version of PMPv6 does not allow a MAGto register nore
than one pCoA to the LMA. In other words, only one MAG LMA |i nk,
i.e., IP-in-1P tunnel, can be used at the sanme tine. This docunent
overcones this linmtation by defining the multiple pCoAs extension
for PM Pv6.

Conventi ons and Ter m nol ogy
1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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2.2. Terminol ogy

Al mobility-related terns used in this docunent are to be
interpreted as defined in [ RFC5213], [RFC5844], and [ RFC7148].
Additionally, this docunment uses the following term

IP-in-1P
I P-within-1P encapsul ati on [ RFC2473] [ RFC4213]
3. Overview
3.1. Exanple Call Flow

Figure 2 is the call flow detailing multi-access support with PM Pv6.
The MAG in this exanple scenario is equipped with both WLAN and LTE
interfaces and is also configured with the nultihoming functionality.
The steps of the call flow are as foll ows:

Steps (1) and (2): The MAG attaches to both WLAN and LTE net wor ks.
Then, the MAG obtains two different pCoAs, respectfully.

Step (3): The MAG sends, over the LTE access, a Proxy Binding Update
(PBU) nessage with the new MAG Mul ti path Bi nding (MvB) and MAG

Net wor k Access ldentifier (MAG NAl) options to the LMA. The request
can be for a physical nobile node attached to the MAG or for a

| ogi cal nobil e node configured on the nobile access gateway. A

| ogi cal nobile node is a |ogical representation of a nobile node in
the formof a configuration that is always enabled on the MAG  The
mobility session that is created (i.e., create a Binding Cache Entry
(BCE)) on the LMA will be marked with multipath support.

Step (4): The LMA sends back a Proxy Bindi ng Acknow edgenent (PBA)
including the Home Network Prefix (HNP) and other session paraneters
all ocated for that nobility session.

Step (5): IP tunnel is created between the MAG and the LMA over LTE
access with any one of the supported encapsul ati on nodes.

Steps (6) to (8): The MAG repeats steps (3) to (5) on the W.AN
access. The MAG includes the HNP, received on step (4) in the PBU.
The LMA updates its binding cache by creating a new nobility session
for this MAG

Steps (9) and (10): The IP hosts MN.1 and MN 2 are assigned IP

addresses fromthe nobile network prefix delegated to the MAG by the
LMVA.
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Figure 2: Functional Separation of the Control and User Pl anes
3.2. Traffic Distribution Schenes

VWhen the MAG has registered a multipath binding with the LMA, there
will be multiple established overlay tunnels between them The MAG
and the LMA can use any one, or nore, of the available tunnel paths
for routing the nobile node’s IP traffic. This specification does
not recommrend or define any specific traffic distribution schene.
However, it identifies two well-known approaches that inplenentations
can potentially use. These approaches are per-flow and per-packet
traffic distribution schenes.
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Per-Flow Traffic Distribution

o In this approach, the MAG and the LMA associate each of the IP
flows (upstream and downstrean) with a specific tunnel path. The
packets in a given |P flow are always routed on the sane overl ay
tunnel path; they are never split and routed concurrently on nore
than one tunnel path. It is possible for a given flow to be noved
fromone tunnel path to another, but the flowis never split. The
decision to bind a given IP flowto a specific tunnel path is
based on the traffic distribution policy. This traffic
distribution policy is either statically configured on both the
MAG and the LMA or dynam cally negoti ated over PM Pv6 signaling.
The Fl ow Bi ndi ng extension [ RFC6089] and Traffic Selectors for
Fl ow Bi ndi ngs [ RFC6088] define the mechani sm and the senmantics for
exchanging the traffic policy between two tunnel peers; the same
mechani sm and the nobility options are used here.

Per - Packet Traffic Distribution

o In this approach, packets belonging to a given IP floww Il be
split and routed across nore than one tunnel path. The exact
approach for traffic distribution or the distribution weights is
outside the scope of this specification. In a very sinplistic
approach, assum ng that the established tunnel paths have
symretric characteristics, the packets can be equally distributed
on all the avail able tunnel paths. 1In a different scenario, when
the links have different speeds, the chosen approach can be based
on weighted distribution (e.g., nmratio). However, in any of
these chosen approaches, inplenentations have to be sensitive to
i ssues related to asymmetric link characteristics and the
resulting issues such as reordering, buffering, and the inpact on
application performance. Care nust be taken to ensure that there
is no negative inpact on the application performance due to the
use of this approach

4. Protocol Extensions

4.1. MAG Multipath Binding Option
The MAG Multipath Binding option is a new nobility header option
defined for use with PBU and PBA nessages exchanged between the LMA
and the MAG
This nobility header option is used for requesting nultipath support.

It indicates that the MAGis requesting that the LMA register the
current CoA associated with the request as one of the many CoAs
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t hrough which the MAG can be reached. It is also used for carrying
the information related to the access network associated with the
CoA.

The MAG Multi path Binding option does not have any alignnent

requirenent. Its format is as shown in Figure 3:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | I f-ATT | | f-Label |
I S i o T s S S S e s s T
| Binding ID |BlQ Reserved |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 3: MAG Multipath Binding Option
Type
Type: MAG Mul tipath Binding (63)
Length

8-bit unsigned integer indicating the length of the option in
octets, excluding the Type and Length fields.

Interface Access-Technol ogy Type (If-ATT)

This 8-bit field identifies the Access-Technol ogy type of the

i nterface through which the nobile node is connected. The
permitted values for this are fromthe Access Technol ogy Type
registry <https://ww.iana. org/assi gnments/nobility-paraneters/>
defined in [ RFC5213].

Interface Label (If-Label)
This 8-bit unsigned integer represents the interface | abel

The interface |abel is an identifier configured on the WAN
interface of the MAG Al the WAN interfaces of the MAG that are
used for sending PBU nessages are configured with a | abel. The

| abel s nerely identify the type of WAN interface and are primarily
used in application-routing policies. For exanple, a W-Fi
interface can be configured with a label "9" and an LTE interface
with a label "11". Furthernore, the sane | abel may be configured
on two WAN interfaces of simlar characteristics (e.g., two

Et hernet interfaces with the sane | abel).
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Interface | abels are signaled fromthe MMGto the LMA in the PBU
messages and both the LMA and MAG will be able to mark each of the
dynanmi cal ly created Bi nding/ Tunnel with the associated | abel.
These | abel s are used in generating consistent application-routing
rules on the both the LMA and the MAG For exanple, there can be
a policy requiring HTTP packets to be routed over an interface
that has the interface label of "9", and if any of the interfaces
with interface |abel "9" are not available, the traffic needs to
be routed over the interface with the interface |abel "11". The
MAG and the LMA will be able to apply this routing rule with the
exchange of interface |abels in PBU nessages and by associ ating
the application flows to tunnels with the matching interface

| abel s.

Bi nding ldentifier (BID)

This 8-bit unsigned integer is used for identifying the binding.
The pernmitted values are 1 through 254. The values 0 and 255 are
reserved.

The MAG identifies each of the nobile node’s bindings with a
unique identifier. The MAG includes the identifier in the PBU
nmessage; when the PBU request is accepted by the LMA, the
resulting binding is associated with this BID in the nobile node’s
Bi ndi ng Cache entry.

Bul k Re-registration Flag (B)

If set to a value of (1), this flag notifies the LMA to consider
this as a request to update the binding lifetinme of all the nobile
node’ s bi ndi ngs upon accepting this specific request. The (B)
flag MIUST NOT be set to a value of (1) if the value of the

Regi stration Overwite (O flag is set to a value of (1).

Regi stration Overwite (O

This flag, if set to a value of (1), notifies the LMA that upon
accepting this request, it should replace all of the nobile node’'s
existing bindings with this binding. This flag MJST NOT be set to
a value of (1) if the value of the Bulk Re-registration Flag (B)
is set to a value of (1). This flag MJST be set to a value of (0)
in De-Registration requests.

Reserved

This field is unused in this specification. The value MJST be set
to zero (0) by the sender and MJST be ignored by the receiver.
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4.2. MAG ldentifier Option
The MAG Identifier option is a new nobility header option defined for
use with PBU and PBA nessages exchanged between the LMA and the MAG
This nobility header option is used for conveying the MAG s identity.

Thi s option does not have any alignnent requiremnments.

Identifier
B S S T i i S it S I S S S Y S

Figure 4: MAG Identifier Option
Type
Type: MAG ldentifier (64)
Lengt h

8-bit unsigned integer indicating the length of the option in
octets, excluding the Type and Length fields.

Subt ype
One-byte unsigned integer used for identifying the type of the
Identifier field. Accepted values for this field are the
regi stered type values fromthe "Mbile Node Identifier Option
Subt ypes"” registry <https://wwv. i ana. org/ assi gnments/ nmobility-
par anet ers/ >

Reserved

This field is unused in this specification. The value MJST be set
to zero (0) by the sender and MJST be ignored by the receiver

Identifier

A variable-length identifier of the type indicated in the Subtype
field.

Seite, et al. St andards Track [ Page 10]



RFC 8278 MAG Mul ti path Binding Options January 2018

4.3. New Status Code for Proxy Binding Acknow edgenent

Thi s docunent defines the follow ng new Status Code value for use in
PBA nessages.

The LMA SHOULD use this error code when rejecting a PBU nessage from
a MAG requesting a nultipath binding. The following is the potential
reason for rejecting the request:

o0 The LMA does not support nultipath binding.

CANNOT_SUPPORT_MULTI PATH_BI NDI NG ( Cannot Support Ml tipath Binding):
180

4.4. Signaling Considerations

o0 The MAG when requesting multipath support, MJST include the MAG
Mul tipath Binding option (Section 4.1) in each of the PBU nessages
that it sends through the different WAN i nterfaces. The inclusion
of this option serves as a hint that the MAG is requesting
mul ti path support. Furthernore, the MAG Identifier option MJST
al so be present in the PBU nessage.

o If the MAGis aware that the LMA supports the multipath binding
option defined in this specification and if it chooses to use
multiple paths, then it can send the PBU packets for each of the
pat hs, either sequentially or concurrently. However, if the MAG
is not anare of the LMA capability, then it SHOULD first discover
the LMA capability by sending PBU packets with nultipath on only
one path first. This will ensure that the LMA will not be
overwiting the binding of one path with the other path.

o If the LMA supports multipath capability as defined in this
specification and if it enables the same for a nobile node’s
session per the MAG s request, then the LMA MJST include the
Mul tipath Binding option (Section 4.1) without the MAG NAl option
(Section 4.2) in the corresponding PBA reply.

o If the LMAis a |egacy LMA that does not support this
specification, the LMA will skip the MAG Multi path Bi nding option
(and MAG- NAlI option) and process the rest of the nessage as
specified in the base PM Pv6 specification ([RFC5213]).
Furthernmore, the LMA will not include the MAG Multipath Binding
option (or the MAG NAl option) in the PBA nmessage. The MAG upon
recei ving the PBA message w thout the MAG Mil tipath Bi nding
option, SHOULD di sable nultipath support for the nobile node.
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5.

o If the nobile node is not authorized for multipath support, then
the LMA will reject the request by sending a PBA nmessage with the
Status field value set to CANNOT_SUPPORT_MULTI PATH_BI NDI NG
(Section 4.3). The LMA MJUST echo the MAG Mil tipath Binding option
(without the MAG NAI option) in the PBA nessage. The MAG upon
receiving this nessage, SHOULD di sable multipath support for the
nmobi | e node.

| ANA Consi der ations

Thi s specification defines a new nobility option: the MAG Miultipath
Bi nding option. The format of this option is described in

Section 4.1. The type value 63 has been allocated for this mobility
option fromthe "Mbility Options" registry at

<http://ww. i ana. or g/ assi gnment s/ nobi | i ty- par anet er s>.

Thi s specification defines a new nobility option: the MAG Identifier
option. The format of this option is described in Section 4.2. The
type value 64 has been allocated for this mobility option fromthe
"Mobility Options" registry at <http://ww.iana. org/assi gnnents/
mobi | i ty- par amet er s>.

Thi s docunent defines a new status val ue:

CANNOT_SUPPORT_MULTI PATH BI NDI NG (180) for use in PBA nessages, as
described in Section 4.3. This value has been assigned fromthe
"Status Codes" registry at <http://wwv. iana.org/assignments/ mobility-
par amet er s>.

Security Considerations

This specification allows a MAG to establish nultiple PMPv6 tunnels
with an LMA by registering a care-of address for each of its
connected access networks. This essentially allows the nobile node’s
IPtraffic to be routed through any of the tunnel paths based on the
negotiated flow policy. This new capability has no inpact on the
protocol security. Furthernore, this specification defines two new
mobil ity header options: the MAG Miultipath Binding option and the MAG
Identifier option. These options are carried |like any other mobility
header option as specified in [RFC5213]. Therefore, it inherits
security guidelines from|[RFC5213]. Thus, this specification does
not weaken the security of the PM Pv6 Protocol and does not introduce
any new security vulnerabilities.

Seite, et al. St andards Track [ Page 12]



RFC 8278

7. Ref er ences

MAG Mul ti path Binding Options January 2018

7. 1. Nor mat i ve Ref erences

[ RFC2119]

[ RFC3963]

[ RFC5094]

[ RFC5213]

[ RFC5844]

[ RFC5845]

[ RFC6088]

[ RFC6089]

[ RFC6275]

Seite, et al.

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

Devarapal l'i, V., Waki kawa, R, Petrescu, A, and P.
Thubert, "Network Mobility (NEMD Basic Support Protocol",
RFC 3963, DO 10.17487/ RFC3963, January 2005,
<https://www. rfc-editor.org/info/rfc3963>.

Devarapal li, V., Patel, A, and K Leung, "Mobile |IPv6
Vendor Specific Option", RFC 5094, DO 10. 17487/ RFC5094,
Decenber 2007, <https://ww.rfc-editor.org/info/rfc5094>.

@undavel i, S., Ed., Leung, K, Devarapalli, V.,
Chowdhury, K., and B. Patil, "Proxy Mdbile | Pv6",
RFC 5213, DO 10.17487/ RFC5213, August 2008,
<https://ww.rfc-editor.org/info/rfc5213>.

Waki kawa, R and S. Gundavelli, "IPv4 Support for Proxy
Mobil e | Pv6", RFC 5844, DO 10.17487/ RFC5844, May 2010,
<https://www.rfc-editor.org/info/rfc5844>.

Muhanna, A., Khalil, M, Qundavelli, S., and K Leung,
"Generic Routing Encapsul ation (GRE) Key Option for Proxy
Mobil e | Pv6", RFC 5845, DO 10.17487/ RFC5845, June 2010,
<https://www. rfc-editor.org/info/rfc5845>.

Tsirtsis, G, Garreta, G, Soliman, H, and N. Mntavont,
"Traffic Selectors for Flow Bindings", RFC 6088,

DA 10.17487/ RFC6088, January 2011,

<https://www. rfc-editor.org/info/rfc6088>.

Tsirtsis, G, Soliman, H, Mntavont, N, Garetta, G,
and K. Kul adinithi, "Flow Bindings in Mbile IPv6 and
Network Mobility (NEMO) Basic Support", RFC 6089,

DA 10. 17487/ RFC6089, January 2011,

<https://www. rfc-editor.org/info/rfc6089>.

Perkins, C., Ed., Johnson, D., and J. Arkko, "Mobility

Support in IPv6", RFC 6275, DO 10.17487/RFC6275, July
2011, <https://ww.rfc-editor.org/info/rfc6275>.

St andards Track [ Page 13]



RFC 8278 MAG Mul ti path Binding Options January 2018

[ RFC7148] Zhou, X., Korhonen, J., WIlliams, C, @undavelli, S., and
CJ. Bernardos, "Prefix Del egation Support for Proxy Mobile
| Pv6", RFC 7148, DA 10.17487/ RFC7148, March 2014,
<https://ww.rfc-editor.org/info/rfc7148>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

7.2. Informative References

[ RFC2473] Conta, A and S. Deering, "Ceneric Packet Tunneling in
| Pv6 Specification", RFC 2473, DO 10.17487/ RFC2473,
Decenber 1998, <https://ww rfc-editor.org/info/rfc2473>.

[ RFC4213] Nordmark, E. and R Glligan, "Basic Transition Mechanisns
for IPv6 Hosts and Routers", RFC 4213,
DO 10.17487/ RFC4213, Cctober 2005,
<https://ww. rfc-editor.org/info/rfc4213>.

[ RFC4908] Nagam, K., Uda, S., Qgashiwa, N., Esaki, H, Waki kawa,
R, and H Onhnishi, "Multi-hom ng for small scale fixed
network Using Mbile I P and NEMO', RFC 4908,
DO 10. 17487/ RFC4908, June 2007,
<https://ww.rfc-editor.org/info/rfc4908>.

Acknowl edgenent s

The authors of this docunent would |ike to acknow edge the

di scussi ons and feedback on this topic fromthe nenbers of the
Distributed Mbility Managenment Working Group. The authors woul d

al so like to thank Jouni Korhonen, Jong Hyouk Lee, Dirk Von-Hugo,
Seil Jeon, Carlos Bernardos, Robert Sparks, Adam Roach, Kathl een
Moriarty, Hilarie O man, Ben Canpbell, Warren Kunmari, and Dhananj ay
Patki for their review feedback. Special thanks to Mrja Kuehl ewi nd
for a very thorough review and suggesti ng nmany text inprovenents.

Seite, et al. St andards Track [ Page 14]



RFC 8278 MAG Mul ti path Binding Options January 2018

Aut hors’ Addresses

Pierrick Seite

Orange

4, rue du Cos Courtel, BP 91226
Cesson- Sevi gne 35512

France

Emai | : pierrick.seite@range.com
Al per Yegin

Actility

Tur key

Enai | : al per.yegin@ctility.com

Sri @undavel | i

Ci sco

170 West Tasnmn Drive
San Jose, CA 95134
United States of Anerica

Emai | : sgundave@i sco. com

Seite, et al. St andards Track [ Page 15]






