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1. Introduction

[ RFC3107] specifies encodi ngs and procedures for using BGP to
indicate that a particular router has bound either a single MPLS

| abel or a sequence of MPLS labels to a particul ar address prefix.

(A sequence of |abels would be organized as a contiguous part of an
MPLS | abel stack as specified in [RFC3031] and [ RFC3032].) This is
done by sending a BGP UPDATE nessage whose Network Layer Reachability
Information field contains both the prefix and the MPLS | abel (s) and
whose Next Hop field identifies the node at which said prefix is
bound to said label (s). Each such UPDATE al so advertises a path to
the specified prefix via the specified next hop
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Al 't hough there are many inplenentations and depl oyments of [RFC3107],
there are a nunber of issues with it that have inpeded
interoperability in the past and nmay potentially inpede
interoperability in the future:

o Al though [RFC3107] specifies an encoding that allows a sequence of
MPLS | abels (rather than just a single label) to be bound to a
prefix, it does not specify the semantics of binding a sequence of
| abel s to a prefix.

o Many inplenentations of [ RFC3107] assume that only one |abel will
be bound to a prefix, and cannot properly process a BGP UPDATE
message that binds a sequence of |abels to a prefix. Thus, an
i npl ementation attenpting to provide this feature is likely to
experience problens interoperating with other inplenentations.

0 The procedures in [RFC3107] for withdrawi ng the binding of a | abe
or sequence of labels to a prefix are not specified clearly and
correctly.

o0 |[RFC3107] specifies an optional feature, known as "Advertising
Multiple Routes to a Destination", that, to the best of the
aut hor’s know edge, has never been inplenented as specified. The
functionality that this feature was intended to provide can and
has been inplemented in a different way using the procedures of
[ RFC7911], which were not available at the time that [RFC3107] was
witten. In [RFC3107], this feature was controlled by a BGP
Capability Code that has never been inplenented and is now
deprecated; see Section 6

o It is possible for a BGP speaker to receive two BGP UPDATEs t hat
advertise paths to the sanme address prefix, where one UPDATE bi nds
a | abel (or sequence of labels) to the prefix and the other does
not. [RFC3107] is silent on the issue of how the presence of two
such UPDATEs inpacts the BGP deci sion process and does not say
explicitly whether one or the other or both of these UPDATEs
shoul d be propagated. This has led different inplenentations to
handl e this situation in different ways.

o Mich of [RFC3107] applies to the VPN-1Pv4 ([ RFC4364]) and VPN-| Pv6
([ RFC4659] ) address families, but those address fanmilies are not
mentioned init.

Thi s docunent replaces and obsol etes [ RFC3107]. It defines a new BGP
Capability to be used when binding a sequence of l|abels to a prefix;
by using this Capability, the interoperability problens alluded to
above can be avoided. This docunent also renoves the uninpl enented

Rosen St andards Track [ Page 3]



RFC 8277 BGP and Label ed Address Prefixes Cct ober 2017

"Advertising Multiple Routes to a Destination" feature (see Section 4
of [RFC3107]), while specifying howto use [ RFC7911] to provide the
same functionality. This docunent al so addresses the issue of the
how UPDATEs that bind |labels to a given prefix interact with UPDATEs
that advertise paths to that prefix but do not bind labels to it.
However, for backwards conpatibility, it declares nost of these
interactions to be matters of |ocal policy.

The pl aces where this specification differs from[RFC3107] are
indicated in the text. It is believed that inplenentations that
conformto the current docunent will interoperate correctly with
exi sting depl oyed inplenentations of [ RFC3107].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Using BGP to Bind an Address Prefix to One or More MPLS Label s

BGP may be used to advertise that a particular node (call it N has
bound a particular MPLS | abel, or a particular sequence of MLS

| abel s (organi zed as a contiguous part of an MPLS | abel stack), to a
particul ar address prefix. This is done by sending a Miltiprotoco
BGP UPDATE message, i.e., an UPDATE nessage with an MP_REACH NLRI
attribute as specified in [RFCA760]. The Network Address of Next Hop
field of that attribute contains an IP address of node N. The

| abel (s) and the prefix are encoded in the Network Layer Reachability
Information (NLRI) field of the MP_REACH NLRI. The encodi ng of the
NLRI field is specified in Sections 2.2 and 2. 3.

If the prefix is an IPv4 address prefix or a VPN-1Pv4 ([ RFC4364])
address prefix, the Address Fanily Identifier (AFlI) of the

MP_REACH NLRI attribute is set to 1. |If the prefix is an |IPv6
address prefix or a VPN-IPv6 prefix ([RFC4659]), the AFl is set to 2

If the prefix is an I Pv4 address prefix or an | Pv6 address prefix,
the Subsequent Address Family ldentifier (SAFl) field is set to 4.
If the prefix is a VPN-1Pv4 address prefix or a VPN-1Pv6 address
prefix, the SAFl is set to 128.

The use of SAFI 4 or SAFI 128 when the AFl is other than 1 or 2 is
out side the scope of this docunent.
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Thi s docunent does not specify the format of the Network Address of
Next Hop field of the MP_REACH NLRI attribute. The format of the
Next Hop field depends upon a number of factors and is discussed in a
nunber of other RFCs: see [RFC4364], [RFC4659], [RFC4798], and

[ RFC5549] .

There are a variety of applications that make use of alternative

met hods of using BGP to advertise MPLS | abel bindings: see, e.g.,

[ RFC7432], [RFC6514], or [TUNNEL-ENCAPS]. The nethod described in
the current docunent is not clained to be the only way of using BGP
to advertise MPLS | abel bindings. Discussion of which nethod to use
for which application is outside the scope of the current document.

In the remai nder of this docunent, we will use the term " SAFI - x
UPDATE" to refer to a BGP UPDATE nessage contai ning an MP_REACH NLRI
attribute or an MP_UNREACH NLRI attribute ([ RFC4760]) whose SAFI
field contains the val ue x.

Thi s docunent defines a BGP Optional Capabilities paraneter
([ RFC5492]) known as the Miultiple Labels Capability.

0 Unless this Capability is sent on a given BGP session by both of
that session’s BGP speakers, a SAFI-4 or SAFI-128 UPDATE nessage
sent on that session fromeither speaker MJUST bind a prefix to
only a single | abel and MJST use the encodi ng of Section 2.2.

o If this Capability is sent by both BGP speakers on a given
session, an UPDATE nessage on that session, fromeither speaker,
MUST use the encoding of Section 2.3 and MAY bind a prefix to a
sequence of nore than one | abel

The encoding of the Multiple Labels Capability is specified in
Section 2.1.

Procedures for explicitly withdrawing a | abel binding are given in
Section 2.4. Procedures for changing the |abel (s) bound to a given
prefix by a given node are given in Section 2.5.

Procedures for propagating SAFl -4 and SAFI-128 UPDATEs are di scussed
in Section 3.

When a BGP speaker installs and propagates a SAFI-4 or SAFI-128
UPDATE, and if it changes the value of the Network Address of Next
Hop field, it nmust programits data plane appropriately. This is
di scussed in Section 4.
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2.1. Miltiple Labels Capability

[ RFC5492] defines the "Capabilities Optional Paraneter”. A BGP
speaker can include a Capabilities Optional Paraneter in a BGP OPEN
message. The Capabilities Optional Paraneter is a triple that

i ncludes a one-octet Capability Code, a one-octet Capability |ength,
and a variable-length Capability Val ue.

Thi s docunent defines a Capability Code known as the Miultiple Labels
Capability code. |ANA has assigned value 8 to this Capability Code
(This Capability Code is newto this docunent and does not appear in
[ RFC3107] .)

If a BGP speaker has not sent the Multiple Labels Capability inits
BGP OPEN nessage on a particular BGP session, or if it has not
received the Multiple Labels Capability in the BGP OPEN nessage from
its peer on that BGP session, that BGP speaker MJST NOT send on that
sessi on any UPDATE nessage that binds nore than one MPLS | abel to any
given prefix. Further, when advertising the binding of a single

| abel to a prefix, the BGP speaker MJIST use the encoding specified in
Section 2. 2.

The value field of the Miultiple Labels Capability (shown in Figure 1)
consists of one or nore triples, where each triple consists of four
octets. The first two octets of a triple specify an AFl val ue, the
third octet specifies a SAFl value, and the fourth specifies a Count.
If one of the triples is <AFl, SAFl, Count>, the Count is the maxi mum
nunber of |abels that the BGP speaker sending the Capability can
process in a received UPDATE of the specified AFI/SAFI. |If the Count
is 255, then no limt has been placed on the nunber of |abels that
can be processed in a received UPDATE of the specified AFlI/ SAFI

Any inplementation that sends a Miultiple Labels Capability MJST be
able to support at least two labels in the NLRI. However, there may
be depl oynent scenarios in which a |arger nunber of |abels is needed.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFI | SAFI | Count ~
T T S s SHp S SEp S S S AR T S e
~ AFI | SAFI | Count

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 1: Value Field of Miultiple Labels Capability

If the Capability contains nore than one triple with a given AFl/
SAFI, all but the first MJST be ignored.
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A triple of the form <AFl =x, SAFl=y, Count=0> or
<AFl =x, SAFIl =y, Count=1> MUST NOT be sent. |If such a tripleis
received, it MJIST be ignored.

A Miultiple Labels Capability whose length is not a nmultiple of four
MUST be considered to be nal f orned.

"Graceful Restart Mechanismfor BG™ [RFCA724] describes a procedure
that allows routes | earned over a given BGP session to be naintained
when the session fails and then restarts. This procedure requires
the entire RIB to be transnmtted when the session restarts. |If the
Mul tiple Labels Capability for a given AFlI/SAFI was exchanged on the
fail ed session but has not been exchanged on the restarted session,
then any prefixes advertised in that AFI/SAFl with multiple |abels
MUST be explicitly withdrawn. Simlarly, if the maxi mum | abel count
(specified in the Capability for a given AFI/SAFlI) is reduced, any
prefixes advertised with nore |abels than are valid for the current
session MJUST be explicitly w thdrawn.

"Accel erated Routing Convergence for BGP G aceful Restart"”

[ Enhanced- GR] descri bes another procedure that allows the routes

| earned over a given BGP session to be mmintai ned when the session
fails and then restarts. These procedures MJST NOT be applied if
either of the follow ng conditions hold:

o The Multiple Labels Capability for a given AFlI/SAFI had been
exchanged prior to the restart but has not been exchanged on the
restarted session.

0 The Multiple Labels Capability for a given AFlI/SAFI had been
exchanged with a given Count prior to the restart but have been
exchanged with a smaller count on the restarted session

If either of these conditions hold, the conplete set of routes for
the gi ven AFI/SAFI MJST be exchanged.

If a BGP OPEN nessage contains nultiple copies of the Miultiple Labels
Capability, only the first copy is significant; subsequent copies
MUST be i gnor ed.

If (a) a BGP speaker has sent the Multiple Labels Capability inits
BGP OPEN nessage for a particular BGP session, (b) it has received
the Multiple Labels Capability in its peer’s BG OPEN nessage for
that session, and (c) both Capabilities specify AFl/SAFl x/y, then
when using an UPDATE of AFlI x and SAFI y to advertise the binding of
a | abel or sequence of labels to a given prefix, the BG speaker MJST
use the encoding of Section 2.3. This encoding MJST be used even if
only one | abel is being bound to a given prefix.
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2.

2.

If both BGP speakers of a given BGP session have sent the Miltiple
Label s Capability, but AFI/SAFlI x/y has not been specified in both
Capabi lities, then UPDATEs of AFI/SAFlI x/y on that session MJST use
the encoding of Section 2.2, and such UPDATEs can only bind one | abel
to a prefix.

A BGP speaker SHOULD NOT send an UPDATE that binds nore |abels to a
given prefix than its peer is capable of receiving, as specified in
the Multiple Labels Capability sent by that peer. |f a BGP speaker
recei ves an UPDATE that binds nore labels to a given prefix than the
nunber of |abels the BGP speaker is prepared to receive (as announced
inits Miltiple Labels Capability), the BGP speaker MJST apply the
"treat-as-w thdraw' strategy of [RFC7606] to that UPDATE.

Not wi t hst andi ng t he nunber of |abels that a BGP speaker has cl ai nmed
to be able to receive, its peer MIUST NOT attenpt to send nore | abels
than can be properly encoded in the NLRI field of the MP_REACH NLRI

attribute. Please note that there is only a linmited anount of space
in the NLRI field for |abels:

0 per [RFCA760], the size of this fieldis limted to 255 bits (not
255 octets), including the nunber of bits in the prefix;

0 in a SAFI-128 UPDATE, the prefix is at least 64 bits | ong and may
be as long as 192 bits (e.g., in a VPN-1Pv6 host route).

NLRI Encodi ng When the Miultiple Labels Capability I's Not Used

If the Multiple Labels Capability has not been both sent and received
on a given BGP session, then in a BGP UPDATE on that session whose
MP_REACH NLRI attribute contains one of the AFI/SAFI conbi nations
specified in Section 2, the NLRI field is encoded as shown in

Fi gure 2:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Lengt h | Label | Rsrv | S
B i s T T i i o S o T Ji I
| Prefix ~
- I

T T S S e T o S S S SUp S SEp S SR i &

Figure 2: NLRI with One Label
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- Length:

The Length field consists of a single octet. It specifies the
length in bits of the renmainder of the NLRI field.

Note that the length will always be the sum of 20 (nunber of bits
in Label field), plus 3 (nunber of bits in Rsrv field), plus 1
(number of bits in S field), plus the length in bits of the
prefi x.

In an MP_REACH NLRI attribute whose AFI/SAFI is 1/4, the prefix
length will be 32 bits or less. In an MP_REACH NLRI attribute
whose AFI/SAFI is 2/4, the prefix length will be 128 bits or |ess.
In an MP_REACH NLRI attribute whose SAFl is 128, the prefix wll
be 96 bits or less if the AFl is 1 and will be 192 bits or less if
the AFl is 2.

As specified in [ RFC4760], the actual length of the NLRI field
will be the nunmber of bits specified in the Length field, rounded
up to the nearest integral number of octets.

- Label :

The Label field is a 20-bit field containing an MPLS | abel val ue
(see [ RFC3032]).

- Rsrv:

This 3-bit field SHOULD be set to zero on transn ssion and MJST be
i gnored on reception.

- S

This 1-bit field MIUST be set to one on transm ssion and MJST be
i gnored on reception.

Note that the UPDATE nessage not only advertises the binding between
the prefix and the label, it also advertises a path to the prefix via
the node identified in the Network Address of Next Hop field of the
MP_REACH_NLRI attribute.

[ RFC3107] requires that if only a single label is bound to a prefix,
the S bit nmust be set. If the Sbit is not set, [RFC3107] specifies
that additional |abels will appear in the NLRI. However, sone

i mpl ement ati ons assune that the NLRI will contain only a single |abel
and thus do not check the setting of the S bit. The procedures
specified in the current docurment will interwork with such

i npl ementations. As long as the Miultiple Labels Capability is not
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sent and received by both BGP speakers on a given BGP session, this
docunent REQUI RES that only one | abel be specified in the NLRI, that
the S bit be set on transmi ssion, and that it be ignored on
reception.

If the procedures of [RFC7911] are being used, a four-octet "path
identifier" (as defined in Section 3 of [RFC7911]) is part of the
NLRI and precedes the Length field.

2.3. NLRI Encoding When the Multiple Labels Capability Is Used

If the Multiple Labels Capability has been both sent and received on
a given BCGP session, then in a BGP UPDATE on that session whose
MP_REACH NLRI attribute contains one of the AFI/SAFI conbinations
specified in Section 2, the NLRI field is encoded as shown in

Fi gure 3:

0 1 2 3

01234567890123456789012345678901

i S e T o

| Length |

i T S S I el T i S S S S

| Label | Rsrv | S~

e T e R S e e s i oI T e S S I S e

~ Label | Rsrv | §

i T s i o S i i S R I S I S S S M
Prefix ~

R e s T o T S R El ok i R e e S S e o o s
Figure 3: NLRI with Miltiple Labels
- Length:

The Length field consists of a single octet. It specifies the
length in bits of the renmai nder of the NLRI field.

Note that for each |l abel, the length is increased by 24 bits (20
bits in the Label field, plus 3 bits in the Rsrv field, plus 1 S
bit).

In an MP_REACH NLRI attribute whose AFI/SAFI is 1/4, the prefix
length will be 32 bits or less. In an MP_REACH NLRI attribute
whose AFI/SAFlI is 2/4, the prefix length will be 128 bits or |ess.
In an MP_REACH NLRI attribute whose SAFl is 128, the prefix wll
be 96 bits or less if the AFl is 1 and will be 192 bits or less if
the AFl is 2.
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As specified in [ RFC4760], the actual length of the NLRI field
will be the nunmber of bits specified in the Length field rounded
up to the nearest integral number of octets.

Label

The Label field is a 20-bit field containing an MPLS | abel val ue
(see [ RFC3032]).

Rsrv:

This 3-bit field SHOULD be set to zero on transni ssion and MJST be
i gnored on reception.

S

In all labels except the last (i.e., in all |abels except the one
i medi ately preceding the prefix), the S bit MJST be 0. 1In the
| ast | abel, the S bit MJST be 1.

Note that failure to set the S bit in the last |abel will nake it
i npossible to parse the NLRI correctly. See Section 3, paragraph
j of [RFC7606] for a discussion of error handling when the NLR
cannot be parsed.

Note that the UPDATE nessage not only advertises the binding between
the prefix and the labels, it also advertises a path to the prefix
via the node identified in the Next Hop field of the MP_REACH NLR
attribute.

| f

the procedures of [RFC7911] are being used, a four-octet "path

identifier" (as defined in Section 3 of [RFC7911]) is part of the
NLRI and precedes the Length field.

Rosen
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2.4. Howto Explicitly Wthdraw the Binding of a Label to a Prefix

Suppose a BGP speaker has announced, on a given BGP session, the
bi nding of a given |abel or sequence of labels to a given prefix.
Suppose it now wi shes to withdraw that binding. To do so, it nmay
send a BGP UPDATE nessage with an MP_UNREACH NLRI attribute. The
NLRI field of this attribute is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Lengt h | Conpatibility |
i e e L T i e T e i i T S S
| Prefix ~

I i S T i i S e e S i e o
Figure 4. NLRI for Wthdrawal

Upon transm ssion, the Conpatibility field SHOULD be set to 0x800000.
Upon reception, the value of the Conpatibility field MJST be ignored.

This encoding is used for explicitly withdrawing the binding (on a
gi ven BGP session) between the specified prefix and whatever |abel or
sequence of |abels had previously been bound by the procedures of
this document to that prefix on the given session. This encoding is
used whether or not the Miultiple Labels Capability has been sent or
received on the session. Note that |abel/prefix bindings that were
not advertised on the given session cannot be withdrawn by this

met hod. (However, if the bindings were advertised on a previous
session with the sane peer, and the current session is the result of
a "graceful restart" ([RFC4724]) of the previous session, then this
wi t hdrawal nethod may be used.)

When using an MP_UNREACH NLRI attribute to withdraw a route whose
NLRI was previously specified in an MP_REACH NLRI attribute, the

| engt hs and val ues of the respective prefixes nust match, and the
respective AFI/SAFls must match. |f the procedures of [RFC7911] are
bei ng used, the respective values of the "path identifier" fields
must match as well. Note that the prefix length is not the sane as
the NLRI length; to deternmine the prefix length of a prefix in an
MP_UNREACH NLRI, the length of the Compatibility field nust be
subtracted fromthe length of the NLRI.

An explicit withdrawal in a SAFlI-x UPDATE on a given BGP session not
only withdraws the binding between the prefix and the I abel(s), it

al so withdraws the path to that prefix that was previously advertised
in a SAFI-x UPDATE on that session.
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[ RFC3107] nade it possible to specify a particular |abel value in the
Conpatibility field. However, the functionality that required the
presence of a particular |abel value (or sequence of |abel val ues)
was never inplenented, and that functionality is not present in the
current docunment. Hence, the value of this field is of no
significance; there is never any reason for this field to contain a

| abel value or a sequence of |abel values.

[ RFC3107] also made it possible to withdraw a bindi ng w thout
specifying the | abel explicitly, by setting the Conpatibility field
to 0x800000. However, sone inplenentations set it to 0x000000. In
order to ensure backwards conpatibility, it is RECOMENDED by this
docunent that the Conpatibility field be set to 0x800000, but it is
REQUI RED that it be ignored upon reception

2.5. Changing the Label That Is Bound to a Prefix

Suppose a BGP speaker, S1, has received on a given BGP session, a
SAFI -4 or SAFI-128 UPDATE, Ul, that specifies |abel (or sequence of

| abel s) L1, prefix P, and next hop Nl. As specified above, this

i ndi cates that | abel (or sequence of labels) L1 is bound to prefix P
at node Nl. Suppose that S1 now receives, on the sane session, an
UPDATE, U2, of the sane AFI/SAFI, that specifies |abel (or sequence
of labels) L2, prefix P, and the sane next hop, NLI.

o |If [RFC7911] is not being used, UPDATE U2 MUST be interpreted as
meaning that L2 is now bound to P at N1 and that L1 is no |onger
bound to P at NL. That is, the UPDATE Ul is inplicitly w thdrawn
and is replaced by UPDATE 2.

0 Suppose that [RFC7911] is being used, that UPDATE Ul has Path
Identifier 11, and that UPDATE U2 has Path ldentifier 1|2.

* |f I1lis the sane as 12, UPDATE U2 MJST be interpreted as
meaning that L2 is now bound to P at N1 and that L1 is no
| onger bound to P at N1. UPDATE Ul is inplicitly withdrawn.

* If 11 is not the same as 12, U2 MIST be interpreted as neani ng
that L2 is now bound to P at N1, but U2 MJST NOT be interpreted
as neaning that L1 is no |onger bound to P at N1. Under
certain conditions (specification of which is outside the scope
of this docunent), S1 nay choose to | oad-bal ance traffic
bet ween the path represented by Ul and the path represented by
U2. To send traffic on the path represented by Ul, Sl uses the
| abel (s) advertised in Ul; to send traffic on the path
represented by U2, Sl uses the |abel (s) advertised in U2.
(Al 't hough these two paths have the sanme next hop, one nust
suppose that they diverge further downstream)
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3.

3.

3.

3.

Suppose a BGP speaker, S1, has received, on a given BGP session, a
SAFI -4 or SAFI -128 UPDATE that specifies |abel L1, prefix P, and next
hop N1. Suppose that S1 now receives, on a different BGP session, an
UPDATE of the same AFI/SAFI, that specifies |abel L2, prefix P, and
the sane next hop, N1. BGP speaker S1 SHOULD treat this as an
indication that N1 has at | east two paths to P, and S1 MAY use this
fact to do | oad-bal ancing of any traffic that it has to send to P

Note that this section discusses only the case where two UPDATEs have
the sane next hop. Procedures for the case where two UPDATEsS have
di fferent next hops are adequately described in [ RFC4271].

Installing and/ or Propagating SAFl-4 or SAFI-128 Routes
1. Comparability of Routes

Suppose a BGP speaker has received two SAFI -4 UPDATEs specifying the
same Prefix and that either:

o the two UPDATEs are received on different BG sessions; or

o the two UPDATEs are received on the same session, add-paths is
used on that session, and the NLRIs of the two UPDATEs have
different path identifiers

These two routes MJST be considered to be comparable, even if they
specify different |abels. Thus, the BGP best-path sel ection
procedures (see Section 9.1 of [RFC4271]) are applied to select one
of themas the better path. |[|f the procedures of [RFC7911] are not
bei ng used on a particular BGP session, only the best path is
propagated on that session. |f the procedures of [RFC7911] are being
used on a particular BGP session, then both paths may be propagated
on that session, though with different path identifiers.

The sane applies to SAFI-128 routes.
2. Moddification of Label (s) Field Wen Propagating
2.1. \When the Next Hop Field Is Unchanged

When a SAFI-4 or SAFI-128 route is propagated, if the Network Address
of Next Hop field is left unchanged, the Label field(s) MJST al so be
| eft unchanged.

Note that a given route MJUST NOT be propagated to a given peer if the
route’s NLRI has nultiple | abels, but the Miultiple Labels Capability

was not negotiated with the peer. Simlarly, a given route MJST NOT
be propagated to a given peer if the route’s NLRI has nore | abels
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than the peer has announced (through its Miltiple Labels Capability)
that it can handle. |In either case, if a previous route with the
same AFl, SAFlI, and prefix (but with fewer |abels) has al ready been
propagated to the peer, that route MJST be withdrawn fromthat peer
usi ng the procedure specified in Section 2.4.

3.2.2. \Wen the Next Hop Field Is Changed

If the Network Address of Next Hop field is changed before a SAFI-4
or SAFI-128 route is propagated, the Label field(s) of the propagated
route MJUST contain the label(s) that is (are) bound to the prefix at
t he new next hop

Suppose BGP speaker S1 has received an UPDATE that binds a particul ar
sequence of one or nore labels to a particular prefix. If S1 chooses
to propagate this route after changing its next hop, S1 may change
the label in any of the followi ng ways, dependi ng upon |ocal policy:

o A single I abel may be replaced by a single | abel of the sane or
di fferent val ue.

0 A sequence of nultiple |abels may be replaced by a single |abel
o A single I abel nmay be replaced by a sequence of multiple |abels.

0 A sequence of nultiple |labels may be replaced by a sequence of
multiple |abels; the nunber of l|abels may be left the same or may
be changed.

O course, when deciding whether to propagate, to a given BGP peer,
an UPDATE bi nding a sequence of nore than one | abel, a BGP speaker
must attend to the information provided by the Miultiple Labels
Capability (see Section 2.1). A BGP speaker MJUST NOT send nultiple
| abels to a peer with which it has not exchanged the Miltiple Labels
Capabi lity and MUST NOT send nore | abels to a given peer than the
peer has announced (via the Miltiple Labels Capability) than it can
handl e.

It is possible that a BGP speaker’s local policy will tell it to
encode N labels in a given route’s NLRI before propagating the route,
but that one of the BGP speaker’s peers cannot handle N labels in the
NLRI. In this case, the BGP speaker has two choi ces:

o It can propagate the route to the given peer with fewer than N

| abel s; however, whether this nmakes sense, and if so, how to
choose the labels, is also a matter of |ocal policy.
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4.

o It can decide not to propagate the route to the given peer. In
that case, if a previous route with the sane AFl, SAFI, and prefix
(but with fewer |abels) has already been propagated to that peer,
that route MUST be withdrawn fromthat peer using the procedure of
Section 2. 4.

Data Pl ane

In the following, we will use the phrase "node S tunnels packet P to
node N', where packet P is an MPLS packet. By this phrase, we nean
that node S encapsul ates packet P and causes packet P to be delivered
to node Nin such a way that P's | abel stack before encapsul ation

wi Il be seen unchanged by N but will not be seen by the nodes (if
any) between S and N

If the tunnel is a Label Switched Path (LSP), encapsul ating the

packet nmay be as sinple as pushing on another MPLS label. |[|f node N
is a Layer 2 adjacency of node S, a Layer 2 encapsul ation nmay be all
that is needed. Oher sorts of tunnels (e.g., IP tunnels, GRE

tunnel s, UDP tunnels) may al so be used, dependi ng upon the particul ar
depl oynent scenari o.

Suppose BGP speaker S1 receives a SAFl-4 or SAFI-128 BGP UPDATE with
an MP_REACH NLRI specifying | abel L1, prefix P, and next hop N1, and
suppose Sl installs this route as its (or one of its) best path(s)
towards P. And suppose S1 propagates this route after changing the
next hop to itself and changing the |abel to L2. Suppose further
that S1 receives an MPLS data packet and, in the process of
forwarding that MPLS data packet, Sl sees |label L2 rise to the top of
t he packet’'s | abel stack. Then, to forward the packet further, Sl
must replace L2 with L1 as the top entry in the packet’s |abel stack,
and S1 must then tunnel the packet to NI.

Suppose that the route received by Sl specified not a single |abel,
but a sequence of k |abels <L11, L12, ..., L1k> where L11 is the
first |abel appearing in the NLRI, and L1k is the last. And suppose
again that S1 propagates this route after changing the next hop to
itself and changing the Label field to the single |label L2. Suppose
further that S1 receives an MPLS data packet, and in the process of
forwardi ng that MPLS data packet, Sl sees |label L2 rise to the top of
the packet’s label stack. 1In this case, instead of sinply replacing
L2 with L1, S1 renoves L2 fromthe top of the |abel stack and then
pushes | abels L1k through L11 onto the | abel stack such that L11 is
now at the top of the label stack. Then, S1 nust tunnel the packet
to NL. (Note that L1k will not be at the bottom of the packet’s

| abel stack and hence will not have the "bottom of stack" bit set

unl ess L2 had previously been at the bottom of the packet’'s | abe
stack.)
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The above paragraph assunes that when S1 propagates a SAFl-4 or
SAFI - 128 route after setting the next hop to itself, it replaces the
| abel or labels specified in the NLRI of that route with a single

| abel . However, it is also possible, as determ ned by |ocal policy,
for a BGP speaker to specify multiple | abels when it propagates a
SAFI -4 or SAFI-128 route after setting the next hop to itself.

Suppose, for exanple, that S1 supports context |abels ([RFC5331]).
Let L21 be a context |abel supported by S1, and let L22 be a | abe
that is in the |abel space identified (at S1) by L21. Suppose Sl
receives a SAFl-4 or SAFI-128 UPDATE whose prefix is P, whose Labe
field is <L11, L12, ..., L1lk> and whose next hop is NL. Before
propagati ng the UPDATE, S1 may set the next hop to itself (by
replacing N1 with S1) and may replace the |abel stack <L11, L12, ...,
L1k> with the pair of |abels <L21, L22>

In this case, if Sl receives an MPLS data packet whose top |abel is
L21 and whose second | abel is L22, S1 will renmpve both L21 and L22

fromthe | abel stack and replace themwith <L11, L12, ..., L1lk>.
Note that the fact that L21 is a context |abel is known only to Sl
ot her BGP speakers do not know how S1 will interpret L21 (or L22).

The ability to replace one or nore |abels by one or nore | abels can
provide great flexibility, but it nust be done carefully. Let's
suppose again that Sl receives an UPDATE that specifies prefix P

| abel stack <L11, L12, ..., L1k>, and next hop Nl. And suppose that
S1 propagates this UPDATE to BGP speaker S2 after setting next hop
self and after replacing the Label field with <L21, L22, ..., L2k>.

Final |y, suppose that Sl prograns its data plane so that when it
processes a received MPLS packet whose top label is L21, it replaces
L21 with <L11, L12, ..., L1k> and then tunnels the packet to NL1.

In this case, BGP speaker S2 will have received a route with prefix
P, Label field <L21, L22, ..., L2k> and next hop S1. |If S2 decides
to forward an | P packet according to this route, it will push <L21,
L22, ..., L2k> onto the packet’'s |abel stack and tunnel the packet to
S1. S1 will replace L21 with <L11, L12, ..., L1k> and will tunne

the packet to N1. N1 will receive the packet with the follow ng

| abel stack: <L11, L12, ..., L1k, L22, ..., L2k>. VWhile this may be
useful in certain scenarios, it may provide unintended results in

ot her scenari os.

Procedures for choosing, setting up, maintaining, or determning the

liveness of a particular tunnel or type of tunnel are outside the
scope of this docunent.
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When pushing | abels onto a packet’s |abel stack, the Tinme-to-Live
(TTL) field ([RFC3032], [RFC3443]) and the Traffic Cass (TC) field
([ RFC3032], [RFC5462]) of each | abel stack entry nust, of course, be
set. This docunment does not specify any set of rules for setting
these fields; that is a matter of |ocal policy.

Thi s docunent does not specify any new rules for processing the | abe
stack of an incom ng data packet.

It is a matter of |ocal policy whether SAFI-4 routes can be used as
the basis for forwarding | P packets or whether SAFI-4 routes can only
be used for forwarding MPLS packets. |If BGP speaker Sl1 is forwarding
| P packets according to SAFI-4 routes, then consider an | P packet
with destination address D, such that P is the "longest prefix match"
for D fromanong the routes that are being used to forward IP
packets. And suppose the packet is being forwarded according to a
SAFIl -4 route whose prefix is P, whose next hop is N1 and whose
sequence of labels is L1. To forward the packet according to this
route, S1 nust create a |abel stack for the packet, push on the
sequence of labels L1, and then tunnel the packet to NL.

5. Relationship between SAFI-4 and SAFI-1 Routes

It is possible that a BGP speaker will receive both a SAFI-1 route
for prefix P and a SAFI-4 route for prefix P. Different
i mpl ementations treat this situation in different ways.

For exanple, sone inplenentations may regard SAFl -1 routes and SAFI -4
routes as conpletely i ndependent and may treat themin a "ships in
the night" fashion. 1In this case, best-path selection for the two
SAFls is independent, and there will be a best SAFI-1 route to P as
well as a best SAFI-4 route to P. Wich packets get forwarded
according to the routes of which SAFlI is then a matter of |oca

policy.

O her inplenentations may treat the SAFI-1 and SAFI-4 routes for a

gi ven prefix as conparable, such that the best route to prefix Pis
either a SAFI-1 route or a SAFI-4 route but not both. In such

i mpl ementations, if |oad-balancing is done anbng a set of equal cost
routes, sone of the equal cost routes nmay be SAFI-1 routes and sone
may be SAFI-4 routes. Wiether this is allowed is, again, a matter of
| ocal policy.

Sone i npl enentations may allow a single BGP session to carry UPDATEs
of both SAFI-1 and SAFI-4; other inplenmentations may disallow this.
Sone inplementations that allow both SAFls on the sanme session may
treat the receipt of a SAFI-1 route for prefix P on a given session
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as an inplicit withdrawal of a previous SAFI-4 route for prefix P on
that session, and vice versa. Qher inplenentations may have
di fferent behavior.

A BGP speaker may receive a SAFl-4 route over a given BGP session but
may have ot her BGP sessions for which SAFI-4 is not enabled. In this
case, the BGP speaker MAY convert the SAFI-4 route to a SAFI-1 route
and then propagate the result over the session on which SAFI-4 is not
enabled. Wether this is done is a matter of local policy.

These differences in the behavior of different inplenentations may
result in unexpected behavior or lack of interoperability. |In sone
cases, it may be difficult or inpossible to achieve the desired
policies with certain inplenmentati ons or conbi nations of

i mpl ement ati ons.

6. | ANA Consi derations

| ANA has assigned value 8 for Miultiple Labels Capability in the BGP
"Capability Codes" registry, with this docunent as the reference

I ANA has nodified the BG "Capability Codes" registry to mark val ue 4
("Multiple routes to a destination capability") as deprecated, with
this docunment as the reference.

I ANA has changed the reference for SAFl 4 in the "Subsequent Address
Fam |y ldentifiers (SAFl) Paraneters"” registry to this docunent.

Al so, | ANA has added this docunent as a reference for SAFlI 128 in
that sane registry.

7. Security Considerations
The security considerations of BGP (as specified in [RFC4271]) apply.

If a BGP inplenmentation that is not conformant with the current
docunent encodes nultiple labels in the NLRI but has not sent and
received the Multiple Labels Capability, a BGP inplementation that
does conformwi th the current docurment will likely reset the BGP
sessi on.

Thi s docunent specifies that certain data packets be "tunnel ed" from
one BGP speaker to another. This requires that the packets be
encapsul ated while in flight. This docunent does not specify the
encapsul ation to be used. However, if a particular encapsulation is
used, the security considerations of that encapsul ation are
appl i cabl e.
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If a particular tunnel encapsul ation does not provide integrity and
authentication, it is possible that a data packet’s |abel stack can
be nodified, through error or malfeasance, while the packet is in
flight. This can result in msdelivery of the packet. It should be
noted that the tunnel encapsulation (MPLS) npbst commonly used in
depl oynents of this specification does not provide integrity or

aut henti cation; neither do the other tunnel encapsul ations mentioned
in Section 4.

There are various techni ques one can use to constrain the

di stribution of BGP UPDATE nessages. |f a BGP UPDATE advertises the
bi nding of a particular |abel or set of labels to a particul ar
address prefix, such techniques can be used to control the set of BGP
speakers that are intended to | earn of that binding. However, if BGP
sessions do not provide privacy, other routers may |earn of that

bi ndi ng.

When a BGP speaker processes a received MPLS data packet whose top
| abel it advertised, there is no guarantee that the |abel in question
was put on the packet by a router that was intended to know about

that |abel binding. If a BGP speaker is using the procedures of this
docunent, it may be useful for that speaker to distinguishits
"internal" interfaces fromits "external" interfaces and to avoid

advertising the sane | abels to BGP speakers reached on interna
interfaces as to BGP speakers reached on external interfaces. Then,
a data packet can be discarded if its top | abel was not adverti sed
over the type of interface fromwhich the packet was received. This
reduces the l|ikelihood of forwarding packets whose | abel s have been
"spoofed" by untrusted sources.
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