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Abst ract

The base | ETF TRILL (Transparent |nterconnection of Lots of Links)
protocol has a TRILL canpus-wi de MIU feature, specified in RFCs 6325
and 7177, that assures that |ink-state changes can be successfully

fl ooded throughout the canpus while being able to take advantage of a
canmpus-w de capability to support junmbo packets. This docunent

speci fies recomended updates to that MIU feature to take advant age,
for appropriate link-local packets, of link-local MIUs that exceed
the TRILL campus MIU. |In addition, it specifies an efficient
algorithmfor |local MIU testing. This docunent updates RFCs 6325,
7177, and 7780.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8249
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1. Introduction

[ RFC6325] describes the way RBridges agree on the canpus-w de m ni mum
acceptable inter-RBridge MIU ( Maxi mum Transni ssion Unit) size (called
"Sz") to ensure that link-state fl ooding operates properly and all
RBri dges converge to the sanme link state. For the proper operation
of TRILL (Transparent Interconnection of Lots of Links) IS-1S, al
RBridges format their Link State Protocol Data Units (LSPs) to fit

in Sz.

[ RFC7177] diagranms the state transitions of an adjacency. |f MU
testing is enabled, "Link MIU size is successfully tested" is part of
an event (event A6) causing the transition fromthe "2-VWay" state

[ RFC7177] to the "Report" state for an adjacency. This means that
the link MIU testing of size x succeeds, and x is greater than or
equal to Sz [RFC6325]. |If this link cannot support an MIU of Sz, it
will not be reported as part of the canpus topol ogy.

In this docurment, a new RECOMMENDED | i nk-wi de m ni muminter-RBridge
MIU size, "Lz", is specified. As further discussed in Section 2, by
cal culating and using Lz as specified herein, |ink-scoped Protoco
Data Units (PDUs) can be formatted greater than Sz, up to the

| i nk-wi de mi ni mum acceptabl e inter-RBridge MIU size, potentially
improving the efficiency of link utilization and speeding |ink-state
conver gence

An optional TRILL MIU size-testing algorithmis specified in

Section 3 as an efficient method to update the old MIU testing nethod
described in Section 4.3.2 of [RFC6325] and in [RFC7177]. The new
MIU si ze-testing method specified in this docunment is backward
conpatible with the old one. Milticasting the MIU probes is
recomrended when there are nmultiple RBridges on a link responding to
the probing with an MIU-ack [RFC7177]. The testing nethod and rul es
of this docunent are devised in a way that m ninizes the nunber of
MIU- probes for testing, therefore reducing the nunber of nulticast
packets for MIU testing.

Thi s docunent updates RFCs 6325, 7177, and 7780. The update to
[ RFC6325] and [RFC7177] is specified in Section 3. The update to
[ RFC7780] is specified in Section 4.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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2

Li nk-Wde TRILL MIU Si ze

Thi s docunent specifies a new value "Lz" for the m ni num accept abl e

inter-RBridge link MIU size on a local link. Link-wide Lz is the
m ni mum Lz supported and agreed upon anongst all RBridges on a
specific link. If the link is usable, Lz will be greater than or

equal to Sz.

Sone TRILL I1S-1S PDUs are exchanged only between nei ghbors instead of
t hroughout the whol e canpus. They are confined by the |ink-wi de Lz
instead of Sz. Conplete Sequence Nunber PDUs (CSNPs) and Partia
Sequence Nunber PDUs (PSNPs) are exanples of such PDUs. These PDUs
are exchanged only on the local link. (Wile TRILL IS 1S Hellos are
also link local, they are always linmted to 1470 bytes for

r obust ness.)

[ RFC7356] defines the PDUs that support flooding scopes in addition
to area-wi de scopes and donmai n-wi de scopes. As specified in

[ RFC8139], RBridges support the Extended L1 Crcuit Scope (E-L1CS)

Fl oodi ng Scope LSP (FS-LSP) [RFC7780]. The origi nati ngSNPBuffer Si ze
for a port is the mninmmof the following two quantities but

not |ess than 1470 bytes: (1) the MIU of the port and (2) the naxinmm
LSP size that the TRILL IS-1S inplenentation can handle. They use

that flooding to exchange their maxi mum supported val ue of "Lz". The
smal | est value of the Lz advertised by the RBridges on a |ink, but
not less than Sz, is the link-wide Lz. An RBridge on a local |ink

will be able to tell which other RBridges on that |ink support E-L1CS
FS-LSPs because, as required by [RFC7780], all RBridges include the
Scope Fl oodi ng Support TLV [RFC7356] in their TRILL Hell os.

The maxi mum size for a level-1 link-1ocal PDU (such as a PSNP or
CSNP) that may be generated by a systemis controlled by the val ue of
the managenment paraneter originati ngL1SNPBufferSize. This value
determnes Lz. The TRILL APPsub-TLV shown in Figure 1 SHOULD be
included in a TRILL GENINFO TLV [ RFC7357] in an E-L1CS FS-LSP
fragment zero. |If it is mssing froman E-L1CS FS-LSP fragnment zero
or there is no E-L1CS FS-LSP fragnment zero, it is assunmed that its
originating I1Sis inplicitly advertising its originati ngSNPBufferSize
val ue as Sz octets.

E-L1CS FS-LSPs are link | ocal and can also be sent up to a size of Lz
but, for robustness, E-L1CS FS-LSP fragnent zero MJUST NOT exceed
1470 bytes.
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Figure 1: The ori gi nati ngSNPBuf f er Si ze APPsub- TLV
Type: Set to the originati ngSNPBufferSize APPsub-TLV (TRI LL
APPsub- TLV type 21). Two bytes, because this APPsub-TLV appears
in an extended TLV [ RFC7356] .
Length: Set to 2.

ori gi nati ngSNPBuf f er Si ze: The | ocal val ue of

originatingL1SNPBuf ferSi ze as an unsigned integer, limted to the
range from 1470 to 65,535 bytes. (A value less than 1470 will be
i gnored.)

2.1. Qperations

Lz MAY be reported using an originati ngSNPBuf f er Si ze APPsub- TLV t hat
occurs in fragnent zero of the RBridge's E-L1CS FS-LSP. An

ori gi nati ngSNPBuf f er Si ze APPsub-TLV occurring in any other fragnent
is ignored. |If nore than one origi nati ngSNPBuf f er Si ze APPsub- TLV
occurs in fragnent zero, the one advertising the smallest value for
ori gi nati ngSNPBuf fer Si ze, but not |ess than 1470 bytes, is used.

Even if all RBridges on a specific link have reached consensus on the
val ue of link-wi de Lz based on advertised origi nati ngSNPBuf f er Si ze,

it does not nean that these RBridges can safely exchange PDUs between
each other. Figure 2 shows such a corner case. RBl, RB2, and RB3
are three RBridges on the sanme link and their Lz is 1800, so the
link-wide Lz of this link is 1800. There is an internediate bridge
(say Bl) between RB2 and RB3 whose port MIU size is 1700. |If RB2
sends PDUs formatted in chunks of size 1800, those PDUs will be

di scarded by BLl.
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Lz: 1800 Lz: 1800
+---+ | +---+
| RB1| (2000)---]---(2000) | RB2|
+---+ | +---+
I
Lz: 1800 |
+---+ +- -+
| RB3| (2000)---(1700) | B1|
+---+ +- -+

I
Figure 2: Link-Wde Lz = 1800 vs. Tested Link MIU Size = 1700

Therefore, the link MIU size SHOULD be tested. After the link MIU
size of an adjacency is successfully tested, those |ink-local PDUs,
such as CSNPs, PSNPs, and E-L1CS FS-LSPs, will be formatted

no greater than the tested link MU size and will be safely
transmtted on this link

As for Sz, RBridges continue to propagate their

ori gi nati ngL1LSPBuf ferSi ze across the canpus through the

adverti senent of LSPs as defined in Section 4.3.2 of [RFC6325]. The
smal | est val ue of Sz advertised by any RBridge, but not |ess than
1470, will be deenmed as Sz. Each RBridge formats their "canmpus-w de"
PDUs -- for exanple, LSPs -- no greater than what they determ ne

as Sz.

3. Testing Link MIU Size

[ RFC7177] defines event A6 as indicating that the MU test was
successful if MU testing is enabled. As described in Section 4.3.2
of [RFC6325], this is a conbination of the foll owi ng event and
condi ti on:

o Event: The |link MIU size has been tested.
o Condition: The link can support Sz.

This condition can be efficiently tested by the followi ng "binary
search algorithm and rules. This updates [ RFC6325] and [RFC7177].

X, | owerBound, and upperBound are local integer variables. The

MIU- probe and MIU-ack PDUs are specified in Section 3 of [RFC7176].

It is RECOWENDED that one Round-Trip Time (RTT) between the two

adj acent RBridges be used as the minimuminterval between two
successive probes. Note that RTT estimation is out of scope for this
docunent. |If operators cannot estinmate the RTT, the default val ue of
5 mlliseconds shoul d be assuned.
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Step 0: RB1 sends an MIU probe padded to the size of l|ink-wde Lz.

1) If RB1 successfully receives the MIU-ack fromRB2 to the probe
of the value of link-wide Lz within k tries (where k is a
configurabl e paraneter whose default is 3), the link MU size
is set to the size of link-wide Lz. Stop.

2) RBl tries to send an MIU probe padded to 1470 bytes.

a) If RB1 fails to receive an MIU-ack from RB2 after k tries
(an MIU-ack shoul d be considered to have failed two RTTs
after the probe is sent out), RB1 sets the "failed m ni mum
MIU test" flag for RB2 in RBl's Hello. Stop.

b) The link MU size is set to 1470; |owerBound is set to 1470;
upperBound is set to the link-wide Lz; x is set to
[ (I ower Bound + upperBound) / 2], rounded down to the nearest
i nt eger.

Step 1: RBl tries to send an MIU- probe padded to the size x.
1) If RBlL fails to receive an MIU-ack from RB2 after k tries:

upperBound is set to x - 1; x is set to
[ (I ower Bound + upperBound) / 2], rounded down to the nearest
i nt eger.

2) If RB1 receives an MIU-ack to a probe of size x from RB2:

The link MIU size is set to x; lowerBound is set to x; x is set
to [ (I ower Bound + upperBound) / 2], rounded down to the nearest
integer. |If |owerBound equals upperBound - 1, then x is set to
upper Bound.

3) If | owerBound >= upperBound or Step 1 has been repeated n tines
(where n is a configurable paranmeter whose default value is 5),
st op.

4) Repeat Step 1.

After the testing, the two connected RBridges agree on the val ue of
the link MU size. MIU testing is only done in the Designated VLAN
[ RFC7177]. Since the execution of the above al gorithm can be
resource consumng, it is RECOWENDED that the Designated RBridge
(DRB) [RFC7177] take the responsibility to do the testing. Milticast
MIU- probes are used instead of unicast when nultiple RBridges are
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desired to respond with an MIU-ack on the link. The binary search
al gorithmgiven here is a way to nminimze the probing attenpts; it
reduces the number of multicast packets for MIU probing.

The followi ng rules are designed to determ ne whether the
af orenenti oned "Condition" hol ds.

RBri dges have figured out the upper bound and | ower bound of the |ink
MIU si ze fromthe execution of the above algorithm |If Sz is smaller
than the | ower bound or greater than the upper bound, RBridges can
directly judge whether the |ink supports Sz w thout MIU probing.

(a) If lowerBound >= Sz, this link can support Sz.
(b) Else if upperBound <= Sz, this |link cannot support Sz.

O herwi se, RBridges SHOULD test whether the Iink can support Sz as in
item(c) below. If they do not, the only safe assunption wll be
that the Iink cannot support Sz. This assunption, wthout testing,

m ght rule out the use of a link that can, in fact, handl e packets up
to Sz. In the worst case, this mght result in unnecessary network
partition.

(c) lowerBound < Sz < upperBound. RBridges probe the link with
MIU- probe nessages padded to Sz. If an MIU-ack is received
within k tries, this link can support Sz. Oherwise, this link
cannot support Sz. Through this test, the | ower bound and upper
bound of the Ilink MIU size can be updated accordingly.

4. Refreshing Sz
RBri dges may join or |eave the canpus; this may change Sz.
1) Joining

a) When a new RBridge joins the canpus and its
originatingL1LSPBufferSize is smaller than the current Sz,
reporting its originatingLlLSPBufferSize in its LSPs will cause
other RBridges to decrease their Sz. Then, any LSP greater
than the reduced Sz MJUST be split, and/or the LSP contents in
the canpus MUST be otherwi se redistributed so that no LSP is
greater than the new Sz

b) If the joining RBridge’'s originatingLl1LSPBufferSize is greater

than or equal to the current Sz, reporting its
originatingL1LSPBufferSize will not change Sz.
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2) Leaving

a) Fromthe specification of the Joining process, we know that if
an RBridge' s originatingLl1LSPBufferSize is smaller than Sz,
this RBridge will not join this canpus.

b) Wien an RBridge | eaves the canmpus and its
originati ngL1LSPBufferSi ze equals Sz, its LSPs are purged from
the remai nder of the canpus after reaching MaxAge [IS-1S]. Sz
MAY be recal cul ated and MAY increase. |n other words, while in
nost cases RB1 ignores link-state information for IS-1S
unreachabl e RBridge RB2 [ RFC7780], originatingL1LSPBufferSize
is neaningful. Its value, even fromI|S-1S unreachabl e
RBridges, is used in determining Sz. This updates [RFC7780].

c) When an RBridge | eaves the canpus and its
originatingL1LSPBufferSize is greater than Sz, Sz will not be
updated, since Sz is determ ned by another RBridge with a
smal | er originatingL1LSPBuf ferSi ze.

Frequent LSP "resizing"” is harnful to the stability of the TRILL
canmpus, so, to avoid this, upward resizing SHOULD be danpened. Wen
an upward resizing event is noticed by an RBridge, it is RECOVMENDED
that a timer be set at that RBridge via a configurable paraneter --
LSPresi zeTime -- whose default value is 300 seconds. Before this
timer expires, all subsequent upward resizing will be dampened
(ignored). O course, in a well-configured canpus with all RBridges
configured to have the same originati ngL1LSPBufferSi ze, no resizing
will be necessary. |t does not matter if different RBridges have

di fferent danpening tiners or if some RBridges resize upward nore
qui ckly than ot hers.

If the refreshed Sz is smaller than the | ower bound or greater than
the upper bound of the tested |link MIU size, the issue of resource

consunption fromtesting the link MU size can be avoi ded according
to rule (a) or (b) as specified in Section 3. herw se, RBridges

test the link MIU size according to rule (c).

5. Relationship between Port MIU, Lz, and Sz

When the port MIU of an RBridge is smaller than the |oca

originati ngL1SNPBuf ferSi ze of an RBridge (an inconsistent
configuration), that port SHOULD be disabl ed, since, in any case, an
adj acency cannot be formed through such a port. On the other hand,
when an RBridge receives an LSP or E-L1CS FS-LSP with size greater
than the link-wide Lz or Sz but not greater than its port MIU size,
this LSP is processed nornmally. |If the size of an LSP is greater
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than the MIU size of a port over which it is to be propagated, this
LSP MUST NOT be sent over the port and an LSPToolLar geToPropagate
al arm shall be generated [IS-19].

6. LSP Synchroni zation

An RBridge participates in LSP synchronization on a link as soon as
it has at | east one adjacency on that |ink that has advanced to at

| east the 2-Way state [RFC7177]. On a LAN link, CSNPs and PSNPs are
used for synchronization. On a point-to-point link, only PSNPs are
used.

The CSNPs and PSNPs can be formatted in chunks of size (at npst)
link-wide Lz but are processed normally if received having a | arger
size. Since the link MU size may not have been tested in the 2-Way
state, link-wide Lz may be greater than the supported |ink MU size.
In that case, a CSNP or PSNP nay be discarded. After the Iink MU
size is successfully tested, RBridges will begin to format these PDUs
with a size no greater than that MIU; therefore, these PDUs will
eventual ly get through.

Note that the link MIU size is frequently greater than Sz.

Li nk-1ocal PDUs are linmited in size by the link MIU size rather than
Sz, which, when Lz is greater than Sz, promises a reduction in the
nunber of PDUs and a faster LSP synchronization process.

7. Recommendations for Traffic Link Testing of MU Size

Sz and link-wide Lz are used to limit the size of nbst TRILL IS-1S
PDUs. They are different fromthe MIU size restricting the size of
TRILL Data packets. The size of a TRILL Data packet is restricted by
the physical MU of the ports and |inks the packet traverses. It is
possible that a TRILL Data packet successfully gets through the
canpus but its size is greater than Sz or link-wi de Lz val ues.

The al gorithm defined for testing the Iink MIU size can al so be used
in TRILL traffic MIU size testing; in that case, the |ink-wide Lz
used in that algorithmis replaced by the port MU of the RBridge
sendi ng MIU-probes. The successfully tested size x MAY be advertised
as an attribute of this link, using the MIU sub-TLV defined in

[ RFC7176] .

Unli ke RBridges, end stations do not participate in the exchange of
TRILL I S-1S PDUs; therefore, they cannot grasp the traffic Iink MU
size froma TRILL canmpus automatically. An operator may coll ect

t hese val ues using network managenent tools such as TRILL ping or
TraceRoute. Then, the path MIU can be set as the snallest tested
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link MU on this path, and end stations should not generate franes
that -- when encapsul ated as TRILL Data packets -- exceed this
pat h Mru.

8. Backward Compatibility

There can be a mxture of Lz-ignorant and Lz-aware RBridges on a

link. This configuration will behave properly, although it may
not be as efficient as it would be if all RBridges on the link are
Lz aware.

For an Lz-ignorant RBridge, TRILL I1S-1S PDUs are always formatted
no greater than Sz. Lz-aware RBridges as receivers can handl e these
PDUs, since they cannot be greater than the |ink-w de Lz.

For an Lz-aware RBridge, in the case that link-wide Lz is greater
than Sz, larger link-local TRILL IS-1S PDUs can be sent out to
increase efficiency. Lz-ignorant RBridges as receivers will have

no problem handling them since the originatingL1LSPBufferSize val ue
of these RBridges had been tested and the link-wide Lz is not greater
than that val ue.

An Lz-ignorant RBridge mght not support the |ink MU size-testing

al gorithmdefined in Section 3 but could be using sone al gorithmjust
to test for the Sz MU on the link. In any case, if an RBridge per

[ RFC6325] receives an MIU-probe, it MJUST respond with an MIU ack
padded to the sanme size as the MIU probe.

9. Security Considerations

Thi s docunent raises no significant new security issues for TRILL.

In TRILL, RBridges are generally considered to be trusted devices.
Protection against forged TRILL I1S-1S PDUs, including forged Hellos
containing originati ngSNPBuf ferSi ze APPsub-TLVs, can be obtai ned
through IS-1S PDU cryptographic authenticati on [ RFC5310]. The worst
that an RBridge can do by reporting an erroneous
originatingSNPBufferSize is reduce Lz to Sz and thus make unavail abl e
the optim zation of being able to use Iink MIUs that exceed the
campus-wi de MU for link-local TRILL I S-1S PDUs.

For general and adjacency-related TRILL security considerations, see
[ RFC6325] and [ RFC7177].
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10.

10.

10.

11.

12.

12.

Additions to Configuration

I mpl enentati on of the features specified in this docunent adds two
RBri dge configuration paraneters, as follows:

1. Per-RBridge Configuration

Each RBridge inplenenting the RECOMWENDED LSP resizing danpi ng
strategy specified in Section 4 has an LSPresizeTi ne paraneter that
is an integer in the range of 0-65,535 and that defaults to 300. It
is the nunber of seconds for which an RBridge determ nes that Sz has
i ncreased before it will create any LSP or E-L1FS FS-LSP fragnents.

2. Per-RBridge Port Configuration

Each RBridge port on which the calculation and use of Lz are

i npl emented has an ori gi nati ngL1SNPBuf f er Si ze paraneter that is an
integer in the range of 1470-65,535. This paraneter defaults to the
m ni mum of the size that the port can accommpdate and the |ink-1ocal
IS-1S PDU size that the TRILL inplenmentation can accommodat e.

| ANA Consi der ati ons

I ANA has assigned a new APPsub-TLV type for the TRILL

ori gi nati ngSNPBuf f er Si ze APPsub-TLV defined in Section 2 of this
docunent. This new type has been assigned fromthe range | ess than
256 in the "TRILL APPsub-TLV Types under 1S-1S TLV 251 Application
Identifier 1" registry. The entry is as follows:

Type Nane Ref erence

21 ori gi nati ngSNPBuf f er Si ze RFC 8249
Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC5310] Bhatia, M, Mnral, V., Li, T., Atkinson, R, Wite, R,
and M Fanto, "IS-1S CGeneric Cryptographic
Aut hentication", RFC 5310, DO 10.17487/ RFC5310,
February 2009, <https://ww.rfc-editor.org/info/rfc5310>.
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