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Abst ract

RFC 5444 specifies a generalized Mbile Ad Hoc Network (MANET)
packet / nessage format and describes an intended use for nultiplexed
MANET routing protocol nessages; this use is mandated by RFC 5498
when using the MANET port or protocol nunber that it specifies. This
docunent updates RFC 5444 by providing rules and recomendati ons for
how t he nul ti pl exer operates and how protocols can use the
packet/nessage format. |n particular, the mandatory rules prohibit a
nunber of uses that have been suggested in various proposals and that
woul d have led to interoperability problens, to the inpedi nent of
prot ocol extension devel opnment, and/or to an inability to use
optional generic parsers

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8245
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1.

1.

1.

I nt roducti on

[ RFC5444] specifies a generalized packet/nessage format that is
desi gned for use by MANET routing protocols

[ RFC5444] was designed foll owi ng experiences with [ RFC3626], which
attenpted to provide a packet/nessage format accommodati ng di verse
prot ocol extensions but did not fully succeed. [RFC5444] was

desi gned as a comon buil ding bl ock for use by both proactive and
reactive MANET routing protocols.

[ RFC5498] nandates the use of this packet/nmessage format and of the
packet nultipl exing process described in an appendi x to [ RFC5444] by
protocol s operating over the MANET I P protocol and UDP port nunbers
that were all ocated by [ RFC5498].

1. History and Purpose

Since the publication of [RFC5444] in 2009, several RFCs have been
publ i shed, including [RFC5497], [RFC6130], [RFC6621], [RFC7181],

[ RFC7182], [RFC7183], [RFC7188], [RFC7631], and [RFC7722], that use
the format of [RFC5444]. The ITU-T recommendati on [ 3®903] al so uses
the format of [RFC5444] for encoding sone of its control signhals. In
devel opi ng these specifications, experience with the use of [RFC5444]
has been acquired, specifically with respect to howto wite

speci fications using [ RFC5444] so as to ensure forward conpatibility
of a protocol with future extensions, to enable the creation of
efficient nessages, and to enable the use of an efficient and generic
parser for all protocols using [ RFC5444].

During the sane tine period, other suggestions have been nade to use
[ RFC5444] in a manner that would inhibit the devel opnent of

i nt eroperabl e protocol extensions, that would potentially lead to
inefficiencies, or that would lead to inconpatibilities with generic
parsers for [ RFC5444]. Wiile these uses were not all explicitly
prohi bited by [ RFC5444], they are strongly discouraged. This
docunent is intended to prohibit such uses, to present experiences
from desi gni ng protocols using [ RFC5444], and to provide these as
guidelines (with their rationale) for future protocol designs using
[ RFC5444] .

2. Features of RFC 5444
[ RFC5444] performs two nmain functions:
o It defines a packet/nessage format for use by MANET routing

protocols. As far as [RFC5444] is concerned, it is up to each
protocol that uses it to inplenment the required nmessage parsing
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and formation. It is natural, especially when inplenenting nore
than one such protocol, to inplenent these processes using

prot ocol -i ndependent packet/nessage creation and parsing
procedures, however, this is not required by [ RFC5444]. Sone
comments in this docunent might be particularly applicable to such
a case, but all that is required is that the nessages passed to
and fromprotocols are correctly formatted and that packets
cont ai ni ng those nessages are correctly fornmatted as described in
the foll ow ng point.

Appendi x A of [RFC5444], conbined with the intended usage

descri bed in Appendi x B of [RFC5444], specifies a nultiplexing and
demul ti pl exi ng process whereby an entity that can be referred to
as the "RFC 5444 nul tipl exer" nanages packets that travel a single
(logical) hop and contain nmessages that are owned by individua
protocols. Note that in this docunment, the "RFC 5444 nulti pl exer"
is referred to as the "nultiplexer", or as the "demultipl exer"
when perfornming that function. A packet can contain nessages from
nmore than one protocol. This process is nandated for use on the
MANET UDP port and I P protocol (alternative neans for the
transport of packets) by [RFC5498]. The multiplexer is
responsi ble for creating packets and for parsing Packet Headers,
extracting nessages, and passing themto the appropriate protoco
according to their type (the first octet in the nessage).

Packet / Message For nat

Anong the characteristics and design objectives of the packet/nessage
format of [RFC5444] are the follow ng:

(]

(o]

It is designed for carrying MANET routing protocol contro
si gnal s.

It defines a packet as a Packet Header with a set of Packet TLVs
(Type-Lengt h-Val ue structures), followed by a set of nessages.
Each nessage has a well-defined structure consisting of a Message
Header (designed for nmaking processing and forwardi ng deci si ons)
foll owed by a set of Message TLVs, and a set of (address, type,
val ue) associ ations using Address Bl ocks and their Address Bl ock
TLVs. The packet/ nessage format from [ RFC5444] then enables the
use of sinple and generic parsing |ogic for Packet Headers,
Message Headers, and nessage content.

A packet can include nessages fromdifferent protocols, such as

t he Nei ghbor hood Di scovery Protocol (NHDP) [RFC6130] and the
Optim zed Link State Routing Protocol version 2 (OLSRv2)
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[ RFC7181], in a single transm ssion. This was observed in
[ RFC3626] to be beneficial, especially in wreless networks where
medi a contention can be significant.

0 |Its packets are designed to travel between two nei ghboring
interfaces, which will result in a single decrenment of the |Pv4
TTL or IPv6 hop limt. The Packet Header and any Packet TLVs can
thus convey information relevant to that |link (for example, the
Packet Sequence Nunber can be used to count transm Sssion successes
across that link). Packets are designed to be constructed for a
singl e-hop transm ssion; a packet transmission follow ng a
successful packet reception is (by design) a new packet that can
include all, sone, or none of the received nessages, plus possibly
addi tional nessages either received in separate packets or
generated locally at that router. Messages can thus travel nore
than one hop and are designed to carry end-to-end protoco
si gnal s.

o It supports "internal extensibility" using TLVs; an extension can
add information to an existing nmessage without that information
rendering the message unparseabl e or unusable by a router that
does not support the extension. An extension is typically of the
protocol that created the nessage to be extended, for exanple,

[ RFC7181] adds information to the HELLO nessages created by

[ RFC6130]. However, an extension can al so be independent of the
protocol; for exanple, [RFC7182] can add Integrity Check Val ue
(ICv) and tinestanp information to any nmessage (or to a packet,
thus extending the nultipl exer).

Information, in the formof TLVs, can be added to the nessage as a
whol e (such as the integrity information specified in [ RFC7182])
or can be associated with specific addresses in the message (such
as the Multipoint Relay (MPR) selection and link metric

i nformati on added to HELLO nessages by [RFC7181]). An extension
can al so add addresses to a nessage.

o It uses address aggregation into conpact Address Bl ocks by
expl oiting comonalities between addresses. In nany depl oynents,
addresses (I Pv4 and 1 Pv6) used on interfaces share a common prefix
that need not be repeated. Using |IPv6, several addresses (of the
sanme interface) mght have comopn interface identifiers that need
not be repeated.

o It sets up comopn namespaces, formats, and data structures for use
by different protocols where common parsing |ogic can be used.
For exanple, [RFC5497] defines a generic TLV format for
representing tine information (such as interval tinme or validity
time).
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o It contains a niniml Message Header (a nmaxi mum of five el ements:
type, originator, sequence nunber, hop count, and hop limt) that
permt decisions regarding whether to locally process a nmessage or
forward a nmessage (thus enabling MANET-w de flooding of a nessage)
wi t hout processing the body of the nessage.

1.2.2. Miltiplexing and Demul tipl exi ng

The nmul tipl exer (and demultiplexer) is defined in Appendix A of

[ RFC5444]. Its purpose is to allownultiple protocols to share the
sanme | P protocol or UDP port. That sharing was nade necessary by the
separation of [RFC6130] from[RFC7181] as separate protocols and by
the allocation of a single IP protocol and UDP port to all MANET
protocol s, including those protocols follow ng [ RFC5498], which
st at es:

Al'l interoperable protocols running on these well-known | ANA

al l ocati ons MJUST conformto [RFC5444]. [RFC5444] provides a
common format that enabl es one or nore protocols to share the | ANA
al l ocations defined in this docunent unanbi guously.

The nultiplexer is the nmechanismin [RFC5444] that enabl es that
shari ng.

The primary purposes of the multiplexer are to:

0 Accept messages from MANET protocols, which also indicate over
which interface(s) the nessages are to be sent and to which
destination address. The latter can be a unicast address or the
"LL- MANET- Rout ers" link-local nulticast address defined in
[ RFC5498] .

0 Collect nessages (possibly fromnultiple protocols) for the same
|l ocal interface and destination, into packets to be sent one
| ogi cal hop, and to send packets using the MANET UDP port or IP
protocol defined in [ RFC5498].

0 Extract nessages fromrecei ved packets and pass themto their
owni ng protocol s.

The nultiplexer’'s relationship is with the protocols that own the
correspondi ng Message Types. Were those protocols have their own
rel ati onships (for exanple, as extensions), this is the
responsibility of the protocols. For exanple, O.SRv2 [ RFC7181]
extends the HELLO nmessages created by NHDP [ RFC6130]. However, the
mul tiplexer will deliver HELLO nessages to NHDP and will expect to
recei ve HELLO nessages from NHDP; the rel ationship between NHDP and
OLSRv2 is between those two protocols.

Cl ausen, et al. St andards Track [ Page 7]



RFC 8245 Usage of RFC 5444 Cct ober 2017

The nul tiplexer is also responsible for the Packet Header, including
any Packet Sequence Nunber and Packet TLVs. It can accept sone
additional instructions fromprotocols, can pass additiona
information to protocols, and will follow some additional rules; see
Section 4. 4.

1.3. Status of This Docunent

Thi s docunent updates [ RFC5444] and is published on the Standards
Track (rather than as Informational) because it specifies and
mandat es constraints on the use of [RFC5444] that, if not followed,
make fornms of extensions of those protocols inpossible, inpede the
ability to generate efficient nessages, or make desirable fornms of
generic parsers inpossible.

Each use of key words from [RFC2119] (see Section 2) can be
considered an update to [ RFC5444]. |In nost cases, these codify

obvi ous best practice or constrain the use of [RFC5444] in the
circunstances where this specification is applicable (see Section 3).
In a few circunstances, operation of [RFC5444] is nodified. These
are all circunstances that do not occur in its main and current uses,
specifically by [RFC6130] and [ RFC7181] (that might already include
the requirenent, particularly through [RFC7188]). That such

nmodi fyi ng cases are an update to [ RFC5444] is explicitly indicated in
this specification.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Use of those key words applies directly to existing and future
i npl ementations of [RFC5444]. It also applies to existing and future
protocol s that use or update that RFC

Thi s docunment uses the term nol ogy and notation defined in [ RFC5444];
the terns "packet", "Packet Header", "nessage", "Message Header",
"address", "Address Block", "TLV', "TLV Block", and other related
terns are to be interpreted as described therein.

Cl ausen, et al. St andards Track [ Page 8]



RFC 8245 Usage of RFC 5444 Cct ober 2017

Additionally, this docunent uses the follow ng termn nol ogy:

Ful | Type (of TLV): As per [RFC5444], the 16-bit conbi nati on of the
TLV Type and Type Extension is given the synbolic nane
<tlv-fulltype>  This docunent uses the term"Full Type", which is
not used in [ RFC5444], but is assigned (by this docunment) as
standard termi nol ogy.

Oming Protocol: As per [RFC5444], for each Message Type, a protoco
-- unl ess specified otherwise, the one naking the | ANA reservation
for that Message Type -- is designated as the "owning protocol" of
that Message Type. The denultiplexer inspects the Message Type of
each received nessage and delivers each nessage to its
correspondi ng "owni ng protocol"

3. Applicability Statenent

Thi s docunent does not specify a protocol but docunents constraints
on how to design protocols that use the generic packet/ message fornat
defined in [ RFC5444] that, if not followed, makes forns of extensions
of those protocols inpossible, inpedes the ability to generate
efficient (small) nessages, or nakes desirable forms of generic
parsers inpossible. The use of the [ RFC5444] format is nandated by

[ RFC5498] for all protocols running over the MANET protocol and port,
defined therein. Thus, the constraints in this docunent apply to al
protocol s running over the MANET I P protocol or UDP port. The
constraints are strongly recommended for other uses of [RFC5444].

4. Information Transm ssion

Protocols need to transmit information fromone instance inplenenting
the protocol to another.

4.1. \Were to Record Information

A protocol has the followi ng choices as to where to put information
for transm ssion:

0 in a TLV to be added to the Packet Header;

0 in a nessage of a type owned by anot her protocol; or

0 in a nmessage of a type owned by the protocol

The first case (a Packet TLV) can only be used when the information
is to be carried one hop. It SHOULD only be used either where the

information relates to the packet as a whole (for exanple, packet
integrity check values and tinestanps, as specified in [RFC7182]) or
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if the information is expected to have a wi der application than a
single protocol. A protocol can also request that the Packet Header
i ncl ude Packet Sequence Numbers but does not control those nunbers.

The second case (in a nessage of a type owned by another protocol) is
only possible if the adding protocol is an extension to the owning
protocol; for exanple, O.SRv2 [ RFC7181] is an extension of NHDP

[ RFC6130] .

The third case is the normal case for a new protocol

A protocol extension can either be sinply an update of the protoco
(the third case) or be a new protocol that al so updates another
protocol (the second case). An exanple of the latter is that O.SRv2
[ RFC7181] is a protocol that also extends the HELLO nessage owned by
NHDP [ RFC6130]; it is thus an exanple of both the second and third
cases (the latter using the OLSRv2 owned Topol ogy Control (TC)
message). An extension to [ RFC5444], such as [RFC7182], is
considered to be an extension to all protocols. Protocols SHOULD be
designed to enabl e extension by any of these neans to be possible,
and sone of the rules in this docunment (in Sections 4.6 and 4.8,
specifically) are to help facilitate that.

4.2. Message and TLV Type Al location

Prot ocol s SHOULD be conservative in the nunber of new Message Types
that they require, as the total available nunber of all ocatable
Message Types is only 224. Protocol design SHOULD consi der whet her
different functions can be inplenented by differences in TLVs carried
in the sane Message Type rather than using nmultiple Message Types.

The TLV Type space, although greater than the Message Type space,
SHOULD al so be used efficiently. The Full Type of a TLV occupies two
octets; thus, there are many nore available TLV Full Types than there
are Message Types. However, in sonme cases (currently LINK METRIC
from[RFC7181] and | CV and TI MESTAMP from [ RFC7182], all in the

gl obal TLV Type space), a TLV Type with a conplete set of 256 TLV
Ful | Types is defined (but not necessarily all ocated).

Each Message Type has an associ ated bl ock of Message- Type-specific
TLV Types (128 to 233, each with 256 type extensions) both for
Address Bl ock TLV Types and Message TLV Types. TLV Types fromw thin
these bl ocks SHOULD be used in preference to the Message- Type-

i ndependent Message TLV Types (0 to 127, each with 256 type

ext ensi ons) when a TLV is specific to a nessage.

The Expert Review guidelines in [ RFC5444] are updated accordingly, as
described in Section 8.
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4.3. Message Recognition

A nmessage contains a Message Header and a Message Body; note that the
Message TLV Block is considered part of the latter. The Message
Header contains informati on whose prinmary purpose is to decide

whet her to process the nessage and whether to forward the nessage.

A protocol mght need to recogni ze whether a nessage, especially a

fl ooded nessage, is one that it has previously received (for exanple,
to determ ne whether to process and/or forward it, or to discard it).
A nessage can be recogni zed as one that has been previously seen if
it contains sufficient information in its Message Header. A nessage
MJUST be so recogni zed by the conbination of its Message Type,
Originator Address, and Message Sequence Nunber. The incl usion of
Message Type all ows each protocol to manage its own Message Sequence
Nunbers and also allows for the possibility that different Message
Types can have greatly differing transnission rates. As an exanple
of such use, [RFC7181] contains a general purpose process for
managi ng processi ng and forwardi ng deci sions, although specifically
for use with MPR flooding. (Blind flooding can be handled sinilarly
by assuming that all other routers are MPR selectors; it is not
necessary in this case to differentiate between interfaces on which a
nmessage i s received.)

Most protocol information is thus contained in the Message Body. A
model of how such information can be viewed is described in Sections
4.5 and 4.6. To use that nodel, addresses (for exanple, of

nei ghboring or otherw se known routers) SHOULD be recorded in Address
Bl ocks, not as data in TLVs. Recording addresses in TLV Value fields
both breaks the nodel of addresses as identities and associ ated
information (attributes) and al so i nhibits address conpression
However, in some cases, alternative addresses (e.g., hardware
addresses when the Address Block is recording |IP addresses) can be
carried as TLV Values. Note that a nessage contains a Message
Address Length field that can be used to allow carrying alternative
message sizes, but only one length of addresses can be used in a
singl e message, in all Address Blocks and the Oiginator Address, and
is established by the router and protocol generating the nessage.

4. 4. Message Multiplexing and Packets
The nul tipl exer has to handl e nessage mnultiplexing into packets and
the transm ssion of said packets, as well as packet reception and

demul tiplexing i nto messages. The nultiplexer and the protocols that
use it are subject to the follow ng rules.
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4. 4.

Packet Transm ssion

Packets are forned for transm ssion through the foll ow ng steps:

(o]

Qut goi ng nessages are created by their owning protocol and MAY be
nmodi fi ed by any extendi ng protocols if the owning protocol pernits
this. Messages MAY al so be forwarded by their owning protocol

It is strongly RECOMVENDED t hat messages are not nodified in the

| atter case, other than updates to their hop count and hop limt
fields, as described in Section 7.1.1 of [RFC5444]. Note that
this includes having an identical octet representation, including
not allowing a different TLV representation of the sane
information. This is because it enables end-to-end authentication
that ignores (zeros) those two fields (only), as is done in the
Message TLV ICV (Integrity Check Value) calculations in [ RFC7182].
Prot ocol s MUST docunent their behavior with regard to

nmodi fiability of nessages.

Qut goi ng nessages are then sent to the nmultiplexer. The owning
protocol MJST indicate which interface(s) the nessages are to be
sent on and their destination address. Note that packets trave
one hop; the destination is therefore either a link-1oca

mul ticast address (if the packet is being multicast) or the
address of the neighbor interface to which the packet is sent.

The owni ng protocol MAY request that messages are kept together in
a packet; the nultiplexer SHOULD respect this request if at all
possi ble. The nultipl exer SHOULD conbi ne nmessages that are sent
on the sane interface in a packet, whether fromthe same or
different protocols, provided that in so doing the nultiplexer
does not cause an | P packet to exceed the current Maxinmum

Transmi ssion Unit (MIU). Note that the nultipl exer cannot
fragment messages; creating suitably sized messages that will not
cause the MIU to be exceeded if sent in a single nessage packet is
the responsibility of the protocol generating the nessage. |If a

| arger nessage is created, then only IP fragnmentation is avail abl e
to allow the packet to be sent; this is generally considered
undesi rabl e, especially when transm ssion can be unreliable.

The nul tipl exer MAY del ay nessages in order to assenble nore
efficient packets. It MJST respect any constraints on such del ays
requested by the protocol if it is practical to do so.

If requested by a protocol, the multiplexer MIST (and ot herw se
MAY) include a Packet Sequence Number in the packet. Such a
request MJST be respected as long as the protocol is active. Note
that the errata to [ RFC5444] indicates that the Packet Sequence
Nunber SHOULD be specific to the interface on which the packet is
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4. 4.

2

sent. This specification updates [RFC5444] by requiring that this
sequence nunber MJST be specific to that interface and al so that
separ ate sequence nunbers MJST be nai ntained for each destination
to which packets are sent with included Packet Sequence Nunbers.
Addi tion of Packet Sequence Nunbers MJST be consistent (i.e., for
each interface and destination, the Packet Sequence Nunmber MJST be
added to all packets or to none).

An extension to the multiplexer MAY add TLVs to the packet. It
MAY al so add TLVs to the nmessages, in which case it is considered
as al so extending the correspondi ng protocols. For exanple,

[ RFC7182] can be used by the multiplexer to add Packet TLVs or
Message TLVs, or it can be used by the protocol to add Message
TLVs.

Packet Reception

When a packet is received, the followi ng steps are performed by the
denul ti pl exer and by protocols:

(0]

The Packet Header and the organization into the nessages that it
contains MUST be verified by the denmultipl exer

The packet and/or the nessages it contains MAY al so be verified by
an extension to the denultipl exer, such as [RFC7182].

Each nessage MJST be sent to its owning protocol or discarded if
the Message Type is not recogni zed. The denultiplexer MIUST al so
make available to the protocol the Packet Header and the source
and destination addresses in the I P datagramthat included the
packet .

The denul ti pl exer MJUST renove any Message TLVs that were added by
an extension to the multiplexer. The nessage MJST be passed on to
the protocol exactly as received from (another instance of) the
protocol. This is, in part, an inplenmentation detail. For
exanmpl e, an inplenmentation of the nultiplexer and of [RFC7182]
could add a Message TLV either in the nultiplexer or in the
protocol and renobve it in the same place on reception. An

i npl ementati on MUST ensure that the nessage passed to a protoco
is as it would be passed fromthat protocol by the sane

i npl ementation, i.e., that the conbined inplenmentation on a router
is self-consistent, and that messages included in packets by the
mul ti pl exer are independent of this inplenentation detail.

The owni ng protocol MJST verify each nessage for correctness; it
MUST al | ow any extending protocol (s) to also contribute to this
verification.
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The owni ng protocol MJST process each nmessage. |In sone cases,
which will be defined in the protocol specification, this
processing will determne that the nessage will be ignored.

Except in the latter case, the owning protocol MJST al so allow any
ext endi ng protocols to process the nessage.

The owni ng protocol MJST nanage the hop count and/or hop linit in
the message. It is RECOVWENDED that these are handl ed as
described in Appendi x B of [ RFC5444]; they MJST be so handled if
usi ng hop-count - dependent TLVs such as those defined in [ RFC5497].

4.4.2.1. Oher Infornmation

In addition to the messages between the multipl exer and the protocols
in each direction, the follow ng additional information (summarized
fromother sections in this specification) can be exchanged.

(o]

The packet source and destination addresses MJST be sent fromthe
denul ti pl exer to the protocol.

The Packet Header, including the Packet Sequence Nunmber, MJST be
sent fromthe (de)nultiplexer to the protocol if present. (An

i npl ementati on MAY choose to only do so or only report the Packet
Sequence Nunber, on request.)

A protocol MAY require that all outgoing packets contain a Packet
Sequence Numnber.

The interface over which a nessage is to be sent and its
destination address MJST be sent from protocol to nultiplexer.

The destination address MAY be a nulticast address, in particular,
the LL- MANET-Routers link-local nulticast address defined in

[ RFC5498] .

A request to keep nessages together in one packet MAY be sent from
protocol to multiplexer.

A requested maxi num nmessage del ay MAY be sent from protocol to
mul ti pl exer.

The protocol SHOULD al so be aware of the MU that will apply to its
messages, if this is available.
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4.5. Messages, Addresses, and Attributes

The information in a Message Body, including Message TLVs and Address
Bl ock TLVs, consists of:

0 Attributes of the nessage, in which each attribute consists of a
Full Type, a length, and a Value (of that |ength).

0 A set of addresses, which are carried in one or nore Address
Bl ocks.

0 Attributes of each address, in which each attribute consists of a
Full Type, a length, and a Value (of that |ength).

Attributes are carried in TLVs. For Message TLVs, the mapping from
TLV to attribute is one to one. For Address Bl ock TLVs, the napping
fromTLV to attribute is one to nany: one TLV can carry attributes
for multiple addresses, but only one attribute per address.
Attributes for different addresses can be the same or different.

[ RFC5444] requires that when a TLV Full Type is defined, then it MJST
al so define how to handle the cases of multiple TLVs of the sane type
applying to the sane information elenment - i.e., when nore than one
Packet TLV of the same TLV Full Type is included in the same Packet
Header, when nore than one Message TLV of the sanme TLV Full Type is
included in the same Message TLV Bl ock, or when nore than one Address
Bl ock TLV of the same TLV Full Type applies to the same val ue of any
address. It is RECOMMVENDED that when defining a new TLV Full Type, a
rule of the following formis adopted

o |If used, there MIJST be only one TLV of that Full Type associ ated
with the packet (Packet TLV), message (Message TLV), or any val ue
of any address (Address Bl ock TLV).

Note that this applies to address val ues; an address can appear nore
than once in a nmessage, but the restriction on associating TLVs with
addresses covers all copies of that address. It is RECOVMENDED t hat
addresses are not repeated in a nessage.

A conceptual way to viewthis information is described in Appendix A
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4.6. Addresses Require Attributes

It is not mandatory in [ RFC5444] to associate an address with
attributes using Address Bl ock TLVs. Information about an address
could thus, in principle, be carried using:

o The sinple presence of an address.
o0 The ordering of addresses in an Address Bl ock
0 The use of different neanings for different Address Bl ocks.

Thi s specification, however, requires that those nmethods of carrying
i nformati on MUST NOT be used for any protocol using [ RFC5444].

I nformati on about the meaning of an address MJST only be carried
usi ng Address Bl ock TLVs.

In addition, rules for the extensibility of OLSRv2 and NHDP are
described in [RFC7188]. This specification extends their
applicability to other uses of [RFC5444].

These rul es are:

0 A protocol MJST NOT assign any neaning to the presence or absence
of an address (either in a Message or in a given Address Block in
a Message), to the ordering of addresses in an Address Bl ock, or
to the division of addresses ampbng Address Bl ocks.

0 A protocol MJST NOT reject a nessage based on the inclusion of a
TLV of an unrecogni zed type. The protocol MJST ignore any such
TLVs when processing the nessage. The protocol MJST NOT renopve or
change any such TLVs if the message is to be forwarded unchanged.

0 A protocol MJUST NOT reject a nessage based on the inclusion of an
unrecogni zed Value in a TLV of a recogni zed type. The protoco
MUST i gnore any such Val ues when processing the nessage but MJST
NOT ignore recogni zed Values in such a TLV. The protocol MJST NOT
renove or change any such TLVs if the nessage is to be forwarded
unchanged.

o Simlar restrictions to the two preceding points apply to the
demul ti pl exer, which also MJUST NOT reject a packet based on an
unrecogni zed nmessage; although it will reject any such nmessages,
it MJUST deliver any other messages in the packet to their owning
pr ot ocol s.

The followi ng points indicate the reasons for these rules based on
consi derations of extensibility and efficiency.
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Assigning a neaning to the presence, absence, or location of an
address woul d reduce the extensibility of the protocol, prevent the
approach to information representation described in Appendix A, and
reduce the options available for nessage optim zation described in
Section 6.

To consider how the sinple presence of an address conveying

i nformati on woul d have restricted the devel opnment of an extension,
two exanpl es are considered: one actual (included in the base
specification, but which could have been added | ater) and one
hypot het i cal

The basic function of NHDP's HELLO nessages [RFC6130] is to indicate
that addresses are of neighbors, using the LINK _STATUS and

OTHER _NEI GHB TLVs. (The nessage can al so indicate the router’s own
addresses, which could al so serve as a further exanple.)

An extension to NHDP m ght decide to use the HELLO nessage to report
that an address is one that could be used for a specialized purpose

rat her than for norrmal NHDP-based purposes. Such an exanple already
exists in the use of LOST Values in the LINK STATUS and OTHER NEI GHB
TLVs to report that an address is of a router known not to be a

nei ghbor.

A future exanple could be to indicate that an address is to be added
to a "blacklist" of addresses not to be used. This would use a new
TLV (or a new Value of an existing TLV, see below). |If no other TLVs
were attached to such a bl acklisted address, then an unnodified

i mpl ementation of NHDP woul d i gnore that address, as required; if any
other TLVs were attached to that address, then that inplenmentation
woul d process that address for those TLVs. Had NHDP been designed so
that just the presence of an address indicated a neighbor, this

bl ackl i st extension would not be possible, as an unnodified

i mpl ementation of NHDP would treat all blacklisted addresses as

nei ghbors.

Rej ecting a message because it contains an unrecogni zed TLV Type or
an unrecogni zed TLV Val ue reduces the extensibility of the protocol

For exanple, OLSRv2 [RFC7181] is, anong other things, an extension to
NHDP. It adds information to addresses in an NHDP HELLO nessage
using a LINK_METRIC TLV. A non-OLSRv2 inpl enmentation of NHDP (for
exampl e, to support Sinplified Milticast Flooding (SMF) [RFC6621])
will still process the HELLO nessage, ignoring the LINK METRIC TLVs.
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Al so, the blacklisting described in the exanpl e above could be
signaled not with a new TLV but with a new Val ue of a LI NK _STATUS or
OTHER _NEI GHB TLV (requiring an | ANA all ocation as described in

[ RFC7188]), as is already done in the LOST case.

The creation of Milti-Topol ogy OLSRv2 (M- CLSRv2) [RFC7722], as an
extension to OLSRv2 that can interoperate with unextended instances
of OLSRv2, woul d not have been possible w thout these restrictions
(which were applied to NHDP and OLSRv2 by [RFC7188]).

These restrictions do not, however, nmean that added information is
conmpl etely ignored for purposes of the base protocol. Suppose that a
faulty inplementation of OLSRv2 (including NHDP) creates a HELLO
message that assigns two different values of the sane link netric to
an address, sonething that is not permtted by [RFC7181]. A

recei ving OLSRv2-aware inplenentation of NHDP will reject such a
message, even though a receiving OLSRv2-unaware inpl enentation of
NHDP will process it. This is because the CLSRv2-aware

i mpl erent ati on has access to additional information (that the HELLO
message is definitely invalid and the nessage is best ignored) as it
i s unknown what other errors it mght contain.

4.7. TLVs

Wthin a message, the attributes are represented by TLVs.
Particularly for Address Block TLVs, different TLVs can represent the
same information. For exanple, using the LI NK STATUS TLV defined in
[ RFC6130], if some addresses have Val ue SYMMETRI C and sone have Val ue
HEARD, arranged in that order, then this information can be
represented using two single-value TLVs or one nultivalue TLV. The
|atter can be used even if the addresses are not so ordered.

A protocol MAY use any representation of information using TLVs that
convey the required information. A protocol SHOULD use an efficient
representation, but this is a quality of inplenentation issue. A
protocol MJST recogni ze any pernitted representation of the
information; even if it chooses to, for exanple, only use multival ue
TLVs, it MJIST recogni ze single-value TLVs (and vice versa).

A protocol defining new TLVs MJST respect the nam ng and

organi zational rules in [RFC7631]. It SHOULD foll ow the guidance in
[ RFC7188], see Section 6.3. (This specification does not, however,
rel ax the application of [RFC7188] where it is nandated.)
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4.8. Message Integrity

In addition to not rejecting a nessage due to unknown TLVs or TLV
Val ues, a protocol MJST NOT reject a nessage based on the inclusion
of a TLV of an unrecogni zed type. The protocol MJST ignore any such
TLVs when processing the nessage. The protocol MJST NOT renove or
change any such TLVs if the nmessage is to be forwarded unchanged.
Such behavi or may have the foll ow ng consequences:

o It mght disrupt the operation of an extension of which it is
unaware. Note that it is the responsibility of a protoco
extension to handle interoperation with unextended instances of
the protocol. For example, COLSRv2 [RFC7181] adds an MPR_W LLI NG
TLV to HELLO nessages (created by NHDP [ RFC6130], of which it is
an extension) to recognize this case (and for other reasons).

o It would prevent the operation of end-to-end nessage
aut henti cation using [RFC7182] or any simlar mechanism The use
of inmutable (apart from hop count and/or hop linit) nessages by a
protocol is strongly RECOVMENDED for that reason

5. Structure

Thi s section concerns the properties of the format defined in
[ RFC5444] itself, rather than the properties of protocols using it.

The el ements defined in [ RFC5444] have structures that are managed by
a nunber of flags fields:

o Packet flags field (4 bits, 2 used) that nmanages the contents of
the Packet Header.

0 Message flags field (4 bits, 4 used) that nanages the contents of
the Message Header.

0 Address Block flags field (8 bits, 4 used) that manages the
contents of an Address Bl ock

o TLV flags field (8 bits, 5 used) that manages the contents of a
TLV.

Note that all of these flags are structural; they specify which
el ements are present or absent, field lengths, or whether a field has
one or multiple values init.

In the current version of [RFC5444], indicated by version nunber 0 in

the <version> field of the Packet Header, unused bits in these flags
fields are stated as "are RESERVED and SHOULD each be cleared ('0")
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on transm ssion and SHOULD be ignored on reception". For the

avoi dance of any conpatibility issues, with regard to version nunber
0, this is updated to "MJST each be cleared ('0’) on transm ssion and
MUST be ignored on reception”

If a specification updating [ RFC5444] introduces new flags in one of
the flags fields of a packet, Address Block, or TLV (there being no
unused flags in the nessage flags field), the followi ng rules MIST be
fol | owed:

o The version nunber contained in the <version> field of the Packet
Header MJUST NOT be O.

o The new flag(s) MJUST indicate the structure of the corresponding
packet, Address Bl ock, or TLV. They MJST NOT be used to indicate
any other semantics, such as nessage forwardi ng behavi or.

An update that woul d be inconpatible with the current specification
of [ RFC5444] SHOULD NOT be created unless there is a pressing reason
for it that cannot be satisfied using the current specification
(e.g., by use of a suitable Message TLV or Address Bl ock TLV).

During the devel opnent of [RFC5444] (and since publication thereof),
sone proposals have been nade to use these RESERVED fl ags to specify
behavi or rather than structure, message forwarding in particular
These proposals were, after due consideration, not accepted for a
nunber of reasons. These reasons include that message forwarding, in
particular, is protocol specific; for exanple, [RFC7181] forwards
messages using its MPR nechanismrather than a "blind" flooding
mechani sm (These proposals were nmade during the devel opnent of

[ RFC5444] when there were still unused nessage flags. Later addition
of a 4-bit Message Address Length field later left no unused nessage
flags, but other flags fields still have unused flags.)

6. Message Efficiency

The ability to organi ze addresses into the sane or different Address
Bl ocks and to change the order of addresses within an Address Bl ock
(as well as the flexibility of the TLV specification) enables
avoi di ng unnecessary repetition of information and can consequently
generate snall er nessages. There are no algorithns for address
organi zation, conpression, or for TLV usage in [RFC5444]; any
algorithnms that |eave the information content unchanged MAY be used
when generating a nmessage. See al so Appendi x B
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6.1. Address Bl ock Conpression

[ RFC5444] allows the addresses in an Address Bl ock to be conpressed.
A protocol generating a nessage SHOULD conpress addresses as much as
it can.

Addresses in an Address Bl ock consist of a Head, a Md, and a Tail,
where all addresses in an Address Bl ock have the same Head and Tail
but different Mds. Each has a length that is greater than or equa
to zero, the sumof the |engths being the address length. (The Md
Il ength is deduced fromthis relationship.) Conpression is possible
when the Head and/or the Tail have non-zero length. An additiona
conmpression is possible when the Tail consists of all zero-val ued
octets. Expected use cases include |IPv4 and | Pv6 addresses from
within the sane prefix and that therefore have a common Head, |Pv4
subnets with a common zero-valued Tail, and | Pv6 addresses with a
common Tail representing an interface identifier as well as having a
possi bl e cormon Head. Note that when, for exanple, |Pv4 addresses
have a common Head, their Tail will usually have | ength zero.

For exanpl e:

0 The IPv4 addresses 192.0.2.1 and 192.0.2.2 would, for greatest
efficiency, have a 3-octet Head, a 1l-octet Md, and a 0-octet
Tai l .

o The I Pv6 addresses 2001: DB8: prefi x1:interface and
2001: DB8: prefix2:interface that use the sane interface identifier
but conpletely different prefixes (except as noted) would, for
greatest efficiency, have a 4-octet head, a 4-octet Md, and an
8-octet Tail. (They could have a |arger Head and/or Tail and a
smaller Md if the prefixes have any octets in comon.)

Putting addresses into a nessage efficiently also requires
consi deration of the follow ng:

o The split of the addresses into Address Bl ocks.
o The order of the addresses within the Address Bl ocks.

This split and/or ordering is for efficiency only; it does not
provide any information. The split of the addresses affects both the
address conpression and the TLV efficiency (see Section 6.2); the
order of the addresses within an Address Bl ock affects only the TLV
efficiency. However, using nmore Address Bl ocks than needed can

i ncrease the nmessage size due to the overhead of each Address Bl ock
and the followi ng TLV Bl ock, and/or if additional TLVs are now
required.
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The order of addresses can be as sinple as sorting the addresses, but
i f many addresses have the same TLV Types attached, it might be nore
useful to put these addresses together, either within the same
Address Bl ock as other addresses or in a separate Address Block. A
separate Address Bl ock might also inprove address conpression, for
exanple, if nore than one address formis used (such as from

i ndependent subnets). An exanple of the possible use of address
ordering is a HELLO nessage from [ RFC6130] that coul d be generated
with local interface addresses first and nei ghbor addresses |ater.
These coul d be in separate Address Bl ocks.

6.2. TLVs

When considering TLVs, the main opportunities for creating nore
efficient messages are in Address Block TLVs rather than Message
TLVs. The approaches described here apply to each Address Bl ock

An Address Bl ock TLV provides attributes for one address or a
contiguous (as stored in the Address Block) set of addresses (with a
special case for when this set is of all of the addresses in the
Address Bl ock). Wen associated with nore than one address, a TLV
can be single value (associating the sane attribute with each
address) or nultivalue (associating a separate attribute with each
addr ess).

The approach that is sinplest to inplenent is to use nultivalue TLVs
that cover all affected addresses. However, unless care is taken to
order addresses appropriately, these affected addresses m ght not all
be contiguous. Sone approaches to this are the foll ow ng:

0 Reorder the addresses. It is, for exanple, possible (though not
strai ghtforward, and beyond the scope of this document to describe
exactly how) to order all addresses in HELLO nessage as specified
in [RFC6130] so that all TLVs used only cover conti guous
addresses. This is even possible if the MPR TLV specified in
OLSRv2 [ RFC7181] is added; but it is not possible, in general, if
the LINK_METRIC TLV specified in OLSRv2 [ RFC7181] is al so added.

o Allowthe TLV to span over addresses that do not need the
corresponding attribute and use a Value that indicates no
i nformation; see Section 6. 3.

0 Use nmore than one TLV. Note that this can be efficient when the
TLVs becone single-value TLVs. In a typical case where a
LI NK_STATUS TLV uses only the Val ues HEARD and SYMVETRIC, with
enough addresses sorted appropriately, two single-value TLVs can
be nore efficient than one nmultivalue TLV. |If only one Value is
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6. 3.

i nvol ved (such as NHDP in a steady state with LI NK STATUS equal to
SYMMETRIC in all cases) then one single-value TLV SHOULD al ways be
used.

TLV Val ues

If, for exanple, an Address Bl ock contains five addresses, the first
two and the last two requiring Values assigned using a LI NK STATUS
TLV but the third does not, then this can be indicated using two
TLVs. It is, however, nore efficient to do this with one multival ue
LI NK_STATUS TLV, assigning the third address the Val ue UNSPECI FI ED
(as defined in [RFC7188]). 1In general, use of UNSPECI Fl ED Val ues
all ows use of fewer TLVs and is thus often an efficiency gain;
however, a long run of consecutive UNSPECI FI ED Val ues (nore than the
overhead of a TLV) can make use of nore TLVs nore efficient.

Sone other TLVs might need a different approach. As noted in

[ RFC7188], but inplicitly perm ssible before then, the LINK_METRI C
TLV (defined in [RFC7181]) has two octet Val ues whose first four bits
are flags indicating whether the netric applies in four cases; if
these are all zero, then the netric does not apply in this case,
which is thus the equival ent of an UNSPECI FI ED Val ue.

[ RFC7188] requires that protocols that extend [ RFC6130] and [ RFC7181]
al | ow unspecified values in TLVs where applicable; it is here
RECOMVENDED t hat all protocols follow that advice. |In particular, it
i s RECOVMMENDED t hat when defining an Address Block TLV with di screte
Val ues, an UNSPECI FI ED Value is defined with the sane val ue (255),
and a nodified approach shoul d be used where possible for other
Address Bl ock TLVs (for exanple, as is done for a LINK METRI C TLV,

t hough not necessarily using that exact approach).

It mght be argued that provision of an unspecified value (of any
form) to allow an Address Bl ock TLV to cover unaffected addresses is
not al ways necessary because addresses can be reordered to avoid
this. However, ordering addresses to avoid this for all TLVs that

m ght be used is not, in general, possible.

In addition, [RFC7188] recommends that if a TLV Val ue (per address
for an Address Block TLV) has a single-length that does not match the
defined length for that TLV Type, then the following rules are

adopt ed:

o If the received single-length is greater than the expected single
I ength, then the excess octets MJST be ignored.
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o |If the received single-length is |l ess than the expected single
I ength, then the absent octets MJST be considered to have all bits
cleared (0).

Thi s specification RECOWENDS a simlar rule for all protocols
defini ng new TLVs.

7. Security Considerations

Thi s docunent does not specify a protocol but provides rules and
recomrendations for how to design protocols using [ RFC5444], whose
security considerations apply.

If the recomrendation from Section 4.4.1 is followed, which specifies
that messages are not nodified (except for hop count and hop limt)
when forwarded, then the security framework for [RFC5444] (specified
in [RFC7182]) can be used in full. [If that recomrendation is not

foll owed, then the Packet TLVs from[RFC7182] can be used, but the
Message TLVs from [ RFC7182] cannot be used as intended.

In either case, a protocol using [RFC5444] MJST docunent whether it
is using [RFC7182] and if so, how.

8. | ANA Consi derati ons

The Expert Review guidelines in [ RFC5444] are updated to include the
general requirement that:

0 The Designated Expert will consider the limted TLV and
(especially) Message Type space when consi dering whether a
requested allocation is all owed and whether a nore efficient
al l ocation than that requested is possible.

| ANA has added this docunent as a reference for the followi ng Mbile
Ad hoc NETwork (MANET) Paraneters registries:

Message Types

Packet TLV Types
Message TLV Types
Address Bl ock TLV Types

O O0OO0Oo
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Appendi x A.  Information Representation

This section describes a conceptual way to consider the information
in a nmessage. It can be used as the basis of an approach to parsing
a nessage fromthe information that it contains and to creating a
message fromthe information that it is to contain. However, there
is no requirement that a protocol does so. This approach can be used
either to informa protocol design or by a protocol (or generic
parser) inplementer.

A nmessage (excluding the Message Header) can be represented by two,
possi bly mul tival ued, maps:

0 Message: (Full Type) -> (length, Val ue)
0 Address: (address, Full Type) -> (length, Value)

These maps (plus a representation of the Message Header) can be the
basis for a generic representation of information in a nmessage. Such
maps can be created by parsing the message or can be constructed
using the protocol rules for creating a nmessage and | ater converted
into the octet formof the nessage specified in [ RFC5444].

Wil e of course any inplenentation of software that represents
software in the above form can specify an Application Programm ng
Interface (APlI) for that software, such an interface is not proposed
here. First, a full APl would be specific to a programm ng | anguage.
Second, even within the above framework, there are alternative
approaches to such an interface. For exanple, and for illustrative
pur poses only, consider the alternative address mappi ngs:

0 Input: address and Full Type. OQutput: list of (length, Value)
pairs. Note that for nmost Full Types, it will be known in advance
that this list will have a length of zero or one. The |ist of

addresses that can be used as inputs with non-enpty output woul d
need to be provided as a separate output.

o Input: Full Type. CQutput: list of (address, |ength, Val ue)
triples. As this list length can be significant, a possible
output will be of one or two iterators that will allow iterating
through that list. (One iterator that can detect the end of the
list or a pair of iterators specifying a range.)

Additional differences in the interface mght relate to, for exanple,
the ordering of output lists.
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Appendi x B. Automation

There is scope for creating a protocol -i ndependent optim zer for

[ RFC5444] nessages that perforns appropriate address re-organi zation
(ordering and Address Bl ock separation) and TLV changes (of nunber,
of being single value or multivalue, and use of unspecified val ues)
to create nore compact nmessages. The possible gain depends on the
efficiency of the original nessage creation and the specific details
of the message. Note that this process cannot be TLV Type

i ndependent; for exanple, a LINK METRIC TLV has a nore conplicated
Val ue structure than a LI NK STATUS TLV does if using UNSPECI FI ED

Val ues.

Such a protocol -i ndependent optim zer MAY be used by the router
generating a nmessage but MJST NOT be used on a nessage that is
forwarded unchanged by a router
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