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Automatic Protection Sw tching (APS) Mde

Abst ract

Thi s docunent contains updates to MPLS Transport Profile (MPLS-TP)
linear protection in Automatic Protection Swi tching (APS) node
defined in RFC 7271. The updates provide rules related to the
initialization of the Protection State Coordination (PSC) Contro
Logic (in which the state nachi ne resi des) when operating in APS node
and clarify the operation related to state transition table |ookup

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8234
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1.

I nt roducti on

MPLS Transport Profile (MPLS-TP) linear protection in Automatic
Protection Switching (APS) node is defined in RFC 7271 [ RFC7271]. It
defines a set of alternate and additi onal mechani snms to perform sone
of the functions of l|inear protection described in RFC 6378

[ RFC6378]. The actions performed at initialization of the Protection
State Coordi nation (PSC) Control Logic are not described in either

[ RFC7271] or [RFC6378]. Although it is a conmon perception that the
state machine starts at the Nornmal state, this is not explicitly
specified in any of the docunents and various questions have been

rai sed by inplenenters and in discussions on the MPLS working group
mai ling list concerning the detailed actions that the PSC Contr ol
Logi ¢ shoul d t ake.

The state nmachine described in [RFC7271] operates under the
assunption that both end nodes of a linear protection donain start in
the Normal state. |In the case that one node reboots while the other
node is still in operation, various scenarios nmay arise resulting in
probl ematic situations. This document resolves all the problematic
cases and minimzes traffic disruptions related to initialization,
including both cold and warm reboots that require re-initialization
of the PSC Control Logic.

Thi s docunent contains updates to the MPLS-TP linear protection in
APS nmode defined in [RFC7271]. The updates provide rules related to
initialization of the PSC Control Logic (in which the state machine
resi des) when operating in APS node. The updates al so include

nmodi fications to the state transition table defined in Section 11.2
of [RFC7271]. The changes in the state transition table have been
exam ned to nmake sure that no new problens are introduced

Thi s docunent does not introduce backward conpatibility issues with
i mpl ementations of [RFC7271]. 1In case a node inplenenting this
docunent restarts, the new state changes will not cause problens at
the renote node inplenenting [ RFC7271], and the two ends will
converge to the same local and renpte states. |n case a node

i mpl ementing [ RFC7271] restarts, the two ends behave as they do

t oday.

Thi s docunent al so provides sone clarifications on the operation
related to state transition table | ookup

The reader of this document is assuned to be famliar with [ RFC7271].
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2.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Abbr evi ati ons

Thi s docunent uses the foll ow ng abbreviations:

APS Aut omatic Protection Swtching
DNR Do- not - Revert
E:R Exercise state due to renpte EXER nessage

EXER Exerci se

M- P Manual Switch to Protection path

Ms- W Manual Switch to Working path

MPLS- TP MPLS Transport Profile

NR No Request

PF:DWR Protecting Failure state due to renmote SD-W nessage

PF: WL Protecting Failure state due to | ocal SF-W

PF:WR Protecting Failure state due to renmpote SF- W nessage

PSC Protection State Coordi nation

RR Rever se Request

SA: MP: R Switching Adm nistrative state due to renote MsS-P nessage
SA: MW R Switching Adm nistrative state due to renote MsS-W nessage
SD Si gnal Degr ade

SD- W Si gnal Degrade on Working path

SF Si gnal Fail

SF-P Signal Fail on Protection path

SF-W Signal Fail on Wrking path

UA:P: L Unavail able state due to | ocal SF-P

WR Wait-to-Restore
Updat es
This section specifies the actions that will be performed at the

initialization of the PSC Control Logic and the nodifications of the
state transition table defined in Section 11.2 of [RFC7271]. Sone
clarifications on the operation related to state transition table

| ookup are al so provided.
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4.1. Initializati on Behavi or

This section defines initialization behavior that is not described in
[ RFC7271] .

When the PSC Control Logic is initialized, the follow ng actions MJST
be perforned:

0o Stop the WIR timer if it is running.
0 Cear any operator comand in the Local Request Logic.

o If an SF-Wor SF-P exists as the highest |ocal request, the node
being initialized starts at the PF: WL or UA:P:L state,
respectively.

o |If the node being initialized has no | ocal request:

* |f the node being initialized does not renenmber the active path
or if the node being initialized renenbers the working path as
the active path, the node starts at the Normal state.

* Else (the node being initialized renenbers the protection path
as the active path), the node starts at the WIR state sendi ng
NR(0, 1) or at the DNR state sending DNR(O, 1) dependi ng on the
configuration that allows or prevents automatic reversion to
the Normal state.

0 In case any local SD exists, the |Iocal SD MIST be consi dered as an
input to the Local Request Logic only after the |ocal node has
received the first protocol nessage fromthe renpte node and
compl eted the processing (i.e., updated the PSC Control Logic and
deci ded which action, if any, is to be sent to the PSC Message
Generator).

o |If the local node receives an EXER nessage as the first protoco
message after initialization and the renote EXER becones the top-
priority global request, the | ocal node MJST set the position of
the bridge and sel ector according to the Path value in the EXER
message and transit to the E :R state.

In the case of no |ocal request, renenbering the active path
mnimzes traffic switchovers when the renmpte node is still in
operation. This approach does not cause a problemeven if the
remenbered active path is no longer valid due to any |ocal input that
occurred at the renpte node while the initializing node was out of
operati on.
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Note that in some restart scenarios (e.g., cold rebooting), no valid
SF/ SD i ndi cati ons may be present at the input of the Local Request
Logic. 1In this case, the PSC Control Logic restarts as if no | oca
requests are present. If a valid SF/SD indication is detected |ater,
the PSC Control Logic is notified and state change is triggered.

4.2. State Transition Mdification

In addition to the initialization behavior described in Section 4.1,
four cells of the renpte state transition table need to be changed to
make two end nodes converge after initialization. State transition
by renpte nessage as defined in Section 11.2 of [RFC7271] is nodified
as follows (only nodified cells are shown):

| MW | MSP | WIR| EXER| RR| DNR | NR
-------- e
N I I | (13)] I | DNR |
PF:WR | | | | | | DNR |
PF: DWR | | | | | | DNR |

The changes in two rows of renote protecting failure states lead to
the replacenent of note (10) with DNR, therefore, note (10) is no
| onger needed. The resultant three rows read:

| MW | MSP | WIR| EXER| RR| DNR | NR
-------- S S S S
N | SANMNR| SAMP:R| (13)] E:R| i | DNR | i
PFWR | SAMWVR| SAMER| (9) | E:R| i | DNR | (11)
PF:DWR| SAMNR| SAMR| (9) | E:R| i | DNR | (11)

In the tables above, the letters i’ and "N stand for "ignore" and
"Normal state", respectively. Oher abbreviations can be found in
Section 3.

4.3. Qperation Related to State Transition Table Lookup

In addition to the rules related to the state transition table | ookup
listed in Section 11 of [RFC7271], the following rule is also applied
to the operation related to the state transition table | ookup

o0 When the local SF-P is cleared and the priorities of the |local and
renote requests are re-evaluated, the |ast received renote nessage
may no |onger be valid due to the previous failure of the
protection path. Therefore, the |ast received message MJST be
treated as if it were NR and only the | ocal request shall be
eval uat ed.
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The | ast paragraph in Section 11 of [RFC7271] is nodified as foll ows:

In the state transition tables below, the letter 'i’ stands for
"ignore" and is an indication to remain in the current state and
continue transmtting the current PSC nessage.

In the state transition tables below, the letter '"i’ is the
"ignore" flag; if it is set, it nmeans that the top-priority
gl obal request is ignored.

If re-evaluation is triggered, the ignore flag is checked. If it
is set, the state machine will transit to the supposed state, which
can be Normal or DNR as indicated in the footnotes to the state
transition table in Section 11.1 of [RFC7271]. |If the ignore flag
is not set, the state machine will transit to the state indicated
inthe cell of the state transition table.

If re-evaluation is not triggered, the ignore flag is checked. |If
it is set, the state machine will remain in the current state, and
the current PSC nessage continues to be transnmitted. |If the ignore

flag is not set, the state machine will transit to the state
indicated in the cell of the state transition table.

5. Security Considerations
No specific security issue is raised in addition to those ones
al ready docunented in [RFC7271]. Note that tightening the
description of the initializing behavior may help to protect networks
fromrestart attacks.

6. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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