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Abst ract

Thi s docunent specifies a multipath extension for the Optim zed Link
State Routing Protocol version 2 (OLSRv2) to discover nultiple
disjoint paths for Mbile Ad Hoc Networks (MANETs). Considering the
characteristics of MANETs, especially the dynam c network topol ogy,
using multiple paths can increase aggregated throughput and inprove
the reliability by avoiding single route failures. The
interoperability with OLSRv2 is retained.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the I1ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8218
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

The Optim zed Link State Routing Protocol version 2 (OLSRv2)

[ RFC7181] is a proactive link state protocol designed for use in
Mobi |l e Ad Hoc Networks (MANETs). It generates routing nessages
periodically to create and maintain a Routing Set, which contains
routing information to all the possible destinations in the routing
domai n. For each destination, there exists a unique Routing Tuple,
whi ch indicates the next hop to reach the destination

Thi s docunent specifies an extension of the OLSRv2 protocol [RFC7181]
to provide nultiple disjoint paths when appropriate for a source-
destination pair. Because of the characteristics of MANETs

[ RFC2501], especially the dynam c topol ogy, having multiple paths is
hel pful for increasing network throughput, inproving forwarding
reliability, and | oad-bal anci ng.

Mul tipath OLSRv2 (MP-OLSRv2), specified in this docunent, uses the
Multipath Dijkstra Algorithmby default to explore multiple disjoint
paths froma source router to a destination router based on the

topol ogy i nformati on obtai ned through OLSRv2 and to forward the
datagrans in a | oad-bal anci ng manner using source routing. MP-OLSRv2
is designed to be interoperable with OLSRv2.

1. Mdtivation and Experinments to Be Conducted

Thi s docunent is an experinmental extension of OLSRv2 that can
increase the data forwarding reliability in dynam c and hi gh-1oad
MANET scenarios by transmtting datagrans over nultiple disjoint
pat hs using source routing. This nmechanismis used because:

o Disjoint paths can avoid single route failures.

o Transmitting datagrans through parallel paths can increase
aggregat ed t hroughput.

0 Some scenarios may require that sone routers nust (or nust not) be
used.

0 Having control of the paths at the source benefits the | oad-
bal ancing and traffic engineering.

0 An application of this extension is in conbination with Forward
Error Correction (FEC) coding applied across packets (erasure
codi ng) [WPMC11l]. Because the packet drops are normally bursty in
a path (for exanple, due to route failure), erasure coding is |ess
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effective in single path routing protocols. By providing multiple
di sjoint paths, the application of erasure coding with multipath
protocol is nore resilient to routing failures.

I n existing deploynents, while running code and si nul ati ons have
proven the interest of nultipath extension for OLSRv2 in certain
networ ks [ G | S14] [ WCNCO8] [ ADHOC11], nore experiments and experiences
are still needed to understand the effects of the protocol specified
in this Experinmental RFC. The multipath extension for OLSRv2 is
expected to be revised and docunented as a Standards Track RFC once
sufficient operational experience is obtained. Qher than genera
experiences, including the protocol specification and
interoperability with base OLSRv2 inpl enentations, experiences in the
foll owi ng aspects are highly appreciated:

0 Optimal values for the nunber of multiple paths (NUVBER OF PATHS,
see Section 5) to be used. This depends on the network topol ogy
and router density.

0o Optimal values used in the netric functions. Metric functions are
applied to increase the netric of used |links and nodes so as to
obtain disjoint paths. What kind of disjointness is desired (node
disjoint or link disjoint) nay depend on the Layer 2 protocol used
and can be achi eved by applying different sets of netric
functions.

0 Use of different metric types. This nultipath extension can be
used with netric types that neet the requirenent of OLSRv2, such
as [RFC7779]. The netric type used al so has an inpact on the
choice of nmetric functions as indicated in the previous bullet
poi nt .

o0 The inpact of partial topology information to multipath
calculation. OLSRv2 maintains a partial topology information base
to reduce protocol overhead. Experience has shown that nultiple
pat hs can be obtained even with such partial information; however,
depending on the Miultipoint Relay (MPR) sel ection algorithmused,
the disjointness of the nultiple paths m ght be inpacted dependi ng
on the Multipoint Relay (MPR) sel ection al gorithm used.

o0 Use of IPv6 | cose source routing. 1In the current specification,
only strict source routing is used for |1 Pv6 based on [ RFC6554].
In [I Pv6-SRH], the use of the | oose source routing is also
proposed in IPv6. |In scenarios where the length of the source
routing header is critical, the | oose source routing can be
consi der ed.
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0o Optimal choice of "key" routers for |oose source routing. |In some
cases, |l oose source routing is used to reduce overhead or for
interoperability with OLSRv2 routers. Oher than the basic rules
defined in the following parts of this docunent, optiml choices
of routers to put in the | oose source routing header can be
further studied.

o Different path-selection schedulers. Depending on the application
type and transport |ayer type, either a per-flow schedul er or per-
dat agram schedul er is applied. By default, the traffic |oad
shoul d be equally distributed in nmultiple paths. In sone
scenari os, weighted scheduling can be considered: for exanple, the
paths with lower netrics (i.e., higher quality) can transfer nore
datagranms or flows conpared to paths with higher metrics.

o0 The inpacts of the delay variation due to nultipath routing.
[ RFC2991] brings out sone concerns of multipath routing,
especially variable | atenci es when per-datagram scheduling is
applied. Although current experinent results show that nultipath
routing can reduce the jitter in dynam c scenarios, sone transport
protocol s or applications may be sensitive to the datagram
reordering.

0 The disjoint nultipath protocol has an interesting application
with erasure coding, especially for services |ike video/audio
stream ng [ WMC11]. The conbination of erasure codi ng nmechani snms
and this extension is thus encouraged.

o Different algorithms to obtain multiple paths, other than the
default Multipath Dijkstra Al gorithmintroduced in Section 8.5.2
of this specification

0 The use of nultitopol ogy information. By using [ RFC/722],
mul tiple topologies using different netric types can be obtai ned.
Al t hough there is no work defining how this extension can nake use
of the multitopology information base yet, experinmentation with
the use of nultiple metrics for building nultiple paths is
encour aged.

Comments are solicited and shoul d be addressed to the MANET wor ki ng
group’s mailing list at manet@etf.org and/ or the authors.
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Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the term nology and notation defined in [ RFC5444],
[ RFC6130], and [RFC7181]. Additionally, it defines the follow ng
t erm nol ogy:

OLSRv2 Routing Process: A routing process based on [ RFC7181],
wi thout nultipath extension specified in this docunent.

MP- OLSRv2 Routing Process: A Miltipath Routing Process based on this
specification as an extension to [ RFC7181].

SR-OLSRv2 Routing Process: An OLSRv2 Routing Process that supports
Source Routing (SR) or an MP-OLSRv2 Routing Process.

Applicability Statenent

As an extension of OLSRv2, this specification is applicable to MANETs
for which OLSRv2 is applicable (see [RFC7181]). It can operate on
single or multiple interfaces to discover multiple disjoint paths
froma source router to a destination router. M-OLSRv2 is designed
for networks with dynam c topology to avoid single route failure. It
can al so provide hi gher aggregated throughput and | oad-bal anci ng.

In a router supporting MP-OLSRv2, MP-OLSRv2 does not necessarily
replace OLSRv2 conpletely. The extension can be applied for certain
applications that are suitable for nultipath routing (mainly video or
audi o streans) based on information such as a Diffserv codepoint

[ RFC2474] .

Conpared to OLSRv2, this extension does not introduce any new nessage
type. A new Message TLV Type is introduced to identify the routers
that support forwardi ng based on the source routing header. It is
interoperable with OLSRv2 inpl enentations that do not have this
extension: as the MP-COLSRv2 uses source routing, in | Pv4d networks the
interoperability is achieved using | oose source routing headers; in

I Pv6 networks, it is achieved by elimnating routers that do not
support |IPv6 strict source routing.

MP- OLSRv2 supports two different but interoperable multipath

cal cul ation approaches: proactive and reactive. |n the proactive
calculation, the paths to all the destinations are cal cul ated before
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they are needed. In the reactive calculation, only the paths to
desired destination(s) are cal cul ated on demand. The proactive
approach requires nore conputational resources than the reactive one.
The reactive approach requires the IP forwarding plane to trigger the
mul ti path cal cul ation

MP- OLSRv2 forwards datagrans using the source routing header. As
there are multiple paths to each destination, MP-OLSRv2 requires the
I P forwarding plane to be able to choose which source route to be put
in the source routing header based on the path schedul er defined by
MP- OLSRv2. For | Pv4 networks, inplenentation of |oose source routing
is required followi ng [RFC791]. For |Pv6 networks, inplenentation of
strict source routing is required follow ng the source routing header
generation and processing defined in [ RFC6554].

Pr ot ocol Overvi ew and Functi oni ng
Thi s specification uses OLSRv2 [ RFC7181] to:
o ldentify all the reachable routers in the network.

0o Ildentify a sufficient subset of links in the networks so that
routes can be calculated to all reachabl e destinations.

o0 Provide a Routing Set containing the shortest routes fromthis
router to all destinations.

In addition, the MP-OLSRv2 Routing Process identifies the routers
that support source routing by adding a new Message TLV in HELLO and
Topol ogy Control (TC) nessages. Based on the above information
acqui red, every MP-OLSRv2 Routing Process is aware of a reduced
topol ogy map of the network and the routers supporting source
routing.

A Miultipath Routing Set containing the nultipath information is
mai ntained. It nmay be either proactively calculated or reactively
cal cul at ed

o In the proactive approach, nultiple paths to all possible
destinations are cal cul ated and updated based on control nessage
exchange. The routes are thus avail able before they are actually
needed.

o In the reactive approach, a multipath algorithmis invoked on
demand, i.e., only when there is a datagramto be sent fromthe
source to the destination and there is no avail abl e Routing Tuple
in the Miultipath Routing Set. This requires the |IP forwarding
informati on base to trigger the multipath calculation specified in
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Section 8.5 when no Multipath Routing Tuple is available. The
reactive operation is local to the router and no additiona
exchange of routing control messages is required. Wen the paths
are being cal cul ated, the datagrans SHOULD be buffered unless the
router does not have enough nenory.

Routers in the same network may choose either proactive or reactive
mul ti path cal cul ati on i ndependently according to their computation
resources. The Multipath Dijkstra Algorithm (defined in Section 8.5)
is introduced as the default algorithmto generate nultiple disjoint
paths froma source to a destination, and such information is kept in
the Multipath Routing Set.

The datagramis forwarded based on source routing. Wen there is a
datagramto be sent to a destination, the source router acquires a
path fromthe Miltipath Routing Set. The path information is stored
in the datagram header using the source routing header

Paramet ers and Constants

In addition to the paraneters and constants defined in [ RFC7181],
this specification uses the paraneters and constants described in
this section.

1. Router Paraneters
NUVBER OF PATHS: The nunber of paths desired by the router

MAX_SRC HOPS: The maxi mum nunber of hops allowed to be put in the
source routing header. A value set to O nmeans there is no
limtation on the maxi mum nunber of hops. In an IPv6 network, it
MJUST be set to O because [ RFC6554] supports only strict source
routing. All the internediate routers MJST be included in the
source routing header, which is a various nunber of hops. 1In an
I Pv4 network, it MJUST be strictly less than 11 and greater than 0O
due to the length linmt of the | Pv4 header

CUTOFF_RATI O The ratio that defines the maxinummetric of a path
conmpared to the shortest path kept in the OLSRv2 Routing Set. For
exanple, the netric to a destination is R netric based on the
Routing Set. Then, the maximumnetric allowed for a path is
CUTOFF_RATIO * R netric. CUTOFF_RATI O MJUST be greater than or
equal to 1. Setting the nunber |ow makes it less likely that
additional paths will be found -- for example, setting it to 1
will mean only equal |ength paths are considered.

SR TC I NTERVAL: The maxi mumti me between the transm ssion of two
successi ve TC nessages by an MP-OLSRv2 Routing Process.
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SR HOLD TIME: The mninumvalue in the TLV with Type = VALID TY_TI ME
included in TC nessages generated based on SR TC | NTERVAL.

6. Packets and Messages

Thi s extension enploys the routing control nessages HELLO and TC as
defined in OLSRv2 [ RFC7181] to obtain network topol ogy information.
For the datagramto support source routing, a source routing header
is added to each datagramrouted by this extension. Depending on the
I P version used, the source routing header is defined in this
section.

6.1. HELLO and TC nessages

HELLO and TC nessages used by the MP-OLSRv2 Routing Process use the
sanme format as defined in [RFC7181]. 1In addition, a new Message TLV
Type is defined to identify the originator of the HELLO or TC nessage
that supports source-route forwarding. The new Message TLV Type is

i ntroduced for enabling MP-OLSRv2 as an extension of OLSRv2: only the
routers supporting source-route forwardi ng can be used in the source
routi ng header of a datagram because adding a router that does not
understand the source routing header will cause routing failure.

6.1.1. SCURCE_RQUTE TLV

The SOURCE ROUTE TLV is a Message TLV signaling that the nessage is
generated by a router that supports source-route forwarding. It can
be an MP-OLSRv2 Routing Process or an OLSRv2 Routing Process that
supports source-route forwarding.

Every HELLO or TC nessage generated by a MP-OLSRv2 Routing Process
MJUST have exactly one SOURCE ROUTE TLV wi t hout val ue.

Every HELLO or TC nessage generated by an OLSRv2 Routing Process MJST
have exactly one SOURCE ROUTE TLV, if the OLSRv2 Routing Process
supports source-route forwarding, and be willing to join the source
route generated by other MP-OLSRv2 Routing Processes. The existence
of SOURCE_ROUTE TLV MJST be consistent for a specific OLSRv2 Routing
Process, i.e., either it adds SOURCE ROUTE TLV to all its HELLO TC
messages or it does not add SOURCE ROUTE TLV to any HELLQ TC
messages.
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6.2. Datagram

6.2.1. Source Routing Header in |Pv4
In I Pv4 [ RFC791] networks, the MP-OLSRv2 Routing Process enploys the
| oose source routing header, as defined in [RFC791]. It exists as an
option header with option class 0 and opti on nunber 3.

The source route information is kept in the "route data" field of the
| oose source routing header.

6.2.2. Source Routing Header in |Pv6

In I Pv6 [ RFC8200] networks, the MP-OLSRv2 Routing Process enpl oys the
source routing header, as defined in Section 3 of [RFC6554], with
I Pv6 Routing Type 3.

The source route information is kept in the "Addresses" field of the
routing header.

7. Information Bases
Each MP- OLSRv2 Routing Process nmaintains the informati on bases as
defined in [RFC7181]. Additionally, a Multipath Information Base is
used for this specification. It includes the protocol sets as
defi ned bel ow.

7.1. SR-OLSRv2 Router Set
The SR-OLSRv2 Router Set records the routers that support source-
route forwarding. This includes routers that run the MP-OLSRv2

Routing Process or the OLSRv2 Routing Process with source-route
forwardi ng support. The set consists of SR-OLSRv2 Routing Tuple:

(SR addr, SR tine)
wher e:

SR addr is the originator address of the router that supports
source-route forwarding.

SR tinme is the tinme until which the SR-OLSRv2 Routing Tuple is
consi dered val i d.
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2. Miltipath Routing Set

The Multipath Routing Set records the full path information of
different paths to the destination. It consists of Miltipath Routing
Tupl e:

(MR _dest _addr, MR _path_set)

wher e:
MR dest _addr is the network address of the destination; it is
either the network address of an interface of a destination router
or the network address of an attached networKk.

MP_pat h_set contains the nmultiple paths to the destination and it
consists of a set of Path Tupl es.

Each Path Tuple is defined as:
(PT_netric, PT_address[1], PT_address[2], ..., PT_address[n])
wher e:

PT metric is the nmetric of the path to the destination, nmeasured
in LINK METRI C_ TYPE defined in [ RFC7181].

PT_address[1l, ..., n-1] are the addresses of intermediate routers
to be visited, nunbered from1l to n-1, where n is the nunber of
routers in the path, i.e., the hop count.

Protocol Details

This protocol is based on OLSRv2 and is extended to discover nultiple
disjoint paths froma source router to a destination router. It
retains the fornmats of the basic routing control packets and the
processing of OLSRv2 to obtain the topol ogy information of the
network. The main differences fromthe OLSRv2 Routing Process are
the dat agram processing at the source router and datagram forwardi ng.

1. HELLO and TC Message Ceneration

HELLO nessages are generated according to Section 15.1 of [RFC7181],
plus a single nmessage TLV with Type := SOURCE_RQOUTE i ncl uded.

TC nmessages are generated according to Section 16.1 of [RFC7181],
plus a single nmessage TLV with Type := SOURCE ROUTE i ncl uded.
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For the routers that do not generate TC nmessages according to

[ RFC7181], at |east one TC message MJST be generated by an MP- OLSRv2
Routing Process during the SR TC I NTERVAL (Section 5), which MJST be
greater than or equal to TC INTERVAL. Those TC nessages MJST NOT
carry any advertised nei ghbor addresses. This serves for those
routers to advertise the SOURCE ROUTE TLV so that the other routers
can be aware of the routers that are source-route enabled so as to be
used as destinations of multipath routing. The validity tine
associated with the VALID TY_TIME TLV in such TC nmessages equal s

SR HOLD TI ME, which MJST be greater than the SR TC INTERVAL. If the
TC nessage carries an optional | NTERVAL TIME TLV, it MJST have a

val ue encodi ng the SR TC_ | NTERVAL.

2. HELLO and TC Message Processing

HELLO and TC nessages are processed according to Sections 15.3 and
16.3 of [RFC7181].

In addition to the reasons specified in [RFC7181] for discarding a
HELLO message or a TC nmessage on reception, a HELLO or TC nessage
recei ved MJST be discarded if it has nore than one Message TLV with
Type = SOURCE_ROUTE.

For every HELLO or TC nessage received, if there is a Message TLV
with Type := SOURCE_ROUTE, create or update (if the Tuple exists

al ready) the SR-OLSR Routing Tuple with:

0 SR addr

ori gi nator address of the HELLO or TC nessage

0 SRtime :=current _tine + validity tine of the TC or HELLO nessage
defined in [ RFC7181].

3. MPR Sel ecti on

Each MP- OLSRv2 Routing Process selects routing MPRs and fl oodi ng MPRs
followi ng Section 18 of [RFC7181]. In a mixed network with
OLSRv2-only routers, the foll owi ng considerations apply when

cal cul ati ng MPRs:

0 MP-OLSRv2 routers SHOULD be preferred as routing MPRs to increase
the possibility of finding disjoint paths using MP-OLSRv2 routers.

0 The nunber of routing MPRs that run the MP-OLSRv2 Routing Process
MJUST be equal to or greater than NUMBER OF PATHS if there are
enough MP-OLSRv2 synmmetric nei ghbors. Oherw se, all the
MP- OLSRv2 routers are selected as routing MPRs, except the routers
with willingness WLL_NEVER
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Dat agr am Processing at the MP-CLSRv2 Oi gi nat or

If datagrans without a source routing header need to be forwarded
using multiple paths (for exanple, based on the information of a

D ffserv codepoint [RFC2474]), the MP-COLSRv2 Routing Process will try
to find the Multipath Routing Tuple where:

0 MR _dest_addr = destination of the datagram

If no matching Miultipath Routing Tuple is found and the Miltipath
Routing Set is maintained proactively, it indicates that there is no
mul ti path route available to the desired destination. The datagram
is forwarded foll owing the OLSRv2 Routing Process.

If no matching Multipath Routing Tuple is found and the Miltipath
Routing Set is maintained reactively, the nultipath al gorithm defined
in Section 8.5 is invoked to calculate the Miultipath Routing Tuple to
the destination. |If the calculation does not return any Miltipath
Routing Tuple, the followi ng steps are aborted and the datagramis
forwarded follow ng the OLSRv2 Routing Process.

If a matching Multipath Routing Tuple is obtained, the Path Tupl es of
the Multipath Routing Tuple are applied to the datagrans using either
per-fl ow or per-datagram schedul i ng, depending on the transport |ayer
protocol and the application used. By default, per-flow scheduling
is used, especially for the transport protocols that are sensitive to
reordering, such as TCP. The path-selection decision is nmade on the
first datagram and all subsequent datagrans of the sane flow use the
same path. |If the path breaks before the flowis closed, another
path with the nost sinmilar netric is used. Per-datagram scheduling
is reconmended if the traffic is insensitive to reordering such as
unreliable transm ssion of nmedia traffic or when erasure coding is
applied. In such a case, each datagram selects its paths

i ndependent | y.

By default, the traffic | oad should be equally distributed in
mul ti ple paths. Oher path-scheduling nechanisns (e.g., assigning
more traffic over better paths) are al so possible and will not inpact
the interoperability of different inplenentations.

The addresses in PT _address[1, ..., n-1] of the chosen Path Tuple are
thus added to the datagram header as the source routing header. For

| Pv6 networks, strict source routing is used; thus, all the
intermedi ate routers in the path are stored in the source routing
header followi ng the format defined in Section 3 of [RFC6554] with
the Routing Type set to 3.
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For |1 Pv4 networks, |oose source routing is used with the follow ng
rul es:

0 Only the addresses that exist in the SR-OLSR Router Set can be
added to the source routing header.

o If the length of the path (n) is greater than MAX SRC HOPS
(Section 5) or if adding the whole path information exceeds the
MIU, only the "key" routers in the path are kept. By default, the
key routers are uniformy chosen in the path. [|f further
i nformati on, such as the capacity of the routers (e.g., battery
life) or the routers’ willingness in forwarding data, is
availabl e, the routers with higher capacity and willingness are
pref erred.

o0 The routers that are considered not appropriate for forwarding
i ndi cated by external policies should be avoided.

It is not recormended to fragnent the | P packet if the packet with
the source routing header woul d exceed the m ni num MU al ong t he
pat h. Depending on the size of the routing domain, the MU shoul d be
at least 1280 + 40 (for the outer |IP header) + 16 * dianeter of the
network in nunber of hops (for the source routing header). If the
links in the network have different MIU sizes, by using technol ogi es
i ke Path MIU Di scovery, the routers are able to be aware of the MIu
along the path. The size of the datagram plus the size of |IP headers
(including the source routing header) should not exceed the m ni num
MIU al ong the path; otherw se, the source routing should not be used.

If the destination of the datagranms is out of the MP-OLSRv2 routing
domai n, the datagram rmust be source routed to the gateway between the
MP- OLSRv2 routing domain and the rest of the Internet. The gateway
MJST renove the source routing header before forwarding the datagram
to the rest of the Internet.
5. Muiltipath Calcul ation
5.1. Requirements of Miltipath Cal cul ation

The Multipath Routing Set nmaintains the information of multiple paths
to the destination. The Path Tuples of the Miltipath Routing Set
(Section 7.2) are generated based on a nultipath al gorithm

For each path to a destination, the al gorithm nmust provide:

o The metric of the path to the destination,

o The list of intermediate routers on the path.

& Parrein Experi ment al [ Page 15]



RFC 8218 Miul tipath OLSRv2 August 2017

8.

Yi

5

For 1 Pv6 networks, as strict source routing is used, only the routers
that exist in the SRROLSRv2 Router Set are considered in the path
calculation, i.e., only the source-routing-supported routers can

exi st in the path.

After the calculation of nmultiple paths, the netric of paths (denoted
c_i for path i) to the destination is conpared to the R netric of the
OLSRv2 Routing Tuple ([RFC7181]) to the same destination. |If the
metric c_i is greater than R nmetric * CUTOFF_RATIO (Section 5), the
correspondi ng path i SHOULD NOT be used. |If less than two paths are
found with netrics less than R netric * CUTOFF_RATIO the router
SHOULD fall back to OLSRv2 Routing Process without using multipath
routing. This can happen if there are too many OLSRv2-only routers
in the network, and requiring nultipath routing may result in

i nferior paths.

By invoking the multipath algorithm up to NUMBER OF PATHS paths are
obt ai ned and added to the Miultipath Routing Set by creating a
Mul tipath Routing Tuple with:

0 MR dest_addr := destination of the datagram

0 An MP_path set with calculated Path Tuples. Each Path Tuple
corresponds to a path obtained in the Miultipath Dijkstra
Algorithm with PT_netric := netric of the cal cul ated path and
PT _address[1l, ..., n-1] :=1list of intermediate routers.

2. Miltipath Dijkstra Al gorithm

This section introduces the Multipath Dijkstra Algorithmas a default
algorithm It tries to obtain disjoint paths when appropriate, but
it does not guarantee strict disjoint paths. The use of other
algorithms is not prohibited, as |l ong as the requirenments descri bed
in Section 8.5.1 are net. Using different nultipath algorithnms will
not inpact the interoperability.

The general principle of the Multipath Dijkstra Al gorithm [ ADHOC11]
is touse the Dijkstra Algorithmfor multiple iterations and to | ook
for the shortest path P[i] to the destination d at iteration i.
After each iteration, the metric of used links is increased.
Conpared to the original Dijkstra s algorithm the main nodification
consists in adding two incremental functions, naned netric functions
fp and fe, in order to prevent the next steps resulting in simlar
pat hs:
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o fp(c) is used to increase nmetrics of arcs belonging to the
previous path P[i-1] (with i>1), where c is the value of the
previous nmetric. This encourages future paths to use different
arcs but not different vertices.

o fe(c) is used to increase netrics of the arcs that lead to
internedi ate vertices of the previous path P[i-1] (with i>1),
where c is the value of the previous netric. The "lead to" neans
that only one vertex of the arc belongs to the previous path
P[i-1] while the other vertex does not. The "internedi ate" neans
that the source and destination vertices are not considered.

Consider the sinple exanple in Figure 1. a path P[i] S--A--Dis
obtained at step i. For the next step, the metric of link S--A and
A--D are to be increased using fp(c) because they belong to the path
P[i]. A--Bis to be increased using fe(c) because Ais an
intermedi ate vertex of path P[i], and Bis not part of P[i]. B--Dis
unchanged.

Figure 1
It is possible to choose a different fp and fe to get |ink-disjoint
pat hs or node-disjoint paths as desired. A recomendation for
configuration of fp and fe is given in Section 9

To get NUMBER OF PATHS different paths, for each path
Pli] (i =1, ..., NUMBER_OF_PATHS):

1. Run Dijkstra's algorithmto get the shortest path P[i] for the
destination d.

2. Apply netric function fp to the netric of links (in both
directions) in P[i].

3. Apply netric function fe to the nmetric of links (in both
directions) that lead to routers used in P[i].

A simple exanple of the Multipath Dijkstra Algorithmis illustrated
in Appendi x A
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Mul tipath Routing Set Updates

The Multipath Routing Set MJUST be updated when the Local Information
Base, the Nei ghborhood Information Base, or the Topol ogy Information
Base indicate a change (including a change of any potentially used
out goi ng nei ghbor netric values) of the known symretric |inks and/or
attached networks in the MANET, hence, changing the Topol ogy G aph as
described in Section 17.7 of [RFCr7181]. How the Multipath Routing
Set is updated depends on whether the set is maintained reactively or
proactively:

0 In reactive node, all the Tuples in the Miltipath Routing Set are
renoved. The new arriving datagrans will be processed as
specified in Section 8.4.

o In proactive node, the routes to all the destinations are updated
according to Section 8.5.

Dat agr am For war di ng

In I Pv4d networks, datagrans are forwarded using | oose source routing
as specified in Section 3.1 of [RFC791].

In I Pv6 networks, datagrans are forwarded using strict source routing
as specified in Section 4.2 of [RFC6554], except the applied routers
are MP-OLSRv2 routers rather than RPL routers. The last hop of the
source route MJIST renpve the source routing header

Configuration Paraneters

This section gives default values and guidelines for setting
paraneters defined in Section 5. Network administrators may wish to
change certain or all the paraneters for different network scenarios
As an experinental protocol, the users of this protocol are also
encouraged to explore different paranmeter settings in various network
environnments and provi de feedback

0 NUMBER OF PATHS := 3. This paraneter defines the number of
paral |l el paths used in datagramforwarding. Setting it to 1 makes
the specification identical to OLSRv2. Setting it to too |arge of
a value may | ead to unnecessary conputational overhead and
i nferior paths.

o MAX SRC HOPS := 10, for |Pv4 networks. For IPv6 networks, it MJST
be set to 0, i.e., no constraint on the maxi mnum nunber of hops.

0 CUTOFF_RATIO := 1.5. It MJST be greater than or equal to 1.
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0 SR TC INTERVAL := 10 x TC_INTERVAL. It MJST be greater than or
equal to TC INTERVAL. It SHOULD be significantly greater than
TC_INTERVAL to reduce unnecessary TC nessage generations

0 SR HODTIME := 3 x SR TC INTERVAL. It MJST be greater than
SR_TC | NTERVAL and SHOULD all ow for a small nunber of | ost
nessages.

If the Multipath Dijkstra Algorithmis applied:
o fp(c) :=4*c, where c is the original metric of the link
o fe(c) :=2*c, where c is the original nmetric of the link

The setting of metric functions fp and fc defines the preference of
obtained nultiple disjoint paths. |If idis the identity function,
i.e., fp(c)=c, three cases are possible:

o if id=fe<fp, only increase the netric of related |inks;

o if id<fe=fp, apply equal increase to the nmetric of related nodes
and | i nks;

o if id<fe<fp, apply greater increase to the netric of related
I'i nks.

Increasing the netric of related |links or nodes nmeans avoiding the
use of such links or nodes in the next path to be cal cul at ed.

Security Considerations

As an extension of [RFC7181], the security considerations and
security architecture illustrated in [RFC7181] are applicable to this
MP- OLSRv2 specification. The inplenentations w thout security
mechani sns are vulnerable to threats discussed in [ RFC8116].

In a mxed network with OLSRv2-only routers, a conprom sed router can
add SOURCE ROUTE TLVs in its TC and HELLO nmessages, which will make
ot her MP-OLSRv2 Routing Processes believe that it supports source
routing. This will increase the possibility of being chosen as MPRs
and put into the source routing header. The fornmer will make it

possi ble to mani pul ate the flooding of TC nessages and the latter

wi || make the datagram pass through the conpronised router.

As with [ RFC7181], a conformant inplenentati on of MP-OLSRv2 MUST, at

m ni mum inplenment the security mechani snms specified in [ RFC7183] to
provide integrity and replay protection of routing control nessages.
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The MP-OLSRv2 Routing Process MJST drop datagranms entering or exiting
an OLSRv2/ MP-OLSRv2 routing domain that contain a source routing
header. Conpared to OLSRv2, the use of the source routing header in
this specification introduces vulnerabilities related to source
routing attacks, which include bypassing filtering devices, bandwi dth
exhaustion of certain routers, etc. Those attacks are discussed in
Section 5 of [RFC6554] and [RFC5095]. The influence is limted to
the OLSRv2/ MP- OLSRv2 routing domai n because the source routing header
is used only in the current routing domain.

If the multiple paths are calcul ated reactively, the datagrans SHOULD
be buffered while the paths are being calculated. Because the path
calculation is local and no control nessage is exchanged, the
buffering tinme should be trivial. However, depending on the CPU
power and nmenory of the router, a maxi num buffer size SHOULD be set
to avoid occupying too rmuch nmenory of the router. Wen the buffer is
full, the ol dest datagrans are dropped. A possible attack that a
mal i ci ous application could | aunch would be one in which it initiates
a large anpbunt of datagrans to all the other routers in the network,
thus triggering path calculation to all the other routers and during
whi ch the datagrams are buffered. This might flush other legitimte
datagrans. But the inmpact of the attack is transient: once the path
calculation is finished, the datagrans are forwarded and the buffer
goes back to enpty.

| ANA Consi der ati ons

Thi s section adds one new Message TLV, allocated as a new Type
Extensi on to an existing Message TLV.

1. Message TLV Types
Thi s specification updates the "Type 7 Message TLV Type Extensions”

registry [ RFC7181] by addi ng the new Type Extensi on SOURCE ROUTE, as
illustrated in Table 1.

S . T S RIS +

| Type | Narme | Descri ption | Reference |

| Extension | | | |

S R o e e e e e e oo oo oo S +
2 SOURCE_RQUTE | I ndi cates that the Thi s

I
| originator of the |
| message supports |
| source-route |
| forwarding. No value. |

Tabl e 1. SOURCE ROUTE Type for Type 7 Message TLV Type Extensions
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Thi s appendi x gives two exanples of the Miultipath Dijkstra Al gorithm

A network topology is depicted in Figure 2

. Ac---- (2)
(1) 1\ \

/ I\ \

S (2) (1) D
W Vo

(1) / \ 1 (2)

Figure 2

The capital letters are the nanes of routers. An arbitrary nmetric
with value between 1 and 3 is used. The initial netrics of all the
links are indicated in the parentheses. The increnental functions
fp(c)=4c and fe(c)=2c are used in this exanple. Two paths from
router Sto router D are demanded

On the first run of the Dijkstra Algorithm the shortest path S->A->D
with nmetric 3 is obtained.

The increnental function fp is applied to increase the nmetric of the
link S-A and A-D, and fe is applied to increase the netric of the
link AA-B and A-C. Figure 3 shows the link nmetrics after the

i ncrenment.

Figure 3

On the second run of the Dijkstra Algorithm the second path
S->B->C->D with netric 6 is obtained.

As nentioned in Section 8.5, the Miultipath Dijkstra Al gorithm does
not guarantee strict disjoint paths in order to avoid choosing
inferior paths. For exanple, given the topology in Figure 4, two
paths fromnode Sto D are desired. On the top of the figure, there
is a high cost path between S and D
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If an algorithmtries to obtain strict disjoint paths, the two paths
obtained will be S--B--D and S--(high cost path)--D, which are
extrenmely unbal anced. It is undesirable because it will cause huge
del ay variance between the paths. By using the Miultipath Dijkstra
Al gorithm which is based on the punishing schene, S--B--D and
S--B--C--D will be obtained.

--hi gh cost path-

Figure 4
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