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Abstract

Thi s docunent updates RFC 4271 by defining the default behavior of a
BGP speaker when there is no Inport or Export Policy associated with
an External BGP session.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc8212

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

BGP routing security issues need to be addressed in order to make the
Internet nore stable. Route |eaks [RFC7908] are part of the problem
but software defects or operator m sconfiguration can al so
contribute. This docunent updates [ RFC4271] so that routes are

nei ther inported nor exported unless specifically enabled by
configuration. This change reduces the consequences of these

probl ems and i nproves the default |evel of Internet routing security.

Many depl oyed BGP speakers send and accept any and all route
announcenents between their BGP nei ghbors by default. This practice
dates back to the early days of the Internet, where operators were
perm ssive in sending routing information to allow all networks to
reach each other. As the Internet has become nore densely

i nterconnected, the risk of a m sbehaving BGP speaker poses
significant risks to Internet routing.

This specification intends to inprove this situation by requiring the
explicit configuration of both BGP Inport and Export Policies for any
External BGP (EBGP) session such as custoners, peers, or

conf ederation boundaries for all enabled address famlies. Through
codi fication of the aforenentioned requirenment, operators will

benefit from consistent behavior across different BGP

i mpl ement ati ons.

BGP speakers followi ng this specification do not use or send routes
on EBGP sessions, unless specifically configured to do so.
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2. Term nol ogy

[ RFC4271] describes a Policy Informati on Base (PIB) that contains

| ocal policies that can be applied to the information in the Routing
Informati on Base (RIB). This docunent distinguishes the type of a
policy based on its application

I mport Policy: a local policy to be applied to the information
contained in the Adj-RIBs-In. As described in Section 3.2 [RFC4271],
the Adj-RIBs-In contain information | earned from other BGP speakers,
and the application of the Inport Policy results in the routes that
will be considered in the Decision Process by the |ocal BGP speaker.

Export Policy: a local policy to be applied in selecting the
information contained in the Adj-RIBs-Qut. As described in

Section 3.2 [ RFC4271], the Adj-RIBs-Qut contain information that has
been sel ected for advertisenment to other BGP speakers.

2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. Changes to RFC 4271

Thi s section updates [RFC4271] to specify the default behavior of a
BGP speaker when there are no Inport or Export Policies associated
with a particular EBGP session. A BGP speaker MAY provide a
configuration option to deviate fromthe foll owi ng updated behavi ors.

The foll owi ng paragraph is added to Section 9.1 (Decision Process)
after the fifth paragraph, which ends in "route aggregation and route
i nformati on reduction":

Routes contained in an Adj-RIB-In associated with an EBGP peer
SHALL NOT be considered eligible in the Decision Process if no
explicit Inmport Policy has been applied.

The foll owi ng paragraph is added to Section 9.1.3 (Phase 3: Route
Di ssem nation) after the third paragraph, which ends in "by neans of
an UPDATE message (see 9.2).":

Rout es SHALL NOT be added to an Adj-RIB-Qut associated with an
EBGP peer if no explicit Export Policy has been applied.
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4.

6

6

Security Considerations

Perm ssive default routing policies can result in inadvertent effects
such as route | eaks [ RFC7908], in general resulting in routing of
traffic through an unexpected path. Wile it is possible for an
operator to use nmonitoring to detect unexpected flows, there is no
general framework that can be applied. These policies also have the
potential to expose software defects or msconfiguration that could
have unforeseen technical and business inpacting effects.

The update to [ RFC4271] specified in this docunent is intended to
elimnate those inadvertent effects. Operators nust explicitly
configure Inmport and Export Policies to achieve their expected goals.
There is of course no protection against a nalicious or incorrect
explicit configuration

The security considerations described in [RFC4271] and the
vul nerability analysis discussed in [RFC4272] al so apply to this
docunent .

I ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
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Appendi x A.  Transition Considerations for BGP | nplenmenters
Thi s appendi x i s not normative.

For an inplenmenter, transitioning to a conpliant BGP i nplenentation
may require a process that can take several years

It is understood and acknow edged that operators who are taking
advant age of an undefined behavior will always be surprised by
changes to said behavior.

A 1. "N+l N+2" Rel ease Strategy

An i mpl enenter could | everage an approach described as the "N+1 and

N+2" rel ease strategy. 1In release N+1, the inplenenter introduces a
new default configuration paraneter to indicate that the BGP speaker
is operating in "ebgp insecure-nobde". In addition to the

i ntroduction of the new paraneter, an inplenenter could begin to
display informational warnings to the operator that certain parts of

the configuration are inconplete. 1In release N+1, operators of the
BGP i npl ement ati on becone aware that a configurable default exists in
the inplementation, and can prepare accordingly. In release N+2 or

|ater, the inverse of the previous default configuration paraneter
that was introduced in rel ease N+1 becones the new default.

As a result, any new installation of release N+2 will adhere to this
docunent. Installations upgraded fromversion release N+1 will
adhere to the previous insecure behavior, if no nodification was nmade
to the "ebgp i nsecure-npde" configuration paraneter.
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