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Abst ract

In order to verifiably validate the origin Autononous Systens and
Aut ononobus System Pat hs of BGP announcenents, routers need a sinple
but reliable mechanismto receive Resource Public Key Infrastructure
(RFC 6480) prefix origin data and router keys froma trusted cache.
Thi s docunent describes a protocol to deliver them

Thi s docunent describes version 1 of the RPKI-Router protocol. RFC
6810 describes version 0. This docunent updates RFC 6810.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8210
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Copyri ght Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

1.

I nt roducti on

In order to verifiably validate the origin Autononous Systens (ASes)
and AS pat hs of BGP announcenents, routers need a sinple but reliable
mechani smto receive cryptographically validated Resource Public Key
Infrastructure (RPKI) [RFC6480] prefix origin data and router keys
froma trusted cache. This docunent describes a protocol to deliver
them The design is intentionally constrained to be usable on nuch
of the current generation of ISP router platfornmns.

Thi s docunent updates [ RFC6810].

Section 3 describes the deploynent structure, and Section 4 then
presents an operational overview The binary payl oads of the
protocol are formally described in Section 5, and the expected
Protocol Data Unit (PDU) sequences are described in Section 8. The
transport protocol options are described in Section 9. Section 10
details how routers and caches are configured to connect and

aut henticate. Section 11 describes likely deploynment scenarios. The
traditional security and | ANA consi derations end the docunent.

The protocol is extensible in order to support new PDUs with new
semantics, if deploynment experience indicates that they are needed.
PDUs are versioned shoul d depl oynent experience call for change.
1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
2. Changes from RFC 6810

Thi s section summari zes the significant changes between [ RFC6810] and
the protocol described in this docunent.

0 New Router Key PDU type (Section 5.10) added
0o Explicit timng paraneters (Section 5.8, Section 6) added.
0 Protocol version nunber incremented fromO (zero) to 1 (one).

o Protocol version nunber negotiation (Section 7) added.
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2

G ossary
The following terns are used with special meaning.

G obal RPKI: The authoritative data of the RPKI are published in a
distributed set of servers at the | ANA Regional Internet
Regi stries (RIRs), National Internet Registries (NIRs), and | SPs;
see [ RFC6481].

Cache: A cache is a coal esced copy of the published dobal RPK
data, periodically fetched or refreshed, directly or indirectly,
usi ng the rsync protocol [RFC5781] or sonme successor. Relying
Party software is used to gather and validate the distributed data
of the RPKI into a cache. Trusting this cache further is a matter
between the provider of the cache and a Relying Party.

Serial Nunber: "Serial Nunmber" is a 32-bit strictly increasing
unsi gned integer which waps from2”32-1 to 0. It denotes the
| ogi cal version of a cache. A cache increnents the value when it
successfully updates its data froma parent cache or fromprimary
RPKI data. While a cache is receiving updates, new incom ng data
and inplicit deletes are associated with the new serial but MJST
NOT be sent until the fetch is conplete. A Serial Nunber is not
comensur ate between different caches or different protoco
versions, nor need it be nmaintained across resets of the cache
server. See [RFC1982] on DNS Serial Number Arithmetic for too
much detail on the topic.

Session I D: Wen a cache server is started, it generates a
Session ID to uniquely identify the instance of the cache and to
bind it to the sequence of Serial Nunbers that cache instance will
generate. This allows the router to restart a failed session
knowi ng that the Serial Number it is using is commensurate with
that of the cache.

Payl oad PDU. A payload PDU is a protocol nessage which contains data
for use by the router, as opposed to a PDU which conveys the
control mechanisms of this protocol. Prefixes and Router Keys are
exanpl es of payl oad PDUs.

Depl oynent Structure

Depl oynent of the RPKI to reach routers has a three-level structure
as foll ows:

G obal RPKI: The authoritative data of the RPKI are published in a
distributed set of servers at the ANA, RIRs, NIRs, and | SPs (see
[ RFC6481] ) .
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Local Caches: Local caches are a local set of one or nore collected
and verified caches of RPKI data. A Relying Party, e.g., router
or other client, MJST have a trust relationship with, and a
trusted transport channel to, any cache(s) it uses.

Routers: A router fetches data froma |ocal cache using the protoco
described in this docunent. It is said to be a client of the
cache. There MAY be nmechanisns for the router to assure itself of
the authenticity of the cache and to authenticate itself to the
cache (see Section 9)

4. Operational Overview

A router establishes and keeps open a connection to one or nore
caches with which it has client/server relationships. It is
configured with a sem -ordered |ist of caches and establishes a
connection to the nost preferred cache, or set of caches, which
accept the connections.

The router MJIST choose the nost preferred, by configuration, cache or
set of caches so that the operator may control |oad on their caches
and the G obal RPKI

Periodically, the router sends to the cache the nost recent Seri al
Nunber for which it has received data fromthat cache, i.e., the
router’s current Serial Number, in the formof a Serial Query. When
a router establishes a new session with a cache or wishes to reset a
current relationship, it sends a Reset Query.

The cache responds to the Serial Query with all data changes which
took place since the given Serial Nunmber. This may be the null set,
in which case the End of Data PDU (Section 5.8) is still sent. Note
that the Serial Number comparison used to determ ne "since the given
Serial Number" MUST take w ap-around into account; see [RFC1982].

When the router has received all data records fromthe cache, it sets
its current Serial Nunber to that of the Serial Nunber in the
recei ved End of Data PDU

When the cache updates its database, it sends a Notify PDU to every
currently connected router. This is a hint that now woul d be a good
time for the router to poll for an update, but it is only a hint.
The protocol requires the router to poll for updates periodically in
any case.

Strictly speaking, a router could track a cache sinply by asking for

a conplete data set every tinme it updates, but this would be very
inefficient. The Serial -Nunber-based increnmental update nechani sm
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allows an efficient transfer of just the data records which have
changed since the last update. As with any update protocol based on
incremental transfers, the router must be prepared to fall back to a
full transfer if for any reason the cache is unable to provide the
necessary increnental data. Unlike sone increnental transfer
protocols, this protocol requires the router to make an explicit
request to start the fallback process; this is deliberate, as the
cache has no way of know ng whether the router has al so established
sessions with other caches that may be able to provide better

servi ce.

As a cache server must evaluate certificates and ROAs (Route Oigin
Aut hori zati ons; see [RFC6480]), which are time dependent, servers
cl ocks MJUST be correct to a tol erance of approxi mately an hour.

5. Protocol Data Units (PDUs)

The exchanges between the cache and the router are sequences of
exchanges of the following PDUs according to the rules described in
Section 8.

Reserved fields (marked "zero" in PDU diagrans) MJST be zero on
transm ssi on and MJST be ignored on receipt.

5.1. Fields of a PDU
PDUs contain the follow ng data el ements:

Protocol Version: An 8-bit unsigned integer, currently 1, denoting
the version of this protocol

PDU Type: An 8-bit unsigned integer, denoting the type of the PDU
e.g., IPv4d Prefix.

Serial Number: The Serial Number of the RPKI cache when this set of
PDUs was received froman upstream cache server or gathered from
the A obal RPKI. A cache increnments its Serial Number when
completing a rigorously validated update from a parent cache or
the d obal RPKI

Session ID: A 16-bit unsigned integer. Wen a cache server is
started, it generates a Session IDto identify the instance of the
cache and to bind it to the sequence of Serial Numbers that cache

instance will generate. This allows the router to restart a
fail ed session knowi ng that the Serial Number it is using is
commensurate with that of the cache. If, at any time after the

protocol version has been negotiated (Section 7), either the
router or the cache finds that the value of the Session ID is not

Bush & Austein St andards Track [ Page 7]



RFC 8210 RPKI - Rout er Pr ot ocol Sept enber 2017

the sane as the other’s, the party which detects the nismatch MJST
imedi ately terminate the session with an Error Report PDU with
code O ("Corrupt Data"), and the router MJST flush all data

| earned fromthat cache.

Note that sessions are specific to a particular protocol version
That is, if a cache server supports multiple versions of this
protocol, happens to use the same Session ID value for multiple
protocol versions, and further happens to use the same Seri al
Nunber values for two or nore sessions using the same Session ID
but different Protocol Version values, the Serial Numbers are not
commensurate. The full test for whether Serial Nunbers are
comrensurate requires conparing Protocol Version, Session ID, and
Serial Nunber. To reduce the risk of confusion, cache servers
SHOULD NOT use the same Session ID across multiple protoco
versions, but even if they do, routers MJST treat sessions with
different Protocol Version fields as separate sessions even if
they do happen to have the sane Session |D.

Shoul d a cache erroneously reuse a Session ID so that a router
does not realize that the session has changed (old Session ID and
new Session I D have the same nuneric value), the router may becone
confused as to the content of the cache. The time it takes the
router to discover that it is confused will depend on whether the
Serial Nunbers are also reused. |If the Serial Nunmbers in the old
and new sessions are different enough, the cache will respond to
the router’s Serial Query with a Cache Reset, which will solve the
problem |If, however, the Serial Nunbers are close, the cache may
respond with a Cache Response, which nmay not be enough to bring
the router into sync. |In such cases, it’s likely but not certain
that the router will detect some di screpancy between the state
that the cache expects and its own state. For exanple, the Cache
Response may tell the router to drop a record which the router
does not hold or may tell the router to add a record which the
router already has. 1|In such cases, a router will detect the error
and reset the session. The one case in which the router may stay
out of sync is when nothing in the Cache Response contradicts any
data currently held by the router.

Usi ng persistent storage for the Session ID or a cl ock-based
schene for generating Session |IDs should avoid the risk of
Session I D collisions.

The Session ID mght be a pseudorandom value, a strictly
increasing value if the cache has reliable storage, et cetera. A
seconds- si nce-epoch tinestanp val ue such as the PCSI X tinme()
function makes a good Session |ID val ue.
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Length: A 32-bit unsigned integer which has as its value the count
of the bytes in the entire PDU, including the 8 bytes of header
whi ch includes the length field.

Flags: The lowest-order bit of the Flags field is 1 for an
announcerent and O for a withdrawal. For a Prefix PDU (IPv4 or
I Pv6), the flag indicates whether this PDU announces a new ri ght
to announce the prefix or withdraws a previously announced right;
a withdraw effectively del etes one previously announced Prefix PDU
with the exact same Prefix, Length, Max-Len, and Autononous System
Nunber (ASN). Simlarly, for a Router Key PDU, the flag indicates
whet her this PDU announces a new Router Key or del etes one
previ ously announced Router Key PDU with the exact same AS Nunber,
subj ect Keyl denti fier, and subject Publi cKeyl nfo.

The remaining bits in the Flags field are reserved for future use.
In protocol version 1, they MJST be zero on transm ssi on and MJST
be ignored on receipt.

Prefix Length: An 8-bit unsigned integer denoting the shortest
prefix allowed by the Prefix el enment.

Max Length: An 8-bit unsigned integer denoting the |ongest prefix
all owed by the Prefix element. This MJST NOT be | ess than the
Prefix Length el ement.

Prefix: The IPv4 or I1Pv6 prefix of the ROA

Aut ononous System Nunber: A 32-bit unsigned integer representing an
ASN al | owed to announce a prefix or associated with a router key.

Subj ect Key Ildentifier: 20-octet Subject Key Identifier (SKI) value
of a router key, as described in [ RFC6487].

Subj ect Public Key Info: A router key's subjectPublicKeylnfo val ue,
as described in [RFC8208]. This is the full ASN. 1 DER encodi ng of
t he subj ect Publ i cKeyl nfo, including the ASN.1 tag and | ength
val ues of the subjectPublicKeyl nfo SEQUENCE

Refresh Interval: Interval between nornal cache polls. See
Section 6.

Retry Interval: Interval between cache poll retries after a failed
cache poll. See Section 6

Expire Interval: Interval during which data fetched froma cache
remains valid in the absence of a successful subsequent cache
poll. See Section 6.
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5.2. Serial Notify
The cache notifies the router that the cache has new dat a.

The Session |ID reassures the router that the Serial Nunbers are
comensurate, i.e., the cache session has not been changed.

Upon receipt of a Serial Notify PDU, the router MAY issue an

i medi ate Serial Query (Section 5.3) or Reset Query (Section 5.4)
without waiting for the Refresh Interval tinmer (see Section 6) to
expire

Serial Notify is the only nmessage that the cache can send that is not
in response to a nessage fromthe router.

If the router receives a Serial Notify PDU during the initial startup
peri od where the router and cache are still negotiating to agree on a
protocol version, the router MJST sinply ignore the Serial Notify
PDU, even if the Serial Notify PDUis for an unexpected protoco
version. See Section 7 for details.

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | Session ID |
I 1 I 0 I I
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
I I
| Lengt h=12 |
I I
Fo m o e e e aiaao--- +

I I
| Serial Number |
I I

5.3. Serial Query

The router sends a Serial Query to ask the cache for al
announcenents and wi thdrawal s whi ch have occurred since the Seria
Nunber specified in the Serial Query.

The cache replies to this query with a Cache Response PDU

(Section 5.5) if the cache has a (possibly null) record of the
changes since the Serial Nunber specified by the router, followed by
zero or nore payload PDUs and an End OF Data PDU (Section 5.38)
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When replying to a Serial Query, the cache MJST return the mini num
set of changes needed to bring the router into sync with the cache.
That is, if a particular prefix or router key underwent nultiple
changes between the Serial Number specified by the router and the
cache's current Serial Nunber, the cache MJST nerge those changes to
present the sinplest possible view of those changes to the router

In general, this means that, for any particular prefix or router key,
the data streamw |l include at npst one w thdrawal followed by at
nmost one announcenent, and if all of the changes cancel out, the data
streamw || not nmention the prefix or router key at all

The rationale for this approach is that the entire purpose of the
RPKI - Rout er protocol is to offload work fromthe router to the cache,
and it should therefore be the cache’s job to sinplify the change
set, thus reducing work for the router.

If the cache does not have the data needed to update the router,
per haps because its records do not go back to the Serial Nunber in
the Serial Query, then it responds with a Cache Reset PDU
(Section 5.9).

The Session ID tells the cache what instance the router expects to
ensure that the Serial Nunmbers are comensurate, i.e., the cache
sessi on has not been changed.

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | Session ID |
I 1 I 1 I I
o m m e e e e e e e e e e e e e e eeee oo +
I I
| Lengt h=12 |
I I
o m e e e e e e e e e e e e e e e e e eeee e +

I I
| Serial Number |
I I
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5. 4.

Reset Query

The router tells the cache that it wants to receive the total active,
current, non-w thdrawn dat abase. The cache responds with a Cache
Response PDU (Section 5.5), followed by zero or nore payl oad PDUs and
an End of Data PDU (Section 5.8).

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | zero |
I 1 I 2 I I
o m m e e e e e e e e e e e e e e eeee oo +

Cache Response

The cache responds to queries with zero or nore payl oad PDUs. When
replying to a Serial Query (Section 5.3), the cache sends the set of
announcenents and wi thdrawal s that have occurred since the Seria
Nunber sent by the client router. Wen replying to a Reset Query
(Section 5.4), the cache sends the set of all data records it has; in
this case, the w thdraw announce field in the payl oad PDUs MJST have
the value 1 (announce).

In response to a Reset Query, the new value of the Session ID tells
the router the instance of the cache session for future confirmation.
In response to a Serial Query, the Session |ID being the same
reassures the router that the Serial Nunbers are conmensurate, i.e.,
the cache session has not been changed.

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | Session ID |
| 1 | 3 | |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
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| Pv4 Prefix

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | zero |
I 1 I 4 I I
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| |
| Lengt h=20 |
I I
TR +

| Prefix | Max | |
| Flags | Length | Length | zero |
| | 0..32 | 0..32 | |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| _ |
| | Pv4 Prefix |
I I
o e e e e e e e e e e e e e e e e e e e e e emaeao - +

The | owest-order bit of the Flags field is 1 for an announcenent and
0 for a w thdrawal .

In the RPKI, nothing prevents a signing certificate fromissuing two
identical ROAs. In this case, there would be no senmantic difference
bet ween the objects, merely a process redundancy.

In the RPKI, there is also an actual need for what might appear to a
router as identical IPvX PDUs. This can occur when an upstream
certificate is being reissued or there is an address ownership
transfer up the validation chain. The ROA would be identical in the
router sense, i.e., have the sane {Prefix, Len, Max-Len, ASN}, but it
woul d have a different validation path in the RPKI. This is
inmportant to the RPKI but not to the router.

The cache server MJST ensure that it has told the router client to
have one and only one I PvX PDU for a unique {Prefix, Len, Max-Len,
ASN} at any one point in tinme. Should the router client receive an
IPvX PDU with a {Prefix, Len, Max-Len, ASN} identical to one it

al ready has active, it SHOULD rai se a Duplicate Announcenent Received
error.
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5.7. | Pv6 Prefix

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | zero |
I 1 I 6 I I
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| |
| Lengt h=32 |
I I
TR +
| Prefix | Max | |

| Flags | Length | Length | zero |
0..128 | 0..128 | |

oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
I I
+-- - .-t
| _ |
+--- | Pv6 Prefix ---+
| |
+--- ---+
I I
TR +

Anal ogous to the IPv4 Prefix PDU, it has 96 nore bits and no nagic.
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5.8. End of Data
The cache tells the router it has no nore data for the request.
The Session I D and Protocol Version MJUST be the sane as that of the

correspondi ng Cache Response which began the (possibly null) sequence
of payl oad PDUs.

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | Session ID |
I 1 I 7 I I
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| |
| Lengt h=24 |
I I
o m o e oo ieaiaaoo-- +

| Serial Number |

o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| |
| Retry Interval |
I I
o m e e e e e e e e e e e e e e e eeee e +

The Refresh Interval, Retry Interval, and Expire Interval are al
32-bit elapsed tinmes nmeasured in seconds. They express the timng
paraneters whi ch the cache expects the router to use in deciding when
to send subsequent Serial Query or Reset Query PDUs to the cache.

See Section 6 for an explanation of the use and the range of allowed
val ues for these paraneters
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5.9. Cache Reset

The cache may respond to a Seri al

RPKI - Rout er Pr ot ocol

Sept enber 2017

Query informng the router that the

cache cannot provide an increnental update starting fromthe Seri al

Nunber specified by the router.
i ssue a Reset Query or switch to

The router nust deci de whether to
a different cache.

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | zero |
I 1 I 8 I I
o m m e e e e e e e e e e e e e e eeee oo +

5.10. Router Key
0 8 16 24 31
| Protocol | PDU | | |
| Version | Type | Fl ags | zero |
I 1 I 9 I I I
o mm e e e e e e e e e e e e e e e e e e e e e meamamo - +
| |
| Lengt h |
I I
o m e e e e e e e e e e e e e e e eeee e +
I I
+- - - —
| Subj ect Key Ildentifier |
+- - - ---+
I I
+--- -
| (20 octets) |
+- - - —
| |
oo o e e e e e e e e e e e e e oo oo +
I I
| AS Number |
I I
o mm e e e e e e e e e e e e e e e e e e e e e meamamo - +
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The | owest-order bit of the Flags field is 1 for an announcenent and
0 for a withdrawal.

The cache server MJST ensure that it has told the router client to
have one and only one Router Key PDU for a unique {SKI, ASN, Subject
Public Key} at any one point in tine. Should the router client
receive a Router Key PDU with a {SKI, ASN, Subject Public Key}
identical to one it already has active, it SHOULD rai se a Duplicate
Announcenent Recei ved error

Note that a particular ASN nmay appear in nultiple Router Key PDUs
with different Subject Public Key values, while a particular Subject
Public Key value rmay appear in nultiple Router Key PDUs wth
different ASNs. In the interest of keeping the announcenent and

wi t hdrawal semantics as sinple as possible for the router, this
protocol nmakes no attenpt to conpress either of these cases.

Al'so note that it is possible, albeit very unlikely, for nultiple

di stinct Subject Public Key values to hash to the same SKI. For this
reason, inplementations MJST conpare Subject Public Key val ues as
wel |l as SKIs when detecting duplicate PDUs.

5.11. Error Report
This PDU is used by either party to report an error to the other

Error reports are only sent as responses to other PDUs, not to report
errors in Error Report PDUs.

Error codes are described in Section 12

If the error is generic (e.g., "Internal Error") and not associated
with the PDU to which it is responding, the Erroneous PDU field MJST
be enpty and the Length of Encapsul ated PDU field MUST be zero.

An Error Report PDU MJUST NOT be sent for an Error Report PDU. |f an
erroneous Error Report PDU is received, the session SHOULD be
dr opped.

If the error is associated with a PDU of excessive length, i.e., too
long to be any | egal PDU other than another Error Report, or a
possi bly corrupt |length, the Erroneous PDU field MAY be truncated.

The di agnostic text is optional; if not present, the Length of Error

Text field MIST be zero. |If error text is present, it MJST be a
string in UTF-8 encodi ng (see [ RFC3629]).
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0 8 16 24 31
| Protocol | PDU | |
| Version | Type | Error Code |
I 1 I 10 I I
o m e e e e e e e e e e e e e e e eeee e +
I I
| Lengt h |
| |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +

I
Arbitrary Text |
of |

Error Diagnostic Message ~
|

6. Protocol Timng Paraneters

Since the data the cache distributes via the RPKI-Router protocol are
retrieved fromthe G obal RPKI systemat intervals which are only
known to the cache, only the cache can really know how frequently it
makes sense for the router to poll the cache, or how |l ong the data
are likely to remain valid (or, at |east, unchanged). For this
reason, as well as to allow the cache some control over the |oad
placed on it by its client routers, the End Of Data PDU i ncl udes
three values that allow the cache to comunicate timng paranmeters to
the router:

Refresh Interval: This paraneter tells the router how long to wait
before next attenpting to poll the cache and between subsequent
attenpts, using a Serial Query or Reset Query PDU. The router
SHOULD NOT poll the cache sooner than indicated by this parameter.
Note that receipt of a Serial Notify PDU overrides this interval
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and suggests that the router issue an i mediate query w thout
waiting for the Refresh Interval to expire. Countdown for this
timer starts upon receipt of the containing End O Data PDU

M ni mum al | owed value: 1 second.
Maxi mum al | owed val ue: 86400 seconds (1 day).
Recommended default: 3600 seconds (1 hour).

Retry Interval: This paraneter tells the router how long to wait
before retrying a failed Serial Query or Reset Query. The router
SHOULD NOT retry sooner than indicated by this paraneter. Note
that a protocol version nmismatch overrides this interval: if the
router needs to downgrade to a | ower protocol version nunber, it
MAY send the first Serial Query or Reset Query immediately.
Countdown for this tinmer starts upon failure of the query and
restarts after each subsequent failure until a query succeeds.

M ni mum al | owed val ue: 1 second.
Maxi mum al | owed val ue: 7200 seconds (2 hours).
Recommended default: 600 seconds (10 mi nutes).

Expire Interval: This parameter tells the router how long it can
continue to use the current version of the data while unable to
perform a successful subsequent query. The router MJUST NOT retain
the data past the tine indicated by this paraneter. Countdown for
this timer starts upon receipt of the containing End O Data PDU
M ni mum al | owed val ue: 600 seconds (10 m nutes).

Maxi mum al | owed val ue: 172800 seconds (2 days).
Recommended default: 7200 seconds (2 hours).

If the router has never issued a successful query against a

particul ar cache, it SHOULD retry periodically using the default

Retry Interval, above.

Caches MUST set Expire Interval to a value larger than either Refresh
Interval or Retry Interval

Bush & Austein St andards Track [ Page 19]



RFC 8210 RPKI - Rout er Pr ot ocol Sept enber 2017

7

Prot ocol Version Negotiation

A router MJST start each transport connection by issuing either a
Reset Query or a Serial Query. This query will tell the cache which
version of this protocol the router inplenents.

If a cache which supports version 1 receives a query froma router
whi ch specifies version 0, the cache MJUST downgrade to protoco
version O [ RFC6810] or send a version 1 Error Report PDU with Error
Code 4 ("Unsupported Protocol Version") and term nate the connection

If a router which supports version 1 sends a query to a cache which
only supports version 0, one of two things will happen

1. The cache may terninate the connection, perhaps with a version 0
Error Report PDU. In this case, the router MAY retry the
connection using protocol version O.

2. The cache may reply with a version O response. 1In this case, the
router MJST either downgrade to version O or terminate the
connecti on.

In any of the downgraded conbi nati ons above, the new features of
version 1 will not be available, and all PDUs will have O in their
version fields.

If either party receives a PDU containing an unrecogni zed Protoco
Version (neither 0 nor 1) during this negotiation, it MJST either
downgrade to a known version or term nate the connection, with an
Error Report PDU unless the received PDU is itself an Error
Report PDU

The router MJIST ignore any Serial Notify PDUs it mght receive from
the cache during this initial startup period, regardl ess of the
Protocol Version field in the Serial Notify PDU  Since Session ID
and Serial Nunber values are specific to a particular protoco
version, the values in the notification are not useful to the router
Even if these values were neaningful, the only effect that processing
the notification would have would be to trigger exactly the sane
Reset Query or Serial Query that the router has already sent as part
of the not-yet-conplete version negotiation process, so there is

not hing to be gai ned by processing notifications until version
negoti ati on conpl et es.

Caches SHOULD NOT send Serial Notify PDUs before version negotiation
conpl etes. Routers, however, MJST handl e such notifications (by

i gnoring then) for backwards conpatibility with caches serving
protocol version O.
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Once the cache and router have agreed upon a Protocol Version via the
negoti ati on process above, that version is stable for the life of the
session. See Section 5.1 for a discussion of the interaction between
Prot ocol Version and Session ID

If either party receives a PDU for a different Protocol Version once

the above negotiation conpletes, that party MJST drop the session;

unl ess the PDU contai ni ng the unexpected Protocol Version was itself

an Error Report PDU, the party dropping the session SHOULD send an

Error Report with an error code of 8 ("Unexpected Protocol Version").
8. Protocol Sequences

The sequences of PDU transm ssions fall into four conversations as
fol | ows:

8.1. Start or Restart

and sends new seri al

Cache Rout er
| <----- Reset Query -------- | R requests data (or Serial Query)
I I
| ----- Cache Response ----- > | C confirns request
| ------- Payl oad PDU ------ > | C sends zero or nore
| ------- Payl oad PDU ------ > | | Pv4 Prefix, I1Pv6 Prefix,
| ------- Payl oad PDU ------ > | or Router Key PDUs
| - End of Data ------ > | C sends End of Data
I

When a transport connection is first established, the router MJUST
send either a Reset Query or a Serial Query. A Serial Query would be
appropriate if the router has significant unexpired data froma
broken session with the sane cache and renenbers the Session | D of
that session, in which case a Serial Query containing the Session ID
fromthe previous session will allowthe router to bring itself up to
date while ensuring that the Serial Nunbers are comensurate and that
the router and cache are speaking conpatible versions of the
protocol. In all other cases, the router |acks the necessary data
for fast resynchronization and therefore MJST fall back to a Reset
Query.

The Reset Query sequence is al so used when the router receives a
Cache Reset, chooses a new cache, or fears that it has otherw se | ost
its way.

See Section 7 for details on version negotiation
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To limt the length of tine a cache must keep the data necessary to
generate increnental updates, a router MJST send either a Serial
Query or a Reset Query periodically. This also acts as a keep-alive
at the application |layer. See Section 6 for details on the required
pol i ng frequency.

8.2. Typical Exchange

Cache Rout er
|~ -------- Notify ---------- >|~ (optional)
I Cemeo- Serial Qery ------- I R requests data
I ----- Cache Response ----- > C confirms request

| ------- Payl oad PDU ------ > | C sends zero or nore

| ------- Payl oad PDU ------ > I Pv4 Prefix, I1Pv6 Prefix,
| ------- Payl oad PDU ------ > or Router Key PDUs

| ------- End of Data ------ > C sends End of Data

and sends new seri al

The cache server SHOULD send a Notify PDU with its current Seria
Nunber when the cache’s serial changes, with the expectation that the
router MAY then issue a Serial Query earlier than it otherw se m ght.
This is anal ogous to DNS NOTI FY in [ RFC1996]. The cache MJST
rate-limt Serial Notifies to no nore frequently than one per m nute.

When the transport layer is up and either a tinmer has gone off in the
router or the cache has sent a Notify PDU, the router queries for new
data by sending a Serial Query, and the cache sends all data newer
than the serial in the Serial Query.

To limt the length of tine a cache nust keep old withdraws, a router

MUST send either a Serial Query or a Reset Query periodically. See
Section 6 for details on the required polling frequency.
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8.3. No Increnental Update Avail abl e

Cache Rout er
| <-=----- Serial Qery ------ | R requests data
| ------- Cache Reset ------ > | C cannot supply update

| | fromspecified seria

| <------ Reset Query ------- | R requests new data
| ----- Cache Response ----- > | C confirns request
| ------- Payl oad PDU ------ > | C sends zero or nore
| ------- Payl oad PDU ------ > | I Pv4 Prefix, I1Pv6 Prefix,
| ------- Payl oad PDU ------ > | or Router Key PDUs
| ------- End of Data ------ > | C sends End of Data
I

and sends new seri al

The cache nmay respond to a Serial Query with a Cache Reset, informng
the router that the cache cannot supply an increnmental update from
the Serial Nunber specified by the router. This might be because the
cache has | ost state, or because the router has waited too | ong
between polls and the cache has cleaned up old data that it no |onger
believes it needs, or because the cache has run out of storage space
and had to expire sonme old data early. Regardless of howthis state
arose, the cache replies with a Cache Reset to tell the router that
it cannot honor the request. Wien a router receives this, the router
SHOULD attenpt to connect to any nore-preferred caches in its cache
list. |If there are no nore-preferred caches, it MJST issue a Reset
Query and get an entire new |l oad fromthe cache.

8.4. Cache Has No Data Avail abl e

Cache Rout er

| <------ Serial Query ------ | R requests data

| ---- Error Report PDU ---->] C No Data Avail able
Cache Rout er

| <------ Reset Qery ------- | R requests data

| ---- Error Report PDU ---->] C No Data Avail able

The cache may respond to either a Serial Query or a Reset Query
informng the router that the cache cannot supply any update at all
The nost likely cause is that the cache has | ost state, perhaps due
to a restart, and has not yet recovered. Wile it is possible that a
cache mght go into such a state w thout dropping any of its active
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sessions, a router is nore likely to see this behavior when it
initially connects and issues a Reset Query while the cache is stil
rebuil ding its database.

When a router receives this kind of error, the router SHOULD attenpt
to connect to any other caches in its cache list, in preference

order. |If no other caches are avail able, the router MJST issue
periodic Reset Queries until it gets a new usable load fromthe
cache.

9. Transport

The transport-| ayer session between a router and a cache carries the
binary PDUs in a persistent session

To prevent cache spoofing and DoS attacks by illegitimate routers, it
is highly desirable that the router and the cache be authenticated to
each other. Integrity protection for payloads is also desirable to

prot ect agai nst nonkey-in-the-mddle (MTM attacks. Unfortunately,
there is no protocol to do so on all currently used pl atfornmns.
Therefore, as of the witing of this document, there is no mandatory-
to-inpl enent transport which provides authentication and integrity
protection.

To reduce exposure to dropped but non-term nated sessions, both
caches and routers SHOULD enabl e keep-alives when available in the
chosen transport protocol

It is expected that, when the TCP Authentication Option (TCP-AO
[ RFC5925] is available on all platfornms depl oyed by operators, it
wi || become the nandatory-to-inplenent transport.

Caches and routers MJIST inpl ement unprotected transport over TCP
using a port, rpki-rtr (323); see Section 14. Qperators SHOULD use
procedural neans, e.g., access control lists (ACLs), to reduce the
exposure to authentication issues.

If unprotected TCP is the transport, the cache and routers MJST be on
the same trusted and control | ed network.

If available to the operator, caches and routers MJST use one of the
foll owi ng nore protected protocol s:

0 Caches and routers SHOULD use TCP-AO transport [RFC5925] over the
rpki-rtr port.
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Bus

0 Caches and routers MAY use Secure Shell version 2 (SSHv2)
transport [RFC4252] using the normal SSH port. For an exanpl e,
see Section 9. 1.

0 Caches and routers MAY use TCP MD5 transport [ RFC2385] using the
rpki-rtr port. Note that TCP MD5 has been obsol eted by TCP-AO
[ RFC5925] .

0 Caches and routers MAY use TCP over |Psec transport [RFC4301]
using the rpki-rtr port.

0 Caches and routers MAY use Transport Layer Security (TLS)
transport [RFC5246] using port rpki-rtr-tls (324); see Section 14.

SSH Tr ansport

To run over SSH, the client router first establishes an SSH transport
connection using the SSHv2 transport protocol, and the client and
server exchange keys for nessage integrity and encryption. The
client then invokes the "ssh-userauth" service to authenticate the
application, as described in the SSH aut hentication protocol

[ RFC4252]. Once the application has been successfully authenticated,
the client invokes the "ssh-connection" service, also known as the
SSH connecti on protocol

After the ssh-connection service is established, the client opens a
channel of type "session”, which results in an SSH session

Once the SSH session has been established, the application invokes
the application transport as an SSH subsystemcalled "rpki-rtr".
Subsystem support is a feature of SSHv2 and is not included in SSHvl.
Runni ng this protocol as an SSH subsystem avoi ds the need for the
application to recognize shell pronpts or skip over extraneous
informati on, such as a system nessage that is sent at shell startup

It is assunmed that the router and cache have exchanged keys out of
band by sone reasonably secured neans.

Cache servers supporting SSH transport MJST accept RSA aut hentication
and SHOULD accept Elliptic Curve Digital Signature Al gorithm (ECDSA)
aut hentication. User authentication MIST be supported; host

aut henti cati on MAY be supported. |nplenentations MAY support
password authentication. Cient routers SHOULD verify the public key
of the cache to avoid M TM att acks.
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9. 2.

9. 3.

Bus

TLS Transport

Client routers using TLS transport MJST present client-side
certificates to authenticate thenselves to the cache in order to
all ow the cache to nanage the | oad by rejecting connections from

unaut hori zed routers. In principle, any type of certificate and
Certification Authority (CA) may be used; however, in general, cache
operators will wish to create their own small-scale CA and issue

certificates to each authorized router. This sinplifies credenti al
roll over; any unrevoked, unexpired certificate fromthe proper CA may
be used.

Certificates used to authenticate client routers in this protocol
MUST i ncl ude a subject Al t Name ext ensi on [ RFC5280] cont ai ni ng one or
nmore i PAddress identities; when authenticating the router’s
certificate, the cache MUST check the I P address of the TLS
connecti on agai nst these i PAddress identities and SHOULD reject the
connection if none of the i PAddress identities match the connection

Rout ers MJST al so verify the cache’'s TLS server certificate, using
subj ect Al t Name dNSName identities as described in [RFC6125], to avoid
M TM attacks. The rules and guidelines defined in [ RFC6125] apply
here, with the follow ng considerations:

0 Support for the DNS-ID identifier type (that is, the dNSNane
identity in the subjectAl tNane extension) is REQURED in rpki-rtr
server and client inplementations which use TLS. Certification
authorities which issue rpki-rtr server certificates MJST support
the DNS-ID identifier type, and the DNS-ID identifier type MJST be
present in rpki-rtr server certificates

o0 DNS nanes in rpki-rtr server certificates SHOULD NOT contain the
wi | dcard character "*".

0 rpki-rtr inplenentations which use TLS MJUST NOT use Conmon Nane
(CN-ID) identifiers; a CNfield nmay be present in the server
certificate' s subject name but MJST NOT be used for authentication
within the rules described in [RFC6125].

o The client router MUST set its "reference identifier” to the DNS
nane of the rpki-rtr cache

TCP MD5 Transport
If TCP MD5 is used, inplenmentations MJST support key |engths of at
| east 80 printable ASCI| bytes, per Section 4.5 of [RFC2385].

| mpl enent ati ons MJST al so support hexadeci nal sequences of at | east
32 characters, i.e., 128 bits.
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9

10.

Key rollover with TCP MD5 is problematic. Cache servers SHOULD
support [ RFC4808].

TCP- AO Transport

I mpl enent ati ons MJUST support key lengths of at |east 80 printable
ASCI | bytes. Inplenentations MJST al so support hexadeci mal sequences
of at |east 32 characters, i.e., 128 bits. Message Authentication
Code (MAC) lengths of at |east 96 bits MJIST be supported, per

Section 5.1 of [RFC5925].

The cryptographic algorithnms and associ ated paraneters described in
[ RFC5926] MUST be support ed.

Rout er - Cache Set up

A cache has the public authentication data for each router it is
configured to support.

A router may be configured to peer with a selection of caches, and a
cache may be configured to support a selection of routers. Each nust
have the name of, and authentication data for, each peer. In
addition, in a router, this Iist has a non-uni que preference val ue
for each server. This preference nerely denotes proximty, not
trust, preferred belief, et cetera. The client router attenpts to
establish a session with each potential serving cache in preference
order and then starts to |load data fromthe nost preferred cache to
which it can connect and authenticate. The router’s list of caches
has the foll owi ng el enents:

Preference: An unsigned integer denoting the router’s preference to
connect to that cache; the |ower the value, the nore preferred.

Nane: The I P address or fully qualified domain name of the cache.

Cache Credential (s): Any credential (such as a public key) needed to
authenticate the cache’s identity to the router.

Router Credential (s): Any credential (such as a private key or
certificate) needed to authenticate the router’s identity to the
cache.

Due to the distributed nature of the RPKI, caches sinply cannot be
rigorously synchronous. A client may hold data frommultiple caches
but MUST keep the data marked as to source, as |ater updates MJIST
affect the correct data.
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Just as there may be nore than one covering ROA from a single cache,
there may be nmultiple covering ROAs frommultiple caches. The
results are as described in [ RFC6811].

If data fromnultiple caches are held, inplenentations MJUST NOT
di stingui sh between data sources when performing validation of BGP
announcenents.

VWhen a nore-preferred cache becones available, if resources allow, it
woul d be prudent for the client to start fetching fromthat cache

The client SHOULD attenpt to maintain at | east one set of data,
regardl ess of whether it has chosen a different cache or established
a new connection to the previous cache.

A client MAY drop the data froma particular cache when it is fully
in sync with one or nore other caches.

See Section 6 for details on what to do when the client is not able
to refresh froma particul ar cache

If aclient |oses connectivity to a cache it is using or otherw se
decides to switch to a new cache, it SHOULD retain the data fromthe
previous cache until it has a full set of data fromone or nore other
caches. Note that this may already be true at the point of
connection loss if the client has connections to nore than one cache.

11. Depl oynment Scenari os
For illustration, we present three |ikely depl oynent scenari os:

Smal|l End Site: The small multihomed end site may wi sh to outsource
the RPKI cache to one or nore of their upstream|SPs. They would
exchange authentication material with the | SP using sonme out-of -
band nmechanism and their router(s) would connect to the cache(s)
of one or nore upstream | SPs. The ISPs would |ikely deploy caches
i ntended for customer use separately fromthe caches with which
their own BGP speakers peer.

Large End Site: A larger nultihoned end site might run one or nore
caches, arranging themin a hierarchy of client caches, each
fetching froma serving cache which is closer to the d obal RPKI
They might configure fallback peerings to upstream | SP caches.

| SP Backbone: A large ISP would |ikely have one or nore redundant
caches in each major point of presence (PoP), and these caches
woul d fetch fromeach other in an | SP-dependent topol ogy so as not
to place undue | oad on the d obal RPKI
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12.

Experience with | arge DNS cache depl oynments has shown that conpl ex
topologies are ill-advised, as it is easy to nake errors in the
graph, e.g., not maintain a | oop-free condition.

O course, these are illustrations, and there are other possible
depl oynent strategies. It is expected that nminimzing | oad on the
d obal RPKI servers will be a najor consideration

To keep | oad on d obal RPKI services fromunnecessary peaks, it is
recomended that primary caches which |oad fromthe distributed

G obal RPKI not do so all at the sane tines, e.g., on the hour
Choose a randomtinme, perhaps the |SP's AS nunber nodul o 60, and
jitter the inter-fetch timng

Error Codes

This section contains a prelimnary list of error codes. The authors
expect additions to the list during devel opnent of the initial

i mpl ementations. There is an | ANA registry where valid error codes
are listed; see Section 14. Errors which are considered fatal MJST
cause the session to be dropped.

0: Corrupt Data (fatal): The receiver believes the received PDU to
be corrupt in a manner not specified by another error code.

1: Internal Error (fatal): The party reporting the error experienced
some kind of internal error unrelated to protocol operation (ran
out of menory, a coding assertion failed, et cetera).

2: No Data Available: The cache believes itself to be in good
wor ki ng order but is unable to answer either a Serial Query or a
Reset Query because it has no useful data available at this tine.
This is likely to be a tenporary error and nost |ikely indicates
that the cache has not yet conpleted pulling down an initia
current data set fromthe G obal RPKI systemafter sone kind of
event that invalidated whatever data it night have previously held
(reboot, network partition, et cetera).

3: Invalid Request (fatal): The cache server believes the client’s
request to be invalid.

4: Unsupported Protocol Version (fatal): The Protocol Version is not
known by the receiver of the PDU

5: Unsupported PDU Type (fatal): The PDU Type is not known by the
recei ver of the PDU
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6: Wthdrawal of Unknown Record (fatal): The received PDU has
Fl ag=0, but a matching record ({Prefix, Len, Max-Len, ASN} tuple
for an I PvX PDU or {SKI, ASN, Subject Public Key} tuple for a
Rout er Key PDU) does not exist in the receiver’s database.

7: Duplicate Announcenent Received (fatal): The received PDU has
Fl ag=1, but a matching record ({Prefix, Len, Max-Len, ASN} tuple
for an I PvX PDU or {SKI, ASN, Subject Public Key} tuple for a
Router Key PDU) is already active in the router.

8: Unexpected Protocol Version (fatal): The received PDU has a
Protocol Version field that differs fromthe protocol version
negotiated in Section 7.

13. Security Considerations

As this docunent describes a security protocol, many aspects of
security interest are described in the relevant sections. This
section points out issues which nmay not be obvious in other sections.

Cache Validation: |In order for a collection of caches as descri bed
in Section 11 to guarantee a consistent view, they need to be
gi ven consistent trust anchors to use in their internal validation
process. Distribution of a consistent trust anchor is assuned to
be out of band.

Cache Peer ldentification: The router initiates a transport
connection to a cache, which it identifies by either |IP address or
fully qualified domain name. Be aware that a DNS or address
spoofing attack could nake the correct cache unreachable. No
session woul d be established, as the authorization keys woul d not
mat ch.

Transport Security: The RPKI relies on object, not server or
transport, trust. That is, the I ANA root trust anchor is
distributed to all caches through sonme out-of-band neans and can
then be used by each cache to validate certificates and ROAs al
the way down the tree. The inter-cache rel ationships are based on
this object security nodel; hence, the inter-cache transport can
be lightly protected.

However, this protocol docunent assunes that the routers cannot do
the validation cryptography. Hence, the last link, fromcache to
router, is secured by server authentication and transport-I|eve
security. This is dangerous, as server authentication and
transport have very different threat nodels than object security.
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14.

So the strength of the trust relationship and the transport
between the router(s) and the cache(s) are critical. You're
betting your routing on this.

Wil e we cannot say the cache nust be on the sane LAN, if only due
to the issue of an enterprise wanting to offload the cache task to
their upstream|SP(s), locality, trust, and control are very
critical issues here. The cache(s) really SHOULD be as close, in
the sense of controlled and protected (against DDoS, MTM
transport, to the router(s) as possible. It also SHOULD be

topol ogically close so that a m ninumof validated routing data
are needed to bootstrap a router’s access to a cache.

The identity of the cache server SHOULD be verified and
aut henticated by the router client, and vice versa, before any
data are exchanged.

Transports which cannot provide the necessary authentication and
integrity (see Section 9) nust rely on network design and
operational controls to provide protection agai nst spoofing/
corruption attacks. As pointed out in Section 9, TCP-AO is the

|l ong-termplan. Protocols which provide integrity and

aut henticity SHOULD be used, and if they cannot, i.e., TCP is used
as the transport, the router and cache MJST be on the sane
trusted, controlled network.

| ANA Consi der ations

This section only discusses updates required in the existing | ANA
protocol registries to accommodate version 1 of this protocol. See
[ RFC6810] for | ANA considerations fromthe original (version 0)

pr ot ocol

Al'l existing entries in the ANA "rpki-rtr-pdu" registry remain valid
for protocol version 0. Al of the PDU types allowed in protocol
version 0 are also allowed in protocol version 1, with the addition
of the new Router Key PDU. To reduce the likelihood of confusion,
the PDU nunmber used by the Router Key PDU in protocol version 1 is
hereby regi stered as reserved (and unused) in protocol version O.

The policy for adding to the registry is RFC Required per [RFC8126];
t he document nust be either Standards Track or Experinental.
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15.

15.

The "rpki-rtr-pdu" registry has been updated as foll ows:

Pr ot ocol PDU
Ver si on Type Description

0-1 0 Serial Notify
0-1 1 Serial Query
0-1 2 Reset Query
0-1 3 Cache Response
0-1 4 | Pv4 Prefix
0-1 6 | Pv6 Prefix
0-1 7 End of Data
0-1 8 Cache Reset

0 9 Reserved

1 9 Rout er Key
0-1 10 Error Report
0-1 255 Reserved

Al'l existing entries in the ANA "rpki-rtr-error" registry remain
valid for all protocol versions. Protocol version 1 adds one new
error code:

Error
Code Descri ption

8 Unexpect ed Protocol Version
Ref er ences
1. Normative References

[ RFC1982] Elz, R and R Bush, "Serial Nunmber Arithnetic", RFC 1982,
DA 10.17487/ RFC1982, August 1996,
<https://ww. rfc-editor.org/info/rfcl982>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC2385] Heffernan, A, "Protection of BGP Sessions via the TCP M5
Signature Option", RFC 2385, DA 10.17487/ RFC2385, August
1998, <https://ww. rfc-editor.org/info/rfc2385>.

[ RFC3629] Yergeau, F., "UTF-8, a transformation format of |SO
10646", STD 63, RFC 3629, DA 10.17487/ RFC3629, Novenber
2003, <https://ww.rfc-editor.org/info/rfc3629>.
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[ RFC4252] Ylonen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Aut henti cation Protocol", RFC 4252, DO 10.17487/ RFCA252,
January 2006, <https://ww.rfc-editor.org/info/rfc4252>.

[ RFC4301] Kent, S. and K Seo, "Security Architecture for the
Internet Protocol", RFC 4301, DO 10.17487/ RFC4301,
Decenber 2005, <https://wwwrfc-editor.org/info/rfc4301>.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246,
DA 10. 17487/ RFC5246, August 2008,
<https://ww. rfc-editor.org/info/rfc5246>.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DA 10.17487/RFC5280, May 2008,
<https://www. rfc-editor.org/info/rfc5280>.

[ RFC5925] Touch, J., Mankin, A., and R Bonica, "The TCP
Aut hentication Option", RFC 5925, DO 10.17487/ RFC5925,
June 2010, <https://wwww. rfc-editor.org/info/rfc5925>.

[ RFC5926] Lebovitz, G and E. Rescorla, "Cryptographic Al gorithns
for the TCP Aut hentication Option (TCP-AO", RFC 5926,
DA 10.17487/ RFC5926, June 2010,
<https://www. rfc-editor.org/info/rfc5926>.

[ RFC6125] Saint-Andre, P. and J. Hodges, "Representation and
Verification of Domai n-Based Application Service ldentity
within Internet Public Key Infrastructure Using X 509
(PKIX) Certificates in the Context of Transport Layer
Security (TLS)", RFC 6125, DO 10.17487/RFC6125, March
2011, <https://ww.rfc-editor.org/info/rfc6125>.

[ RFC6487] Huston, G, Mchaelson, G, and R Loonans, "A Profile for
X. 509 PKI X Resource Certificates", RFC 6487,
DO 10.17487/ RFC6487, February 2012,
<https://www. rfc-editor.org/info/rfc6487>.

[ RFC6810] Bush, R and R Austein, "The Resource Public Key
Infrastructure (RPKI) to Router Protocol", RFC 6810,
DO 10.17487/ RFC6810, January 2013,
<https://www.rfc-editor.org/info/rfc6810>.
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