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Abst r act

This Informati on Model applies to the Measurenent Agent within an
LMAP franmework. As such, it outlines the information that is
configured or preconfigured on the Measurenment Agent or exists in
comruni cations with a Controller or Collector within an LMAP
framewor k. The purpose of such an Information Mddel is to provide a
protocol - and devi ce-i ndependent view of the Measurenment Agent that
can be inplenented via one or nore Control and Report Protocols.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8193.
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A large-scal e measurenent platformis a collection of conponents that
work in a coordinated fashion to perform neasurenents froma | arge

number of vantage points. A typical use case is the execution of
br oadband neasurenents [ RFC7536].
scal e neasurenent platformare the Measurenment Agents (MAs),

Controller(s), and the Collector(s).

The MAs are the elenents actually perform ng the nmeasurenents.
MAs are controlled by exactly one Controller at a tine, and the

Col l ectors gather the results generated by the MAs.
the normal operation of a |arge-scale measurenent platformstarts

The mai n conponents of a |arge-
t he

The

In a nutshell,

with the Controller instructing a set of one or nore MAs to performa
set of one or nore Measurenent Tasks at a certain point in tine.

MAs execute the instructions froma Controller,

The

and once they have

done so, they report the results of the neasurenents to one or nore
Coll ectors. The overall framework for a | arge-scal e measur enent
platformas used in this docunment is described in detail in

[ RFC7594] .
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A | arge-scal e neasurenent platforminvolves basically three types of
protocol s, namely, a Control Protocol (or Protocols) between a
Controller and the MAs, a Report Protocol (or Protocols) between the
MAs and the Coll ector(s), and several mneasurenment protocols between
the MAs and Measurenent Peers (MPs), used to actually performthe
measurenents. I n addition, sone information is required to be
configured on the MA prior to any comunication with a Controller

Thi s docunent defines the Information Mddel for both the Control and
Report Protocols along with Preconfiguration Information that is
required on the MA before conmunicating with the Controller, broadly
naned as the LMAP Informati on Model. The neasurenent protocols are
out of the scope of this docunent.

As defined in [RFC3444], the LMAP Information Model defines the
concepts involved in a | arge-scal e neasurenent platformat a high

| evel of abstraction, independent of any specific inplenmentation or
actual protocol used to exchange the information. It is expected
that the proposed Information Mddel can be used with different
protocols in different neasurenent platform architectures and across
different types of MA devices (e.g., home gateway, smartphone, PC, or
router). A YANG data nodel inplenenting the Information Mdel can be
found in [ RFC8194].

The definition of an Information Model serves a nunber of purposes:

1. To guide the standardi zation of one or nore Control and Report
protocol s and data nodel s

2. To enable high-level interoperability between different Contro
and Report Protocols by facilitating translation between their
respective data nodel s such that a Controller could instruct sub-
popul ati ons of MAs using different protocols

3. To form agreenent of what infornmation needs to be held by an MA
and passed over the Control and Report interfaces and support the
functionality described in the LMAP framework

4. To enable existing protocols and data nodels to be assessed for
their suitability as part of a |arge-scal e nmeasurenent system

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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3.

Not ati on

Thi s docunent uses a notation simlar to a programm ng | anguage to
define the properties of the objects of the Informati on Mbdel. An
optional property is enclosed by square brackets, [ ], and a |ist
property is indicated by two nunbers in angle brackets, <m.n> where
m i ndi cates the minimal nunber of values, and n is the maxi num The
synmbol * for n means no upper bound.

The object definitions use several base types that are defined as
fol |l ows:

i nt A type representing signed or unsigned integer nunbers.
This I nformati on Model does not define a precision nor
does it make a distinction between signed and unsi gned
nunber ranges. This type is also used to represent
enumer ati ons.

bool ean A type representing a bool ean val ue.
string A type representing a human-readabl e string consisting of

a (possibly restricted) subset of Unicode and |SQO'I|I EC
10646 [|SO. 10646] characters

datetinme A type representing a date and time using the Gregorian
calendar. The datetinme format MJUST conformto RFC 3339
[ RFC3339] .

uui d A type representing a Universally Unique |IDentifier

(UWUID) as defined in RFC 4122 [ RFC4122]. The UU D val ues
are expected to be unique within an installation of a
| ar ge-scal e neasurenent system

uri A type representing a Uniform Resource ldentifier as
defined in STD 66 [ RFC3986].

i p-address A type representing an | P address. This type supports
both I Pv4 and | Pv6 addresses.

counter A non-negative integer that nonotonically increases.
Counters may have discontinuities, and they are not
expected to persist across restarts.

credential s An opaque type representing credentials needed by a
crypt ographi ¢ nechani smto secure comunication. Data
nmodel s nust expand this opaque type as needed and
required by the security protocols utilized.
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dat a An opaque type representing data obtained from
neasur enment s.

Nanes of objects are generally assuned to be unique within an
i mpl ement ati on.

4., LMAP I nformati on Model

The information described herein relates to the information stored,
received, or transmtted by a Measurenent Agent as described within
the LMAP framework [ RFC7594]. As such, sone subsets of this

I nformati on Model are applicable to the nmeasurenent Controller and
Col l ector and to any devi ce nanagenment systemthat preconfigures the
Measur ement Agent. The information described in these nodels will be
transmtted by protocols using interfaces between the Measurenent
Agent and such systens according to a data nodel.

The Information Mddel is divided into six aspects. Firstly, the
grouping of information facilitates reader understanding. Secondly,
the particul ar groupi ngs chosen are expected to map to different
protocols or different transm ssions within those protocols.

1. Preconfiguration Infornmation. |Information preconfigured on the
Measur enment Agent prior to any comuni cation wth other
components of the LMAP architecture (i.e., the Controller, the
Col I ector, and Measurenent Peers), specifically detailing howto
communi cate with a Controller and whether the device is enabled
to participate as an MNA

2. Configuration Information. Update of the Preconfiguration
Information during the registration of the MA or subsequent
communi cation with the Controller, along with the configuration
of further parameters about the MA (rather than the Measurenent
Tasks it should perforn) that were not nmandatory for the initial
communi cati on between the MA and a Controller.

3. Instruction Information. Information that is received by the MA
fromthe Controller pertaining to the Measurenent Tasks that
shoul d be executed. This includes the Task execution Schedul es
(other than the Controller communication Schedul e supplied as
Configuration or Preconfiguration Information) and rel ated
i nformati on such as the Task Configuration, comrunication

Channels to Collectors, and Event information. It also includes
Task Suppression information that is used to override normal Task
execut i on.
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4. Logging Information. Information transnmitted fromthe MA to the
Controller detailing the results of any configuration operations
along with error and Status Information fromthe operation of the
MA.

5. Capability and Status Information. |Information on the general
status and capabilities of the MA. For exanple, the set of
measurenents that are supported on the device.

6. Reporting Information. Information transmtted fromthe MA to
one or nore Collectors, including neasurenent results and the
context in which they were conduct ed.

In addition, the MA may hold further information not described
herein, which may be optionally transferred to or from other systens
including the Controller and Collector. One exanple of information
in this category is subscriber or line information that may be
extracted by a Task and reported by the MA in the reporting

conmuni cation to a Col |l ector.

It should al so be noted that the MA may be in comunication with

ot her managenent systens that nmay be responsible for configuring and
retrieving information fromthe MA device. Such systens, where
avail abl e, can performan inportant role in transferring the
Preconfiguration Information to the MA or enabling/disabling the
measur enent functionality of the MA

The granularity of data transmitted in each operation of the Control
and Report Protocols is not dictated by the Informati on Mbdel. For
exanple, the Instruction object my be delivered in a single
operation. Alternatively, Schedul es and Task Configurations may be
separated or even each Schedul e/ Task Configuration may be delivered
individually. Simlarly, the Informati on Model does not dictate
whet her data is read, wite, or read/wite. For exanple, sone
Control Protocols may have the ability to read back Configuration and
Instruction Information that has been previously set on the MA
Lastly, while sone protocols may sinply overwite information (for
exanple, refreshing the entire Instruction Information), other
protocols may have the ability to update or delete selected itens of
i nformation.
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The informati on nodel ed by the six aspects of the Information Mdel
is supported by a nunber of common information objects. These
objects are also described later in this docunent and are conpri sed
of :

a. Schedules. A set of Schedules tells the MA to execute Actions.
An Action of a Schedule |leads to the execution of a Task
Wthout a Schedul e, no Task (including neasurenents or reporting
or communicating with the Controller) is ever executed.
Schedul es are used within the Instruction to specify what Tasks
shoul d be perfornmed, when, and how to direct their results. A
Schedul e is also used within the Preconfiguration and
Configuration Information in order to execute the Task or Tasks
required to comunicate with the Controller. A specific Schedul e
can only be active once. Attenpts to start a Schedule while the
sanme Schedule is still running will fail.

b. Channels. A set of Channel objects are used to conmunicate with
a nunber of endpoints (i.e., the Controller and Coll ectors).
Each Channel object contains the information required for the
communi cation with a single endpoint such as the target |ocation
and security details.

c. Task Configurations. A set of Task Configurations is used to
configure the Tasks that are run by the MA. This includes the
registry entries for the Task and any configuration paraneters,
represented as Task Options. Task Configurations are referenced
froma Schedule in order to specify what Tasks the MA should
execute.

d. Events. A set of Event objects that can be referenced fromthe
Schedul es. Each Schedul e al ways references exactly one Event
obj ect that determ nes when the Schedule is executed. An Event
obj ect specifies either a singleton or a series of Events that
i ndi cate when Tasks shoul d be executed. A commonly used ki nd of
Event object is the Tinming object. For Event objects specifying
a series of Events, it is generally a good idea to configure an
end tine and to refresh the end tinme as needed to ensure that MAs
that | ose connectivity to their Controller do not continue
executing Schedul es forever

Figure 1 illustrates the structure in which these conmon information
objects are referenced. The references are achi eved by each object
(Task Configuration, Event) being given a short textual nanme that is
used by other objects. The objects shown in parenthesis are part of
the internal object structure of a Schedule. Channels are not shown
in the diagram since they are only used as an option by sel ected Task
Configurations but are simlarly referenced using a short text nane.
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Schedul e
|-- triggered by --> Event

|
| -- executes --> Action 1

| | -- using --> Task Configuration
I

I

-- feeding to --> Destination Schedul e

‘-- executes --> Action N
| -- using --> Task Configuration

-- feeding to --> Destination Schedul e

Figure 1: Rel ationship between Schedul es, Events, Actions, Task
Configurations, and Destination Schedul es

The primary function of an MA is to execute Schedules. A Schedul e,
which is triggered by an Event, executes a nunber of Actions. An
Action refers to a configured Task, and it may feed results to a
Destination Schedule. Both Actions and configured Tasks can provide
paraneters, represented as Action Options and Task Opti ons.

Tasks can inplement a variety of different functions. Wile in terns
of the Information Mddel, all Tasks have the same structure, it can
hel p conceptually to think of different Task categories:

1. Measurenment Tasks neasure sone aspect of network perfornmance or
traffic. They may al so capture contextual information fromthe
MA devi ce or network interfaces such as the device type or
i nterface speed.

2. Data Transfer Tasks support the commrunication with a Controller
and Col | ectors:

A. Reporting Tasks report the results of Measurenent Tasks to
Col | ectors

B. One or nore Control Tasks inplenment the Control Protocol and
communi cate with the Controller

3. Data Analysis Tasks can exist to analyze data from ot her
Measur ement Tasks locally on the MA

4. Data Management Tasks may exist to cleanup, filter, or conpress
data on the MA such as Measurenent Task results.
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Figure 1 indicates that Actions can produce data that is fed into
Destination Schedules. This can by used by Actions inplenenting
Measur enment Tasks to feed neasurenent results to a Schedul e that
triggers Actions inplementing Reporting Tasks. Data fed to a
Destination Schedule is consunmed by the first Action of the
Destination Schedule if the Destination Schedule is using the
sequential or pipelined execution node, and it is consumed by al
Actions of the Destination Schedule if the Destination Schedule is
usi ng parall el execution node.

4.1. Preconfiguration Information

This information is the minimal information that needs to be
preconfigured to the MA in order for it to successfully comunicate
with a Controller during the registration process. Some of the
Preconfiguration Infornmation elenments are repeated in the
Configuration Information in order to allow an LMAP Controller to
update these itens. The Preconfiguration Information also contains
sone elenments that are not under the control of the LMAP framework
(such as the device identifier and device security credentials).

This Preconfiguration Information needs to include a URL of the
initial Controller fromwhere Configuration Information can be
conmmuni cated along with the security information required for the
conmuni cation, including the certificate of the Controller (or the
certificate of the Certification Authority that was used to issue the
certificate for the Controller). Al this is expressed as a Channel
While nultiple Channels nay be provided in the Preconfiguration
Information, they nust all be associated with a single Controller
(e.g., over different interfaces or network protocols).

VWhere the MA pulls information fromthe Controller, the
Preconfiguration Information also needs to contain the timng of the
communication with the Controller as well as the nature of the
conmmuni cation itself (such as the protocol and data to be
transferred). The timng is represented as an Event that invokes a
Schedul e that executes the Task(s) responsible for comunication wth
the Controller. It is this Task (or Tasks) that inplements the
Control Protocol between the MA and the Controller and utilizes the
Channel information. The Task(s) may take additional paraneters, as
defined by a Task Configuration

Even where information is pushed to the MA fromthe Controller
(rather than pulled by the MA), a Schedule still needs to be
supplied. In this case, the Schedule will sinply execute a
Controller listener Task when the MA is started. A Channel is stil
required for the MA to establish secure communication with the
Controller.
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It can be seen that these Channels, Schedul es, and Task
Configurations for the initial communication between the MA and its
Controller are no different in terms of the Informati on Mbdel to any
ot her Channel, Schedule, or Task Configuration that m ght execute a
Measur enent Task or report the neasurenent results (as described
later).

The MA may be preconfigured with an MA-ID or nmay use a Device IDin
the first Controller contact before it is assigned an MA-ID. The
Device ID may be a Media Access Control (MAC) address or sone other
device identifier expressed as a URI. |If the MAID is not provided
at this stage, then it nust be provided by the Controller during
Confi gurati on.

4.1.1. Definition of nma-preconfig-obj

obj ect {
[uuid ma- preconfi g-agent-id;]
ma-t ask- obj ma- preconfi g-control -tasks<1..*>;
ma- channel - obj ma- preconfi g-control - channel s<1. . *>;
ma- schedul e- obj ma- preconfi g-control - schedul es<1. . *>;
[uri ma- preconfi g-devi ce-id; ]
credential s ma- preconfi g-credenti al s;

} ma-preconfig-obj;
The ma-preconfi g-obj describes information that needs to be avail abl e
to the MA in order to bootstrap comrunication with a Controller. The
ma- preconfi g-obj consists of the follow ng el enents:

ma- preconfi g- agent -i d: An optional UU D uniquely identifying
t he Measurenent Agent.

ma- preconfi g-control -tasks: An unordered set of Task objects.
ma- preconfi g-control -channel s: An unordered set of Channel objects.

ma- preconfi g-control -schedul es: An unordered set of scheduling

obj ect s.
ma- pr econfi g- devi ce-i d: An optional identifier for the
devi ce.
ma- preconfi g-credenti al s: The security credentials used by the

Measur ement Agent.
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4.2. Configuration Information

During registration or at any later point at which the MA contacts
the Controller (or vice versa), the choice of Controller, details for
the timng of communication with the Controller, or paraneters for
the conmuni cati on Task(s) can be changed (as captured by the
Channel s, Schedul es, and Task Configurations objects). For exanple,
the preconfigured Controller (specified as a Channel or Channels) may
be overridden with a specific Controller that is nore appropriate to
the MA device type, location, or characteristics of the network
(e.g., access technology type or broadband product). The initia
communi cati on Schedul e may be overridden with one nore rel evant to
routi ne comuni cati ons between the MA and the Controller

VWil e sone Control Protocols may only use a single Schedul e, other
protocols may use several Schedules (and related Data Transfer Tasks)
to update the Configuration Information, transfer the Instruction
Information, transfer Capability and Status Information, and send
other information to the Controller such as log or error
notifications. Miltiple Channels may be used to conmmunicate with the
same Controller over multiple interfaces (e.g., to send Loggi ng
Information over a different network).

In addition, the MA will be given further items of information that
relate specifically to the MA rather than the neasurenents it is to
conduct or how to report results. The assignnent of an identifier to
the Measurenent Agent is mandatory. |If the Measurenment Agent
Identifier was not optionally provided during the preconfiguration,
then one nmust be provided by the Controller during Configuration
Optionally, a Goup-1D nmay also be given that identifies a group of
interest to which that MA bel ongs. For exanple, the group could
represent an |SP, broadband product, technol ogy, nmarket
classification, geographic region, or a conbination of multiple such
characteristics. Additional flags control whether the MA-ID or the
Group-I1D are included in Reports. The reporting of a Goup-1D
without the MA-ID may allow the MA to renmain anonynous, which nmay be
particularly useful to prevent tracking of nobile MA devices.

Optionally, an MA can also be configured to stop executing any
Instruction Schedule if the Controller is unreachable. This can be
used as a fail-safe to stop Measurenent and ot her Tasks from being
conducted when there is doubt that the Instruction Information is
still valid. This is sinply represented as a tinme w ndow in seconds
since the last conmunication with the Controller, after which an
Event is generated that can trigger the suspension of Instruction
Schedul es. The appropriate value of the tine wi ndow will depend on

Bur bridge, et al. St andards Track [ Page 12]



RFC 8193 LMAP | nf ormati on Mbdel August 2017

the specified conmuni cation Schedule with the Controller and the
duration for which the systemis willing to tolerate continued
operation with potentially stale Instruction Information

Wil e Preconfiguration Information is persistent upon a device reset
or power cycle, the persistency of the Configuration Information may
be device dependent. Sone devices may revert back to their
preconfigurati on state upon reboot or factory reset, while other
devices may store all Configuration and Instruction Information in
persistent storage. A Controller can check whether an MA has the

| at est Configuration and Instruction Information by exam ning the
Capability and Status Information for the MA

4.2.1. Definition of ma-config-obj

obj ect {
uui d ma- confi g-agent-i d;
ma- t ask- obj ma- confi g-control -tasks<1..*>
ma- channel - obj ma- confi g-control - channel s<1..*>
ma- schedul e- obj ma- confi g-control - schedul es<1..*>
credential s ma- confi g-credenti al s;
[string ma- confi g- group-id;]
[string ma- conf i g- measur enent - poi nt ; |
[ bool ean ma- confi g-report-agent-id;]
[ bool ean ma- confi g-report-group-id;]
[ bool ean ma- confi g-report - neasur enment - poi nt ; |
[int ma- confi g-controll er-ti meout; ]

} ma-config-obj;

The ma-confi g-obj consists of the foll ow ng el ements:

ma- confi g- agent -i d: A UUI D uni quely identifying the
Measur ement Agent.

ma- confi g-control -t asks: An unordered set of Task objects.

ma- confi g- control -channel s: An unordered set of Channe
obj ect s.

ma- confi g- control - schedul es: An unordered set of scheduling
obj ect s.

ma- confi g-credenti al s: The security credentials used by

the Measurenent Agent.
ma- confi g- group-i d: An optional identifier of the

group of Measurenent Agents this
Measur ement Agent bel ongs to.
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ma- conf i g- measur enent - poi nt :

ma- confi g-report-agent-id:

ma- confi g-report-group-id:

ma- confi g-report - neasur enment - poi nt :

ma- confi g-controller-tineout:

Instruction Information

The Instruction | nfornation Nodel

1. Instruction Task Configurations

2. Report Channels
3. Instruction Schedul es

4. Suppression

bridge, et al.
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An optional identifier for the
measur enent poi nt indicating
where the Measurement Agent is

| ocated on a path (see [ RFC7398]
for further details).

An optional flag indicating
whet her the Agent ldentifier
(ma-config-agent-id) is included

in reports. The default value is
true.
An optional flag indicating

whet her the Group-1D

(ma-config-group-id) is included

in reports. The default value is
fal se.
An optional flag indicating

whet her the measurenent point
(ma- confi g- measur enent - poi nt)
shoul d be included in reports.
The default value is fal se.

Atimer is started after each
successful contact with a
Controller. Wen the tiner
reaches the controller-tineout
(measured in seconds), an Event
is raised indicating that
connectivity to the Controller
has been | ost (see
ma-control | er-1ost-obj).

has four sub-el enents:
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The I nstruction supports the execution of all Tasks on the MA except
those that deal with comunication with the Controller (specified in
Configuration or Preconfiguration Information). The Tasks are
configured in Instruction Task Configurations and included by
reference in the Actions of Instruction Schedul es that specify when
to execute them The results can be conmunicated to other Schedul es,
or a Task may inplenent a Reporting Protocol and conmunicate results
over Report Channels. Suppression is used to tenporarily stop the
execution of new Tasks as specified by the Instruction Schedul es (and
optionally to stop ongoi ng Tasks).

A Task Configuration is used to configure the mandatory and optiona
paraneters of a Task. 1t also serves to instruct the MA about the

Task including the ability to resolve the Task to an executabl e and
to specify the schema for the Task paraneters.

A Report Channel defines how to communicate with a single renote
system specified by a URL. A Report Channel is used to send results
to a single Collector but is no different in ternms of the Information
Model to the Control Channel used to transfer information between the
MA and the Controller. Several Report Channels can be defined to
enable results to be split or duplicated across different
destinations. A single Channel can be used by multiple (reporting)
Task Configurations to transfer data to the sane Collector. A single
Reporting Task Configuration can also be included in multiple
Schedul es. For exanple, a single Collector may receive data at three
different cycle rates, with one Schedul e reporting hourly, another
reporting daily, and a third specifying that results should be sent

i medi ately for on-denmand Measurenent Tasks. Alternatively, multiple
Report Channel s can be used to send Measurenent Task results to
different Collectors. The details of the Channel elenent is
described later as it is common to several objects.

I nstruction Schedul es specify which Actions to execute according to a
given triggering Event. An Action extends a configured Task with
addi tional specific paraneters. An Event can trigger the execution
of a single Action, or it can trigger a repeated series of Actions.
The Schedul e al so specifies how to |ink output data from Tasks to

ot her Schedul es.

Measur enment Suppression information is used to override the
Instruction Schedul e and tenporarily stop nmeasurenents or other Tasks
fromrunning on the MA for a defined or indefinite period. Wile
conceptual |y measurements can be stopped by sinply renoving themfrom
the Measurenent Schedul e, splitting out separate information on
Measur ement Suppression allows this information to be updated on the
MA on a different timing cycle or protocol inplenentation to the
Measurement Schedule. It is also considered that it will be easier
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for a human operator to inplenent a tenmporary explicit Suppression
rat her than having to nove to a reduced Schedul e and then roll back
at a later tine.

It should be noted that Control Schedul es and Tasks cannot be
suppressed as evidenced by the lack of Suppression information in the
Configuration. The Control Schedul e nust only reference Tasks |isted
as Control Tasks (i.e., within the Configuration Information).

A single Suppression object is able to enabl e/di sable a set of
Instruction Tasks that are tagged for Suppression. This enables
fine-grained control on which Tasks are suppressed. Suppression of
both mat ching Actions and Measurenent Schedul es is supported.
Support for disabling specific Actions allows nal functioning or

m sconfi gured Tasks or Actions that have an inpact on a particul ar
part of the network infrastructure (e.g., a particular Measurenent
Peer) to be targeted. Support for disabling specific Schedul es
allows for particularly heavy cycles or sets of |ess essentia
Measur ement Tasks to be suppressed quickly and effectively. Note
that Suppression has no effect on either Controller Tasks or
Control | er Schedul es.

Suppressi on stops new Tasks from executing. |In addition, the
Suppression information al so supports an additional boolean that is
used to sel ect whether ongoing Tasks are also to be term nated.

Unsuppression is achieved through either overwiting the Measurenent
Suppression information (e.g., changing 'enabled to False) or
through the use of an end tine such that the Measurenment Suppression
will no longer be in effect beyond this tine.

The goal when defining these four different elenments is to all ow each
part of the Information Mddel to change w thout affecting the other
three elenments. For exanple, it is envisaged that the Report
Channel s and the set of Task Configurations will be relatively
static. The Instruction Schedule, on the other hand, is likely to be
nmore dynami ¢, as the measurenent panel and test frequency are changed
for various business goals. Another exanple is that measurenents can
be suppressed with a Suppressi on command w t hout renoving the

exi sting Instruction Schedul es that would continue to apply after the
Suppressi on expires or is renoved. In terns of the comruni cation
between the MA and its Controller, this can reduce the data overhead.
It al so encourages the reuse of the same standard Task Configurations
and Reporting Channels to hel p ensure consistency and reduce errors.
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4.3.1. Definition of ma-instruction-obj

obj ect {
ma- t ask- obj ma-i nstruction-tasks<0..*>;
ma- channel - obj ma-i nstructi on-channel s<0. . *>;
ma- schedul e- obj ma-i nstruction-schedul es<0. . *>;

[ ma- suppressi on-obj nma-instructi on-suppressi ons<0..*>;]
} ma-instruction-obj;

An ma-instruction-obj consists of the follow ng el enents:

ma-i nstruction-tasks: A possibly enpty unordered set of Task
obj ect s.
ma-i nstruction-channel s: A possibly enpty unordered set of

Channel objects.

ma-i nstructi on-schedul es: A possibly enpty unordered set of
Schedul e obj ects.

ma-i nstruction-suppressions: An optional possibly enpty unordered
set of Suppression objects.

4.3.2. Definition of nma-suppression-obj

obj ect {
string M- Suppr essi on- nane;
[ ma- event - obj ma- suppressi on-start; ]
[ ma- event - obj ma- suppr essi on- end; ]
[string ma- suppr essi on- mat ch<0. . *>; ]
[ bool ean ma- suppr essi on- st op-r unni ng; |

} ma- suppressi on-obj ;

The ma-suppressi on-obj controls the Suppression of Schedul es or
Actions and consists of the follow ng el enents:

ma- suppr essi on- namne: A name uniquely identifying a
Suppr essi on

ma- suppressi on-start: The optional Event indicating when
Suppression starts. |f not present,
the Suppression starts inmediately,
i.e., as if the value would be
"i medi at e’
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ma- suppr essi on- end:

ma- suppr essi on- mat ch:

ma- suppr essi on- st op-runni ng:

The optional Event indicating when
Suppression ends. |If not present, the
Suppr essi on does not have a defined
end, i.e., the Suppression remains for
an indefinite period of tine.

An optional and possibly enpty
unordered set of match patterns. The
Suppression will apply to all Schedul es
(and their Actions) that have a

mat ching value in their

ma- schedul e- suppr essi on-tags and al
Actions that have a matching value in
their ma-action-suppression-tags.
Pattern matching is done using a glob
style pattern (see bel ow).

An optional bool ean indi cating whether
Suppression will stop any running

mat chi ng Schedul es or Actions. The
default value for this boolean is

fal se.

G ob style pattern matching is followi ng POSI X. 2 fnmatch() [ POSI X. 2]
wi t hout special treatnent of file paths

* mat ches
? mat ches
[ seq] mat ches
[!seq] mat ches

a sequence of characters
a single character

any character in seq

any character not in seq

A backsl ash followed by a character matches the foll owi ng character.

In particul ar:

\ * mat ches
\? mat ches
\\ mat ches

?
\

A sequence seq may be a sequence of characters (e.g., [abc]) or a
range of characters (e.g., [a-c])
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4.4. Logging Information

The MA may report on the success or failure of Configuration or
Instruction communications fromthe Controller. |In addition, further
operational |ogs nay be produced during the operation of the MA, and
updates to Capabilities nmay al so be reported. Reporting this
information is achieved in exactly the sane manner as schedul i ng any
other Task. W make no distinction between a Measurenent Task
conducting an active or passive network neasurenent and one that
solely retrieves static or dynamc information fromthe MA such as
Capabilities or Logging Information. One or nore |ogging Tasks can
be programed or configured to capture subsets of the Logging
Information. These | oggi ng Tasks are then executed by Schedul es,
whi ch al so specify that the resultant data is to be transferred over
the Controll er Channels.

The type of Logging Information will fall into three different
cat egori es:

1. Success/failure/warning messages in response to informtion
updates fromthe Controller. Failure nessages could be produced
due to sone inability to receive or parse the Controller
communi cation or if the MAis not able to act as instructed. For
exanpl e:

*  "Measurenent Schedul es updated K"

* "Unable to parse JSON'

* "M ssing mandatory el ement: Measurenent Tim ng"

* "'Start’ does not conformto schema - expected datetime"
* "Date specified is in the past"

* "’ Hour’ must be in the range 1..24"

* "Schedule A refers to non-existent Measurenent Task
Confi guration"

*  "Measurenent Task Configuration X registry, entry Y not found"

*  "Updat ed Measurenent Task Configurations do not include M used
by Measurenent Schedul e N'
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2. Operational updates fromthe MA. For exanpl e:

* "Qut of nenory: cannot record result”

* "Collector 'collector.exanple.conm not respondi ng"

*  "Unexpected restart"

* "Suppression tineout”

* "Failed to execute

Measur enent Task Configuration H'

3. Status updates fromthe MA. For exanpl e:

* "Device interface added: eth3"

*  "Supported neasurenents updated"”

* "New | P address on

et hO: XXX. XXX. XXX. XXX"

This I nformati on Model docunent does not detail the precise format of

Loggi ng I nformation since

it isto a large extent protocol and MA

specific. However, sone common information can be identified.

4.4.1. Definition of ma-Iog-

obj ect {
uui d
datetine
i nt
string

} ma-1o0g-obj;

The ma-| og-obj nodel s the
consists of the foll ow ng
ma- | 0g- agent -i d:

ma- | og-event -ti ne:

ma- | og- code:

ma- | og- descri pti on:

Bur bridge, et al.
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ma- | og- agent -i d;
ma- | og-event-ti ne;
ma- | 0g- code;

ma- | og- descri pti on;

generic aspects of a |ogging object and
el ement s:

A uuid uniquely identifying the Measurenent
Agent .

The date and tinme of the Event reported in
t he | oggi ng obj ect.

A machi ne-readabl e code describing the
Event.

A human-readabl e description of the Event.
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4.5. Capability and Status |Information

The MA will hold Capability Information that can be retrieved by a
Controller. Capabilities include the device interface details
avai | abl e to Measurenent Tasks as well as the set of Measurenent
Tasks/ Rol es (specified by registry entries) that are actually
installed or available on the MA. Status Information includes the
times that operations were |ast performed such as contacting the
Control l er or producing Reports.

4.5.1. Definition of na-capability-obj

obj ect {
string ma- capabi | i ty- har dwar e;
string ma- capabi lity-firnmnare;
string ma- capabi | i ty-versi on;
[string ma- capabi | i ty-tags<0..*>;]

[ ma-capability-task-obj ma-capability-tasks<0..*>;]
} ma-capability-obj;

The ma-capability-obj provides information about the Capabilities of
the Measurenent Agent and consists of the follow ng el enents:

ma- capabi | i ty- har dwar e: A description of the hardware of the device
t he Measurenent Agent is running on

ma- capabi lity-firmare: A description of the firnmnare of the device
t he Measurenent Agent is running on

ma- capabi | i ty-version: The version of the Measurenent Agent.

ma- capabi lity-tags: An optional unordered set of tags that

provi de additional information about the
Capabi lities of the Measurenent Agent.

ma- capabi i ty-tasks: An optional unordered set of capability
obj ects for each supported Task

4.5.2. Definition of na-capability-task-obj

obj ect {
string ma- capabi | i ty-task- namne;
ma-regi stry- obj ma- capabi |l i ty-task-functions<0..*>;
string ma- capabi |l i ty-task-version;

} ma-capability-task-obj;
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The nma- capability-task-obj

provi des informati on about the capability

of a Task and consists of the foll owi ng el enents:

ma- capabi | i ty-task- name:

A nanme uni quely identifying a Task

ma- capabi |l i ty-task-functions: A possibly enpty unordered set of

registry entries identifying
functions this Task inplements.

ma- capabi | i ty-task-version: The version of the Measurenent Task

4.5.3. Definition of na-status-obj

obj ect {
uui d ma- st at us- agent -i d;
[uri ma- st at us- devi ce-i d; ]
datetine ma- status-| ast-started;
ma- st at us-i nt erf ace- obj ma- st at us-i nterfaces<0. . *>;
[ ma- st at us- schedul e- obj ma- st at us- schedul es<0. . *>; ]

[ ma- st at us- suppr essi on- obj ma- st at us- suppressi ons<0. . *>; ]

} ma-status-obj;

The nma-status-obj provides Status |Information about the Measurenent
Agent and consists of the follow ng el ements:

ma- st at us- agent -i d:

ma- st at us- devi ce-i d:

ma- st at us-| ast-started:

ma- st at us-i nterfaces:

ma- st at us- schedul es:

ma- st at us- suppr essi ons:

Bur bridge, et al.

A uui d uniquely identifying the Measurenent
Agent .

A URI identifying the device.

The date and time the Measurenment Agent
| ast started.

An unordered set of network interfaces
avai |l abl e on the devi ce.

An optional unordered set of status objects
for each Schedul e.

An optional unordered set of status objects
for each Suppression.
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4.5.4. Definition of nma-status-schedul e-obj

obj ect {
string ma- st at us- schedul e- nane;
string ma- st at us- schedul e- st at e;
i nt ma- st at us- schedul e- st or age;
count er ma- st at us- schedul e-i nvocati ons;
count er ma- st at us- schedul e- suppr essi ons;
count er ma- st at us- schedul e- overl aps;
count er ma- st at us- schedul e-fai |l ures;
datetine ma- st at us- schedul e- | ast-i nvocati on;
[ ma- st at us- acti on- obj ma- st at us- schedul e-acti ons<0. . *>;]

} ma- st at us-schedul e- obj ;

The ma- st at us-schedul e-obj provides Status |Information about the
status of a Schedule and consists of the follow ng el enents:

ma- st at us- schedul e- nane: The nane of the Schedule this
status object refers to.

ma- st at us- schedul e- st at e: The state of the Schedule. The
val ue 'enabl ed’ indicates that
the Schedule is currently
enabl ed. The val ue ' suppressed
i ndi cates that the Schedule is
currently suppressed. The val ue
"disabled’ indicates that the
Schedul e is currently disabl ed.
The val ue ’'running’ indicates
that the Schedule is currently
runni ng.

ma- st at us- schedul e- st or age: The anount of secondary storage
(e.g., allocated in a file
system) hol ding tenporary data
al l ocated to the Schedule in
bytes. This object reports the
anount of all ocated physica
storage and not the storage used
by logical data records. Data
nmodel s shoul d use a 64-bit
i nteger type
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ma- st at us- schedul e-i nvocati ons

ma- st at us- schedul e- suppr essi ons

ma- st at us- schedul e- overl aps

ma- st at us- schedul e-fail ures

ma- st at us- schedul e-| ast-i nvocati on:

ma- st at us- schedul e- acti ons:

LMAP | nf or mati on Mbdel

August 2017

Nunber of invocations of this
Schedul e. This counter does not

i ncl ude suppressed invocations or
i nvocations that were prevented
due to an overlap with a previous
i nvocation of this Schedul e.

Nunber of suppressed executions
of this Schedul e.

Nunber of executions prevented
due to overlaps with a previous
i nvocation of this Schedul e.

Nunber of fail ed executions of
this Schedule. A failed
execution is an execution where
at | east one Action fail ed.

The date and tine of the | ast
i nvocation of this Schedul e.

An optional ordered list of
status objects for each Action of
t he Schedul e.

5. Definition of ma-status-action-obj

obj ect {
string ma- st at us- acti
string ma- st at us- acti
int ma- st at us- acti
count er ma- st at us-acti
count er ma- st at us- act i
counter ma- st at us- acti
counter ma- st at us-acti
datetinme ma- st at us-acti
datetinme ma- st at us- acti
int ma- st at us-acti
string ma- st at us- acti
datetinme ma- st at us- acti
i nt ma- st at us-acti
string ma- st at us- acti

} ma-status-action-obj;

et al.

St andards Track

on- nane;
on- st at e;

on- st or age;
on-invocati ons;

on- suppr essi ons;

on-overl aps;

on-failures;

on-1l ast-invocation;

on-1 ast-conpl eti on;

on-| ast - st at us;

on-| ast - nessage;

on-l ast-fail ed-conpl etion;
on-l ast-fail ed-status;
on-1 ast-fail ed-message;
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The ma-status-action-obj provides Status
of a Schedul e and consists of the foll ow

ma- st at us- acti on- nane:

ma- st at us-acti on- st at e:

ma- st at us- acti on- st or age:

ma- st at us-acti on-i nvocati ons

ma- st at us- acti on- suppr essi ons

ma- st at us- acti on-overl aps

Bur bridge, et al. St andards Track
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I nformati on about an Action
ng el ements:

The nane of the Action of a
Schedul e this status object
refers to.

The state of the Action.

The val ue ' enabl ed

i ndicates that the Action is
currently enabled. The

val ue 'suppressed’ indicates
that the Action is currently
suppressed. The val ue

" di sabl ed’” indicates that
the Action is currently

di sabl ed. The val ue
"runni ng’ indicates that the
Action is currently running.

The anount of secondary
storage (e.g., allocated in
a file systen) hol ding
tenporary data allocated to
the Action in bytes. This
obj ect reports the amount of
al | ocat ed physical storage
and not the storage used by
| ogi cal data records. Data
nodel s should use a 64-bit

i nteger type

Nunber of invocations of
this Action. This counter
does not include suppressed
i nvocations or invocations
that were prevented due to
an overlap with a previous
i nvocation of this Action

Nunber of suppressed
executions of this Action.

Nunber of executions
prevented due to overl aps
with a previous invocation
of this Action.
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ma- st atus-action-failures

ma- st at us-acti on-1 ast-i nvocati on:

ma- st at us- acti on-1 ast - conpl eti on:

ma- st at us- acti on-1 ast - st at us:

ma- st at us- acti on-1| ast - message:

ma- st at us-action-1 ast-fail ed-conpl eti on:

ma- st at us-action-1 ast-fail ed-stat us:

ma- st at us-acti on-1 ast-fail ed- message:

4.5.6. Definition of na-status-suppression-
obj ect {

string ma- st at us-s

string ma- st at us-s

} ma- st at us-suppressi on-obj ;

The ma- st at us- suppr essi on-obj provides St
status of a Suppression and consists of t

ma- st at us- suppr essi on- nane: The nane of
obj ect refe

Bur bridge, et al. St andards Track
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Nurmber of fail ed executions
of this Action.

The date and tinme of the
| ast invocation of this
Acti on.

The date and tine of the
| ast conpletion of this
Acti on.

The status code returned by
the | ast execution of this
Acti on.

The status nessage produced
by the | ast execution of
this Action.

The date and tine of the
| ast failed conpletion of
this Action.

The status code returned by
the last failed execution of
this Action.

The status nessage produced
by the last failed execution
of this Action.

obj

uppr essi on- nane;
uppr essi on- st at e;

atus Infornation about the
he foll owi ng el enents:

the Suppression this status
rs to.
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ma- st at us- suppr essi on- st at e:

LMAP | nf or mati on Mbdel

val ue

val ue "active’

The state of the Suppression.
" enabl ed’

August 2017

The
indi cates that the

Suppression is currently enabled. The
i ndicates that the
Suppression is currently active. The

val ue ' di sabl ed’

indicates that the

Suppression is currently disabl ed.

4.5.7. Definition of ma-status-interface-obj
obj ect {
string ma- st at us-i nt er f ace- nane;
string ma- status-interface-type;
[int ma- st at us-i nterface-speed; ]
[string ma- status-interface-link-1|ayer-address;]
[i p-address ma- status-interface-ip-addresses<0..*>;]
[i p-address ma- st at us-i nt erf ace- gat eways<0. . *>; ]
[i p-address ma- st at us-i nterface-dns-servers<0..*>;]
} ma-status-interface-obj;
The ma-status-interface-obj provides Status |Information about network
interfaces and consists of the foll owi ng el enents:
ma- st at us-i nt er f ace- nane: A name uniquely identifying a
network interface.
ma- status-interface-type: The type of the network
i nterface.
ma- st at us-i nt er f ace- speed: An optional indication of the
speed of the interface
(measured in bits per
second) .
ma- status-interface-link-layer-address: An optional |ink-Iayer
address of the interface.
ma- status-interface-ip-addresses: An optional ordered list of
| P addresses assigned to the
i nterface.
ma- st at us-i nterf ace- gat enways: An optional ordered list of
gat eways assigned to the
i nterface.
ma- st atus-i nterface-dns-servers: An optional ordered list of
DNS servers assigned to the
i nterface.
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4.6. Reporting Information

At a point in tine specified by a Schedule, the MA will execute Tasks
that communi cate a set of measurenent results to the Collector.

These Reporting Tasks will be configured to transmt Task results
over a specified Report Channel to a Collector.

It should be noted that the output from Tasks does not need to be
sent to comunication Channels. It can alternatively, or
additionally, be sent to other Tasks on the MA. This facilitates
using a first Measurenment Task to control the operation of a later
Measur ement Task (such as first probing available Iine speed and then
adjusting the operation of a video testing neasurenment) and also to
all ow | ocal processing of data to output alarms (e.g., when
performance drops fromearlier levels). O course, subsequent Tasks
al so include Tasks that inplenent the Reporting Protocol (s) and
transfer data to one or nore Coll ectors.

The Report generated by a Reporting Task is structured hierarchically
to avoid repetition of report header and Measurement Task
Configuration information. The report starts with the tinmestanp of
the report generation on the MA and details about the MA including
the optional Measurenent Agent ldentifier and Group-ID (controlled by
the Configuration Information).

Much of the report information is optional and will depend on the

i npl ementation of the Reporting Task and any paraneters defined in
the Task Configuration for the Reporting Task. For exanple, sone
Reporting Tasks may choose not to include the Measurenment Task
Configuration or Action paraneters, while others nay do so dependent
on the Controller setting a configurable paraneter in the Task

Confi gurati on.

It is possible for a Reporting Task to send just the report header
(datetine and optional Agent ldentifier and/or Goup-ID) if no
measurenent data is available. Wether to send such enpty reports
again i s dependent on the inplenmentation of the Reporting Task and
potential Task Configuration paraneter.

The handling of nmeasurenent data on the MA before generating a Report
and transfer fromthe MAto the Collector is dependent on the

i npl ementation of the device, MA, and/or schedul ed Tasks and not
defined by the LMAP standards. Such decisions may include limts to
the measurenent data storage and what to do when such avail abl e
storage becones depleted. It is generally suggested that

i npl ement ations running out of storage stop executing new Measur enent
Tasks and retain ol d nmeasurenment data.
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No context information, such as |line speed or broadband product are
included within the report header information as this data is
reported by individual Tasks at the tine they execute. Either a
Measur enment Task can report contextual paraneters that are rel evant
to that particular neasurenent or specific Tasks can be used to
gather a set of contextual and environnmental data at certain tines
i ndependent of the Reporting Schedul e.

After the report header information, the results are reported grouped
according to different Measurenent Task Configurations. Each Task
section optionally starts with replicating the Measurenment Task
Configuration information before the result headers (titles for data
columms) and the result data rows. The Options reported are those
used for the schedul ed execution of the Measurement Task and
therefore include the Options specified in the Task Configuration as
wel | as additional Options specified in the Action. The Action
Options are appended to the Task Configuration Qptions in exactly the
same order as they were provided to the Task during execution

The result row data includes a tine for the start of the measurenent
and optionally an end tine where the duration also needs to be
considered in the data anal ysis.

Sone Measurenent Tasks nay optionally include an indication of the
cross-traffic although the definition of cross-traffic is left up to
each individual Measurement Task. Some Measurenent Tasks may al so
out put ot her environmental neasures in addition to cross-traffic such
as CPU utilization or interface speed.

Whereas the Configuration and Instruction Information represent
information transmtted via the Control Protocol, the Report
represents the information that is transmtted via the Report
Protocol. It is constructed at the time of sending a report and
represents the inherent structure of the information that is sent to
the Coll ector.

4.6.1. Definition of na-report-obj

obj ect {
datetine ma- r eport - dat e;
[uuid ma-report-agent-id;]
[string ma- report-group-id;]
[string ma- r eport - neasur enent - poi nt ; |

[ma-report-result-obj ma-report-results<0..*>;]
} ma-report-obj;
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provi des the nmetadata of a single report and

consists of the follow ng el enents:

ma- r eport - dat e:

ma-report -agent-id:

ma- report - group-id:

ma-r eport - neasur enent - pOi nt:

ma-report-results:

The date and time when the report was
sent to a Collector.

An optional uuid uniquely identifying
the Measurenent Agent.

An optional identifier of the group of
Measur ement Agents this Measurenent
Agent bel ongs to.

An optional identifier for the

measur enent point indicating where the
Measurenent Agent is located on a path
(see [RFC7398] for further details).

An optional and possibly enpty
unordered set of result objects.

4.6.2. Definition of na-report-result-obj

obj ect {
string
string
string

[ ma- opti on- obj

[string

datetine
datetine
[datetinme

[string
i nt

[ ma-report-conflict-obj
[ ma-report-tabl e- obj
} ma-report-result-obj;

The ma-report-result-obj
a single executed Action.

ma-report-result-schedul e- nane;
ma-report-result-action-narne;
ma-report-result-task- nane;
ma-report-result-options<0..*>;]
ma-report-result-tags<0..*>;]
ma-report-result-event-tine;
ma-report-result-start-tine;
ma-report-result-end-timne;]
ma-report-result-cycl e-nunber; ]
ma-report-result-status;
ma-report-result-conflicts<0..*>;]
ma-report-resul t-tabl es<0..*>;]

provi des the nmetadata of a result report of
It consists of the follow ng el enents:

ma-report-result-schedul e-nane: The nane of the Schedul e that

ma-report-result-action-nane:

Bur bri dge,

et al.

produced the result.

The nanme of the Action in the
Schedul e that produced the result.
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ma-report-result-task-namne:

ma-report-result-options:

ma-report-result-tags

ma-report-result-event-tine:

ma-report-result-start-tine:

ma-report-result-end-tine:

ma-report-result-cycl e- nunber:

The nane of the Task that produced
the result.

An optional ordered joined |ist of
options provided by the Task object
and the Action object when the Action
was started.

An optional unordered set of tags.
This is the joined set of tags

provi ded by the Task object, Action
obj ect, and Schedul e obj ect when the
Action was started.

The date and time of the Event that
triggered the Schedul e of the Action
that produced the reported result

val ues. The date and tine does not

i ncl ude any added random zati on.

The date and tine of the start of the
Action that produced the reported
result val ues

An optional date and tinme indicating
when the Action finished.

An optional cycle nunber derived from
ma-report-result-event-tine. It is
the time closest to
ma-report-result-event-tine that is a
multiple of the

ma- event - cycl e-i nterval of the Event
that triggered the execution of the
Schedul e. The value is only present
in an ma-report-result-obj if the
Event that triggered the execution of
the Schedul e has a defined

ma- event -cycle-interval. The cycle
nunber is represented in the fornmat
YYYYMVDD. HHWVSS wher e YYYY represents
the year, MMthe nonth (1..12), DD
the day of the nonths (01..31), HH
the hour (00..23), MMthe mnute
(00..59), and SS the second (00..59).
The cycl e nunber is using Coordinated
Uni versal Tinme (UTC).
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ma-report-result-status: The status code returned by the
execution of the Action

ma-report-result-conflicts: A possibly enpty set of conflict
Actions that mi ght have inpacted the
measur enent results being reported.

ma-report-result-tables: An optional and possibly enpty
unordered set of result tables.

4.6.3. Definition of nma-report-conflict-obj

obj ect {
string ma-report-conflict-schedul e-nane;
string ma-report-conflict-action-name;
string ma-report-conflict-task-naneg;

} ma-report-conflict-obj;

The ma-report-conflict-obj provides the information about a
conflicting Action that m ght have inpacted the neasurenment results.
It consists of the follow ng el ements:

ma-report-result-schedul e-nane: The nane of the Schedul e that nmay
have inpacted the result.

ma-report-result-action-nane: The nane of the Action in the
Schedul e that may have inpacted the
resul t.

ma-report-result-task-nane: The nane of the Task that nmay have

i npacted the result.

4.6.4. Definition of ma-report-tabl e-obj

obj ect {
[ ma-regi stry- obj ma-report-tabl e-functions<0..*>;]
[string] ma-report-tabl e-col um-1I abel s<0. . *>;]
[ ma-report-row obj ma-report-tabl e-rows<0..*>;]

} ma-report-table-obj;

The nma-report-table-obj represents a result table and consists of the
foll ow ng el enents:

ma-report-tabl e-functions: An optional and possibly enpty
unordered set of registry entries
identifying the functions for which
results are reported.
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ma-report-tabl e-col um-1Iabels: An optional and possibly enpty
ordered list of colunn |abels.

ma-report-tabl e-rows: A possibly enpty ordered |ist of
result rows.

4.6.5. Definition of nma-report-row obj

obj ect {
dat a ma- report -r ow val ues<0. . *>;
} ma-report-row obj;

The ma-report-row obj represents a result row and consists of the
foll owi ng el enents:

ma- report -row val ues: A possibly enpty ordered list of result
val ues. Wen present, it contains an
ordered list of values that align to the
set of columm labels for the report.

4.7. Common Objects: Schedul es

A Schedul e specifies the execution of a single or repeated series of
Actions. An Action extends a configured Task with additiona
specific parameters. Each Schedul e contains basically two el ements:
an ordered list of Actions to be executed and an Event object
triggering the execution of the Schedul e. The Schedul e states what
Actions to run (with what configuration) and when to run the Actions.
A Schedul e nay optionally have an Event that stops the execution of
the Schedul e or a maxi mum duration after which a Schedule is stopped.

Multiple Actions contained as an ordered list of a single Measurenent
Schedul e will be executed according to the execution node of the
Schedul e. |In sequential node, Actions will be executed sequentially
and in parallel node, all Actions will be executed concurrently. In
pi pel i ned node, data produced by one Action is passed to the
subsequent Action. Actions contained in different Schedul es execute
in parallel with such conflicts being reported in the Reporting

I nformati on where necessary. |If two or nore Schedul es have the same
start time, then the two will execute in parallel. There is no
mechanismto prioritize one Schedul e over another or to nutex
schedul ed Tasks.

As well as specifying which Actions to execute, the Schedul e al so
specifies howto link the data outputs fromeach Action to other
Schedul es. Specifying this within the Schedul e all ows the highest

|l evel of flexibility since it is even possible to send the output
fromdifferent executions of the same Task Configuration to different

Bur bridge, et al. St andards Track [ Page 33]



RFC 8193 LMAP | nf ormati on Mbdel August 2017

destinations. A single Task producing multiple different outputs is
expected to properly tag the different results. An Action receiving
the output can then filter the results based on the tag if necessary.
For exanple, a Measurenent Task might report routine results to a
data Reporting Task in a Schedul e that comruni cates hourly via the
broadband interface, but it also outputs enmergency conditions via an
al arm Reporting Task in a different Schedul e comuni cating

i medi ately over a Ceneral Packet Radio Service (GPRS) Channel. Note
that Task-to-Task data transfer is always specified in association
with the schedul ed execution of the sending Task -- there is no need
for a corresponding input specification for the receiving Task

Wiile it is likely that an MA inplenmentation will use a queue
mechani sm bet ween the Schedul es or Actions, this Information Mdel
does not nandate or define a queue. The Information Mdel, however,
reports the storage allocated to Schedul es and Actions so that
storage usage can be nonitored. Furthernore, it is reconmended that
MA i nmpl enentations by default retain old data and stop the execution
of new Measurenent Tasks if the MA runs out of storage capacity.

When specifying the Task to execute within the Schedule, i.e.,
creating an Action, it is possible to add to the Option paraneters.
This allows the Task Configuration to determ ne the conmmon
characteristics of a Task, while selected paranmeters (e.g., the test
target URL) are defined within as Option paraneters of the Action in
the Schedule. A single Task’s Configuration can even be used
multiple times in the same Schedule with different additiona
paraneters. This allows for efficiency in creating and transferring
the Instruction. Note that the semantics of what happens if an
Option is defined multiple tinmes (in either the Task Configuration,
the Action, or both) is not standardized and will depend upon the
Task. For exanple, sone Tasks may legitimately take nultiple val ues
for a single parameter.

Where Options are specified in both the Action and the Task
Configuration, the Action Options are appended to those specified in
the Task Configuration.

Exanpl e: An Action of a Schedul e references a single Measurenent
Task Configuration for measuring UDP latency. It specifies that
results are to be sent to a Schedule with a Reporting Action
This Reporting Task of the Reporting Action is executed by a
separate Schedul e that specifies that it should run hourly at 5
m nutes past the hour. Wen run, this Reporting Action takes the
data generated by the UDP | atency Measurenment Task as well as any
other data to be included in the hourly report and transfers it to
the Coll ector over the Report Channel specified within its own
Schedul e.
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Schedul es and Actions may optionally al so be given tags that are
included in result reports sent to a Collector. 1In addition,
Schedul es can be given Suppression tags that may be used to sel ect
Schedul es and Actions for Suppression.

4.7.1. Definition of na-schedul e-obj

obj ect {
string ma- schedul e- nane;
ma- event - obj ma- schedul e-start;
[ ma- event - obj ma- schedul e- end; ]
[int ma- schedul e- durati on; ]
ma- act i on- obj ma- schedul e- acti ons<0. . *>;
string ma- schedul e- execut i on- node;
[string ma- schedul e-t ags<0. . *>; ]
[string ma- schedul e- suppr essi on-tags<0. . *>; ]

} ma-schedul e-obj ;

The ma-schedul e-obj is the main scheduling object. It consists of
the follow ng el ements:

ma- schedul e- nane: A nanme uniquely identifying a
schedul i ng obj ect.

ma- schedul e-start: An Event object indicating when the
Schedul e starts

ma- schedul e- end: An optional Event object controlling
the forceful term nation of schedul ed
Actions. Wen the Event occurs, al
Actions of the Schedule will be forced
to ternminate gracefully.

ma- schedul e- durati on: An optional duration in seconds for the
Schedule. Al Actions of the Schedul e
will be forced to term nate gracefully
after the duration nunber of seconds
past the start of the Schedul e.

ma- schedul e- acti ons: A possibly enpty ordered |ist of
Actions to invoke when the Schedul e
starts.
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ma- schedul e- execut i on- node: I ndi cat es whet her the Actions should be
executed sequentially, in parallel, or
in a pipelined node (where data
produced by one Action is passed to the
subsequent Action). The default
execution node is pipelined.

ma- schedul e-t ags: An optional unordered set of tags that
are reported together with the
nmeasurenent results to a Collector.

ma- schedul e- suppr essi on-tags: An optional unordered set of
Suppressi on tags that are used to
sel ect Schedul es to be suppressed.

4.7.2. Definition of na-action-obj

obj ect {
string ma- acti on- namne;
string ma- acti on-confi g-task- nane;
[ ma- opti on- obj ma- action-task-options<0..*>;]
[string ma- action-destinati ons<0..*>;]
[string ma- action-tags<0..*>;]
[string ma- act i on- suppr essi on-tags<0. . *>; ]

} ma-action-obj;

The ma-action-obj nodels a Task together with its Schedul e-specific

Task Options and Destination Schedules. It consists of the follow ng
el ement s:
ma- acti on- nane: A nanme uniquely identifying an Action

of a scheduling object.

ma- action-confi g-task- nane: A nane identifying the configured Task
to be invoked by the Action

ma- action-task-options: An optional and possibly enpty ordered
list of options (name-val ue pairs) that
are passed to the Task by appendi ng
themto the options configured for the
Task obj ect.

ma- acti on-desti nati ons: An optional and possibly enpty
unordered set of names of Destination
Schedul es that consune output produced
by this Action.
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4. 8.

Bur

ma- action-tags: An optional unordered set of tags that
are reported together with the
measurenent results to a Coll ector.

ma- act i on- suppr essi on-t ags: An optional unordered set of
Suppressi on tags that are used to
sel ect Actions to be suppressed.

Conmon Obj ects: Channel s

A Channel defines a bidirectional comunication nechani sm between the
MA and a Controller or Collector. Miltiple Channels can be defined
to enable results to be split or duplicated across different

Col | ect ors.

Each Channel contains the details of the renote endpoint (including

| ocation and security credential information such as a certificate).
The timng of when to comuni cate over a Channel is specified by the
Schedul e, which executes the corresponding Control or Reporting Task
The certificate can be the digital certificate associated to the
Fully Qualified Domain Name (FQDN) in the URL, or it can be the
certificate of the Certification Authority that was used to issue the
certificate for the FQDN of the target URL (which will be retrieved

| ater on using a comunication protocol such as Transport Layer
Security (TLS)). In order to establish a secure Channel, the MA will
use its own security credentials (in the Configuration |Information)
and the given credentials for the individual Channel endpoint.

As with the Task Configurations, each Channel is also given a text
name by which it can be referenced as a Task Option.

Al t hough the same in terns of information, Channels used for

communi cation with the Controller are referred to as Control Channels
whereas Channels to Collectors are referred to as Report Channel s.
Hence, Control Channels will be referenced from Control Tasks
executed by a Control Schedul e, whereas Report Channels will be
referenced fromw thin Reporting Tasks executed by an Instruction
Schedul e.

Multiple interfaces are al so supported. For exanple, the Reporting
Task could be configured to send sone results over GPRS. This is
especially useful when such results indicate the | oss of connectivity
on a different network interface.

Exanmpl e: A Channel used for reporting results may specify that
results are to be sent to the URL (https://collector.exanple.org/
report/), using the appropriate digital certificate to establish a
secur e Channel
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4.8.1. Definition of nma-channel -obj

obj ect {
string ma- channel - nane;
ur ma- channel -t ar get ;
credential s ma- channel - credenti al s;
[string ma- channel -i nt er f ace- nane; ]

} ma- channel - obj ;

The ma-channel -obj consists of the foll ow ng el enents:

ma- channel - nane: A uni que nane identifying the Channe
obj ect .

ma- channel -t ar get: A URL identifying the target Channe
endpoi nt .

ma- channel - credenti al s: The security credentials needed to

establish a secure Channel

ma- channel -i nterface-nane: An optional name of the network interface

to be used. |If not present, the IP
protocol stack will select a suitable
i nterface.

4.9. Comopn bjects: Task Configurations

Conceptual |y, each Task Configuration defines the paraneters of a
Task that the MA nay performat some point in tine. It does not by
itself actually instruct the MA to performthemat any particul ar
time (this is done by a Schedul e). Tasks can be Measurenent Tasks
(i.e., those Tasks actually perform ng sone type of passive or active
measur enent) or any other schedul ed activity perforned by the MA such
as transferring information to or fromthe Controller and Col |l ectors.
O her exanpl es of Tasks may include data nani pul ati on or processing
Tasks conducted on the MNA

A Measurement Task Configuration is the sane in information terns to
any other Task Configuration. Both Measurenent and non- Measurenent
Tasks may have registry entries to enable the MA to uniquely identify
the Task it should execute and retrieve the schema for any paraneters
that may be passed to the Task. Registry entries are specified as a
URI and can therefore be used to identify the Task within a nanespace
or point to a web or local file location for the Task information

As nentioned previously, these URIs may be used to identify the
Measurenent Task in a public nanespace such as the to-be-created | PPM
registry described in [I PPM REG.
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Exanpl e: A Measurenent Task Configuration nmay configure a single
Measur ement Task for neasuring UDP | atency. The Measurenment Task
Configuration could define the destination port and address for
the nmeasurenent as well as the duration, internal packet timng
strategy, and other paraneters (for exanple, a streamfor one hour
and sendi ng one packet every 500 ns). It may al so define the
out put type and possible paranmeters (for exanple, the output type
can be the 95th percentile nean) where the Measurenment Task
accepts such paraneters. |t does not define when the Task starts
(this is defined by the Schedule elenent), so it does not by
itself instruct the MAto actually performthis Measurenment Task

The Task Configuration will include a |ocal short name for reference
by a Schedul e. Task Configurations may also refer to registry
entries as described above. In addition, the Task can be configured

through a set of configuration Options. The nature and nunber of
these Options will depend upon the Task. These Qptions are expressed
as nane-val ue pairs, although the 'value' may be a structured object
instead of a sinple string or nuneric value. The inplenentation of
these nane-value pairs will vary between data nodel s.

An Option that nmust be present for Reporting Tasks is the Channe
ref erence specifying how to communicate with a Collector. This is

included in the Task Options and will have a value that matches a
Channel name that has been defined in the Instruction. Simlarly,
Control Tasks will have a sinmilar Option with the value set to a

speci fied Control Channel

A Reporting Task might also have a flag paraneter, defined as an
Option, to indicate whether to send a report w thout measurenent
results if there is no neasurenment result data pending to be
transferred to the Collector. |In addition, many Tasks will receive
(as a paraneter) information about which interface to use.

In addition, the Task Configuration nay optionally also be given tags
that can carry a Measurenent Cycle ID. The purpose of this IDis to
easily identify a set of neasurenent results that have been produced
by Measurenent Tasks with conparable Options. This ID could be
manual |y i ncrenmented or otherw se changed when an Option change is

i mpl ement ed, which could nean that two sets of results should not be
directly conpared
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4.9.1. Definition of nma-task-obj

4.

9

obj ect {
string ma- t ask- nane;
ma- regi stry- obj ma-t ask-functi ons<0. . *>;
[ ma- opti on- obj ma-t ask-options<0. . *>;]
[string ma-t ask-tags<0..*>;]

} ma-task-obj;

The ma-task-obj defines a configured Task that can be invoked as part
of an Action. A configured Task can be referenced by its nanme, and
it contains a possibly enpty set of URIs to link to registry entries.
Options allow the configuration of Task parameters (in the form of
nane-val ue pairs). The ma-task-obj consists of the foll ow ng

el ement s:

ma-t ask- nane: A name uni quely identifying a configured
Task obj ect.

ma-t ask-functi ons: A possibly enpty unordered set of registry
entries identifying the functions of the
configured Task.

ma-t ask-options: An optional and possibly enpty ordered |i st
of options (nane-value pairs) that are
passed to the configured Task.

ma-t ask-tags: An optional unordered set of tags that are
reported together with the neasurenent
results to a Collector

2. Definition of ma-option-obj
obj ect {
string ma- opt i on- nane;
[ obj ect ma- opt i on-val ue; ]

} ma-option-obj;

The ma-option-obj nodels a nane-val ue pair and consists of the
foll owi ng el enents:

ma- opt i on- nane: The nane of the option
ma- opt i on- val ue: The optional value of the option
The nma-option-obj is used to define Task Configuration Options. Task

Configuration Options are generally Task specific. For Tasks
associated with an entry in a registry, the registry may define well -
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4.

4.

4.

known option nanes (e.g., the so-called paraneters in the to-be-
created IPPM netric registry described in [IPPMREG). Control and
Reporting Tasks need to know t he Channel they are going to use. The
common option nanme for specifying the Channel is "channel" where the
option’s value refers to the nane of an nma-channel - obj .

10. Common bjects: Registry Information
Tasks and Actions can be associated with entries in a registry. A

registry object refers to an entry in a registry (identified by a
URI), and it nay define a set of roles.

10.1. Definition of na-registry-obj
obj ect {
uri ma-registry-uri;
[string ma-regi stry-rol e<0..*>;]

} ma-registry-obj;

The ma-registry-obj refers to an entry of a registry, and it defines
the associated role(s). The nma-registry-obj consists of the
foll owi ng el enents:

ma-registry-uri: A URl identifying an entry in a registry.

ma-registry-rol e: An optional and possibly enpty unordered
set of roles for the identified registry
entry.

11. Common Obj ects: Event Information

The Event information object used throughout the Information Mdels
can initially take one of several different fornms. Additional forns
may be defined later in order to bind the execution of Schedules to
additional Events. The initially defined Event forns are:

1. Periodic Timng: Enmits nmultiple Events periodically according to
an interval tine defined in seconds

2. Calendar Timng: Emits nmultiple Events according to a cal endar-
based pattern, e.g., 22 mnutes past each hour of the day on
weekdays

3. One-Of Timng: Emits one Event at a specific date and tine

4. Imediate: Emits one Event as soon as possible
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5. Startup: Emts an Event whenever the MA is started (e.g., at
devi ce startup)

6. Controller Lost: Emits an Event when connectivity to the
Control | er has been | ost

7. Controller Connected: Emits an Event when connectivity to the
Controll er has been established or re-established

Optionally, each of the Event options may al so specify a randonmess
that shoul d be eval uated and applied separately to each indicated
Event. This randommess paraneter defines a uniforminterval in
seconds over which the start of the Task is delayed fromthe starting
times specified by the Event object.

Both the periodic and cal endar timng objects allow for a series of
Actions to be executed. Wiile both have an optional end tine, it is
best practice to always configure an end tine and refresh the
information periodically to ensure that |ost MAs do not continue
their Tasks forever.

Startup Events are only created on device startup, not when a new
Instruction is transferred to the MA. |If schedul ed Task execution is
desired both on the transfer of the Instruction and on device
restart, then both the Immediate and Startup tim ng needs to be used
in conjunction.

The datetinme format used for all elenents in the Informati on Mode
MUST conformto RFC 3339 [ RFC3339].

4.11.1. Definition of ma-event-obj

obj ect {
string ma- event - nane;
uni on {
ma- peri odi c- obj ma- event - peri odi c;
ma- cal endar - obj ma- event - cal endar
ma- one- of f - obj ma- event - one- of f;
ma- i mredi at e- obj ma- event - i nredi at e;
ma- st ar t up- obj ma- event - st art up;
ma-control | er-1 ost-obj ma- event - control | er-1| ost;
ma- control | er-connect ed-obj na-event-controll er-connected,;
}
[int ma- event - random spr ead; |
[int ma- event - cycl e-i nterval ;]

} ma-event-obj;
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The ma-event-obj is the main Event object. Event objects are
identified by a name. A generic Event object itself contains a nore
specific Event object. The set of specific Event objects should be
extensible. The initial set of specific Event objects is further
descri bed bel ow. The na-event-obj also includes an optional uniform
random spread that can be used to randomi ze the start tinmes of
Schedul es triggered by an Event. The ma-event-obj consists of the
foll owi ng el enents:

ma- event - nane: The nane uniquely identifies an Event
obj ect. Schedules refer to Event
obj ects by this nane.

ma- event - peri odi c: The ma-event-periodic is present for
periodic timng objects.

ma- event - cal endar: The nma-event-cal endar is present for
cal endar tim ng objects.

ma- event - one- of f : The ma-event-one-off is present for
one-of f timng objects.

ma- event - i mredi at e: The ma-event-inmediate is present for
i medi at e Event objects.

ma- event - st art up: The ma-event-startup is present for
startup Event objects.

ma- event -control | er-1ost: The ma-event-controller-lost is
present for connectivity to
Controller |1 ost Event objects.

ma- event-control | er-connected: The nm-event-controll er-connected is
present for connectivity to
Control |l er established Event objects.

ma- event - random spr ead: The optional ma-event-random spread
adds a random del ay defined in
seconds to the Event object. No
random del ay is added if
ma- event - random spread does not
exi st.
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ma- event - cycl e-interval : The optional ma-event-cycle-interva
defines the duration of the tine
interval in seconds that is used to
cal cul ate cycle nunbers. No cycle
number is calculated if
ma- event - cycl e-i nterval does not
exi st.

4.11.2. Definition of ma-periodic-obj

obj ect {
[datetine ma- periodic-start;]
[datetinme ma- peri odi c- end; ]
i nt ma- periodi c-interval;

} ma-peri odi c-obj;

The nma-periodic-obj tinmng object has an optional start and an
optional end time plus a periodic interval. Schedul es using an
ma- periodi c-obj are started periodically between the start and end
time. The ma-periodic-obj consists of the follow ng el ements:

ma- periodic-start: The optional date and tine at which
Schedul es using this object are first
started. |If not present, it defaults to
i redi at e.

ma- peri odi c- end: The optional date and tine at which
Schedul es using this object are |ast
started. |If not present, it defaults to
i ndefinite.

ma- periodi c-interval: The interval defines the tine in seconds

bet ween two consecutive starts of Tasks.
4.11.3. Definition of mm-cal endar - obj

Cal endar timng supports the routine execution of Schedul es at
specific times and/or on specific dates. It can support nore
flexible timng than periodic timng since the execution of Schedul es
does not have to be uniformy spaced. For exanple, a cal endar timng
coul d support the execution of a Measurenent Task every hour between
6 pm and ni dni ght on weekdays only.

Cal endar timng is also required to perform nmeasurenents at

meani ngful times in relation to network usage (e.g., at peak tines).
If the optional tine zone offset is not supplied, then |ocal system
time is assumed. This is essential in sone use cases to ensure
consi stent peak-tinme nmeasurenments as well as supporting MA devices
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that may be in an unknown tinme zone or to roam between different tinme
zones (but know their own time zone informati on such as through the
mobi | e net work) .

The cal endar el enents within the cal endar tinmng do not have defaults

in order to avoid accidental high-frequency execution of Tasks. |If
all possible values for an elenent are desired, then the wildcard *
is used.
obj ect {
[datetine ma- cal endar-start;|]
[datetine ma- cal endar - end; ]
[string ma- cal endar - nont hs<0. . *>; ]
[string ma- cal endar - days- of - week<0. . *>; ]
[string ma- cal endar - days- of - nont h<0. . *>; ]
[string ma- cal endar - hour s<0. . *>; ]
[string ma- cal endar - m nut es<0. . *>; ]
[string ma- cal endar - seconds<0. . *>; ]
[int ma- cal endar -t i nezone- of f set; ]
} ma- cal endar - obj ;
ma- cal endar-start: The optional date and tine at which
Schedul es using this object are first
started. |If not present, it defaults

to i medi ate.

ma- cal endar - end: The optional date and tine at which
Schedul es using this object are |ast
started. |If not present, it defaults
to indefinite.

ma- cal endar - nont hs: The optional set of months (1-12) on
whi ch Tasks schedul ed using this object
are started. The wildcard * neans al

months. |f not present, it defaults to
no nont hs.
ma- cal endar - days- of - week: The optional set of days of a week

("Mn", "Tue", "Wed", "Thu", "Fri",
"Sat", "Sun") on which Tasks schedul ed
using this object are started. The
wi I dcard * neans all days of the week.
If not present, it defaults to no days.
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ma- cal endar - days- of - nont h: The optional set of days of a nonth
(1-31) on which Tasks schedul ed using
this object are started. The w ldcard
* means all days of a nonth. If not
present, it defaults to no days.

ma- cal endar - hour s: The optional set of hours (0-23) on
whi ch Tasks schedul ed using this object
are started. The wldcard * nmeans al
hours of a day. |If not present, it
defaults to no hours.

ma- cal endar - i nut es: The optional set of minutes (0-59) on
whi ch Tasks schedul ed using this object
are started. The wldcard * nmeans al
m nutes of an hour. |If not present, it
defaults to no minutes.

ma- cal endar - seconds: The optional set of seconds (0-59) on
whi ch Tasks schedul ed using this object
are started. The wldcard * nmeans al
seconds of an hour. If not present, it
defaults to no seconds.

ma- cal endar-timezone-offset: The optional time zone offset in
m nutes. |If not present, it defaults
to the systemis |local tine zone.

If a day of the nonth is specified that does not exist in the nonth
(e.g., the 29th of February), then those values are ignored.

4.11.4. Definition of ma-one-off-obj

obj ect {
datetinme ma- one-of f-ti ne;
} ma-one-of f-obj;

The ma-one-off-obj timng object specifies a fixed point in tine.
Schedul es using an nma-one-of f-obj are started once at the specified
date and tine. The ma-one-off-obj consists of the follow ng

el ement s:

ma- one-of f-ti nme: The date and time at which Schedul es using
this object are started.
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4.11.5. Definition of ma-imredi at e- obj

obj ect {
[l empty
} ma-i nmedi at e- obj ;

The ma-i medi at e-obj Event object has no further information
el ements. Schedul es using an nma-i Mmedi ate-obj are started as soon as
possi bl e.

4.11.6. Definition of ma-startup-obj

obj ect {
[l empty
} ma-startup-obj;

The nma-startup-obj Event object has no further information el enents.
Schedul es or Suppressions using an ma-startup-obj are started at MA
initialization tine.

4.11.7. Definition of ma-controller-1ost-obj

obj ect {
[l empty
} ma-controller-1lost-obj;

The ma-controll er-1ost-obj Event object has no further information

el ements. The ma-controller-lost-obj indicates that connectivity to
the Controller has been lost. This is determined by a tinmer started
after each successful contact with a Controller. VWhen the timer
reaches the controller-tineout (nmeasured in seconds), a
ma-control l er-1ost-obj Event is generated. This Event may be used to
start a Suppression.

4.11.8. Definition of ma-controll er-connect ed- obj

obj ect {
[l empty
} ma-controll er-connect ed- obj ;

The ma-control | er-connect ed-obj Event object has no further
informati on el enents. The ma-controller-connected-obj indicates that
connectivity to the Controller has been established again after it
was lost. This Event may be used to end a Suppression
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5

Exanpl e Execution

The exampl e execution has two Event sources, El and E2, and three
Schedul es, S1, S2, and S3. The Schedule S3 is started by Events of
Event source E2 while the Schedul es S1 and S2 are both started by
Events of the Event source El. The Schedules S1 and S2 have two
Actions each, and Schedul e S3 has a single Action. The Event source
E2 has no randoni zation while the Event source El has the

random zation r.

Figure 2 shows a possible tineline of an execution. The time T is
progressi ng downwards. The dotted vertical |ine indicates progress
of time while a dotted horizontal line indicates which Schedul es are
triggered by an Event. Lines of tildes indicate data flowi ng from an
Action to another Schedule. Actions within a Schedule are naned Al,
A2, etc.
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Figure 2: Exanpl e Execution
Not e that inplenentations nust handl e possi bl e concurrency issues.
In the exanpl e execution, Action Al of Schedule S3 is consuming the
data that has been forwarded to Schedule S3 while additional data is
arriving fromAction A2 of Schedul e S2.
6. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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7.

8.

8.

1.

Security Considerations

This Informati on Model deals with information about the control and
reporting of the Measurenent Agent. There are broadly two security
considerations for such an Information Mddel. Firstly, the

I nformati on Model has to be sufficient to establish secure

communi cati on Channels to the Controller and Coll ector such that
other information can be sent and received securely. Additionally,
any nechani sns that the Network Operator or other device

adm ni strator enploys to preconfigure the MA nust al so be secure to
protect unauthorized parties from nodi fying Preconfiguration

I nformati on. These nmechanisns are inportant to ensure that the MA
cannot be hijacked, for exanple, to participate in a distributed
deni al - of - servi ce attack.

The second consideration is that no mandated information itens should
pose a risk to confidentiality or privacy given such secure

communi cati on Channels. For this latter reason, itens such as the MA
context and MA-1D are |eft optional and can be excluded from sone
depl oynents. This may, for exanple, allow the MA to remai n anonynous
and for information about |ocation or other context that m ght be
used to identify or track the MA to be omtted or blurred.

I mpl enent ati ons and depl oynents shoul d al so be careful about exposing
device-ids when this is not strictly needed.

An implenentation of this Information Mdel should support all the
security and privacy requirements associated with the LMAP Framework
[ RFC7594]. In addition, users of this Informati on Model are advised
to choose identifiers for Goup-1Ds, tags, or nanmes of Information
Model objects (e.g., configured Tasks, Schedul es, or Actions) that do
not reveal any sensitive information to people authorized to process
measur enent results but who are not authorized to know details about
the Measurenent Agents that were used to performthe neasurenent.
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