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Abst ract

Thi s document describes a framework and several scenarios for a
pseudowi re (PW dual -honming | ocal protection mechani smthat avoids
unnecessary sw tchovers and does not depend on whether a control

pl ane is used. A Dual-Node Interconnection (DNI) PWis used to carry
traffic between the dual -hom ng Provider Edge (PE) nodes when a
failure occurs in one of the Attachnment Circuits (AC) or PW. This
PW dual - homi ng | ocal protection nmechanismis conplenmentary to

exi sting PWprotection mechani sms.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8184.
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1.

I nt roducti on

[ RFC6372] and [ RFC6378] describe the framework and mechani sm of MPLS
Transport Profile (MPLS-TP) |inear protection, which can provide
protection for the MPLS Label Switched Path (LSP) or pseudowi re (PW
bet ween the edge nodes. This mechani sm does not protect against
failure of the Attachnent G rcuit (AC) or the Provider Edge (PE)
node. [RFC6718] and [ RFC6870] describe the framework and mechani sm
for PWredundancy to provide protection agai nst AC or PE node
failure. The PWredundancy nechanismis based on the signaling of
the Label Distribution Protocol (LDP), which is applicable to PW
with a dynamic control plane. [RFC8104] describes a fast |oca
repair nechani smfor PWegress endpoint failures, which is based on
PW redundancy, upstream | abel assignnent, and context-specific |abe
swi tching. The mechanismdefined in [RFC3104] is only applicable to
PW with a dynam c control plane.

There is a need to support a dual -hom ng | ocal protection mechani sm
that avoi ds unnecessary switches of the AC or PWand can be used
regardl ess of whether a control plane is used. |In some scenarios,
such as nobil e backhauling, the MPLS PW are provisioned with dual -
hom ng topol ogy in which at |east the Custoner Edge (CE) node on one
side is dual-honmed to two PEs. If sone fault occurs in the prinmary
AC, operators usually prefer to have the switchover only on the dual -
hom ng PE side and keep the working pseudow res unchanged i f
possible. This is to avoid nassive PWsw tchover in the nobile
backhaul network due to AC failure in the mobile core site; such
massi ve PWswi tchover may in turn | ead to congestion caused by
mgrating traffic away fromthe preferred paths of network planners.
Simlarly, as multiple PW share the physical ACin the nmobile core
site, it is preferable to keep using the working AC when one working
PWfails in the Packet Switched Network (PSN) to potentially avoid
unnecessary sw tchover for other PW. To neet the above
requirenents, a fast dual -honming | ocal PWprotection nmechanismis
needed to protect against the failures of an AC, the PE node, and the
PSN.

Thi s docunent describes the framework and several typical scenarios
of PWdual -hom ng | ocal protection. A Dual-Node |Interconnection
(DNI') PWis used between the dual -hom ng PE nodes to carry traffic
when a failure occurs in the AC or PWside. In order for the dual-
homi ng PE nodes to determ ne the forwarding state of AC, PW and
DNl - PW necessary state exchange and coordi nati on between the
dual - hom ng PEs is needed. The necessary mechani snms and protoco
extensions are defined in [ RFC83185].
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2. Reference Mddel s of Dual -Hom ng Local Protection

This section shows the reference architecture of the dual -hom ng PW
| ocal protection and the usage of the architecture in different
scenari os.

2.1. PE Architecture

Figure 1 shows the PE architecture for dual -homing | ocal protection
This is based on the architecture in Figure 4a of [RFC3985]. In
addition to the AC and the service PWbetween the |ocal and renote
PEs, a DNI-PWis used to connect the forwarders of the dual-hom ng
PEs. It can be used to forward traffic between the dual - hom ng PEs
when a failure occurs in the AC or service PWside. As [RFC3985]
specifies: "any required switching functionality is the
responsibility of a forwarder function". |In this case, the forwarder
is responsible for switching the payl oads between three entities: the
AC, the service PW and the DN - PW

o e e e e e e e e e e e e e e e e e e e e e e o +
| Dual - Hom ng PE Devi ce |
oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
AC | | | Service PW
<------ >0 For war der + Servi ce X<===========>
I I PW I
B B + |
| DNI - PW | |
S SRR ) CREREpp— o e e e e e oo oo +
N
| DN -PW
I
Vv
Fomm oo Xemmmm o - T +
| DNI - PW | |
L L + | Service PW
AC | Servi ce X<===========>
R >0 For war der + PW |
I I I
oo e m e e e e e e e e e e e e e e e e e ma o - +
| Dual - Homi ng PE Devi ce |
. +

Figure 1: PE Architecture for Dual - Hom ng Protection
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2.2. Dual -Honing Local Protection Reference Scenarios
2.2.1. One-Side Dual -Hom ng Protection

Figure 2 illustrates the network scenario of dual -hom ng PWI ocal
protection where only one of the CEs is dual-honmed to two PE nodes.
CEl is dual -honmed to PE1 and PE2, while CE2 is single-honed to PE3.

A DNl -PWis established between the dual -hom ng PEs, which is used to
bridge traffic when a failure occurs in the PSN or the AC side. A
dual - hom ng control mechani sm enables the PEs and CE to determ ne

whi ch AC should be used to carry traffic between CEl and the PSN

The necessary control nechani sns and protocol extensions are defined
in [ RFC8185].

Thi s scenario can protect against node failure of PE1 or PE2 or
failure of one of the ACs between CE1 and the dual -honing PEs. In
addi tion, dual -honing PWprotection can protect against failure
occurring in the PSN that inpacts the working PW thus, it can be an
alternative solution of PSN tunnel protection nechanisns. This
topol ogy can be used in nobile backhauling application scenari os.

For exanple, CE2 mi ght be an equi pnent cell site such as a NodeB
while CE1l is the shared Radio Network Controller (RNC). PE3
functions as an access-side MPLS device, while PEL and PE2 function
as core-side MPLS devices

| <----mmmemee-- - Emul ated Service --------------- >
[ <------- Pseudowire ------ >

| <-- PSN Tunnel s-->

ACL  +4----+ P
Ho---- + | | PE1]| | | Ho--- - +
| R [ PWL. (working)....... | | |
| | | | | | |
I I +- - -4 | AC3 | |
| | | | | | | |
| CEL | DNI - PW | |PE3 |---------- | CE2 |
| | | | | | |
L bt L I
| | | _ | | | |
| [---------- [ ... PW2. (protection)...... | | |
Fo---- + | | PE2| | | oo +

AC2 temm temm

Fi gure 2: One-Side Dual - Honi ng PW Protection
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Consi der the exanple where in nornal state AClL fromCEL to PELl is
initially active and AC2 fromCEl1 to PE2 is initially standby. PW
is configured as the working PWand PW2 is configured as the
protection PW

When a failure occurs in ACL, then the state of AC2 changes to active
based on the AC dual -hom ng control mechanism |In order to keep the
swi tchover |ocal and continue using PWM for traffic forwarding as
preferred according to traffic planning, the forwarder on PE2 needs
to connect AC2 to the DNI-PW and the forwarder on PEl needs to
connect the DNI-PWto PW. 1In this way, the failure in ACL will not
i npact the forwarding of the service PW across the network. After
the switchover, traffic will go through the bidirectional path:

CE1- (AC2) - PE2- ( DNI - PW - PE1- ( PW) - PE3- ( AC3) - CE2.

When a failure in the PSN affects the working PW (PW), according to
PW protection nechani sns [ RFC6378], traffic is switched onto the
protection PW(PW2) while the state of ACL renmins active. Then, the
forwarder on PE1 needs to connect ACl to the DNI-PW and the
forwarder on PE2 needs to connect the DNI-PWto PW2. In this way,
the failure in the PSN will not inpact the state of the ACs. After
the switchover, traffic will go through the bidirectional path:

CE1- (ACl) - PE1- (DN - PW - PE2- ( PV2) - PE3- ( AC3) - CE2.

When a failure occurs in the working PE (PE1l), it is equivalent to a
failure of the working AC, the working PW and the DNI-PW The state
of AC2 changes to active based on the AC dual -hom ng control
mechanism In addition, according to the PWprotection nmechani sm
traffic is switched on to the protection PW"PW". In this case, the
forwarder on PE2 needs to connect AC2 to PW2. After the sw tchover,
traffic will go through the bidirectional path:

CE1- (AC2) - PE2- ( PV2) - PE3- ( AC3) - CE2.

2.2.2. Two-Side Dual -Hom ng Protection

Figure 3 illustrates the network scenario of dual -hom ng PW
protection where the CEs in both sides are dual -homed. CE1 is dual -
honmed to PEl1 and PE2, and CE2 is dual -homed to PE3 and PE4. A dual -
hom ng control nechani sm enables the PEs and CEs to determ ne which
AC should be used to carry traffic between the CE and the PSN.

DNl - P are used between the dual -hom ng PEs on both sides. ne
service PWis established between PE1 and PE3, and another service PW
is established between PE2 and PE4. The role of working and
protection PW can be determ ned by either configuration or existing
si gnal i ng mechani sms.
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This scenari o can protect agai nst node failure on one of the dual -
hom ng PEs or failure on one of the ACs between the CEs and their
dual - hom ng PEs. Al so, dual -hom ng PW protection can protect against
the occurrence of failure in the PSN that inpacts one of the PW;
thus, it can be used as an alternative solution of PSN tunne
protection nechanisns. Note, this scenario is mainly used for
services requiring high availability as it requires redundancy of the
PEs and network utilization. |In this case, CEl and CE2 can be
regarded as service access points.

R Enul ated Service -------------- >
<ememm--- Pseudowire ------ >|

I
I
| | <-- PSN Tunnel s-->| |
\Y, \Y, \Y, \Y,

ACL  +----+ +----+ AC3 V
+o-m - + | | ...]...PW. (working)..|... | | +o-m - +
| [EREREEEEES | PEL| | PE3[---------- | |
| | oo oo | |
I I I I
| CE1 | DNI - PWL | | DN -PW2 | CE2 |
I I I I I I
| | R SRR | |
I I I I I
| |- | PE2| | PEAJ----oo-e- | |
+----- + | | ...|].PW.(protection).|... | | +----- +

AC2 +----+ +----+ AC4

Fi gure 3. Two-Side Dual - Honi ng PW Protection

Consi der the exanple where in nornmal state ACl1 between CE1 and PEl is
initially active, AC2 between CE1l and PE2 is initially standby, AC3
between CE2 and PE3 is initially active and AC4 fromCE2 to PE4 is
initially standby. PW is configured as the working PWand PW is
configured as the protecti on PW

When a failure occurs in ACl, the state of AC2 changes to active
based on the AC dual -hom ng control nmechanism In order to keep the
swi tchover |ocal and continue using PWM for traffic forwarding, the
forwarder on PE2 needs to connect AC2 to the DNI-PW, and the
forwarder on PE1l needs to connect DNI-PW with PW.. In this way,
failures in the AC side will not inpact the forwarding of the service
PW across the network. After the switchover, traffic will go
through the bidirectional path:

CE1- (AC2) - PE2- (DNI - PW) - PE1- ( PW) - PE3- ( AC3) - CE2.
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When a failure occurs in the working PW(PW), according to the PW
protection mechani sm[RFC6378], traffic needs to be switched onto the
protection PW"PW". In order to keep the state of ACL and AC3
unchanged, the forwarder on PEl needs to connect ACl to DN -PW, and
the forwarder on PE2 needs to connect DNI-PW to PW2. On the other
side, the forwarder of PE3 needs to connect AC3 to DNl -PW2, and the
forwarder on PE4 needs to connect PW2 to DNI-PW2. In this way, the
state of the ACs will not be inpacted by the failure in the PSN

After the switchover, traffic will go through the bidirectional path:
CE1- (ACl) - PE1- (DNI - PW) - PE2- ( PW2) - PE4- ( DNI - PV2) - PE3- ( AC3) - CE2.

When a failure occurs in the working PE (PE1l), it is equivalent to
the failures of the working AC, the working PW and the DNI-PW The
state of AC2 changes to active based on the AC dual - hom ng contro
mechanism In addition, according to the PWprotection mechani sm
traffic is switched on to the protection PW"PW". |In this case, the
forwarder on PE2 needs to connect AC2 to PW2, and the forwarder on
PE4 needs to connect PW2 to DNI-PW2. After the sw tchover, traffic
will go through the bidirectional path:

CE1- (AC2) - PE2- ( PV2) - PE4- ( DNI - PW2) - PE3- ( AC3) - CE2.

3. Generic Dual -Homi ng PWProtection Mechani sm

As shown in the above scenarios, with the described dual - honi ng PW
protection, failures in the AC side will not inpact the forwarding
behavi or of the PW in the PSN, and vice-versa.

In order for the dual-hom ng PEs to coordinate traffic forwarding
during failures, synchronization of the status information of the

i nvol ved entities and coordination of sw tchover between the dual -
hom ng PEs are needed. For PW with a dynam c control plane, such
synchroni zati on and coordination informati on can be achieved with a
dynanmi ¢ protocol, such as that described in [RFC7275], possibly with
sonme extensions. For PW that are manually configured w thout a
control plane, a new nmechanismis needed to exchange the status

i nformati on and coordi nate swi tchover between the dual -honmi ng PEs,
e.g., over an enbedded PWcontrol channel. This is described in

[ RFC8185] .

4. | ANA Consi derati ons

Thi s docunent does not require any | ANA acti on.
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5.

6.

6.

6.

Security Considerations

The scenarios defined in this docunent do not affect the security
nodel as defined in [ RFC3985].

Wth the proposed protection nechanism the disruption of a dual -
honmed AC, a component that is outside the core network, would have a
reduced inpact on the traffic flows in the core network. This could
al so avoi d unnecessary congestion in the core network.

The security consideration of the DNI-PWis the same as for service
PW in the data plane [RFC3985]. Security considerations for the
coordi nation/control mechanismw |l be addressed in the conpanion
docunent, RFC 8185, which defines the nmechani sm

Ref er ences
1. Nornmtive References

[ RFC3985] Bryant, S., Ed. and P. Pate, Ed., "Pseudo Wre Emul ation
Edge-t o- Edge (PWE3) Architecture", RFC 3985,
DO 10.17487/ RFC3985, March 2005,
<http://ww. rfc-editor.org/info/rfc3985>.

[ RFC8185] Cheng, W, Wang, L., Li, H, Dong, J., and A
D Al essandro, "Dual -Homi ng Coordi nation for MPLS Transport
Profile (MPLS-TP) Pseudow res Protection", RFC 8185,
DO 10.17487/ RFC8185, June 2017.

2. Infornative References

[ RFC6372] Sprecher, N., Ed. and A Farrel, Ed., "MPLS Transport
Profile (MPLS-TP) Survivability Framework", RFC 6372,
DO 10.17487/ RFC6372, Septenber 2011,
<http://ww. rfc-editor.org/info/rfc6372>.

[ RFC6378] Weingarten, Y., Ed., Bryant, S., Gsborne, E., Sprecher,
N., and A Fulignoli, Ed., "MPLS Transport Profile (MPLS-
TP) Linear Protection", RFC 6378, DA 10.17487/RFC6378,
Cct ober 2011, <http://www.rfc-editor.org/info/rfc6378>.

[ RFC6718] Muley, P., Aissaoui, M, and M Bocci, "Pseudowi re
Redundancy", RFC 6718, DA 10.17487/RFC6718, August 2012,
<http://ww. rfc-editor.org/info/rfc6718>.

Cheng, et al. I nf or mat i onal [ Page 9]



RFC 8184

[ RFC6870]

[ RFC7275]

[ RFC8104]

Contributors

Dual - Homi ng PW Protection June

Mul ey, P., Ed. and M Aissaoui, Ed., "Pseudowi re
Preferential Forwarding Status Bit", RFC 6870,
DO 10.17487/ RFC6870, February 2013,

<http://ww. rfc-editor.org/info/rfc6870>.

Martini, L., Salam S., Sajassi, A, Bocci, M,
Mat sushima, S., and T. Nadeau, "Inter-Chassis

2017

Conmruni cati on Protocol for Layer 2 Virtual Private Network

(L2VPN) Provi der Edge (PE) Redundancy", RFC 7275,
DA 10.17487/ RFC7275, June 2014,
<http://ww. rfc-editor.org/info/rfc7275>.

Shen, Y., Aggarwal, R, Henderickx, W, and Y. Jiang,
"Pseudowi re (PW Endpoint Fast Failure Protection”,
RFC 8104, DA 10.17487/ RFC8104, March 2017,
<http://ww. rfc-editor.org/info/rfc8104>.

The foll owi ng individuals substantially contributed to the content of
thi s docunent:

Kai

Huawei
Emai | :

Liu

Technol ogi es
al ex. | i ukai @uawei . com

Al essandro D Al essandro
TelecomItalia

Emai | :

Cheng,

et al.

al essandro. dal essandro@el econmitalia.it

I nf or mat i onal [ Page 10]



RFC 8184 Dual - Homi ng PW Protection June 2017

Aut hors’ Addresses

Wi gi ang Cheng

Chi na Mdbile

No. 32 Xuanwunen West Street
Beijing 100053

Chi na

Emai | : chengwei qi ang@hi nanobi | e. com
Lei Wang

Chi na Mbile

No. 32 Xuanwunen West Street
Beijing 100053

Chi na

Emai | : Wangl ei yj @hi nanobi | e. com
Han Li

Chi na Mbile

No. 32 Xuanwunen West Street
Beijing 100053
Chi na

Emai | : Li han@hi nanpbi | e. com

Shahr am Davar i

Br oadcom Cor por ati on
3151 Zanker Road

San Jose 95134-1933
United States of Anerica

Emei | : davari @roadcom com

Ji e Dong

Huawei Technol ogi es

Huawei Canpus, No. 156 Beiqi ng Rd.
Beijing 100095

Chi na

Emai | : jie.dong@uawei.com

Cheng, et al. I nf or mat i onal [ Page 11]






