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M nimal 1 Pv6 over the TSCH Mdde of | EEE 802. 15. 4e (6Ti SCH) Confi guration
Abst r act

Thi s docunent describes a mninal node of operation for an |Pv6 over
the TSCH node of | EEE 802. 15.4e (6Ti SCH network. This mniml node
of operation specifies the baseline set of protocols that need to be
supported and the reconmended configurations and nodes of operation
sufficient to enable a 6Ti SCH functional network. 6Ti SCH provi des

I Pv6 connectivity over a Time-Slotted Channel Hopping (TSCH) nesh
conposed of IEEE Std 802.15.4 TSCH |inks. This mninmal nobde uses a
collection of protocols with the respective configurations, including
the I Pv6 Low Power Wrel ess Personal Area Network (6LoWPAN)
framework, enabling interoperable | Pv6 connectivity over |EEE Std
802.15.4 TSCH. This minimal configuration provides the necessary
bandwi dth for network and security bootstrapping and defines the
proper |ink between the | ETF protocols that interface to | EEE Std
802.15.4 TSCH. This mnimal node of operation should be inplenented
by all 6Ti SCH conpliant devices.

Status of This Meno
This nmeno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc8180
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Copyri ght Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

A 6Ti SCH networ k provides | Pv6 connectivity [ RFC2460] over a Tine-

Sl ott ed Channel Hopping (TSCH) mesh [ RFC7554] conposed of | EEE Std

802.15.4 TSCH |inks [IEEE. 802.15.4]. |1Pv6 connectivity is obtained
by the use of the 6LoWPAN framework ([RFC4944], [RFC6282],

[ RFC8025], [ RFC8138], and [RFC6775]), RPL [ RFC6550], and the RPL

oj ective Function 0 (OF0) [RFC6552].

Thi s specification defines operational paraneters and procedures for
a mninmal node of operation to build a 6Ti SCH network. Any 6Ti SCH
conmpliant device should inplenment this node of operation. This
operational paranmeter configuration provides the necessary bandwi dth
for nodes to bootstrap the network. The bootstrap process includes
initial network configuration and security bootstrapping. In this
specification, the 802.15.4 TSCH node, the 6LoWPAN framework, RPL

[ RFC6550], and the RPL Objective Function 0 (OF0) [ RFC6552] are used
unnodi fied. Paraneters and particul ar operations of TSCH are
specified to guarantee interoperability between nodes in a 6Ti SCH
net wor k.

In a 6Ti SCH network, nodes follow a comunication schedul e as per
802.15.4 TSCH. Nodes |earn the comuni cati on schedul e upon joining
the network. When following this specification, the | earned schedul e
is the sane for all nodes and does not change over time. Future
speci fications may define mechani snms for dynam cally nmanagi ng the
communi cati on schedul e. Dynam c scheduling solutions are out of
scope of this docunent.

| Pv6 addressi ng and conpression are achi eved by the 6LoWPAN
framework. The framework includes [ RFC4944], [RFC6282], [RFC8025],
the 6LoWPAN Routing Header dispatch [RFC8138] for addressing and
header conpression, and [ RFC6775] for Duplicate Address Detection
(DAD) and address resol ution.

More advanced work is expected in the future to conpl ement the
m ni mal configuration with dynani c operations that can adapt the
schedule to the needs of the traffic at run tine.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Vi | aj osana, et al. Best Current Practice [ Page 4]



RFC 8180 6Ti SCH M ni mal May 2017

3. Termi nol ogy

Thi s docunent uses term nology from|[TERMS-6Ti SCH . The foll ow ng
concepts are used in this docunent:

802.15.4: W use "802.15.4" as a short version of "IEEE Std
802.15.4" in this docunent.

SFD: Start of Frame Delimter

RX: Reception

TX:  Transm ssion

IE:  Information El enent

EB: Enhanced Beacon

ASN:  Absol ute Sl ot Number

Join Metric: Field in the TSCH Synchroni zation |IE representing the
t opol ogi cal di stance between the node sending the EB and the PAN
coor di nat or.

PAN:  Personal Area Network

MLME: MAC Layer Managenent Entity

4. | EEE Std 802.15.4 Settings

An inplementation conpliant with this specification MJST inpl ement

| EEE Std 802.15.4 [IEEE. 802.15.4] in Tine-Slotted Channel Hopping

(TSCH) node.

The renmai nder of this section details the RECOWENDED TSCH setti ngs,

which are summarized in Figure 1. Any of the properties marked in

the EB colum are announced in the EBs the nodes send [I| EEE. 802. 15. 4]

and | earned by those joining the network. Changing their val ue neans

changing the contents of the EB.

In case of discrepancy between the values in this specification and
| EEE Std 802.15.4 [I|EEE. 802. 15.4], the | EEE standard has precedence.
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e S +-- -+
| Property | Recomended Setting | EB*
o e e e e e e e e e e e o m o o e e e e e e e e e o +---+
| Slotframe Size | Tunable. Trades off | X |
| | bandwi dt h agai nst energy. | |
' IS +-- -+
| Nurber of schedul ed cells** | 1 | X |
| (active) | Timesl ot 0x0000 | |
| | Channel O fset 0x0000 | |
| | Link Options = (TX Link =1, | |
| | RX Link =1, Shared Link = 1,| |
| | Tinekeeping = 1) | |
e e +---+
| Number of unschedul ed cells | All remaining cells in the | X |
| (off) | slotfrane. | |
T o e e e e e e e e e +---+
| Max Nunmber MAC retransmissions | 3 (4 transmi ssion attenpts) | |
' . +-- -+
| Timeslot tenplate | IEEE Std 802.15.4 default | X |
| | (macTi nesl ot Tenpl at el d=0) | |
o e e e e e e e e e e e o m o o e e e e e e e e e o +---+
| Enhanced Beacon Peri od | Tunable. Trades off join | |
| (EB_PERI OD) | tinme against energy. | |
' . +-- -+
| Nurber used frequencies | IEEE Std 802.15.4 default | X |
| (2.4 GHz O QPSK PHY) | (16) | |
o e e e e e e e e e e e o m o o e e e e e e e e e o +---+
| Channel Hopping sequence | IEEE Std 802.15.4 default | X |
| (2.4 GHz O QPSK PHY) | (macHoppi ngSequencel D = Q) | |
S IS +-- -+

* An "X" in this colum neans this property’'s value is announced

in the EB; hence,
** This cell

a new node | earns it when joining.
Li nkType is set to ADVERTI SI NG

Figure 1. Recommended | EEE Std 802.15.4 TSCH Settings

.1. TSCH Schedul e

Thi's m ni mal
slotframe size (i.e.

bandwi dt h for energy consunpti on.
tuned; the way of tuning it

The slotframe size is announced in the EB.
the slotfranme handl e (macSl ot f rameHandl e)
MAY choose to use a different slotfrane handl e,
other slotfranmes with higher priority.

nmode of operation uses a single slotframe.
slotframe is conposed of a tunable nunber of tineslots.
the nunber of tineslots it contains) trades off

The TSCH
The

The slotfrane size needs to be

is out of scope of this specification

The RECOMMENDED val ue for
is 0x00. An inplementation
for exanple, to add
The use of other slotfranes

is out of the scope of this docunent.

Best Current Practice
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There is only a single scheduled cell in the slotframe. This cell
MAY be schedul ed at any sl ot Offset/channel Offset within the
slotframe. The location of that cell in the schedule is announced in

the EB. The LinkType of the scheduled cell is ADVERTISING to all ow
EBs to be sent on it.

Figure 2 shows an example of a slotframe of length 101 timeslots,
resulting in a radio duty cycle bel ow 0.99%

Chan. TS TS + TS +
Of.0 | TxRXS/EB | OFF | | OFF |
Chan. +---------- o a + e e +
of.1 | COFF | COFF | | COFF |

Fomm oo - Fomm oo - + Fomm oo - +
Chan. +---------- e + Fome e +
Of.15 | COFF | COFF | | COFF |

Fomm oo - Fomm oo - + Fomm oo - +

sl ot O f set 0 1 100

EB: Enhanced Beacon

Tx: Transmt

Rx: Receive

S: Shar ed

OFF: Unschedul ed by this specification

Figure 2: Exanmple Slotframe of Length 101 Ti neslots

A node MAY use the scheduled cell to transmt/receive all types of
link-layer frames. EBs are sent to the link-layer broadcast address
and are not acknow edged. Data franes are sent unicast and are
acknow edged by the receiving nei ghbor.

Al remaining cells in the slotframe are unschedul ed. Dynanic
schedul i ng solutions may be defined in the future that schedul e those
cells. One example is the 6top Protocol (6P) [PROTO-6P]. Dynamc
schedul i ng solutions are out of scope of this docunent.

The default values of the TSCH tineslot tenplate (defined in
Section 8.4.2.2.3 of [IEEE.802.15.4]) and channel hoppi ng sequence
(defined in Section 6.2.10 of [|EEE.802.15.4]) SHOULD be used. A
node MAY use different values by properly announcing themin its EB.
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4.2. Cell Options

In the scheduled cell, a node transmits if there is a packet to
transmt and listens otherwise (both "TX" and "RX" bits are set).
When a node transnmits, requesting a link-layer acknow edgnent per

[ 1 EEE. 802. 15. 4], and does not receive the requested acknow edgenent,
it uses a back-off mechanismto resolve possible collisions ("Shared"
bit is set). A node joining the network maintains tinme

synchroni zation to its initial time-source neighbor using that cel
("Ti mekeepi ng" bit is set).

This translates into a Link Option for this cell

b0 = TX Link = 1 (set)

bl = RX Link = 1 (set)

b2 = Shared Link = 1 (set)
b3 = Tinekeeping = 1 (set)
b4 = Priority = 0 (clear)
b5-b7 = Reserved = 0 (clear)

4. 3. Ret r ansm ssi ons

Per Figure 1, the RECOMVENDED nexi num nunber of |ink-Iayer

retransm ssions is 3. This means that, for packets requiring an
acknow edgnent, if none are received after a total of 4 attenpts, the
transm ssion is considered failed and the link |layer MJUST notify the
upper |ayer. Packets not requiring an acknow edgnent (i ncludi ng EBs)
are not retransmtted.

4.4, Timeslot Timng

Per Figure 1, the RECOMVENDED timeslot tenplate is the default one
(macTi mesl ot Tenpl at el d=0) defined in [|EEE. 802. 15. 4].

4.5. Frane Contents
[ 1 EEE. 802. 15. 4] defines the format of frames. Through a set of
flags, [|EEE. 802.15.4] allows for several fields to be present (or
not), to have different lengths, and to have different values. This
specification details the RECOWENDED contents of 802.15.4 franes,
while strictly complying with [I| EEE. 802. 15. 4] .

4.5.1. | EEE Std 802.15.4 Header

The Frame Version field MIST be set to Obl0 (Frane Version 2). The
Sequence Nunber field MAY be elided.
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The EB Destination Address field MJST be set to OxFFFF (short
broadcast address). The EB Source Address field SHOULD be set as the
node’s short address if this is supported. Oherw se, the |ong
address MJUST be used.

The PAN | D Conpression bit SHOULD indicate that the Source PANID is
"Not Present" and the Destination PANID is "Present". The value of
the PAN I D Conpression bit is specified in Table 7-2 of the |EEE Std
802. 15. 4- 2015 specification and depends on the type of the
destination and source |link-layer addresses (e.g., short, extended,
not present).

Nodes follow the reception and rejection rules as per Section 6.7.2
of [I|EEE. 802. 15. 4].

The nonce is formatted according to [I EEE. 802.15.4]. 1In the |EEE Std
802. 15. 4 specification [| EEE. 802.15.4], nonce generation is described
in Section 9.3.2.2, and byte ordering is described in Section 9.3.1,
Annex B. 2, and Annex B. 2. 2.

4.5, 2. Enhanced Beacon Frane

After booting, a TSCH node starts in an unsynchronized, unjoined
state. Initial synchronization is achieved by |listening for EBs.
EBs frommultiple networks may be heard. Many nechani sns exist for
di scrim nati on between networks, the details of which are out of
scope.

The | EEE Std 802. 15.4 specification does not define how often EBs are
sent, nor their contents [| EEE. 802.15.4]. 1In a miniml TSCH
configuration, a node SHOULD send an EB every EB PERI OD. Tuning

EB PERI OD all ows a trade-off between joining tine and energy
consunpt i on.

EBs should be used to obtain information about |ocal networks and to
synchroni ze ASN and tine offset of the specific network that the node
decides to join. Once joined to a particular network, a node MAY
choose to continue to listen for EBs, to gather nore informtion
about other networks, for exanple. During the joining process,

bef ore secure connections to tinme parents have been created, a node
MAY mai ntain synchroni zation using EBs. [RFC7554] discusses
different time synchronizati on approaches.

The | EEE Std 802.15.4 specification requires EBs to be sent in order

to enabl e nodes to join the network. The EBs SHOULD carry the
Information Elenents (I1Es) |isted bel ow [| EEE. 802. 15. 4] .
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TSCH Synchroni zation I E:  Contai ns synchroni zati on i nformati on such
as ASN and Join Metric. The value of the Join Metric field is
di scussed in Section 6.1

TSCH Timeslot IE: Contains the tineslot tenplate identifier. This
tenplate is used to specify the internal timng of the tineslot.
Thi s specificati on RECOWENDS the default tineslot tenplate.

Channel Hopping IE: Contains the channel hopping sequence
identifier. This specification RECOWENDS the default channe
hoppi ng sequence.

TSCH Slotframe and Link IE: Enables joining nodes to | earn the
initial schedule to be used as they join the network. This
docunent RECOMVENDS t he use of a single cell.

If a node strictly follows the recommended setting fromFigure 1, the
EB it sends has the exact sane contents as an EB it received when

joining, except for the Join Metric field in the TSCH Synchroni zati on
| E.

When a node has already joined a network (i.e., it has received an
EB) synchronized to the EB sender and configured its schedul e
followi ng this specification, the node SHOULD i gnore subsequent EBs
that try to change the configured parameters. This does not preclude
listening to EBs from ot her networks.

4.5.3. Acknow edgnent Frane

Per [I| EEE. 802.15.4], each acknow edgnent contains an ACK/ NACK Ti e
Correction IE

4.6. Link-Layer Security
When securing link-layer franmes, link-layer franes MJST be secured by
the link-layer security mechanisms defined in | EEE Std 802. 15. 4
[ 1 EEE. 802.15.4]. Link-layer authentication MJST be applied to the
entire frame, including the 802.15.4 header. Link-Ilayer encryption
MAY be applied to 802.15.4 Payl oad | Es and the 802.15. 4 payl oad.
Thi s specification assunes the existence of two cryptographic keys:

Key Kl is used to authenticate EBs. EBs MJST be authenticated
only (no encryption); their contents are defined in Section 4.5.2.

Key K2 is used to authenticate and encrypt DATA and ACKNOALEDGVENT
frames.
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5.

5.

5

These keys can be pre-configured or |learned during a key distribution
phase. Key distribution nechanisns are defined, for exanple, in

[ SEC-6TI SCH and [SEC-JO N-6TI SCH . Key distribution is out of scope
of this docunent.

The behavior of a Joining Node (JN) is different dependi ng on which
key(s) are pre-configured:

If both keys K1 and K2 are pre-configured, the JN does not rely on
a key distribution phase to learn KL or K2.

If key KL is pre-configured but not key K2, the JN authenticates
EBs using Kl and relies on the key distribution phase to | earn K2.

If neither key Kl nor key K2 is pre-configured, the JN accepts EBs
as defined in Section 6.3.1.2 of IEEE Std 802.15.4

[l EEE. 802.15.4], i.e., they are passed forward even "if the status
of the unsecuring process indicated an error”. The JN then runs
the key distribution phase to learn KL and K2. During that
process, the node that JNis talking to uses the secExenpt
mechani sm (see Section 9.2.4 of [|EEE. 802.15.4]) to process franes
fromJN Once the key distribution phase is done, the node that
has installed secExenpts for the JN MUST clear the installed
exception rul es.

In the event of a network reset, the new network MJST either use new
crypt ographi ¢ keys or ensure that the ASN remai ns nonotonically
i ncreasing.

RPL Settings

In a nulti-hop topol ogy, the RPL routing protocol [RFC6550] MAY be
used.

1. bjective Function

If RPL is used, nodes MJST inplement the RPL bjective Function Zero
(OF0) [ RFCB6552].

1.1. Rank Conputation

The Rank conmputation is described in Section 4.1 of [RFC6552]. A
node’ s Rank (see Figure 4 for an exanple) is conputed by the

foll owi ng equati ons:

R(N) = R(P) + rank_i ncrenent

rank_increment = (Rf*Sp + Sr) * M nHopRankl ncr ease
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Figure 3 lists the OF0 paraneter values that MJST be used if RPL is

used.
o e e e e e oo oo o e m e e e e e e e e e e e m—— oo oo +
| OF0 Paraneters | Val ue |
oo o m oo +
| Rf I 1]
o e e e e e e oo o e e e e e e e e e e e e e e mmemamao o +
| Sp | (3*ETX)-2 |
o e e e e e oo oo o e m e e e e e e e e e e e m—— oo oo +
| Sr I 0|
oo o m oo +
| M nHopRankl ncrease | DEFAULT_M N_HOP_RANK_ | NCREASE (256) |
o e e e e e e oo o e e e e e e e e e e e e e e mmemamao o +
| M N MM STEP_COF RANK | 1|
o e e e e e oo oo o e m e e e e e e e e e e e m—— oo oo +
| MAXI MUM_STEP_COF RANK | 9 |
oo o m oo +
| ETX linmt to select | 3|
| a parent | |
T oo e m e e e e e e e e e e e e mm e mmmaa o - +

Figure 3: OF0 Paraneters

The step_of _rank (Sp) uses the Expected Transm ssion Count (ETX)
[ RFC6551] .

An i npl enmentati on MJST follow OFO’s nornmalization gui dance as

di scussed in Sections 1 and 4.1 of [RFC6552]. Sp SHOULD be
calculated as (3*ETX)-2. The nini mum val ue of Sp

(M NI MUM_STEP_CF_RANK) indicates a good quality link. The maxi num
val ue of Sp (MAXI MUM STEP_OF RANK) indicates a poor quality link.
The default value of Sp (DEFAULT_STEP_OF RANK) indi cates an average
quality link. Candidate parents with ETX greater than 3 SHOULD NOT
be selected. This avoids having ETX val ues on used links that are
| arger that the maxi mum allowed transmi ssion attenpts.
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5.1.2. Rank Computation Exanpl e
This section illustrates the use of OF0 (see Figure 4). W have:

rank_i ncrenment = ((3*nunirx/ numixAck) - 2) *m nHopRankl ncrease = 512

Fommma - +
| 0 | R(m nHopRankl ncrease) = 256
| | DAGRank(R(0)) =1
AR, +

I

I
ommma - +
| 1 | R(1)=R(0) + 512 = 768
| | DAGRank(R(1)) =3
AR, +

I

I
ommma - +
| 2 | R(2)=R(1) + 512 = 1280
| | DAGRank(R(2)) =5
AR, +

I

I
ommma - +
| 3 | R(3)=R(2) + 512 = 1792
| | DAGRank(R(3)) =7
AR, +

I

I
ommma - +
| 4 | R(4)=R(3) + 512 = 2304
| | DAGRank(R(4)) =9
AR, +

I

I
ommma - +
| 5 | R(5)=R(4) + 512 = 2816
| | DAGRank(R(5)) = 11
AR, +

Fi gure 4: Rank computation exanple for a 5-hop network where
numix=100 and nunirxAck=75 for all 1inks.
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5.2. Mode of Operation

When RPL is used, nodes MJST inplenent the non-storing node of
operation (see Section 9.7 of [RFC6550]). The storing node of
operation (see Section 9.8 of [RFC6550]) SHOULD be i npl enented by
nodes with enough capabilities. Nodes not inplementing RPL MJUST join
as | eaf nodes.

5.3. Trickle Tiner

RPL signaling nessages such as DODAG I nformati on Objects (DI GCs) are
sent using the Trickle algorithm (see Section 8.3.1 of [RFC6550] and
Section 4.2 of [RFC6206]). For this specification, the Trickle timer
MUST be used with the RPL-defined default values (see Section 8.3.1
of [ RFC6550]).

5.4. Packet Contents

RPL information and hop- by-hop extensi on headers MJST foll ow

[ RFC6553] and [ RFC6554]. For cases in which the packets forned at
the Low Power and Lossy Network (LLN) need to cross through
intermedi ate routers, these MIUST follow the IP-in-1P encapsul ation
requi renent specified by [ RFC6282] and [ RFC2460]. Routing extension
headers such as RPL Packet Information (RPlI) [RFC6550] and Source
Routi ng Header (SRH) [ RFC6554], and outer |IP headers in case of
encapsul ati on, MJST be conpressed according to [ RFC8138] and

[ RFC8025] .

6. Network Formation and Lifetine
6.1. Value of the Join Metric Field

The Join Metric of the TSCH Synchronization IE in the EB MIST be

cal cul ated based on the routing netric of the node, normalized to a
val ue between 0 and 255. A |ower value of the Join Metric indicates
the node sending the EB is topologically "closer" to the root of the
network. A lower value of the Join Metric hence indicates higher
preference for a joining node to synchronize to that nei ghbor.

In case the network uses RPL, the Join Metric of any node (including
the Directed Acyclic G aph (DAG root) MJIST be set to
DAGRank(rank)-1. According to Section 5.1.1, DAGRank(rank(0)) = 1.
DAGRank(rank(0))-1 = 0 is conpliant wi th 802.15.4" s requirenent of
havi ng the root use Join Metric = O.

In case the network does not use RPL, the Join Metric value MJST
follow the rul es specified by [I|EEE. 802. 15. 4].
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6. 2. Time-Source Nei ghbor Selection

VWhen a node joins a network, it may hear EBs sent by different nodes
already in the network. The decision of which neighbor to
synchroni ze to (e.g., which neighbor beconmes the node’'s initial tine-
source neighbor) is inplenmentation specific. For exanple, after
havi ng received the first EB, a node MAY listen for at nost
MAX EB DELAY seconds until it has received EBs from

NUM _NEI GHBOURS_TO WAI T di stinct nei ghbors. Recomended val ues for
MAX_EB DELAY and NUM NEI GHBOURS TO WAIT are defined in Figure 5

When receiving EBs fromdistinct neighbors, the node MAY use the Join
Metric field in each EB to select the initial tinme-source neighbor,
as described in Section 6.3.6 of |EEE Std 802.15.4 [I|EEE. 802. 15. 4] .

At any time, a node MJST mai ntain synchronization to at |east one

ti me-source neighbor. A node’'s tine-source nei ghbor MUST be chosen
anong the neighbors in its RPL routing parent set when RPL is used.
In the case a node cannot naintain connectivity to at |east one tine-
source nei ghbor, the node | ooses synchroni zation and needs to join
the networ k again.

6.3. Wien to Start Sendi ng EBs

Wien a RPL node joins the network, it MJUST NOT send EBs before having
acquired a RPL Rank to avoid inconsistencies in the tine
synchroni zati on structure. This applies to other routing protocols
with their corresponding routing netrics. As soon as a node acquires
routing information (e.g., a RPL Rank, see Section 5.1.1), it SHOULD
start sendi ng EBs.

6.4. Hysteresis

Per [ RFC6552] and [ RFC6719], the specificati on RECOWENDS t he use of
a boundary val ue (PARENT_SW TCH THRESHOLD) to avoi d constant changes
of the parent when ranks are conpared. Wen evaluating a parent that
belongs to a smaller path cost than the current mnimum path, the
candi date node is selected as the new parent only if the difference
bet ween the new path and the current path is greater than the defined
PARENT _SW TCH THRESHOLD. O herw se, the node MAY continue to use the
current preferred parent. Per [RFC6719], the PARENT_ SW TCH THRESHOLD
SHOULD be set to 192 when the ETX netric is used (in the form
128*ETX); the recommendation for this docunent is to use

PARENT_SW TCH_THRESHOLD equal to 640 if the netric being used is
((3*ETX) - 2) *m nHopRankl ncrease or a proportional value. This deals
with hysteresis both for routing parent and time-source nei ghbor

sel ecti on.

Vi | aj osana, et al. Best Current Practice [ Page 15]



RFC 8180 6Ti SCH M ni mal May 2017

7. Inplenentation Reconmendati ons

7.1. Neighbor Table
The exact format of the neighbor table is inplenentation specific.
The RECOMMENDED per - nei ghbor information is (taken fromthe [openwsn]
i mpl ement ati on):

identifier: Identifier(s) of the neighbor (e.g., EU-64).

nunirx: Nunber of |ink-layer transnission attenpts to that
nei ghbor.
nunirxAck: Nunber of transmitted link-1ayer franes that have been

i nk-1ayer acknow edged by that nei ghbor.
nuniRx: Nunber of |ink-layer frames received fromthat nei ghbor.

timestanp: \When the last frane was received fromthat neighbor.
Thi s can be based on the ASN counter or any other time
base. It can be used to trigger a keep-alive nessage.

routing nmetric: The RPL Rank of that neighbor, for exanple.

ti me-source neighbor: A flag indicating whether this neighbor is a
ti me- source nei ghbor.

7.2. Queues and Priorities

The | EEE Std 802.15.4 specification [| EEE. 802. 15.4] does not define
the use of queues to handl e upper-|ayer data (either application or
control data fromupper layers). The following rules are
RECOVVENDED:

A node is configured to keep in the queues a configurabl e nunber
of upper-|ayer packets per |ink (default NUM UPPERLAYER PACKETS)
for a configurable tine that should cover the join process
(default MAX_ JO N _TI ME).

Frames generated by the 802.15.4 layer (including EBs) are queued
with a priority higher than frames com ng from hi gher |ayers.

A frane type BEACON is queued with higher priority than frane
types DATA.
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7.3. Recommended Settings

Figure 5 |lists RECOMVENDED val ues for the settings discussed in this
speci fication.

o m e e e e i oo o e e oo s +
| Parameter | RECOMVENDED Val ue

St o e e e e oo oo +
| MAX_EB DELAY | 180 |
o e e e e e e e e oo oo o e e e e oo +
| NUM_NEI GHBOURS_TO WAI T | 2

o m e e e e i oo o e e oo s +
| PARENT_SW TCH THRESHCLD | 640 |
St o e e e e oo oo +
| NUM _UPPERLAYER _PACKETS | 1]
o e e e e e e e e oo oo o e e e e oo +
| MAX_JO N_TI ME | 300 |
o m e e e e i oo o e e oo s +

Figure 5: Recommended Settings
8. Security Considerations
Thi s docunent is concerned only with link-layer security.

By their nature, many Internet of Things (10T) networks have nodes in
physically vul nerable |l ocations. W should assune that nodes will be
physically conprom sed, their nenories exam ned, and their keys
extracted. Fixed secrets will not remain secret. This inpacts the
node-j oi ni ng process. Provisioning a network with a fixed |ink key
K2 is not secure. For nost applications, this inplies that there

wi Il be a joining phase during which sone | evel of authorization will
be all owed for nodes that have not been authenticated. Details are
out of scope, but the link | ayer nmust provide sone flexibility here.

If an attacker has obtained K1, it can generate fake EBs to attack a
whol e network by sending authenticated EBs. The attacker can cause
the joining node to initiate the joining process to the attacker. In
the case that the joining process includes authentication and
distribution of a K2, then the joining process will fail and the JN
will notice the attack. |If K2 is also conprom sed, the JNw Il not
notice the attack and the network will be conprom sed.

Even if an attacker does not know the value of K1 and K2

(Section 4.6), it can still generate fake EB franmes authenticated
with an arbitrary key. Here we discuss the inpact these fake EBs can
have, dependi ng on what key(s) are pre-provisioned.
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If both K1 and K2 are pre-provisioned; a joining node can
distinguish legitimate fromfake EBs and join the legitinmate
networ k. The fake EBs have no i npact.

The sane holds if K1l is pre-provisioned but not K2.

If neither KL nor K2 is pre-provisioned, a joining node may

m stake a fake EB for a legitimate one and initiate a joining
process to the attacker. That joining process will fail, as the
joining node will not be able to authenticate the attacker during
the security handshake. This will force the joining node to start
over listening for an EB. So while the joining node never joins
the attacker, this costs the joining node tinme and energy and is a
vector of attack.

Choosi ng what key(s) to pre-provision needs to bal ance the different
di scussi ons above.

Once the joining process is over, the node that has joined can
authenticate EBs (it knows Kl1). This neans it can process their
contents and use EBs for synchronization

ASN provides a nonce for security operations in a slot. Any re-use
of ASN with a given key exposes information about encrypted packet
contents and risks replay attacks. Replay attacks are prevented
because, when the network resets, either the new network uses new
crypt ographi ¢ key(s) or ensures that the ASN i ncreases nonotonically
(Section 4.6).

Mai nt ai ni ng accurate tinme synchronization is critical for network
operation. Accepting timng information fromunsecured sources MJST
be avoi ded during normal network operation, as described in

Section 4.5.2. During joining, a node may be susceptible to timng
attacks before key Kl and K2 are |l earned. During network operation,
a node MAY maintain statistics on tinme updates from nei ghbors and
nmoni tor for anonali es.

Deni al - of - Servi ce (DoS) attacks at the Media Access Control (MAQ)
layer in an LLN are easy to achieve sinply by Radi o Frequency (RF)
jammng. This is the base case agai nst which nore sophisticated DoS
attacks should be judged. For exanple, sending fake EBs announcing a
very low Join Metric may cause a node to waste tine and energy trying
to join a fake network even when legitimte EBs are being heard.
Proper join security will prevent the node fromjoining the fal se
flag, but by then the tine and energy will have been wast ed.

However, the energy cost to the attacker would be | ower and the
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energy cost to the joining node woul d be higher if the attacker
simply sent |oud short packets in the mddle of any valid EB that it
hears.

ACK reception probability is | ess than 100% due to changi ng channe
conditions and unintentional or intentional jamming. This will cause
the sending node to retransnit the sane packet until it is

acknow edged or a retransmission linmt is reached. Upper-I|ayer
protocol s should take this into account, possibly using a sequence
nunmber to match retransm ssions.

The 6Ti SCH | ayer SHOULD keep track of anomal ous events and report
themto a higher authority. For exanple, EBs reporting |ow Join
Metrics for networks that cannot be joined, as described above, may
be a sign of attack. Additionally, in normal network operation,
nmessage integrity check failures on packets with a valid Cyclic
Redundancy Check (CRC) will occur at a rate on the order of once per
mllion packets. Any significant deviation fromthis rate may be a
sign of a network attack. Along the sanme lines, tine updates in ACKs
or EBs that are inconsistent with the MAC-|ayer’s sense of tine and
its own plausible tine-error drift rate may al so be a result of

net work attack.

9. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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Appendi x A.  Exanpl es

Thi s section contains several exanple packets. Each exanple contains
(1) a schematic header diagram (2) the correspondi ng bytestream and
(3) a description of each of the IEs that formthe packet. Packet
formats are specific for the [IEEE. 802.15.4] revision and may vary in
future releases of the | EEE standard. |In case of differences between
the packet content presented in this section and [I|EEE. 802.15.4], the
| atter has precedence.

The MAC header fields are described in a specific order. Al field
formats in this exanple are depicted in the order in which they are
transmtted, fromleft to right, where the leftnost bit is
transmtted first. Bits within each field are nunbered from?O
(leftmost and least significant) to k - 1 (rightnost and nost
significant), where the length of the field is k bits. Fields that
are longer than a single octet are sent to the PHY in the order from
the octet containing the | owest nunbered bits to the octet containing
the hi ghest nunbered bits (little endian).

A.1l. Example: EB with Default Timeslot Tenplate

1 2 3
012345678901234567890123456789¢01

T e L o o o e i i s it NN R SR S B S
| Lenl = 0 | El ement |D=0x7e| 0] Len2 = 26 | G pl d=1] 1|
B i s T T i i o S o T Ji I
| Len3 = 6 | Sub I D = 0Ox1a| O] ASN
e L o i T e S th o i R S
ASN | Join Metric |
e e L o o o e i i o it NN B SR S B S
| Lend4d = 0x01 |Sub ID = 0x1c|O| TT ID = 0x00 | Len5 = 0x01
e o I e e ol i I T T T S S e e e e i i ol it T R R
| 1D=0x9 |1] CHID = 0x00 | Len6 = OxOA |Sub ID = 0x1b| O]
i e I S e S S e o S e
| #SF = 0x01 | SF ID = 0x00 | SF LEN = 0x65 (101 slots) |
i e e R e o o e e i i o S N S S
| #Links = 0x01 | SLOT OFFSET = 0x0000 | CHANNEL
B i s T T i i o S o T Ji I
OFF = 0x0000 |Link OPT = OxOF| NO MAC PAYLOAD
T S b o . Sk R N R S

Byt estream

00 3F 1A 88 06 1A ASN#O ASN#1 ASN#2 ASN#3 ASN#4 JP 01 1C 00
01 C8 00 OA 1B 01 00 65 00 01 00 00 OO 0O OF
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Description of the IEs:

#Header | E Header
Lenl = Header |IE Length (0)
Element 1D = Ox7e - termnation |E indicating Payload |E
com ng next
Type O

#Payl oad | E Header (M.ME)
Len2 = Payload | E Len (26 bytes)
Goup ID =1 M.ME (Nested)
Type = 1

#M_ME- Subl E TSCH Synchr oni zat i on
Len3 = Length in bytes of the sub-1E payl oad (6 bytes)
Sub-1 D = 0Oxla (MLME- Subl E TSCH Synchr oni zati on)
Type = Short (0)
ASN = Absol ute Sequence Number (5 bytes)
Join Metric = 1 byte

#M_ME- Subl E TSCH Ti nesl ot
Lend4 = Length in bytes of the sub-1E payload (1 byte)
Sub-1 D = Ox1c (M_ME-Subl E Ti nesl ot)
Type = Short (0)
Timesl ot tenplate I D = 0x00 (default)

#M_ME- Subl E Channel Hoppi ng
Len5 = Length in bytes of the sub-1E payload (1 byte)
Sub-1 D = 0x09 ( M_LME- Subl E Channel Hoppi ng)
Type = Long (1)
Hoppi ng Sequence I D = 0x00 (default)

#M_ME- Subl E TSCH Sl ot f ranme and Li nk
Len6 = Length in bytes of the sub-I1E payl oad (10 bytes)
Sub-1D = Ox1b (M_ME- Subl E TSCH Sl otfrane and Li nk)
Type = Short (0)
Nunber of slotframes = 0x01
Sl ot frane handl e = 0x00
Slotfrane size = 101 slots (0x65)
Nunber of Links (Cells) = 0x01
Ti mesl ot = 0x0000 (2B)
Channel O fset = 0x0000 (2B)
Li nk Options = OxOF
(TX Link =1, RX Link =1, Shared Link =1
Ti mekeeping = 1)
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A. 2. Exanple: EB with Custom Ti mesl ot Tenpl ate

May 2017

Using a customtinmeslot tenplate in EBs: setting tinmeslot length to

15 ns.

1 2

3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Lenl = 0 | Element |D=0x7e| 0| Len2 = 53 | G pl d=1] 1|

el i I e i it T e e e e i i T o S e e S e T R R

| Len3 = 6 | Sub I D = 0Ox1a] O] ASN

I S i o T s S S S e s s T

ASN | Join Metric |

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| Lend4 = 25 | Sub I'D = Ox1c| O] TT ID = 0x01 | nacTsCCAO f set

I R s e T S e e S S R S e S S e i i it S SR SR R S R e
= 2700 | macTsCCA = 128 | macTsTxOf f set

T S i o I R S S i it et EIE S R R S S e i i e e s
= 3180 | macTsRxOFfset = 1680 | macTsRxAckDel ay

R ik ol S e e S T ik ol i T S e S S e i ik it S RIS R e
= 1200 | macTsTxAckDel ay = 1500 | macTsRxWi t

I R s e T S e e S S R S e S S e i i it S SR SR R S R e
= 3300 |  macTsAckWait = 600 | macTsRxTx

R i T I e T S S e S TR S T e i I S e S e e e e o o
= 192 | macTsMaxAck = 2400 | macTsMaxTx

R ik ol S e e S T ik ol i T S e S S e i ik it S RIS R e
= 4256 | macTsTi mesl ot Length = 15000 | Len5 = 0x01

I R s e T S e e S S R S e S S e i i it S SR SR R S R e

| 1D=0x9 |1] CHID = 0x00 | Len6 = Ox0A |
T S i o I R S S i it et EIE S R R S S e i i e e s

Byt estream

00 3F 1A 88 06 1A ASN#O ASN#1 ASN#2 ASN#3 ASN#4 JP 19 1C 01 8C OA 80
00 6C 0C 90 06 BO 04 DC 05 E4 0C 58 02 CO 00 60 09 A0 10 98 3A 01 C8

00 OA ...
Description of the IEs:

#Header | E Header
Lenl = Header |E Length (none)

Element 1D = Ox7e - termnation |E indicating Payload |E

com ng next
Type O
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#Payl oad | E Header (M.ME)
Len2 = Payload | E Len (53 bytes)
Goup ID =1 MME (Nested)
Type =1

#M_ME- Subl E TSCH Synchr oni zati on
Len3 = Length in bytes of the sub-1E payl oad (6 bytes)
Sub-1 D = Oxla (M.ME- Subl E TSCH Synchr oni zat i on)
Type = Short (0)
ASN = Absol ute Sequence Nunber (5 bytes)
Join Metric = 1 byte

#M_ME- Subl E TSCH Ti nesl ot
Lend = Length in bytes of the sub-I1E payl oad (25 bytes)
Sub-1D = Ox1lc (MME-Subl E Ti nesl ot)
Type = Short (0)
Timesl ot tenplate I D = 0x01 (non-default)

The 15 s tinmesl ot announced:

o mm e e e e e e e e e e e e e oo S +
| | EEE 802.15.4 TSCH par anet er | Value (us) |
oo e e e e e e o - Fom e m oo - - +
| macTsCCAO f set | 2700 |
o m e e e e e e i e e ee oo Fom e e o - +
| macTsCCA | 128 |
o mm e e e e e e e e e e e e e oo S +
| macTsTxO f set | 3180 |
oo e e e e e e o - Fom e m oo - - +
| macTsRxOf f set | 1680 |
o m e e e e e e i e e ee oo Fom e e o - +
| macTsRxAckDel ay | 1200 |
o mm e e e e e e e e e e e e e oo S +
| macTsTxAckDel ay | 1500 |
oo e e e e e e o - Fom e m oo - - +
| macTsRxWi t | 3300 |
o m e e e e e e i e e ee oo Fom e e o - +
| macTsAckWai t | 600 |
o mm e e e e e e e e e e e e e oo S +
| macTsRxTx | 192 |
oo e e e e e e o - Fom e m oo - - +
| macTsMaxAck | 2400 |
o m e e e e e e i e e ee oo Fom e e o - +
| macTsMaxTx | 4256 |
o mm e e e e e e e e e e e e e oo S +
| macTsTi nmesl ot Lengt h | 15000 |
oo e e e e e e o - Fom e m oo - - +
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#M_ME- Subl E Channel Hoppi ng
Len5 = Length in bytes of the sub-1E payload. (1 byte)
Sub-1D = 0x09 ( M_LME- Subl E Channel Hoppi ng)
Type = Long (1)
Hoppi ng Sequence I D = 0x00 (default)

A. 3. Exanple: Link-layer Acknow edgnent

Enhanced Acknow edgment packets carry the Tine Correction | E (Header
I E).

1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Lenl = 2 | Elenment |D=0xle]| O] Time Sync Info |
el i I e i it T e e e e i i T o S e e S e T R R

Byt estream
02 OF TS#O TS#1
Description of the IEs:
#Header | E Header
Lenl = Header |E Length (2 bytes)
El ement 1D = Oxle - ACK/NACK Tinme Correction IE
Type O
A 4. Example: Auxiliary Security Header

802.15.4 Auxiliary Security Header with the Security Level set to
ENC- M C- 32.

1
0123456789012345

e e Lk o I R S e R S
| L = 5] M=1] 1] 1] O] Key I ndex = |DX]
il s ST I S S I S T T S

Byt estream
6D | DX#0

Security Auxiliary Header fields in the exanple:
#Security Control (1 byte)

L Security Level ENC-M C- 32 (5)
M= Key ldentifier Mde (0x01)
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Frame Counter Suppression = 1 (omtting Frame Counter field)
ASN in Nonce = 1 (construct Nonce from5 byte ASN)
Reserved = 0

#Key ldentifier (1 byte)
Key Index = | DX (depl oyment - specific Keyl ndex paraneter that
identifies the cryptographic key)
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