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YANG Dat a Model for Key Chains
Abst r act

Thi s docunent describes the key chain YANG data nodel. Key chains
are conmmonly used for routing protocol authentication and other
applications requiring symetric keys. A key chainis a list
containing one or nore elenents containing a Key ID, key string,
send/ accept lifetinmes, and the associ ated authentication or
encryption algorithm By properly overlapping the send and accept
lifetimes of multiple key chain el ements, key strings and al gorithns
may be gracefully updated. By representing themin a YANG data
nodel , key distribution can be automat ed.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8177
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1. Introduction

Thi s docunent describes the key chain YANG [ YANG 1. 1] data nodel

Key chains are commonly used for routing protocol authentication and
other applications requiring symmetric keys. A key chainis a list
contai ning one or nore el enents containing a Key ID, key string,
send/ accept lifetinmes, and the associ ated authentication or
encryption algorithm By properly overlapping the send and accept
lifetimes of multiple key chain el ements, key strings and al gorithns
may be gracefully updated. By representing themin a YANG data
nodel , key distribution can be autonmat ed.

In sone applications, the protocols do not use the key chain el ement
key directly, but rather a key derivation function is used to derive
a short-lived key fromthe key chain elenent key (e.g., the master
keys used in [TCP-AQ).

1.1. Requirenents Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ KEYWORDS] [ KEYWORDS- UPD] when, and only when, they appear in
all capitals, as shown here.

1.2. Tree Diagrans

A sinmplified graphical representation of the conplete data tree is
presented in Section 3.3. The following tree notation is used.

0 Brackets "[" and "]" enclose YANG |list keys. These YANG |list keys
shoul d not be confused with the key chain keys.

0 Curly braces "{" and "}" contain names of optional features that
make the correspondi ng node conditi onal

0 Abbreviations before data node names: "rw' neans configuration
(read-wite), "ro" means state data (read-only), "-x" neans RPC
operations, and "-n" means notifications.

0 Synbols after data node nanes: "?" neans an optional node, "!"
denotes a container with presence, and "*" denotes a "list" or
"leaf-list".

o Parentheses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").
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o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2. Probl em St at enent

Thi s docunent describes a YANG [ YANG 1. 1] data nodel for key chains.
Key chai ns have been inpl enented and depl oyed by a | arge percentage
of network equi pment vendors. Providing a standard YANG nodel will
facilitate automated key distribution and non-di sruptive key
rollover. This will aid in tightening the security of the core
routing infrastructure as recomended in [| AB- REPORT].

A key chain is a list containing one or nore el enents containing a
Key I D, key string, send/accept lifetimes, and the associated

aut hentication or encryption algorithm A key chain can be used by
any service or application requiring authentication or encryption
usi ng symmetric keys. In essence, the key chain is a reusabl e key
policy that can be referenced wherever it is required. The key chain
construct has been inplenented by nost networking vendors and

depl oyed in nmany networks.

A conceptual representation of a crypto key table is described in

[ CRYPTO KEYTABLE]. The crypto key table includes keys as well as
their corresponding lifetinmes and algorithns. Additionally, the key
tabl e includes key selection criteria and is designed for a

depl oynent nodel where the details of the applications or services
requiring authentication or encryption perneate into the key

dat abase. The YANG key chai n nbdel described herein doesn’t include
key selection criteria or support this deploynment nodel. At the sane
time, it does not preclude it. [YANG CRYPTO KEYTABLE] descri bes
augnent ations to the key chain YANG nodel in support of key selection
criteria.

2.1. Applicability

O her YANG nodul es may reference ietf-key-chain YANG nodul e key-chain
nanes for authentication and encryption applications. A YANG type
has been provided to facilitate reference to the key-chain name

wi t hout having to specify the conplete YANG XM. Pat h Language ( XPat h)
expr essi on.

2.2. Gaceful Key Rollover Using Key Chains
Key chains may be used to gracefully update the key string and/or

al gorithm used by an application for authentication or encryption.
To achi eve graceful key rollover, the receiver MAY accept all the
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keys that have a valid accept lifetinme, and the sender MAY send the
key with the nmost recent send lifetine. One scenario for
facilitating key rollover is to:

1. Distribute a key chain with a new key to all the routers or other
networ k devices in the domain of that key chain. The new key’'s
accept lifetime should be such that it is accepted during the key
roll over period. The send lifetine should be a time in the
future when it can be assured that all the routers in the domain
of that key are upgraded. This will have no i nmedi ate i npact on
the keys used for transm ssion.

2. Assure that all the network devices have been updated with the
updat ed key chain and that their systemtimes are roughly
synchroni zed. The systemtimes of devices within an
adm ni strative domain are commonly synchroni zed (e.g., using the
Network Tinme Protocol (NTP) [NTP-PROTQ). This also nmay be
aut omat ed.

3. Wen the send lifetine of the new key becomes valid, the network
devices within the domain of that key chain will use the new key
for transm ssions.

4. At sone point in the future, a new key chain with the old key
renoved may be distributed to the network devices within the
domai n of the key chain. However, this may be deferred until the
next key rollover. |If this is done, the key chain will always
include two keys: either the current and future key (during key
rollovers) or the current and previ ous keys (between key
rol | overs).

Since the nobst recent send lifetine is defined as the one with the

| atest start-tinme, specification of "always"” will prevent using the
graceful key rollover technique described above. O her key
configuration and usage scenarios are possible, but these are beyond
the scope of this docunent.

3. Design of the Key Chain Mdel

The ietf-key-chain nodule contains a list of one or nore keys indexed
by a Key ID. For sone applications (e.g., OSPFv3 [ OSPFV3-AUTH]), the
Key IDis used to identify the key chain key to be used. 1In addition
to the Key ID, each key chain key includes a key string and a
cryptographic algorithm Optionally, the key chain keys include
send/ accept lifetimes. |If the send/accept lifetime is unspecified,
the key is always considered valid.
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Note that different key values for transm ssion versus acceptance may
be supported with nmultiple key chain elenments. The key used for

transm ssion will have a valid send-lifetine and invalid accept-
lifetime (e.g., has an end-tine equal to the start-tine). The key
used for acceptance will have a valid accept-lifetine and invalid

send-lifetine.

Due to the differences in key chain inplenentations across various
vendors, sone of the data elenents are optional. Finally, the crypto
algorithmidentities are provided for reuse when configuring | egacy
aut henti cation and encryption not using key chains.

A key chain is identified by a unique nane within the scope of the
networ k device. The "key-chain-ref" typedef SHOULD be used by ot her
YANG nodul es when they need to reference a configured key chain.

3.1. Key Chain Qperational State

The key chain operational state is included in the sane tree as key
chain configuration consistent with Network Managenent Datastore
Architecture [NVDA]. The tinmestanp of the |ast key chain

nodi fication is also maintained in the operational state.
Additionally, the operational state includes an indication of whether
or not a key chain key is valid for transm ssion or acceptance.

3.2. Key Chain Mdel Features

Features are used to handl e differences between vendor

i npl ementations. For exanple, not all vendors support configuration
of an acceptance tol erance or configuration of key strings in
hexadeci mal . They are al so used to support security requirenents
(e.g., TCP-AO algorithnms [TCP- AO- ALGORI THVS]) not yet inplenented by
vendors or inplenented by only a single vendor

It is conmon for an entity with sufficient permissions to read and
store a device’'s configuration, which woul d include the contents of
this nodel. To avoid unnecessarily seeing and storing the keys in
cleartext, this nodel provides the aes-key-wap feature. More
details are described in the Security Considerations (Section 5).
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3.3. Key Chain Mdel Tree

+--rw key-chai ns
+--rw key-chai n* [ nane]
| +--rw nane string
+--rw description? string
+--rw accept-tol erance {accept-tol erance}?
| +--rw duration? ui nt 32
+--ro last-nodified-tinmestanp? yang: dat e-and-ti ne
+--rw key* [key-id]
+--rw key-id ui nt 64
+-rwlifetine
| +--rw (lifetine)?
+--:(send- and-accept-lifetine)
| +--rw send-accept-lifetime
| +-rw (lifetime)?
| +--: (al ways)
| |  +--rw al ways? enpty
| +--:(start-end-tine)
| +--rw start-date-time?
| yang: dat e-and-ti ne
| +--rw (end-tinme)?
| +--:(infinite)
I
I
I
|
I
I

| +--rw no-end-tine? enpty
+--:(duration)
| +--rw duration? ui nt 32

I

|

I

I

I

I

I

|

I

I

I

I

I

| +--:(end-date-tine)

| +--rw end-date-tine?
| yang: date-and-ti ne
| +--: (i ndependent - send- accept-lifetine)
| | {i ndependent - send-accept-lifetinme}?
| +--rw send-lifetinme

| | +-rw (lifetine)?

| +--: (al ways)

| |  +--rw al ways? enpty
| +--:(start-end-tine)

| +--rw start-date-time?

| | yang: dat e-and-ti ne
| +--rw (end-time)?

| +--:(infinite)

I

I

I

I

|

I

I

I

| +--rw no-end-tine? enpty
+--:(duration)
| +--rw duration? ui nt 32

+--:(end-date-tine)
+--rw end-date-tine?
yang: dat e-and-ti ne

+--rw accept-lifetine
+--rw (lifetime)?
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+--: (al ways)
| +--rw al ways? enpty
+--:(start-end-tine)
+--rw start-date-tine?
yang: date-and-ti ne
+--rw (end-tinme)?

I
I
I
I
I
I
| +--:(infinite)
I
I
I
I
I
I

| +--rw no-end-tine? enpty
+--:(duration)
| +--rw duration? ui nt 32

+--:(end-date-tine)
+--rw end-date-tinme?
yang: dat e-and-ti ne

+--rw crypto-algorithmidentityref
+--rw key-string
| +--rw (key-string-style)?
| +--: (keystring)
| | +--rw keystring? string
| +--: (hexadeci mal ) {hex-key-string}?
| +--rw hexadeci mal - string? yang: hex-string
+--ro0 send-lifetine-active? bool ean
+--ro0 accept-lifetinme-active? bool ean
+--rw aes- key-wap {aes-key-w ap}?
+--rw enabl e? bool ean

4. Key Chain YANG Mbdel

<CODE BEG NS> file "ietf-key-chai n@017-06-15. yang"

nmodul e ietf-key-chain {
yang-version 1.1;
namespace "urn:ietf:paramnms: xm :ns:yang:ietf-key-chain";
prefix key-chain;

inmport ietf-yang-types {
prefix yang;
}

i mport ietf-netconf-acm {
prefix nacm
}

organi zati on
"I ETF RTGAG - Routing Area Working G oup";

cont act
"WG Web: <https://datatracker.ietf.org/group/rtgwg>
WG List: <mailto:rtgw@etf.org>

Editor: Acee Lindem
<mmi | t 0: acee@i sco. conp

Li ndem et al. St andards Track [ Page 8]



RFC 8177 YANG Key Chain June 2017

Yi ngzhen Qu

<mai | t 0: yi ngzhen. qu@uawei . con»
Der ek Yeung

<mai | t o: der ek@rrcus. conp

I ng- Wher Chen

<mai | t 0: | ng- Wher _Chen@ abai | . con®
Jeffrey Zhang

<mai | t o: zzhang@ uni per. net >";

description
"Thi s YANG nodul e defines the generic configuration
data for key chains. It is intended that the nodul e
will be extended by vendors to define vendor-specific
key chain configuration paraneters.

Copyright (c) 2017 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8177,
see the RFC itself for full legal notices.";

reference "RFC 8177";

revision 2017-06-15 {
description
"Initial RFC Revision";
reference "RFC 8177: YANG Data Mddel for Key Chains";

}

feature hex-key-string {
description
"Support hexadeci mal key string."”;

feature accept-tol erance {
description
"Support the tol erance or acceptance limt.";

feature independent-send-accept-lifetinme {
description
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"Support for independent send and accept key lifetines.";

feature crypto-hmac-sha-1-12 {
description
"Support for TCP HVAC- SHA-1 12-byte di gest hack.";

}

feature cleartext {
description
"Support for cleartext algorithm Usage is
NOT RECOMVENDED. " ;

}

feature aes-cmac-prf-128 {
description
"Support for AES C pher-based Message Authentication
Code Pseudor andom Function.";

}

feature aes-key-wap {
description
"Support for Advanced Encryption Standard (AES) Key Wap.";

feature replay-protection-only {
description
"Provide replay protection without any authentication
as required by protocols such as Bidirectiona
Forwar di ng Detection (BFD).";
}
identity crypto-al gorithm {
description
"Base identity of cryptographic algorithmoptions.";

}

identity hmac-sha-1-12 {
base crypto-al gorithm
if-feature "crypto-hnmac-sha-1-12";
description
"The HVAC- SHA1-12 algorithm?";

}

identity aes-crmac-prf-128 {
base crypto-al gorithm
if-feature "aes-cmac-prf-128";
description
"The AES- CMAC- PRF-128 al gorithm - required by
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RFC 5926 for TCP-AO key derivation functions.";
}

identity md5 {
base crypto-al gorithm
description
"The MD5 algorithm";

}

identity sha-1 {
base crypto-al gorithm
description
"The SHA-1 algorithm";

}

identity hmac-sha-1 {
base crypto-al gorithm
description
"HMAC- SHA-1 aut hentication algorithm";

}

i dentity hmac-sha-256 {
base crypto-al gorithm
description
"HMAC- SHA- 256 aut hentication algorithm?";

}

i dentity hmac-sha-384 {
base crypto-al gorithm
description
"HVAC- SHA- 384 aut hentication algorithm?";

}

identity hmac-sha-512 {
base crypto-al gorithm
description
"HMAC- SHA- 512 aut hentication algorithm?";

}

identity cleartext {
base crypto-al gorithm
if-feature "cleartext";
description
"cleartext.";

}

identity replay-protection-only {
base crypto-al gorithm
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if-feature "replay-protection-only";
description
"Provide replay protection w thout any authentication as
required by protocols such as Bidirectional Forwarding
Detection (BFD).";
}

typedef key-chain-ref {
type leafref {
pat h
"/ key- chai n: key- chai ns/ key- chai n: key- chai n/ key- chai n: nane";
}
description
"This type is used by data nodels that need to reference
configured key chains.";

}

grouping lifetime {
description
"Key lifetinme specification.";
choice lifetinme {
default "al ways";
description
"Options for specifying key accept or send |ifetines";
case al ways {
| eaf always {
type enpty;
description
"Indicates key lifetinme is always valid.";
}
}

case start-end-tine {
| eaf start-date-time {
type yang: date-and-ti ne;
description
"Start time.";

choi ce end-tinme {
default "infinite";
description
"End-time setting.";
case infinite {
| eaf no-end-time {
type enpty;
description
"Indicates key lifetinme end-tine is infinite.";
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case duration {
| eaf duration {
type uint32 {
range "1..2147483646";
}
units "seconds";
description
"Key lifetinme duration, in seconds"”;

}
}

case end-date-tinme {
| eaf end-date-time {
type yang: date-and-ti ne;
description
"End time.";

cont ai ner key-chains {
description
"Al'l configured key-chains on the device.";
list key-chain {
key "nane";
description
"Li st of key-chains.";
| eaf nane {
type string;
description
"Name of the key-chain.";

| eaf description {
type string;
description
"A description of the key-chain";
}

cont ai ner accept-tol erance {
if-feature "accept-tol erance";
description
"Tol erance for key lifetinme acceptance (seconds).";
| eaf duration {

type uint32;
units "seconds";
default "0";

description
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"Tol erance range, in seconds.";

}

| eaf | ast-nodified-tinmestanp {
type yang: date-and-ti ne;
config fal se;
description
"Ti mestanp of the nost recent update to the key-chain";

}
list key {
key "key-id";
description
"Single key in key chain.";
| eaf key-id {
type uint 64;
description
"Numeric val ue uniquely identifying the key";
}
container lifetime {
description
"Specify a key's lifetinme.";
choice lifetinme {
description
"Options for specification of send and accept
lifetinmes.";
case send-and-accept-lifetine {
description
"Send and accept key have the sane lifetinme.";
contai ner send-accept-lifetime {
description
"Single lifetinme specification for both
send and accept lifetines.";
uses lifetine;
}
}
case i ndependent -send-accept-lifetime {
i f-feature "independent -send-accept-lifetinme";
description
"I ndependent send and accept key lifetinmes.";
container send-lifetinme {
description
"Separate lifetinme specification for send
lifetine.";
uses lifetinme;
}
contai ner accept-lifetime {
description
"Separate lifetime specification for accept
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lifetime.";
uses lifetinme;
}
}
}
}
| eaf crypto-al gorithm/{
type identityref {
base crypto-al gorithm

mandat ory true;
description
"Crypt ographic algorithm associated with key.";
}

cont ai ner key-string {
description
"The key string.";
nacm def aul t - deny- al |
choi ce key-string-style {
description
"Key string styles”;
case keystring {
| eaf keystring {
type string;
description
"Key string in ASClII format.";
}
}

case hexadeci mal {
i f-feature "hex-key-string";
| eaf hexadeci mal -string {
type yang: hex-stri ng;
description
"Key in hexadecimal string format. Wen conpared
to ASCI |, specification in hexadeci mal affords
greater key entropy with the same nunber of
internal key-string octets. Additionally, it
di scour ages usage of well-known words or
nunbers.”;
}
}
}

| eaf send-lifetime-active {
type bool ean;
config fal se;
description
"Indicates if the send lifetine of the
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key-chain key is currently active.";
}
| eaf accept-lifetime-active {
type bool ean;
config fal se;
description
"Indicates if the accept lifetime of the
key-chain key is currently active.";
}
}
}

cont ai ner aes-key-wap {
if-feature "aes-key-wap";
description
"AES Key Wap encryption for key-chain key-strings. The
encrypted key-strings are encoded as hexadeci mal key
strings using the hex-key-string leaf.";
| eaf enable {
type bool ean;
default "fal se";
description
"Enabl e AES Key Wap encryption.”;
}

}
}

}
<CODE ENDS>
5. Security Considerations

The YANG nodul e defined in this docunment is designed to be accessed
vi a networ k managenment protocols such as NETCONF [ NETCONF] or
RESTCONF [ RESTCONF]. The | owest NETCONF | ayer is the secure
transport layer, and the nandatory-to-inplenent secure transport is
Secure Shell (SSH) [NETCONF-SSH]. The | owest RESTCONF | ayer is
HTTPS, and the mandatory-to-inpl enment secure transport is TLS [TLS].

The NETCONF access control nodel [NETCONF-ACM provides the means to
restrict access for particular NETCONF or RESTCONF users to a pre-
configured subset of all availabl e NETCONF or RESTCONF protoco
operations and content. The key strings are not accessible by
default, and NETCONF access control nodel [NETCONF-ACM rules are
required to configure or retrieve them

When configured, the key strings can be encrypted using the AES Key
Wap al gorithm|[AES-KEY-WRAP]. The AES key-encryption key (KEK) is
not included in the YANG nodel and nust be set or derived i ndependent
of key chain configuration. Wen AES key encryption is used, the
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hex-key-string feature is also required since the encrypted keys wll
contain characters that are not representable in the YANG string
built-in type [YANG 1.1]. It is RECOMVENDED that key strings be
encrypted using AES key encryption to prevent key chains from being
retrieved and stored with the key strings in cleartext. This
recomrendation is independent of the access protection that is
avai l ed fromthe NETCONF access control nodel (NACM [ NETCONF-ACM .

The cleartext algorithmis included as a YANG feature. Usage is NOT
RECOMVENDED except in cases where the application and device have no
other alternative (e.g., a |egacy network device that nust

aut henti cate packets at intervals of 10 nmilliseconds or |less for many
peers using Bidirectional Forwarding Detection [BFD]). Keys used
with the cleartext algorithmare considered i nsecure and SHOULD NOT
be reused with nore secure al gorithns.

Simlarly, the MD5 and SHA-1 al gorithnms have been proven to be

i nsecure ([ Dobb96a], [Dobb96b], and [ SHA-SEC-CON]), and usage is NOT
RECOMVENDED. Usage shoul d be confined to depl oynents where it is
required for backward conpatibility.

I mpl enentations with keys provided via this nbdel should store them
usi ng best current security practices.

6. | ANA Consi derati ons

Thi s docunent registers a URI in the "I ETF XM. Regi stry”
[ XML.- REA STRY]. It follows the format in [ XM.- REG STRY].

URI: urn:ietf:paranms:xm:ns:yang:ietf-key-chain
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace

Thi s docunent registers a YANG nodule in the "YANG Mddul e Nanes"
registry [ YANG 1. 0].

name: ietf-key-chain

nanespace: urn:ietf:paranms: xnl:ns:yang:ietf-key-chain
prefix: key-chain

reference: RFC 8177
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Appendi x A.  Exanpl es
A.l. Sinple Key Chain with an Always Valid Single Key

<?xm version="1.0" encodi ng="utf-8"?>
<data xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">
<key-chai ns xm ns="urn:ietf:parans: xm : ns:yang:ietf-key-chain">
<key- chai n>
<name>keychai n- no- end- ti me</ nane>
<descri pti on>
A key chain with a single key that is always valid for
transm ssion and reception
</ description>
<key>
<key-i d>100</ key-i d>
<lifetinme>
<send-accept-lifetinme>
<al ways/ >
</ send- accept-lifetine>
</lifetime>
<crypt o-al gorit hmehmac- sha- 256</ crypt o- al gori t hne
<key-string>
<keystring>keystring_in_ascii_100</keystring>
</ key-string>
</ key>
</ key- chai n>
</ key- chai ns>
</ dat a>

A 2. Key Chain with Keys Having Different Lifetines

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<key-chains xm ns="urn:ietf:paranms: xnm :ns:yang:ietf-key-chain">
<key- chai n>
<nane>keychai n2</ nane>
<descri pti on>
A key chain where each key contains a different send tine
and accept time and a different algorithmillustrating
algorithmagility.
</ description>
<key>
<key-i d>35</ key-i d>
<lifetine>
<send-lifetine>
<start-date-tine>2017-01-01T00: 00: 00Z</start-date-ti me>
<end- dat e-ti me>2017-02- 01T00: 00: 00Z</ end- dat e-ti me>
</send-lifetime>
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<accept-lifetinme>
<start-date-tinme>2016-12-31T23:59: 55Z</start-date-ti me>
<end-dat e-ti ne>2017-02-01T0O0: 00: 05Z</ end- dat e-ti me>
</ accept-lifetine>
</lifetime>
<crypt o-al gorit hmehmac- sha- 256</ crypt o- al gori t hne
<key-string>
<keystring>keystring_in_ascii_35</keystring>
</ key-string>
</ key>
<key>
<key-i d>36</ key-i d>
<lifetine>
<send-lifetinme>
<start-date-time>2017-02-01T00: 00: 00Z</start-date-ti ne>
<end- dat e-ti me>2017-03- 01T00: 00: 00Z</ end- dat e-ti me>
</send-lifetime>
<accept-lifetinme>
<start-date-tinme>2017-01-31T23: 59: 55Z</start-date-ti me>
<end-date-ti me>2017-03-01T00: 00: 05Z</ end-dat e-ti nme>
</ accept-lifetine>
</lifetime>
<crypt o-al gorit hnrhmac- sha-512</ crypt o-al gorit hne
<key-string>
<hexadeci mal - stri ng>f e: ed: be: af : 36</ hexadeci mal -stri ng>
</ key-string>
</ key>
</ key- chai n>
</ key- chai ns>
</ dat a>
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A.3. Key Chain with Independent Send and Accept Lifetines

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<key-chai ns xm ns="urn:ietf:paranms: xn :ns:yang:ietf-key-chain">
<key- chai n>
<nane>keychai n2</ nane>
<descri pti on>
A key chain where each key contains different send tines
and accept tines.
</ description>
<key>
<key-i d>35</ key-i d>
<lifetine>
<send-lifetine>
<start-date-tine>2017-01-01T00: 00: 00Z</start-date-ti me>
<end- dat e-ti me>2017-02- 01T00: 00: 00Z</ end- dat e-ti me>
</send-lifetinme>
<accept-lifetinme>
<start-date-time>2016-12-31T23: 59: 55Z</start-date-ti ne>
<end-dat e-ti ne>2017-02-01T0O0: 00: 05Z</ end- dat e-ti me>
</ accept-lifetine>
</lifetime>
<crypt o-al gorit hmehmac- sha- 256</ crypt o- al gori t hne
<key-string>
<keystring>keystring_in_ascii_35</keystring>
</ key-string>
</ key>
<key>
<key-i d>36</ key-i d>
<lifetinme>
<send-lifetine>
<start-date-time>2017-02-01T00: 00: 00Z</start-date-ti ne>
<end- dat e-ti me>2017-03- 01T00: 00: 00Z</ end- dat e-ti me>
</send-lifetime>
<accept-lifetinme>
<start-date-tinme>2017-01-31T23: 59: 55Z</start-date-ti me>
<end-dat e-ti ne>2017-03-01T0O0: 00: 05Z</ end- date-ti me>
</ accept-lifetine>
</lifetime>
<crypt o-al gorit hmehmac- sha- 256</ crypt o-al gori t hne
<key-string>
<hexadeci mal - stri ng>f e: ed: be: af : 36</ hexadeci mal - stri ng>
</ key-string>
</ key>
</ key- chai n>
</ key- chai ns>
</ dat a>

Li ndem et al. St andards Track [ Page 23]



RFC 8177 YANG Key Chain June 2017

Contributors

Yi Yang
SockRat e

Emai | . yi.yang@ockrate.com
Acknowl edgrent s

Thanks to Brian Weis for fruitful discussions on security
requirenents.

Thanks to I nes Robles for Routing Directorate QA revi ew coments.
Thanks to Ladi sl av Lhotka for YANG Doctor conments.

Thanks to Martin Bjorklund for additional YANG Doctor conments.
Thanks to Tom Petch for conments during | ETF | ast call.

Thanks to Matthew MIler for comments made during the Gen-ART review.

Thanks to Vincent Roca for comments made during the Security
Directorate review.

Thanks to Warren Kumari, Ben Campbell, Adam Roach, and Benoit C ai se
for comments received during the | ESG revi ew.

Li ndem et al. St andards Track [ Page 24]



RFC 8177 YANG Key Chain June 2017

Aut hors’ Addresses

Acee Lindem (editor)
Cisco Systens

301 M denhal | Way

Cary, NC 27513

United States of America

Emai | : acee@i sco. com

Yi ngzhen Qu

Huawei

Emai | : yi ngzhen. qu@uawei . com
Der ek Yeung

Arrcus, Inc

Emai | : derek@urrcus. com

I ng- Wher Chen

Jabi |

Emai | : | ng-Wer_Chen@ abi |l . com

Jeffrey Zhang

Juni per Net works

10 Technol ogy Park Drive
Westford, MA 01886
United States of Anmerica

Emai | : zzhang@ uni per. net

Li ndem et al. St andards Track [ Page 25]






