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Abst ract

Thi s docunent describes a tunnel encapsul ation for Ethernet over |Pv6
with a mandatory 64-bit cookie for connecting Layer 2 (L2) Ethernet
attachnent circuits identified by | Pv6 addresses. The encapsul ation
is based on the Layer 2 Tunneling Protocol Version 3 (L2TPv3) over |IP
and does not use the L2TPv3 control plane.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc8159

Copyri ght Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Konst antynowi cz, et al. St andards Track [ Page 1]



RFC 8159 Keyed | Pv6 Tunnel May 2017

Tabl e of Contents

1. Introduction .

1.1. Requirenents Language .o .o
Static 1:1 Mapping w thout a Cbntrol Plane
64-Bit Cookie . T
Encapsul ati on .

Fragment ati on and Reassenbly
OAM Consi derations .

| ANA Consi derati ons .
Security Considerations

Ref er ences .

9 1. Normative References

9.2. Informative References

Acknowl edgenent s

Contri butors

Aut hor s’ Addresses

LCoNOOAWN
©COOO~N~NDDWWN

el e
NPk RO

1. Introduction

L2TPv3, as defined in [RFC3931], provides a nechanismfor tunneling
Layer 2 (L2) "circuits" across a packet-oriented data network (e.g.,
over IP), with multiple attachnent circuits nmultiplexed over a single
pair of | P address endpoints (i.e., a tunnel) using the L2TPv3
Session ID as a circuit discrimnator

I mpl enenting L2TPv3 over |Pv6 [ RFC2460] provides the opportunity to
utilize unique I Pv6 addresses to identify Ethernet attachnent
circuits directly, leveraging the key property that | Pv6 offers -- a
vast nunber of unique |IP addresses. In this case, processing of the
L2TPv3 Session I D nmay be bypassed upon receipt, as each tunnel has
one and only one associ ated session. This local optim zation does
not hinder the ability to continue supporting the multiplexing of
circuits via the Session ID on the sane router for other L2TPv3
tunnel s.

There are various advantages to this approach when conpared to the
"traditional" L2TPv3 approach of using a | oopback address to

term nate the tunnel and then carrying nultiple sessions over the
tunnel. These include better ECVP | oad bal anci ng (since each tunne
has a uni que source/destination |Pv6 address pair) and finer-grained
control when advertising tunnel endpoints using a routing protocol
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [RFC2119].

2. Static 1:1 Mapping without a Control Pl ane

The L2TPv3 control plane defined in [RFC3931] is not used for this
encapsul ati on. The managenent plane is used to create and nmmintain
mat chi ng configurations at either end of each tunnel. Loca
configuration by the managenent plane creates a one-to-one napping
bet ween the access-side L2 attachment circuit and the | P address used
in the network-side | Pv6 encapsul ation

The 1 Pv6 L2TPv3 tunnel encapsul ati ng device uniquely identifies each
Et hernet L2 attachnent connection by a port ID or a conbination of a
port 1D and VLAN ID(s) on the access side and by a local |Pv6 address
on the network side. The local |Pv6 address also identifies the
tunnel endpoint. The local |IPv6 addresses identifying L2TPv3 tunnels
SHOULD NOT be assigned from connected | Pv6 subnets facing towards
renote tunnel endpoints, since that approach would result in an | Pv6
Nei ghbor Di scovery cache entry per tunnel on the next-hop router
towards the renote tunnel endpoint. It is RECOWENDED that |oca

| Pv6 addresses identifying L2TPv3 tunnel s are assigned from dedi cat ed
subnets used only for such tunnel endpoints.

Certai n depl oynment scenarios nmay require using a single |Pv6 address
(such as a unicast or anycast address assigned to a specific service
instance, for exanple, a virtual switch) to identify a tunne
endpoint for multiple IPv6 L2TPv3 tunnels. For such cases, the
tunnel decapsul ati ng device uses the |ocal |1 Pv6 address to identify
the service instance and the renote |Pv6 address to identify the

i ndi vidual tunnel within that service instance.

As nentioned above, Session ID processing is not required, as each
keyed I Pv6 tunnel has one and only one associ ated session. However,
for conpatibility with existing [ RFC3931] inplenentations, the
packets need to be sent with the Session ID. Routers inplenenting
L2TPv3 according to [ RFC3931] can be configured with nultiple L2TPv3
tunnel s, with one session per tunnel, to interoperate with routers

i mpl ementing the keyed | Pv6 tunnel as specified by this document.
Note that as Session ID processing is not enabled for keyed | Pv6
tunnel s, there can only be a single keyed | Pv6 tunnel between two

| Pv6 addresses.
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3.

64-Bit Cookie

In line with [RFC3931], the 64-bit cookie is used for an additiona
tunnel endpoint context check. This is the |argest cookie size
permitted in [RFC3931]. Al packets MJST carry the 64-bit L2TPv3
cookie field. The cookie MJST be 64 bits long in order to provide
sufficient protection against spoofing and brute-force blind
insertion attacks. The cookie values SHOULD be randomy sel ect ed.

In the absence of the L2TPv3 control plane, the L2TPv3 encapsul ati ng
router MUST be provided with a local configuration of the 64-bit
cookie for each local and renpte | Pv6 endpoint. Note that cookies
are asymretric, so local and renpte endpoints may send different
cooki e values and, in fact, SHOULD do so. The value of the cookie
MJST be able to be changed at any tine in a manner that does not drop
any legitimte tunnel ed packets, i.e., the receiver MJST be
configurable to accept two discrete cookies for a single tunne

simul taneously. This enables the receiver to hold both the "ol d and
"new cookie values during a change of cookie value. Cookie val ues
SHOULD be changed periodically by the managenent plane.

Not e that nmandating a 64-bit cookie is a change fromthe optiona
vari abl e-1 ength cooki e of [RFC3931] and that this requirenent
constrains interoperability with existing [ RFC3931] inpl enmentations
to those supporting a 64-bit cookie. The nmanagenent plane MJST NOT
configure a keyed I P tunnel unless both endpoints support the 64-bit
cooki e.

Encapsul ati on

The ingress router encapsulates the entire Ethernet frame, w thout
the preanbl e and Frame Check Sequence (FCS) in L2TPv3 as per

[ RFC4719]. The L2-specific sublayer MAY be carried if Virtua

Circuit Connectivity Verification (VCCV) [ RFC5085] and/or frane
sequencing is required, but it SHOULD NOT be carried otherw se. The
L2TPv3 packet is encapsul ated directly over IPv6 (i.e., no UDP header
is carried).

The ingress router MAY retain the FCS as per [RFC4720]. Support for
retaining the FCS and for receiving packets with a retained FCS is
OPTI ONAL and, if present, MJST be configurable. 1In the absence of
the L2TPv3 control plane, such configuration MJIST be consistent for
the two endpoints of any given tunnel, i.e., if one router is
configured to retain the FCS, then the other router MJST be
configured to receive packets with the retained FCS. Any router
configured to retain FCS for a tunnel MJST retain FCS for all franes
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sent over that tunnel. Al routers inplenenting this specification
MUST support the ability to send franes w thout retaining the FCS and
to receive such franes.

Any service-delimting | EEE 802. 1Q [ | EEE8B02. 1 or | EEE 802. lad

[ EEE802. 1ad] VLAN IDs -- S-tag, Ctag, or the tuple (S-tag, Ctag)
-- are treated with local significance within the Ethernet L2 port
and MUST NOT be forwarded over the |IPv6 L2TPv3 tunnel.

Note that the same approach may be used to transport protocols other
than Et hernet, though this is outside the scope of this
speci fication.

The full encapsulation is as foll ows:

0 1 2 3
01234567890123456789012345678901
T S S T

+- +
I I
+ | Pv6 Header (320 bits) +
B T S i T s i i e e SEI S
| Session ID (32 bits) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Cooki e (0:31) |
i T s i o S i i S R I S I S S S M
| Cooki e (32:63) |
B T S i T s i i e e SEI S
| (Optional) L2-Specific Sublayer (32 bits) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
I

I

|

I

I

+-

I
_ I
Payl oad (vari abl e) |

I

I

R e e o et i S T S S e S i o st S SR S S e R R TR

The conbined | Pv6 and keyed | P tunnel header contains the follow ng
fields:

0 |Pv6 Header. Note that:
* The traffic class may be set by the ingress router to ensure
correct Per-Hop Behavior (PHB) treatnment by transit routers

bet ween the ingress and egress and to correct QoS disposition
at the egress router.
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(0]

* The flow |l abel, as defined in [RFC6437], may be set by the
ingress router to indicate a fl ow of packets fromthe client,
whi ch may not be reordered by the network (if there is a
requirenent for finer-grained ECVP | oad bal ancing rather than
per-circuit | oad bal anci ng).

* The next header will be set to Ox73 to indicate that the next
header is L2TPv3.

* |Inthe "Static 1:1 Mapping" case described in Section 2, the
| Pv6 source address may correspond to a port or port/VLAN being
transported as an L2 circuit, or it may correspond to a virtua
interface termnating inside the router (e.g., if L2 circuits
are being used within a multipoint VPN or if an anycast address
is being termnated on a set of data-center virtual machines.)

* As with the source address, the | Pv6 destination address may
correspond to a port or port/VLAN being transported as an L2
circuit or to a virtual interface.

Session ID. In the "Static 1:1 Mapping" case described in
Section 2, the I Pv6 address identifies an L2TPv3 session directly;
thus, at endpoints supporting one-stage resolution (IPv6 Address
Only), the Session | D SHOULD be ignored upon receipt. It is
RECOMVENDED t hat the renote endpoint is configured to set the
Session IDto all ones (OxFFFFFFFF) for easy identification in
case of troubleshooting. For conpatibility with other tunne

term nation platforns supporting only two-stage resolution (IPv6
Address + Session ID), this specification recommends supporting
explicit configuration of Session ID to any value other than zero
(including all ones). The Session ID of zero MJST NOT be used, as
it is reserved for use by L2TP control nessages as specified in

[ RFC3931]. Note that the Session IDis unidirectional; the sent
and received Session IDs at an endpoint may be different.

Cookie. The 64-bit cookie, configured and described as in
Section 3. Al packets for a destined L2 circuit (or L2TPv3
Session) MJUST match one of the cookie values configured for that
circuit. Any packets that do not contain a valid cookie val ue
MUST be di scarded (see [ RFC3931] for nore details)

L2- Speci fic Sublayer (Optional). As noted above, this will be
present if VCCV and/or frame sequencing is required. |[If VCCV is
required, then any frames with bit 0 (the "V-bit") set are VCCV
messages. |If franme sequencing is required, then any frames with
bit 1 (the "S-bit") set have a valid frame sequence nunber in bits
8- 31.
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5

o Payload (variable). As noted above, the preanble and any service-
delinmting tags MJST be stripped before encapsul ation, and the FCS
MJST be stripped unless FCS retention is configured at both
ingress and egress routers. Since a new FCS is added at each hop
when the encapsul ating | P packet is transmtted, the payload is
protected against bit errors.

Fragment ati on and Reassenbly

Usi ng tunnel encapsul ation of Ethernet L2 datagrans in IPv6 wll
reduce the effective MIU all owed for the encapsul ated traffic.

The recommended solution to deal with this problemis for the network
operator to increase the MIU size of all the |links between the
devices acting as | Pv6 L2TPv3 tunnel endpoints to acconmodate both
the 1 Pv6 L2TPv3 encapsul ati on header and the Ethernet L2 datagram

wi thout requiring fragmentation of the | Pv6 packet.

It is RECOWENDED that routers inplenenting this specification

i mpl ement |1 Pv6 Path MIU (PMIU) di scovery as defined in [RFC1981] to
confirmthat the path over which packets are sent has sufficient MU
to transport a maxi numlength Ethernet frane plus encapsul ation

over head.

Routers inplementing this specification MAY inplement L2TPv3
fragmentation (as defined in Section 5 of [RFC4623]). In the absence
of the L2TPv3 control plane, it is RECOMVENDED that fragnentation (if
i mpl emented) is locally configured on a per-tunnel basis.
Fragnment ati on configurati on MJST be consi stent between the two ends
of a tunnel

It is NOT RECOMVENDED for routers inplenenting this specification to
enable 1 Pv6 fragnmentation (as defined in Section 4.5 of [ RFC2460])
for keyed | P tunnels.

OAM Consi der ati ons

Qperations, Adm nistration, and M ntenance (QAM is an inportant
consi derati on when providing circuit-oriented services such as those
described in this docunent; it is all the nore inportant in the
absence of a dedicated tunnel control plane, as OAM becones the only
way to detect failures in the tunnel overl ay.

Note that in the context of keyed IP tunnels, failures in the |IPv6
underl ay network can be detected using the usual nethods such as
through the routing protocol, including the use of single-hop

Konst antynowi cz, et al. St andards Track [ Page 7]



RFC 8159 Keyed | Pv6 Tunnel May 2017

Bi di rectional Forwarding Detection (BFD) [RFC5881] to rapidly detect
link failures. Miltihop BFD MAY al so be enabl ed between tunne
endpoi nts as per [RFC5883].

Since keyed I P tunnel s always carry an Ethernet payload and since OAM
at the tunnel layer is unable to detect failures in the Ethernet
service processing at the ingress or egress router or on the Ethernet
attachnent circuit between the router and the Ethernet client, it is
RECOMVENDED t hat Et hernet OAM as defined in [| EEE802. 1ag] and/or
[Y.1731] be enabled for keyed IP tunnels. As defined in those
specifications, the foll owing Connectivity Fault Managenent (CFM
and/ or Ethernet Continuity Check (ETH CC) configurations are to be
used in conjunction with keyed | Pv6 tunnels:

o Connectivity verification between the tunnel endpoints across
the tunnel: Use an Up Maintenance End Point (MEP) |ocated at the
tunnel endpoint for transnmitting the CFM PDUs towards, and
receiving themfrom the direction of the tunnel

o Connectivity verification fromthe tunnel endpoint across
the |l ocal attachnent circuit: Use a Down MEP | ocated at the tunne
endpoint for transmtting the CFM PDUs towards, and receiving them
from the direction of the |ocal attachment circuit.

o Internediate connectivity verification: Use a Miintenance
Internediate Point (MP) located at the tunnel endpoint to relay
CFM PDUs.

In addition, Pseudow re VCCV [ RFC5085] MAY be used. Furthernore, BFD
MAY be enabl ed over the VCCV channel [RFC5885].

Note that since there is no control plane, it is RECOMVENDED t hat the
managenent pl ane take action when attachnment circuit failure is
detected, for exanple, by dropping the renpte attachnment circuit.

7. 1 ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
8. Security Considerations

Packet spoofing for any type of Virtual Private Network (VPN)
tunneling protocol is of particular concern as insertion of carefully
constructed rogue packets into the VPN transit network could result
in aviolation of VPN traffic separation, |eaking data into a
custoner VPN. This is conplicated by the fact that it may be
particularly difficult for the operator of the VPN to even be aware
that it has becone a point of transit into or between customer VPNs.
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9.

9.

Keyed | Pv6 encapsul ation provides traffic separation for its VPNs via
the use of separate 128-bit | Pv6 addresses to identify the endpoints.
The mandatory use of the 64-bit L2TPv3 cooki e provi des an additional
check to ensure that an arriving packet is intended for the
identified tunnel.

In the presence of a blind packet-spoofing attack, the 64-bit L2TPv3
cooki e provides security against inadvertent |eaking of frames into a
custonmer VPN, as docunented in Section 8.2 of [RFC3931].

For protection against brute-force blind insertion attacks, the 64-
bit cookie MJST be used with all tunnels.

Note that the cookie provides no protection against a sophisticated
man-in-the-m ddl e attacker who can sniff and correlate captured data
bet ween nodes for use in a coordinated attack.

The L2TPv3 64-bit cookie nmust not be regarded as a substitute for
security such as that provided by |IPsec when operating over an open
or untrusted network where packets may be sniffed, decoded, and
correlated for use in a coordi nated attack.
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