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Abst r act

There is an enmerging demand for solutions that provide redundancy and
| oad-sharing across wired and cellular links froma single Service
Provider, so that a single subscriber is provided with bonded access
to het erogeneous connections at the same tine.

In this docurment, GRE (Generic Routing Encapsul ation) Tunnel Bonding
is specified as an enabling approach for bonded access to a wired and
a wireless network in customer prem ses, e.g., homes. |In GRE Tunnel
Bondi ng, two GRE tunnels, one per network connection, are set up and
bonded together to forma single GRE tunnel for a subscriber

Conpared with each subconnection, the bonded connections prom se

i ncreased access capacity and inproved reliability. The solution
described in this docunent is currently inplenented by Huawei and
depl oyed by Deutsche Tel ekom AG  This docunent will enable other
devel opers to build interoperable inplenentations.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8157
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1. Introduction

Service Providers used to provide subscribers with separate access to
their fixed networks and nobile networks. |t has become desirable to
bond t hese het erogeneous networks together to offer access service to
subscribers; this service will provide increased access capacity and
improved reliability.

Thi s docunent focuses on the use case where a DSL (Digital Subscriber
Li ne) connection and an LTE (Long Term Evol uti on) connection are
bonded together. Wen the traffic volume exceeds the bandw dth of
the DSL connection, the excess anmount can be offl oaded to the LTE
connection. A Hone Gateway (HG is a Custoner Prem ses Equi pnent
(CPE) device initiating the DSL and LTE connections. A Hybrid Access
Aggregation Point (HAAP) is the network function that resides in the
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provider’s networks to term nate these bonded connections. Note that
if there were nmore than two connections that need to be bonded, the
GRE Tunnel Bondi ng mechani sm coul d support that scenario as well.
However, support for nore than two connections is out of scope for
this docunment. Also, the protocol specified in this docunment is
limted to the single-operator scenario only, i.e., the two peering
boxes -- the HG and the HAAP -- are operated by a single provider

The adaptation of the GRE Tunnel Bonding Protocol to the

mul ti-provider scenario is left for future work.

Thi s docunent bases the solution on GRE (Generic Routing
Encapsul ati on [ RFC2784] [RFC2890]), since GRE is widely supported in
both fixed and nobile networks. Approaches specified in this
docunent might al so be used by other tunneling technologies to

achi eve tunnel bonding. However, such variants are out of scope for
thi s docunent.

For each heterogeneous connection (DSL and LTE) between the HG and
the HAAP, one GRE tunnel is set up. The HG and t he HAAP
respectively, serve as the comon termnation point of the two
tunnel s at both ends. Those GRE tunnels are further bonded together
to forma logical GRE tunnel for the subscriber. The HG conceal s the
GRE tunnels fromthe end nodes, and end nodes sinply treat the

| ogical GRE tunnel as a single IP link. This provides an overl ay:
the users’ | P packets (inner IP) are encapsulated in GRE, which is in
turn carried over IP (outer |IP)

The GRE Tunnel Bonding Protocol is devel oped by Huawei and has been
depl oyed i n networks operated by Deutsche Tel ekom AG  This docunent
makes this protocol available to the public, thereby enabling other
devel opers to build interoperable inplenmentations.

2. Acronyns and Term nol ogy
GRE: Generic Routing Encapsul ati on [ RFC2784] [ RFC2890].

DSL: Digital Subscriber Line. A family of technol ogies used to
transmt digital data over tel ephone |ines.

LTE: Long Term Evolution. A standard for wirel ess conmunication of
hi gh- speed data for nobil e phones and data terminals. Comonly
mar keted as 4G LTE

HG Home Gateway. A CPE device that is enhanced to support the

si mul t aneous use of both fixed broadband and 3GPP access
connecti ons.
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HAAP: Hybrid Access Aggregation Point. A logical function in an
operator’s network, term nating bonded connections while offering
hi gh- speed I nternet.

CIR Conmitted Infornmation Rate [ RFC2697].
RTT: Round-Trip Tine.
AAA: Aut henti cation, Authorization, and Accounting [ RFC6733].

SOAP: Sinple nject Access Protocol. A protocol specification for
exchangi ng structured information in the inplenentation of web
services in conputer networks.

FQDN: Fully Qualified Domain Nane. GCenerally, a host nanme with at
| east one domain | abel under the top-level domain. For exanple,
"dhcp. exanpl e. org" is an FQDN [ RFC7031].

DSCP: The 6-bit codepoint (DSCP) of the Differentiated Services field
(DS field) in the IPv4 and | Pv6 headers [RFC2724].

BRAS: Broadband Renote Access Server. Routes traffic to and from
broadband renote access devices such as Digital Subscriber Line
Access Miltiplexers (DSLAMs) on an Internet Service Provider’s
(I SP's) network.

PGWN Packet Data Network Gateway. |In the Long Term Evol ution (LTE)
architecture for the Evol ved Packet Core (EPC), acts as an anchor
for user-plane nobility.

PDP: Packet Data Protocol. A packet transfer protocol used in
Wi rel ess GPRS (CGeneral Packet Radio Service) / HSDPA (H gh- Speed
Downl i nk Packet Access) networks.

PPPoE: Point-to-Point over Ethernet. A network protocol for
encapsul ati ng PPP frames inside Ethernet franes.

DNS: Domai n Name System A hierarchical distributed nanmi ng system
for conputers, services, or any resource connected to the Internet
or a private network.

DHCP: Dynani ¢ Host Configuration Protocol. A standardized network
protocol used on Internet Protocol (IP) networks for dynanically
di stributing network configuration paranmeters, such as IP
addresses for interfaces and services.
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Use Case
Bondi ng Connecti on

+- + R SRR S S S I R I S I S I I

| | *+-+ +- +*

| | *|E+- LTE Connection --+ |*
subscriber | *+-+ | H* Internet

| oxs ks

| | *|D+-- DSL Connection --+ |*

| | *+-+ +- +*

+- + EE R I S I R I I S S R I S

\ / \_/

HG HAAP

C. The service endpoint of the bonding service at the HG
E: The endpoint of the LTE connection resides in the HG
D: The endpoint of the DSL connection resides in the HG
H. The endpoint for each heterogeneous connection at the HAAP.

Figure 1: Ofloading fromDSL to LTE, |ncreased Access Capacity

If a Service Provider runs heterogeneous networks, such as fixed and
mobi | e, subscribers m ght be eager to use those networks

simul taneously for increased access capacity rather than just using a
single network. As shown by the reference nodel in Figure 1, the
subscri ber expects a significantly hi gher access bandwi dth fromthe
bondi ng connection than fromthe DSL connection. In other words,
when the traffic volune exceeds the bandwi dth of the DSL connecti on,
the excess anmount may be of fl oaded to the LTE connection

Conpared to per-flow | oad-bal anci ng nechani sns, which are w dely used
nowadays, the use case described in this docunent requires a

per - packet of fl oadi ng approach. For per-flow | oad bal anci ng, the
maxi mum bandwi dt h that may be used by a traffic flowis the bandw dth
of an individual connection, while for per-packet offloading, a
single flow may use the conbi ned bandwi dth of the two connections.
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4.

4.

4.

Overvi ew

In this docunment, the widely supported GRE is chosen as the tunneling
technique. Wth the newy defined control protocol, GRE tunnels are
set up on top of the DSL and LTE connections, which are ended at

D and Hor at E and H as shown in Figure 1. These tunnels are
bonded together to forma single |ogical bonding connection between
the HG and the HAAP. Subscribers use this |ogical connection without
knowi ng the GRE tunnels.

1. Control Pl ane

A clean-slate control protocol is designed to manage the GRE tunnels
that are set up per heterogeneous connection between the HG and the
HAAP. The goal is to design a conpact control plane for bonding
access instead of reusing existing control planes.

In order to neasure the performance of connections, control packets
need to co-route the sane path with data packets. Therefore, a

GRE Channel is opened for the purpose of data-plane forwarding of
control -pl ane packets. As shown in Figure 2 (see Section 5), the GRE
header [ RFC2784] with the Key extension specified by [ RFC2890] is
bei ng used. The GRE Protocol Type (OxB7EA) is used to identify this
GRE Channel. A famly of control nessages is encapsulated with a GRE
header and carried over this channel. Attributes, formatted in

Type- Lengt h-Val ue (TLV) style, are further defined and included in
each control nessage

Wth the newly defined control plane, the GRE tunnels between the HG
and the HAAP can be established, nmanaged, and rel eased without the
i nvol venent of operators.

2. Dat a Pl ane

Using the control plane defined in Section 4.1, CGRE tunnels can be
automatically set up per heterogeneous connection between the HG and
the HAAP. For the use case described in Section 3, one GRE tunnel is
ended at the DSL WAN interfaces, e.g., the DSL GRE tunnel, and

anot her GRE tunnel is ended at the LTE WAN interfaces, e.g., the LTE
GRE tunnel. Each tunnel may carry a user’s |IP packets as payl oad,
which fornms a typical |IP-over-1P overlay. These tunnels are bonded
together to offer a single access point to subscribers.

As shown in Figure 3 (see Section 6.1), the GRE header [ RFC2784] with
the Key and Sequence Number extensions specified by [ RFC2890] is used
to encapsul ate data packets. The Protocol Type is either 0x0800
(listed as "0x800" in [RFC2784]) or 0x86DD [ RFC7676], which indicates
that the inner packet is either an |IPv4 packet or an |Pv6 packet,
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respectively. The CGRE Key field is set to a unique value for the
entire bondi ng connection. The GRE Sequence Nunber field is used to
mai ntain the sequence of packets transported in all GRE tunnels as a
single fl ow between the HG and t he HAAP.

4.3. Traffic dassification and Distribution
For the offl oading use case, the col oring mechani smspecified in

[ RFC2697] is being used to classify subscribers’ |IP packets, both
upstream and downstream into the DSL GRE tunnel or the LTE GRE

tunnel . Packets colored as green or yellow will be distributed into
the DSL CGRE tunnel, and packets colored as red will be distributed
into the LTE GRE tunnel. For the scenario that requires nore than

two GRE tunnels, multiple levels of token buckets m ght be realized.
However, that scenario is out of scope for this docunent.

The Conmmitted Information Rate (CIR) of the coloring nechanismis set
to the total DSL WAN bandw dth m nus the bypass DSL bandw dth (see
Section 4.5). The total DSL WAN bandw dth MAY be configured, MAY be
obt ai ned fromthe managenment system (AAA server, SCAP server, etc.),
or MAY be detected in real tinme using the Access Node Control

Prot ocol (ANCP) [ RFC6320].

4.4, Traffic Reconbination

For the offl oadi ng use case, the reconbination function at the

recei ver provides in-order delivery of subscribers’ traffic. The
receiver maintains a small reordering buffer and orders the data
packets in this buffer via the Sequence Nunber field [ RFC2890] of the
GRE header. Al packets carried on GRE tunnels that belong to the
sane bondi ng connection go into a single reordering buffer.

Operators may configure the nmaxi mum all owed size (see

MAX_PERFLOW BUFFER i n [ RFC2890]) of the buffer for reordering. They
may al so configure the maximumtine (see OQUTOFORDER TIMER in

[ RFC2890]) that a packet can stay in the buffer for reordering. The
OQUTOFORDER_TI MER nust be configured carefully. Values larger than
the difference of the normal Round-Trip Tine (RTT) (e.g., 100 ns) of
the two connections are not reconmended. |[|nplenentation and

depl oynent experiences have denobnstrated that there is usually a
|large margin for the value of MAX PERFLOW BUFFER. Val ues | arger than
the multiplication of the sumof the line rate of the two connections
and t he val ue of OQUTOFORDER_TI MER shoul d be used.
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4.5. Bypass

Servi ce Providers provide sone services that should not be delivered
over the bonding connection. For exanple, Service Providers nay not
expect real-tine IPTV to be carried by the LTE GRE tunnel. It is
required that IPTV traffic bypass the GRE Tunnel Bondi ng and use the
raw DSL bandwi dth. Bypass traffic is not subject to the traffic
classification and distribution specified above. The raw connection
used for bypass traffic is not controlled by the HAAP. It may or may
not go through a device in which the HAAP resides.

The HAAP nay announce the service types that need to bypass the
bonded GRE tunnels by using the Filter List Package attribute as
specified in Section 5.6.2. The HG and the HAAP need to set aside
the DSL bandwi dth for bypassing. The avail able DSL bandwi dth for GRE
Tunnel Bonding is equal to the total DSL bandw dth m nus the bypass
bandwi dt h.

4. 6. Measur enent

Since control packets are routed using the sanme paths as the data
packets, the real performance of the data paths (e.g., the GRE
tunnel s) can be neasured. The GRE Tunnel Hello nmessages specified in
Section 5.4 are used to carry the tinestanp information, and the RTT
val ue can therefore be cal cul ated based on the tinmestanp.

Besi des the end-to-end delay of the GRE tunnels, the HG and t he HAAP
need to neasure the capacity of the tunnels as well. For exanple,
the HG is REQU RED to neasure the downstream bypassi ng bandw dth and
report it to the HAMP in real tinme (see Section 5.6.1).

4.7. Policy Control Considerations

Qperators and users nay input policies into the GRE Tunnel Bondi ng.
These policies will be "interpreted" into paranmeters or actions that
impact the traffic classification, distribution, conbination,

measur enent, and bypass.

Operators and users may offer the service types that need to bypass
the bonded GRE tunnels. Service types defined by operators (see
Section 5.6.2) will be delivered fromthe HAAP to the HG through the
control plane (see Section 4.1), and the HGwill use the raw
connection to transmt traffic for these service types. Users may
al so define bypass service types on the HG Bypass service types
defined by users need not be delivered to the HAAP
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Operators may specify the interval for sending Hell o messages and the
retry times for the HG or the HAAP to send out Hello messages before
the failure of a connection.

Since the GRE tunnels are set up on top of heterogeneous DSL and LTE
connections, if the difference of the transmi ssion del ays of these
connecti ons exceeds a given threshold for a certain period, the HG
and the HAAP should be able to stop the offl oadi ng behavior and

fall back to a traditional transm ssion node, where the LTE GRE
tunnel is disused while all traffic is transmtted over the DSL CGRE
tunnel. Operators are allowed to define this threshold and peri od.

5. Control Protocol Specification (Control Plane)

Control messages are used to establish, maintain, measure, and

tear down GRE tunnels between the HG and the HAAP. Also, the control
pl ane undertakes the responsibility to convey traffic policies over
the GRE tunnel s.

For the purpose of measurenent, control messages need to be delivered
as CGRE encapsul at ed packets and co-routed w th data-pl ane packets.
The new GRE Protocol Type (OxB7EA) is allocated for this purpose, and
the standard GRE header as per [RFC2784] with the Key extension
specified by [RFC2890] is used. The Checksum Present bit is set

to 0. The Key Present bit is set to 1. The Sequence Number Present
bit is set to 0. So, the format of the GRE header for control
messages of the GRE Tunnel Bonding Protocol is as follows:

1 2 3
12345678901234567890123456789¢01
T o e i e s S S R b Tk ok T NI S R
0] |1]10] ReservedO | Ver | Prot ocol Type OxB7EA |
B S S e i S S T A S S S S S S i S S

Key |
B S i i s i i S i i st

+
I
+
I
+

Key
For security purposes, the Key field is used to carry a random
nunber. The random nunber is generated by the HAAP, and the HGis
informed of it (see Section 5.2.9).
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The general format of the entire control message is as foll ows:

1 2 3
1234567890123456789012345678901
e b T S i i S S S S e e s S i T T i S S
| |1]0] Reserved0 | Ver | Prot ocol Type OxB7EA |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

Key |

i T o T i e S S S i S e S
MsgType| T- Type | . I
R R S S Attributes +
+

o

+
L2 LS
-

!

:- T S S S T S i S T S U A

Figure 2: Format of Control Messages of GRE Tunnel Bonding

MsgType (4 bits)
Message Type. The control nessage family contains the follow ng
six types of control messages (not including "Reserved"):

Control Message Fam |y Type

GRE Tunnel Setup Request
GRE Tunnel Setup Accept
GRE Tunnel Setup Deny
GRE Tunnel Hello

GRE Tunnel Tear Down
GRE Tunnel Notify
Reserved

OQOUTAWNBE

, 7-15

T-Type (4 bits)
Tunnel Type. Set to 0001 if the control message is sent via the
primary GRE tunnel (normally the DSL GRE tunnel). Set to 0010 if
the control nessage is sent via the secondary GRE tunnel (normally
the LTE GRE tunnel). Values 0000 and val ues from 0011 t hrough
1111 are reserved for future use and MJST be ignored on receipt.
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Attributes
The Attributes field includes the attributes that need to be
carried in the control message. Each Attribute has the follow ng
format:

T S

| Attribute Type | (1 byte)
B i T R R e i o ik SR e
Attribute Length | (2 bytes)

B i S S ik s S N S S
| Attribute Val ue
R T i T i e s ik T e R T

l

(vari abl e)

Attribute Type
The Attribute Type specifies the type of the attribute.

Attribute Length
Attribute Length indicates the length of the Attribute Val ue
in bytes.

Attri bute Val ue
The Attribute Value includes the value of the attri bute.

Al'l control nessages are sent in network byte order (high-order bytes
first). The Protocol Type carried in the GRE header for the control
message i s OxB7EA. Based on this nunber, the receiver will decide to
consunme the GRE packet locally rather than forward it further.

5.1. GRE Tunnel Setup Request

The HG uses the GRE Tunnel Setup Request nessage to request that the
HAAP establish the GRE tunnels. It is sent out fromthe HGs LTE and
DSL WAN interfaces separately. Attributes that need to be included
in this nmessage are defined in the follow ng subsecti ons.

5.1.1. dient Identification Nane

An operator uses the Cient ldentification Nane (CIN) to identify the
HG The HG sends the CIN to the HAAP for authentication and

aut horization as specified in [TS23.401]. It is REQJU RED that the
GRE Tunnel Setup Request nessage sent out fromthe LTE WAN i nterface
contain the CIN attribute while the GRE Tunnel Setup Request nessage
sent out fromthe DSL WAN i nterface does not contain this attribute.
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The CIN attribute has the follow ng fornmat:

i S S

| Attribute Type | (1 byte)
i S SR S i S N DR U DA

| Attribute Length | (2 bytes)
i I i i S ik (i SR U DU
| dient Identification Name (40 bytes) |

S i S S T i o o S S S Sl ST S S

Attribute Type
CIN, set to 3.

Attribute Length
Set to 40.

Client Identification Name
This is a 40-byte string value encoded in UTF-8 and set by the
operator. It is used as the identification of the HGin the
operator’s networKk.

5.1.2. Session ID

This Session ID is generated by the HAAP when the LTE GRE Tunnel
Set up Request message is received. The HAAP announces the Session ID
to the HGin the LTE GRE Tunnel Setup Accept nessage. For those WAN
interfaces that need to be bonded together, the HG MJST use the sane
Session ID. The HG MUST carry the Session ID attribute in each DSL
GRE Tunnel Setup Request nessage. For the first tine that the LTE
GRE Tunnel Setup Request nessage is sent to the HAAP, the Session ID
attribute need not be included. However, if the LTE GRE tunnel fails
and the HG tries to revive it, the LTE GRE Tunnel Setup Request
message MJST include the Session ID attribute.

The Session ID attribute has the followi ng format:

T

| Attribute Type | (1 byte)

B il s S S S S I S i

| Attribute Length | (2 bytes)
i S i I S St N DU &
| Session ID (4 bytes) |
i I e I S S ik i St N S SR

Leymann, et al. I nf or mat i onal [ Page 13]



RFC 8157 GRE Tunnel Bondi ng May 2017

Attribute Type
Session ID, set to 4.

Attribute Length
Set to 4.

Session ID
An unsi gned i nteger generated by the HAAP. It is used as the
identification of bonded GRE tunnels.

5.1.3. DSL Synchroni zation Rate

The HG uses the DSL Synchronization Rate to notify the HAAP about the
downstream bandwi dth of the DSL |ink. The DSL GRE Tunnel Setup
Request nessage MUST include the DSL Synchroni zation Rate attri bute.
The LTE GRE Tunnel Setup Request nessage SHOULD NOT include this
attribute.

T

| Attribute Type | (1 byte)

B il s S S S S I S i

| Attribute Length | (2 bytes)
i S i I S St N DU &
| DSL Synchronization Rate (4 bytes) |
I I i I S i o i S

Attribute Type
DSL Synchroni zation Rate, set to 7.

Attribute Length
Set to 4.

DSL Synchroni zation Rate
An unsi gned i nteger neasured in kbps.

5.2. GRE Tunnel Setup Accept

The HAAP uses the GRE Tunnel Setup Accept nmessage as the response to
the GRE Tunnel Setup Request nessage. This nessage indicates
acceptance of the tunnel establishnent and carries paraneters of the
GRE tunnels. Attributes that need to be included in this nessage are
defi ned bel ow.
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5.2.1. H IPv4 Address

The HAAP uses the H IPv4 Address attribute to informthe HG of the

H | Pv4 address. The HG uses the H IPv4 address as the destination
endpoi nt | Pv4 address of the GRE tunnels (the source endpoint |Pv4
addresses of the GRE tunnels are the DSL WAN interface | P address (D)
and the LTE WAN interface | P address (E), respectively, as shown in
Figure 1). The LTE GRE Tunnel Setup Accept nessage MJST include the
H I Pv4 Address attribute.

S

| Attribute Type | (1 byte)

i I s M DR SR S

| Attribute Length | (2 bytes)

i T S S i S i S
H | Pv4 Address (4 bytes) |

R R DI DI e et sURE Ul s SR DI DR E s R DI i s s (U S

Attribute Type
H | Pv4 Address, set to 1.

Attribute Length
Set to 4.

H | Pv4 Address
Set to the pre-configured | Pv4 address (e.g., an |IP address of a
Line Card in the HAAP), which is used as the endpoint |IP address
of GRE tunnels by the HAAP.

5.2.2. HIPv6 Address

The HAAP uses the H I Pv6 Address attribute to informthe HG of the

H I Pv6 address. The HG uses the H I Pv6 address as the destination
endpoint | Pv6 address of the GRE tunnels (the source endpoint |Pv6
addresses of the GRE tunnels are the DSL WAN interface | P address (D)
and the LTE WAN interface | P address (E), respectively, as shown in
Fi gure 1).

The LTE GRE Tunnel Setup Accept nessage MJST include the H IPv6
Address attribute.

T S

| Attribute Type | (1 byte)

il s ST I S S I S T T S

| Attribute Length | (2 bytes)

i T S S e T ol S S S
H | Pv6 Address (16 bytes) |

R R DI DR e et sU R Ul i sE DI SD R pE e s sE e SE I T s s sU N S (E
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Attribute Type
H | Pv6 Address, set to 2.

Attribute Length
Set to 16.

H | Pv6 Address
Set to the pre-configured |Pv6 address (e.g., an |IP address of a
Line Card in the HAAP), which is used as the endpoint |IP address
of GRE tunnels by the HAAP.

5.2.3. Session ID

The LTE GRE Tunnel Setup Accept nessage MJST include the Session ID
attribute as defined in Section 5.1.2.

5.2.4. RITT Difference Threshol d

The HAAP uses the RTT Difference Threshold attribute to i nformthe HG
of the acceptable threshold of the RTT difference between the DSL
link and the LTE link. |If the measured RTT difference exceeds this
threshol d, the HG SHOULD stop offloading traffic to the LTE GRE
tunnel. The LTE GRE Tunnel Setup Accept nessage MJUST include the RTT
Di fference Threshold attri bute.

i S S

| Attribute Type | (1 byte)

B i S S ik s S N S S

| Attribute Length | (2 bytes)

T e el T R S R e e R S e e N h
| RTT Difference Threshold (4 bytes) |
+-+-+-+- -+ - -+ - - - - - - - -+, -+

Attribute Type
RTT Difference Threshold, set to 9.

Attribute Length
Set to 4.

RTT Di fference Threshol d

An unsigned integer neasured in nmlliseconds. This value can be
chosen in the range 0 through 1000.
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5.2.5. Bypass Bandwi dt h Check Interval

The HAAP uses the Bypass Bandwi dth Check Interval attribute to inform
the HG of how frequently the bypass bandw dth shoul d be checked. The
HG shoul d check the bypass bandwi dth of the DSL WAN i nterface in each
time period indicated by this interval. The LTE GRE Tunnel Setup
Accept message MJST include the Bypass Bandw dth Check Interval
attribute.

i S

| Attribute Type | (1 byte)

R T i T i e s ik T e R T

| Attribute Length | (2 bytes)

I S S iy T I S S S i A S S S R S
| Bypass Bandw dth Check Interval (4 bytes) |
R ik T R e e e ik i T T TR S S S S R S I S

Attribute Type
Bypass Bandwi dth Check Interval, set to 10.

Attribute Length
Set to 4.

Bypass Bandwi dth Check Interval
An unsi gned integer neasured in seconds. This value can be chosen
in the range 10 t hrough 300.

5.2.6. Active Hello Interval

The HAAP uses the Active Hello Interval attribute to informthe HG of
the pre-configured interval for sending out GRE Tunnel Hellos. The
HG shoul d send out GRE Tunnel Hellos via both the DSL and LTE WAN
interfaces in each time period as indicated by this interval. The
LTE GRE Tunnel Setup Accept nmessage MJUST include the Active Hello
Interval attribute.

T

| Attribute Type | (1 byte)

B il s S S S S I S i

| Attribute Length | (2 bytes)
i S i I S St N DU &
| Active Hello Interval (4 bytes) |
i I e I S S ik i St N S SR
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Attribute Type
Active Hello Interval, set to 14.

Attribute Length
Set to 4.

Active Hello Interval
An unsi gned i nteger nmeasured in seconds. This value can be chosen
in the range 1 through 100.

5.2.7. Hello Retry Tines

The HAAP uses the Hello Retry Tines attribute to informthe HG of the
retry times for sending GRE Tunnel Hellos. |If the HG does not
recei ve any acknow edgenent fromthe HAAP for the number of GRE
Tunnel Hello attenpts specified in this attribute, the HG will
declare a failure of the GRE tunnel. The LTE GRE Tunnel Setup Accept
message MJST include the Hello Retry Tinmes attribute.

i S S

| Attribute Type | (1 byte)

B i S S ik s S N S S

| Attribute Length | (2 bytes)
e T e R S o i ok i DI TR S TR S S R S S I
| Hello Retry Tines (4 bytes) |
+-+-+-+- -+ - -+ - - - - - - - -+, -+

Attribute Type
Hello Retry Tines, set to 15

Attribute Length
Set to 4.

Hell o Retry Tines
An unsigned integer that takes values in the range 3 through 10.

5.2.8. 1dle Tineout

The HAAP uses the Idle Tineout attribute to informthe HG of the

pre-configured tineout value to termnate the DSL GRE tunnel. Wen
an LTE GRE tunnel failure is detected, all traffic will be sent over
the DSL GRE tunnel. |If the failure of the LTE GRE tunnel |asts

| onger than the Idle Tineout, subsequent traffic will be sent over
raw DSL rather than over a tunnel, and the DSL GRE tunnel SHOULD be
term nated. The LTE GRE Tunnel Setup Accept nessage MJST include the
Idle Timeout attribute.
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5.

2.

T

| Attribute Type | (1 byte)

B il s S S S S I S i

| Attribute Length | (2 bytes)
i S i I S St N DU &
| 1dle Tineout (4 bytes) |

Rt bl SDIE oD pE e sl bl sU R i aE SD I SD R b s bt oDl s s (U S

Attribute Type
Idle Tinmeout, set to 16.

Attribute Length
Set to 4.

I dl e Tinmeout
An unsi gned integer neasured in seconds. It takes values in the
range 0 through 172,800 with a granularity of 60. The default
value is 86,400 (24 hours). The value O indicates that the idle
timer never expires.

9. Bonding Key Val ue

The HAAP uses the Bonding Key Value attribute to informthe HG of the
nunber that is to be carried as the Key of the GRE header for
subsequent control nessages. The Bonding Key Value is generated by
the HAAP and used for security purposes.

The nethod used to generate this nunber is left up to

i npl ementations. The pseudorandom nunber generator defined in
ANSI X9.31, Appendix A 2.4 [ANSI-X9.31-1998] is RECOMWWENDED. Note
that random nunber generation "collisions" are allowed in the GRE
Tunnel Bondi ng Protocol .

i S

| Attribute Type | (1 byte)

R T i T i e s ik T e R T

| Attribute Length | (2 bytes)
i s st st s aTei o e S o S Y S o S
| Bondi ng Key Val ue (4 bytes) |
i T S S S e T i i S RN
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Attribute Type
Bondi ng Key Val ue, set to 20.

Attribute Length
Set to 4.

Bondi ng Key Val ue
A 32-bit random number generated by the HAAP.

5.2.10. Configured DSL Upstream Bandw dth

The HAAP obtains the upstream bandwi dth of the DSL Iink fromthe
managenment system and uses the Configured DSL Upstream Bandwi dt h
attribute to informthe HG The HG uses the received upstream
bandwi dth as the CIR [ RFC2697] for the DSL link. The DSL GRE Tunnel
Set up Accept nmessage MJST include the Configured DSL Upstream
Bandwi dth attribute.

T

| Attribute Type | (1 byte)
B il s S S S S I S i
Attribute Length | (2 bytes)

i i i i i i S S e o I -
| Configured DSL Upstream Bandwi dth (4 bytes) |
+-+-+- - - - - - - - - - e - - - - - -+

Attribute Type
Configured DSL Upstream Bandwi dth, set to 22.

Attribute Length
Set to 4.

Configured DSL Upstream Bandw dt h
An unsi gned i nteger neasured in kbps.
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5.2.11. Configured DSL Downstream Bandw dt h

The HAAP obtains the downstream bandwi dth of the DSL |ink fromthe
managenment system and uses the Configured DSL Downstream Bandwi dth
attribute to informthe HG The HG uses the received downstream
bandwi dth as the base in calculating the bypassing bandwi dth. The
DSL GRE Tunnel Setup Accept nessage MUST include the Configured DSL
Downst r eam Bandwi dth attri bute.

i S

| Attribute Type | (1 byte)

R T i T i e s ik T e R T

| Attribute Length | (2 bytes)
i s st st s aTei o e S o S Y S o S

| Confi gured DSL Downstream Bandw dt h(4 byt es) |
R ik T R e e e ik i T T TR S S S S R S I S

Attribute Type
Confi gured DSL Downstream Bandw dth, set to 23.

Attribute Length
Set to 4.

Confi gured DSL Downstream Bandwi dt h
An unsi gned i nteger measured in kbps.

5.2.12. RTT Difference Threshold Viol ation

The HAAP uses the RTT Difference Threshold Violation attribute to
informthe HG of the nunber of tines in a rowthat the RTT Difference
Threshol d (see Section 5.2.4) may be viol ated before the HG MJST stop
using the LTE GRE tunnel. If the RTT Difference Threshold is
continuously violated for nore than the indicated nunber of

measur enents, the HG MJUST stop using the LTE GRE tunnel. The LTE GRE
Tunnel Setup Accept nmessage MJST include the RTT Difference Threshol d
Violation attribute.

i S S

| Attribute Type | (1 byte)

B i S S ik s S N S S

| Attribute Length | (2 bytes)

T e el T R S R e e R S e e N h
| RTT Diff Threshold Violation (4 bytes) |
+-+-+-+- -+ - -+ - - - - - - - -+, -+
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Attribute Type
RTT Difference Threshold Viol ation, set to 24.

Attribute Length
Set to 4.

RTT Difference Threshold Viol ation
An unsigned integer that takes values in the range 1 through 25.
A typical value is 3.

5.2.13. RITT Difference Threshold Conpliance

The HAAP uses the RTT Difference Threshold Conpliance attribute to
informthe HG of the nunber of times in a rowthat the RTT D fference
Threshol d (see Section 5.2.4) nust be conpliant before use of the LTE
GRE tunnel can be resuned. |If the RTT Difference Threshold is
continuously detected to be conpliant across nore than this nunber of
measur enents, the HG MAY resune using the LTE GRE tunnel. The LTE
GRE Tunnel Setup Accept nmessage MJST include the RTT Difference
Threshol d Conpliance attribute.

i S

| Attribute Type | (1 byte)

R T i T i e s ik T e R T

| Attribute Length | (2 bytes)
i s st st s aTei o e S o S Y S o S

| RIT Diff Threshold Conpliance (4 bytes) |
R ik T R e e e ik i T T TR S S S S R S I S

Attribute Type
RTT Di fference Threshold Conpliance, set to 25.

Attribute Length
Set to 4.

RTT Di fference Threshold Conpliance

An unsigned integer that takes values in the range 1 through 25.
A typical value is 3.
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5.2.14. Idle Hell o I nterval

The HAAP uses the Idle Hello Interval attribute to informthe HG of
the pre-configured interval for sending out GRE Tunnel Hell os when
the subscriber is detected to be idle. The HG SHOULD begin to send
out GRE Tunnel Hellos via both the DSL and LTE WAN i nterfaces in each
time period as indicated by this interval, if the bonded tunnels have
seen no traffic for a period longer than the "No Traffic Monitored
Interval" (see Section 5.2.15). The LTE GRE Tunnel Setup Accept
message MJST include the Idle Hello Interval attribute.

T S

| Attribute Type | (1 byte)
il s ST I S S I S T T S

| Attribute Length (2 bytes)
i T S S e T ol S S S
| Idle Hello Interval (4 bytes) |
+-+-+- - - -+ - - - - - - e e - - - -+

Attribute Type
Idle Hello Interval, set to 31.

Attribute Length
Set to 4.

Idle Hello Interval
An unsi gned integer nmeasured in seconds. This value can be chosen
in the range 100 through 86,400 (24 hours) with a granularity of
100. The default value is 1800 (30 m nutes).

5.2.15. No Traffic Monitored Interval

The HAAP uses the No Traffic Mnitored Interval attribute to inform
the HG of the pre-configured interval for sw tching the GRE Tunnel
Hello mode. |If traffic is detected on the bonded GRE tunnels before
this interval expires, the HG SHOULD switch to the Active Hello
Interval. The LTE GRE Tunnel Setup Accept message MJST incl ude the
No Traffic Monitored Interval attribute.

i S

| Attribute Type | (1 byte)

R T i T i e s ik T e R T

| Attribute Length | (2 bytes)

I S S iy T I S S S i A S S S R S
| No Traffic Monitored Interval (4 bytes) |
R ik T R e e e ik i T T TR S S S S R S I S
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Attribute Type
No Traffic Monitored Interval, set to 32.

Attribute Length
Set to 4.

No Traffic Monitored Interval
An unsi gned integer nmeasured in seconds. This value is in the
range 30 through 86,400 (24 hours). The default value is 60.

5.3. GRE Tunnel Setup Deny

The HAAP MUST send the GRE Tunnel Setup Deny nessage to the HGif the
GRE Tunnel Setup Request fromthis HG is denied. The HG MJST

term nate the GRE tunnel setup process as soon as it receives the GRE
Tunnel Setup Deny nessage.

5.3.1. FError Code
The HAAP uses the Error Code attribute to informthe HG of the error
code. The error code depicts why the GRE Tunnel Setup Request is
denied. Both the LTE GRE Tunnel Setup Deny nessage and the DSL GRE
Tunnel Setup Deny nessage MJST include the Error Code attribute.

T

| Attribute Type | (1 byte)

B il s S S S S I S i

| Attribute Length | (2 bytes)
i S L e S S S i St S DU &
| Error Code (4 bytes) |

Rt bl SDIE oD pE e sl bl sU R i aE SD I SD R b s bt oDl s s (U S

Attribute Type
Error Code, set to 17.

Attribute Length
Set to 4.

Error Code
An unsigned integer. The list of codes is as follows:

1: The HAAP was not reachabl e over LTE during the GRE Tunnel
Set up Request.

2: The HAAP was not reachable via DSL during the GRE Tunnel Setup
Request .

3: The LTE GRE tunnel to the HAAP fail ed.
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4: The DSL GRE tunnel to the HAAP fail ed.

5: The given DSL User IDis not allowed to use the GRE Tunnel
Bondi ng servi ce.

6: The given User Alias / User ID (dobally Unique Identifier
(&QUID)) is not allowed to use the GRE Tunnel Bondi ng service.

7: The LTE and DSL User |Ds do not natch.

8: The HAAP deni ed the GRE Tunnel Setup Request because a bondi ng
session with the same User | D already exists.

9: The HAAP deni ed the GRE Tunnel Setup Request because the
user’s CINis not permtted.

10: The HAAP term nated a GRE Tunnel Bondi ng session for
mai nt enance reasons.

11: There was a conmuni cation error between the HAAP and t he
managenent system during the LTE GRE Tunnel Setup Request.

12: There was a communi cation error between the HAAP and the
managenent system during the DSL GRE Tunnel Setup Request.

5.4. GRE Tunnel Hello

After the DSL/LTE GRE tunnel is established, the HG begins to
periodically send out GRE Tunnel Hello nessages via the tunnel; the
HAAP acknow edges the HG s nessages by returning GRE Tunnel Hello
messages to the HG  This continues until the tunnel is term nated.

5.4.1. Tinmestanp
The HAAP uses the Timestanp attribute to informthe HG of the
timestanp value that is used for RTT calculation. Both the LTE GRE
Tunnel Hello nmessage and the DSL CGRE Tunnel Hell o nessage MJUST
include the Tinmestanp attribute.

i S

| Attribute Type | (1 byte)

R T i T i e s ik T e R T

| Attribute Length (2 bytes)
i T S S i S S I
| Tinestanp (8 bytes) |
i T S S S e T i i S RN
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5.

5.

Attribute Type
Ti mestanmp, set to 5.

Attribute Length
Set to 8.

Ti mest anp
The tine since the systemrestarted. The high-order 4 bytes
i ndi cate an unsigned integer in units of 1 second; the | ow order
4 bytes indicate an unsigned integer in units of 1 mllisecond.

4.2. |1Pv6e Prefix Assigned by HAAP

5.

The HAAP uses the | Pv6 Prefix Assigned by HAAP attribute to inform
the HG of the assigned IPv6 prefix. This IPv6 prefix is to be
captured via lawful intercept. Both the LTE GRE Tunnel Hell o nessage
and the DSL GRE Tunnel Hello nmessage MJUST include the I Pv6 Prefix
Assi gned by HAAP attri bute.

i S S

| Attribute Type | (1 byte)

B i S S ik s S N S S

| Attribute Length | (2 bytes)
i I Lt Sl S S I S SN DU
| 1Pv6 Prefix Assigned by HAAP (16 bytes) |
+-+-+-+- -+ - -+ - - - - - - - -+, -+

Attribute Type
| Pv6 Prefix Assigned by HAAP, set to 13.

Attribute Length
Set to 17.

I Pv6 Prefix Assigned by HAAP
The hi ghest-order 16 bytes encode an | Pv6 address. The
| owest-order 1 byte encodes the prefix length. These two val ues
are put together to represent an |IPv6 prefix.

GRE Tunnel Tear Down

The HAAP can terminate a DSL/LTE GRE tunnel by sending the GRE Tunnel
Tear Down nessage to the HG via the tunnel. The Error Code attribute
as defined in Section 5.3.1 MJST be included in this nessage. After
receiving the GRE Tunnel Tear Down message, the HG renoves the IP
address of H, which is the destination |IP addresses of the DSL and
LTE GRE tunnel s.

Leymann, et al. I nf or mat i onal [ Page 26]



RFC 8157 GRE Tunnel Bondi ng May 2017

5.6. GRE Tunnel Notify

The HG and the HAAP use the GRE Tunnel Notify nmessage, which is
transmtted through either the DSL GRE tunnel or the LTE GRE tunnel,
to notify each other about their status regarding the DSL/LTE GRE
tunnels, the information for the bonded tunnels, the actions that
need to be taken, etc.

Usual |y, the receiver just sends the received attributes back as the
acknow edgenent for each GRE Tunnel Notify nessage. However, there
is an exception for the Filter List Package: since the size of the
Filter List Package attribute can be very large, a special attribute
-- the Filter List Package ACK attribute -- is used as the

acknow edgenent (see Section 5.6.12).

Attributes that need to be included in the GRE Tunnel Notify nessage
are defined bel ow.

5.6.1. Bypass Traffic Rate

There are a few types of traffic that need to be transmtted over the
raw DSL WAN i nterface rather than the bonded GRE tunnels. The HG has
to set aside bypass bandwi dth on the DSL WAN i nterface for these
traffic types. Therefore, the avail able bandwi dth of the DSL GRE
tunnel is the entire DSL WAN i nterface bandw dth minus the occupied
bypass bandw dt h.

The HG uses the Bypass Traffic Rate attribute to informthe HAAP of
t he downstream bypass bandwi dth for the DSL WAN i nterface. The
Bypass Traffic Rate attribute will be included in the DSL GRE Tunnel
Notify message. The HAAP cal cul ates the avail abl e downstream
bandwi dth for the DSL GRE tunnel as the Configured DSL Downstream
Bandwi dt h m nus t he bypass bandw dth provided by the HG The

avai |l abl e DSL bandwi dth will be used as the CIR of the coloring
system [ RFC2697] .

T

| Attribute Type | (1 byte)

B il s S S S S I S i

| Attribute Length | (2 bytes)
i S L e S S S i St S DU &
| Bypass Traffic Rate (4 bytes) |
i i I S ik I SR S S
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Attribute Type
Bypass Traffic Rate, set to 6.

Attribute Length
Set to 4.

Bypass Traffic Rate
An unsi gned integer measured in kbps.

5.6.2. Filter List Package

The HAAP uses the Filter List Package attribute to informthe HG of
the service types that need to bypass the bonded CGRE tunnels. The

full list of all Filter Itenms may be given by a series of Filter List
Package attributes with each specifying a partial list. At the HG a
full list of Filter Items is maintained. Al so, the HG needs to

mai ntain an exception list of Filter Itenms. For exanple, the packets
carrying the control nessages defined in this docunent should be
excluded fromthe filter Iist.

I ncom ng packets that match a Filter Itemin the filter list while
not matching any itemin the exception |list MJST be transmtted over
raw DSL rather than the bonded GRE tunnels. Both the LTE GRE Tunnel
Noti fy message and the DSL GRE Tunnel Notify message MAY include the
Filter List Package attribute. The DSL GRE Tunnel Notify nessage is
pref erred.

i S

| Attribute Type | (1 byte)

R T i T i e s ik T e R T

| Attribute Length (2 bytes)
i s st st s aTei o e S o S Y S o S
| Filter List TLV (variable) ~
i T S S S e T i i S RN

Attribute Type
Filter List Package, set to 8.

Attribute Length

The total length of the Filter List TLV. The maxi num al | owed
Il ength is 969 bytes.
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Filter List TLV
The Filter List TLV occurs one tine in a Filter List Package
attribute. It has the follow ng fornmat:

0 1 2 3

01234567890123456789012345678901
T S T i i S it iR IR R S S S S i it S N
| Conmi t _Count |
B i s T T i i o S o T Ji I
| Packet _Sum | Packet _ID |
S e i S S S
| Filter Item (1) |
i I i i I i i i i e  ih it S N
!l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—!|-
| Filter Item(n) |
i S it I R SR S S S e

where each Filter Itemis of the follow ng format:

i S S T i S S e e i S S S S

| Type | Lengt h |
T e T i S I T i A S
| Enabl e | Description Length |

i e e R e s o i e e b i S i N S T
~ Description Val ue ~
B i s T T i i o S o T Ji I
~ Val ue ~
i s T S i i T S A b e ok

Conmi t _Count
An unsigned integer that identifies the version of the Filter
Itemlist. The version is shared by all Filter List Packages
and i ncreases nonotonically by one for each new Filter Item
list. The HG MJUST refresh its Filter Itemlist when a new
Conmit_Count is received.

Packet Sum
If a single Filter List Package attribute m ght make the
control message |larger than the MIU, fragnmentation is used.
The Packet Sumindicates the total nunber of fragnents.

Packet _I D
The fragmentation index for this Filter List Package attribute.
Each fragment is nunbered starting at 1 and increasing by one
up to Packet Sum
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Type
The Type of the Filter Item Currently, the follow ng types
are support ed:

Filter Item Type
FQDN [ RFC7031] 1
DSCP [ RFC2724] 2

Destination Port 3
Destination IP 4
Destination I P & Port 5
Sour ce Port 6
Source I P 7
Source IP & Port 8
Source MAC 9
Pr ot ocol 10
Source | P Range 11
Destination | P Range 12
Source | P Range & Port 13
Destination | P Range & Port 14
O her values are reserved for future use and MJST be ignored on
receipt.
Lengt h
The length of the Filter Itemin bytes. Type and Length are
excl uded.
Enabl e

An integer that indicates whether or not the Filter Itemis
enabled. A value of 1 neans "enabl ed", and a value of 0 neans
"di sabl ed". Oher possible values are reserved and MJST be

i gnored on receipt.

Description Length
The I ength of the Description Value in bytes.

Description Val ue
A variable-length string val ue encoded in UTF-8 that describes
the Filter List TLV (e.g., "FQDN')

Val ue
A variable-length string encoded in UTF-8 that specifies the
value of the Filter Item (e.g., "ww.yahoo.conl). As an
exanpl e, Type = 1 and Val ue = "ww. yahoo. coni’ nean that packets

whose FQDN field equals "ww. yahoo.cont' natch the Filter Item
"Source MAC' (source Media Access Control address) val ues are
speci fied using hexadeci mal nunbers. Port nunbers are decinals
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as assigned by 1ANA in [Port-NJ . For the "Protocol" type, the
val ue could be either a decimal or a keyword specified by | ANA
in [Pro-NQ. The formats for |P addresses and | P address
ranges are defined in [ RFC4632] and [ RFC4291] for |Pv4 and

| Pv6, respectively. A Filter Itemof Type 5, 8, 13, or 14 is a
conbi nation of two paraneters; values for the two paraneters
are separated by a colon (":").

5.6.3. Switching to DSL Tunnel

If the RTT difference is continuously detected to be in violation of
the RTT Difference Threshold (see Section 5.2.4) nore than the nunber
of times specified in the RTT Difference Threshold Viol ation
attribute (see Section 5.2.12), the HG uses the Switching to DSL
Tunnel attribute to informthe HAAP to use the DSL GRE tunnel only.
When the HAAP receives this attribute, it MJST begin to transmt
downstreamtraffic to this HG solely over the DSL GRE tunnel. The
DSL GRE Tunnel Notify nmessage MAY include the Switching to DSL Tunnel
attribute.

i S S

| Attribute Type | (1 byte)
R T i i e R e e e s i i
| Attribute Length (2 bytes)

T T S i T R

Attribute Type
Switching to DSL Tunnel, set to 11.

Attribute Length
Set to O.

5.6.4. Overflowing to LTE Tunnel

If the RTT difference is continuously detected to not be in violation
of the RTT Difference Threshold (see Section 5.2.4) nore than the
nunmber of times specified in the RTT Difference Threshold Conpliance
attribute (see Section 5.2.13), the HG uses the Overflowing to LTE
Tunnel attribute to informthe HAAP that the LTE GRE tunnel can be
used again. The DSL GRE Tunnel Notify message MAY include the
Overflowi ng to LTE Tunnel attribute.

T

| Attribute Type | (1 byte)
B il s S S S S I S i
| Attribute Length | (2 bytes)

T S
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Attribute Type
Overflowing to LTE Tunnel, set to 12.

Attribute Length
Set to O.

5.6.5. DSL Link Failure

When the HG detects that the DSL WAN i nterface status is "down", it
MJUST tear down the DSL GRE tunnel. It informs the HAAP about the
failure by using the DSL Link Failure attribute. The HAAP MJST
tear down the DSL GRE tunnel upon receipt of the DSL Link Failure
attribute. The DSL Link Failure attribute SHOULD be carried in the
LTE GRE Tunnel Notify message.

i S

| Attribute Type | (1 byte)
R T i T i e s ik T e R T
| Attribute Length (2 bytes)

S i S S i S S S S S

Attribute Type
DSL Link Failure, set to 18.

Attribute Length
Set to O.

5.6.6. LTE Link Failure

When the HG detects that the LTE WAN interface status is "down", it
MJUST tear down the LTE GRE tunnel. It informs the HAAP about the
failure by using the LTE Link Failure attribute. The HAAP MJST
tear down the LTE GRE tunnel upon receipt of the LTE Link Failure
attribute. The LTE Link Failure attribute SHOULD be carried in the
DSL GRE Tunnel Notify nessage.

T

| Attribute Type | (1 byte)
B il s S S S S I S i
| Attribute Length | (2 bytes)

T S

Attribute Type
LTE Link Failure, set to 19.

Attribute Length
Set to O.
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5.6.7. |1Pv6e Prefix Assigned to Host

If the HG changes the 1 Pv6 prefix assigned to the host, it uses the
I Pv6 Prefix Assigned to Host attribute to informthe HAAP. Both the
LTE GRE Tunnel Notify nmessage and the DSL GRE Tunnel Notify nessage
MAY include the I Pv6 Prefix Assigned to Host attribute.

i S S

| Attribute Type | (1 byte)

B i S S ik s S N S S

| Attribute Length | (2 bytes)

T e el T R S R e e R S e e N h
| 1Pv6 Prefix Assigned to Host (16 bytes) |
+-+-+-+- -+ - -+ - - - - - - - -+, -+

Attribute Type
| Pv6 Prefix Assigned to Host, set to 21.

Attribute Length
Set to 17.

I Pv6 Prefix Assigned to Host
The hi ghest-order 16 bytes encode an | Pv6 address. The
| owest-order 1 byte encodes the prefix length. These two val ues
are put together to represent an |IPv6 prefix.

5.6.8. Diagnostic Start: Bondi ng Tunnel
The HG uses the Diagnostic Start: Bonding Tunnel attribute to inform
the HAAP to switch to diagnostic node to test the performance of the
entire bonding tunnel. The Diagnostic Start: Bonding Tunnel
attribute SHOULD be carried in the DSL GRE Tunnel Notify message.

i S

| Attribute Type | (1 byte)
R T i T i e s ik T e R T
| Attribute Length (2 bytes)

S i S S i S S S S S

Attribute Type
Di agnostic Start: Bonding Tunnel, set to 26.

Attribute Length
Set to O.
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5.6.9. Diagnostic Start: DSL Tunnel

The HG uses the Diagnostic Start: DSL Tunnel attribute to informthe
HAAP to switch to diagnostic node to test the perfornance of the DSL
GRE tunnel. The Diagnostic Start: DSL Tunnel attribute SHOULD be
carried in the DSL GRE Tunnel Notify nessage.

i S S

| Attribute Type | (1 byte)
B el I T R S il il ol siE I R SR S
| Attribute Length (2 bytes)

T N L T

Attribute Type
Di agnostic Start: DSL Tunnel, set to 27.

Attribute Length
Set to O.

5.6.10. Diagnostic Start: LTE Tunnel
The HG uses the Diagnostic Start: LTE Tunnel attribute to informthe
HAAP to switch to diagnostic node to test the perfornmance of the
LTE GRE tunnel. The Diagnostic Start: LTE Tunnel attribute SHOULD be
carried in the DSL GRE Tunnel Notify nessage.

i S S

| Attribute Type | (1 byte)
R T i i e R e e e s i i
| Attribute Length (2 bytes)

T T S i T R

Attribute Type
Di agnostic Start: LTE Tunnel, set to 28.

Attribute Length
Set to O.
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5.6.11. Diagnostic End
The HG uses the Diagnostic End attribute to informthe HAAP to stop
operating in diagnostic node. The Diagnostic End attribute SHOULD be
carried in the DSL GRE Tunnel Notify message.

T

| Attribute Type | (1 byte)
B il s S S S S I S i
| Attribute Length | (2 bytes)

T S

Attribute Type
Di agnhostic End, set to 29.

Attribute Length
Set to O.

5.6.12. Filter List Package ACK
The HG uses the Filter List Package ACK attribute to acknow edge the
Filter List Package sent by the HAAP. Both the LTE GRE Tunnel Notify
message and the DSL GRE Tunnel Notify nessage MAY include the Filter
Li st Package ACK attri bute.

i S S

| Attribute Type | (1 byte)

B i S S ik s S N S S

| Attribute Length (2 bytes)

T e el T R S R e e R S e e N h
| Filter List Package ACK (5 bytes) |

+- -+ - - - - - - e e e - -, -+

Attribute Type
Filter List Package ACK, set to 30.

Attribute Length
Set to 5.
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Filter List Package ACK
The hi ghest-order 4 bytes are the Commit_Count as defined in
Section 5.6.2. The |owest-order 1 byte encodes the foll ow ng
error codes:

0: The Filter List Package is acknow edged.

1: The Filter List Package is not acknowl edged. The HGis a new
subscri ber and has not ever received a Filter List Package. In
this case, the HAAP SHOULD tear down the bonding tunnels and
force the HGto re-establish the GRE tunnels.

2: The Filter List Package is not acknow edged. The HG has
al ready gotten a valid Filter List Package. The filter list on
the HGwill continue to be used, while the HAAP need not do
anyt hi ng.

5.6.13. Switching to Active Hello State

If traffic is being sent/received over the bonding CGRE tunnels before
the "No Traffic Monitored Interval” expires (see Section 5.2.15), the
HG sends the HAAP a GRE Tunnel Notify message containing the
Switching to Active Hello State attribute.

The HAAP will switch to Active Hello State and send the HG a CRE
Tunnel Notify nessage carrying the Switching to Active Hello State
attribute as the ACK

When the HG receives the ACK, it will switch to Active Hello State,
start RTT detection, and start sending GRE Tunnel Hello nmessages with
the Active Hello Interval (see Section 5.2.6).

i S S

| Attribute Type | (1 byte)
R T i i e R e e e s i i
| Attribute Length (2 bytes)

T T S i T R

Attribute Type
Switching to Active Hello State, set to 33.

Attribute Length
Set to O.
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5.6.14. Switching to Idle Hello State

The HG initiates switching to Idle Hello State when the bondi ng of
GRE tunnels is successfully established and the LTE GRE Tunnel Setup
Accept nessage carrying the Idle Hello Interval attribute (see
Section 5.2.14) is received. The HG sends the HAAP a GRE Tunnel
Notify message containing the Switching to Idle Hello State
attribute.

The HAAP will switch to Idle Hello State, clear RIT state, and send
the HG a GRE Tunnel Notify message carrying the Switching to Idle
Hello State attri bute as the ACK

When the HG receives the ACK, it will (1) switch to Idle Hello State,
(2) stop RTT detection and clear RTT state, and (3) start sending GRE
Tunnel Hell o nessages with the Idle Hello Interval (see

Section 5.2.14).

T

| Attribute Type | (1 byte)
B il s S S S S I S i
| Attribute Length | (2 bytes)

T S

Attribute Type
Switching to Idle Hello State, set to 34.

Attribute Length
Set to O.

5.6.15. Tunnel Verification

The HAAP uses the Tunnel Verification attribute to informthe HGto

verify whether an existing LTE GRE tunnel is still functioning. The
Tunnel Verification attribute SHOULD be carried in the LTE GRE Tunnel
Notify nmessage. It provides a neans to detect the tunnel faster than

the GRE Tunnel Hello, especially when the LTE GRE tunnel is in the
Idle Hello State and it takes a much longer tine to detect this
tunnel .

When the HAAP receives an LTE GRE Tunnel Setup Request and finds that
the requested tunnel conflicts with an existing tunnel, the HAAP
initiates tunnel verification. The HAAP drops all conflicting LTE
GRE Tunnel Setup Request nessages and sends GRE Tunnel Notify
messages carrying the Tunnel Verification attribute until the
verification ends. The HG MJST respond to the HAAP with the sane
Tunnel Verification attribute as the ACK if the tunnel is stil
functi oni ng.
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If the ACK of the Tunnel Verification attribute is received fromthe
HG the HAAP determ nes that the existing tunnel is still

functioning. An LTE GRE Tunnel Deny nessage (with Error Code = 8)
will be sent to the HG The HG SHOULD term nate the GRE Tunnel Setup
Request process i medi ately.

If the HAAP does not receive a tunnel verification ACK nessage after
three attenpts (one initial attenpt and two retries), it will regard
the existing tunnel as failed, and the LTE GRE Tunnel Setup Request

wi Il be accepted.

T S

| Attribute Type | (1 byte)
B i T R R e i o ik SR e
| Attribute Length (2 bytes)

i S S S S S

Attribute Type
Tunnel Verification, set to 35.

Attribute Length
Set to O.

6. Tunnel Protocol Operation (Data Pl ane)

GRE tunnel s are set up over heterogeneous connections, such as LTE
and DSL, between the HG and the HAAP. Users’ |IP (inner) packets are
encapsul ated in CGRE packets that are in turn carried in I P (outer)
packets. The general structure of data packets of the GRE Tunnel
Bondi ng Protocol is shown bel ow.

o mm e e e e e e e e e e e e e oo +
| Medi a Header |
oo e e e e e e o - +
| Quter | P Header |
o m e e e e e e i e e ee oo +
| GRE Header |
o mm e e e e e e e e e e e e e oo +
| I nner | P Packet |
oo e e e e e e o - +

6.1. The GRE Header

The GRE header was first standardi zed in [RFC2784]. [RFC2890] added
the optional Key and Sequence Nunber fields.

The Checksum and the Reservedl fields are not used in the GRE Tunnel
Bondi ng; therefore, the Cbhit is set to O.
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The Key bit is set to 1 so that the Key field is present. The Key
field is used as a 32-bit randomnunber. It is generated by the HAAP
per bondi ng connection, and the HGis notified (see Section 5.2.9).

The S bit is set to 1, and the Sequence Nunber field is present and
used for in-order delivery as per [RFC2890].

The Protocol Type field in the GRE header MJST be set to 0x0800 for
| Pv4 or 0x86DD for 1Pv6. So, the GRE header used by data packets of
the GRE Tunnel Bondi ng Protocol has the foll owing format:

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 0] |1]1] ReservedO | Ver | Protocol Type 0x0800/86DD |
el i I e i it T e e e e i i T o S e e S e T R R
I Key I
I S i o T s S S S e s s T
| Sequence Number |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Figure 3: GRE Header for Data Packets of GRE Tunnel Bonding
6.2. Automatic Setup of GRE Tunnels

The HG gets the DSL WAN interface | P address (D) fromthe Broadband
Renot e Access Server (BRAS) via the Point-to-Point Protocol over

Et hernet (PPPoE) and gets the LTE WAN interface | P address (E)
through the Packet Data Protocol (PDP) fromthe Packet Data Network
Gateway (PGW. The domain nane of a HAAP group may be configured or
obtained via the DSL/LTE WAN i nterface based on gateway configuration
protocol s such as [ TR-069], where the HAAP group conprises one or
mul ti ple HAAPs. The Domain Nane System (DNS) resol ution of the HAAP
group’s dommin nane is requested via the DSL/LTE WAN i nterface. The
DNS server will reply with an anycast HAAP | P address (G, which MAY
be pre-configured by the operator.

After the interface | P addresses have been acquired, the HG starts
the followi ng GRE Tunnel Bonding procedure. It is REQU RED that the
HG first set up the LTE GRE tunnel and then set up the DSL GRE
tunnel .

The HG sends the GRE Tunnel Setup Request nessage to the HAAP via the
LTE WAN interface. The outer source |IP address for this nessage is
the LTE WAN interface I P address (E), while the outer destination IP
address is the anycast HAAP I P address (G. The HAAP with the

hi ghest priority (e.g., the one that the HG has the | east-cost path
to reach) in the HAAP group, which receives the GRE Tunnel Setup
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Request nessage, will initiate the procedure for authentication and
aut hori zation, as specified in [TS23.401], to check whether the HGis
trusted by the PGW

If the authentication and authorization succeed, the HAAP sets the
LTE WAN interface | P address (E), which is obtained fromthe GRE
Tunnel Setup Request nessage (i.e., its outer source |P address), as
the destination endpoint | P address of the GRE tunnel and replies to
the HG s LTE WAN interface with the GRE Tunnel Setup Accept nessage
in which an I P address (H) of the HAAP (e.g., an IP address of a Line
Card in the HAAP) and a Session |ID randomy generated by the HAAP are
carried as attributes. The outer source |IP address for this nessage
is the | P address (H) or the anycast HAAP | P address (G, while the
outer destination |IP address is the LTE WAN interface | P address (E)
O herwi se, the HAAP MUST send to the HG s LTE WAN i nterface the GRE
Tunnel Setup Deny nessage, and the HG MJUST term nate the tunnel setup
process once it receives the GRE Tunnel Setup Deny nessage.

After the LTE GRE tunnel is successfully set up, the HGwill obtain
the C address (see Figure 1) over the tunnel fromthe HAAP through
the Dynam ¢ Host Configuration Protocol (DHCP). After that, the HG
starts to set up the DSL GRE tunnel. 1t sends a GRE Tunnel Setup
Request nessage via the DSL WAN i nterface, carrying the

af orementi oned Session ID received fromthe HAAP. The outer source
I P address for this nessage is the DSL WAN i nterface | P address (D),
while the outer destination |IP address is the | P address (H) of the
HAAP. The HAAP, which receives the GRE Tunnel Setup Request message,
will initiate the procedure for authentication and authorization in
order to check whether the HGis trusted by the BRAS

If the authentication and authorization succeed, the HAAP sets the
DSL WAN interface | P address (D), which is obtained fromthe GRE
Tunnel Setup Request nessage (i.e., its outer source |P address), as
the destination endpoint | P address of the GRE tunnel and replies to
the HGs DSL WAN interface with the GRE Tunnel Setup Accept nessage.
The outer source |IP address for this nessage is the | P address (H) of
the HAAP, while the outer destination |IP address is the DSL WAN
interface IP address (D). In this way, the two tunnels with the sane
Session ID can be used to carry traffic fromthe sane user. That is
to say, the two tunnels are "bonded" together. Oherwise, if the

aut henti cation and authorization fail, the HAAP MJUST send to the HG s
DSL WAN interface the GRE Tunnel Setup Deny nessage. Meanwhile, it
MUST send to the HGs LTE WAN interface the GRE Tunnel Tear Down
message. The HG MUST term nate the tunnel setup process once it

recei ves the GRE Tunnel Setup Deny nessage and MJST tear down the LTE
GRE tunnel that has been set up once it receives the GRE Tunnel

Tear Down nessage
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9

9

Security Considerations

Mal i ci ous devices controlled by attackers may intercept the contro
messages sent on the GRE tunnels. Later on, the rogue devices may
fake control nessages to disrupt the GRE tunnels or attract traffic
fromthe target HG

As a security feature, the Key field of the GRE header of the contro
messages and the data packets is generated as a 32-bit cleartext
password, except for the first GRE Setup Request nessage per bonding
connection sent fromthe HGto the HAAP, whose Key field is filled
with all zeros. The HAAP and the HG validate the Key val ue and the
outer source | P address, and they discard any packets with invalid
combi nati ons.

Moreover, GRE over |P Security (lIPsec) could be used to enhance
security.

| ANA Consi der ati ons

I ANA need not assign anything for the GRE Tunnel Bondi ng Protocol

The GRE Protocol Type, the Ethertype for the GRE Channel, is set to
OxB7EA, which is under the control of the | EEE Regi stration

Aut hority. However, |ANA has updated the "I EEE 802 Numbers" | ANA web
page [802Type], which is of primarily historic interest.
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