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Abst ract

Thi s docunent describes how to use | P-based energency services
mechani sms to support the next generation of the Pan-European in-
vehicl e emergency call service defined under the eSafety initiative
of the European Conmi ssion (generally referred to as "eCall"). eCal
is a standardi zed and mandated system for a special form of energency
calls placed by vehicles, providing real-tine conmuni cati ons and an
integrated set of rel ated data.

Thi s docunent al so registers MM nedia types and an Energency Cal
Data Type for the eCall vehicle data and netadata/control data, and
an | NFO package to enable carrying this data in SIP | NFO requests.

Al t hough this specification is designed to neet the requirements of
next - generati on Pan- European eCall (NG eCall), it is specified
generically such that the technol ogy can be reused or extended to
suit requirenents across jurisdictions.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8147
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1. Introduction
Energency calls nmade fromvehicles (e.g., in the event of a crash)

assist in significantly reducing road deaths and injuries by allow ng
emer gency services to be aware of the incident, the state (condition)
of the vehicle, and the location of the vehicle and to have a voice
communi cati ons channel with the vehicle occupants. This enables a
qui ck and appropriate response.

The European Commission initiative of eCall was conceived in the late
1990s and has evol ved to a European Parlianment decision requiring the
i mpl ementation of a conpliant in-vehicle system (1VS) in new vehicles
and t he depl oynent of eCall in the European Menber States in the very
near future. Qher regions are devel oping eCall-conpatible systens.

The Pan- European eCall systemis a standardi zed and nmandat ed
mechani sm for energency calls by vehicles, providing a voice channe
and transm ssion of data. eCall establishes procedures for such
calls to be placed by in-vehicle systens, recognized and processed by
the nobile network, and routed to a specialized Public Safety
Answeri ng Point (PSAP) where the vehicle data is avail able to assi st
the call taker in assessing and responding to the situation. eCall
provi des a standard set of vehicle, sensor (e.g., crash-related), and
| ocati on dat a.

An eCall can be either user initiated or automatically triggered.
Automatically triggered eCalls indicate a car crash or sone other
serious incident. Mnually triggered eCalls mght be reports of

wi t nessed crashes or serious hazards, a request for medica

assi stance, etc. PSAPs might apply specific operational handling to
manual and automatic eCalls.
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Legacy eCall is standardi zed (by 3GPP [ SDO- 3GPP] and the European
Conmittee for Standardi zation (CEN) [CEN]) as a 3GPP circuit-sw tched
call over dobal Systemfor Mobile communications (GSM (2G or

Uni versal Mbbil e Tel ecomrmuni cati ons System (UMIS) (3G. Flags in the
call setup mark the call as an eCall and further indicate if the cal

was automatically or manually triggered. The call is routed to an
eCal | - capabl e PSAP, a voice channel is established between the
vehicle and the PSAP, and an eCall in-band nmodemis used to carry a

defined set of vehicle, sensor (e.g., crash-related), and |location
data (the Mninmum Set of Data or MSD) within the voice channel. The
sanme i n-band nmechanismis used for the PSAP to acknow edge successfu
recei pt of the MSD and to request the vehicle to send a new MSD
(e.g., to check if the state of or location of the vehicle or its
occupants has changed). NG eCall noves fromcircuit switched to
all-1P and carries the vehicle data and eCall signaling as additiona
data carried with the call. This docunent describes how | ETF
mechani sns for | P-based energency calls (including [ RFC6443] and

[ RFC7852]) are used to provide the signaling and data exchange of the
next generation of Pan-European eCall

The European Tel ecommuni cati ons Standards Institute (ETSI) [SDO ETSI]
has published a Technical Report titled "Mbile Standards G oup
(MG ; eCall for VolP' [MSG TR] that presents findings and
recomendat i ons regardi ng support for eCall in an all-IP environnent.
The recommendati ons include the use of 3GPP Internet Miultinedia
System (1 M5) emergency calling with additional elenments identifying
the call as an eCall and as carrying eCall data and nechanisns for
carrying the data and eCall signaling. 3GPP |IMS energency services
support multinmedia, providing the ability to carry voice, text, and
video. This capability is referred to within 3GPP as Multinmedi a
Emer gency Services (MVES)

A transition period will exist during which tinme the various entities
involved in initiating and handling an eCall m ght support NG eCall,

| egacy eCall, or both. The issues of mgration and co-existence
during the transition period are outside the scope of this docunent.

Thi s docunent indicates how to use | P-based energency services
mechani sms to support NG eCal |l .

Thi s docunent al so registers MM nedia types and Energency Call Data
Types for the eCall vehicle data (MSD) and netadatal/control data, and
an | NFO package to enable carrying this data in SIP | NFO requests.

The MSD is carried in the MM type application/

Ener gencyCal | Dat a. eCal | . MSD and the netadata/control block is carried
in the MM type application/EnergencyCal | Dat a. Control +xm (bot h of
which are registered in Section 14). An |INFO package is defined (in
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Section 14.9) to enable these MM types to be carried in SIP I NFO
requests, per [RFC6086].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Thi s docunent reuses term nol ogy defined in Section 3 of [RFC5012].

Additionally, we use the follow ng abbreviations:

3GPP: 3rd Generation Partnership Project
CEN: European Conmittee for Standardi zation
EENA: Eur opean Energency Nunber Associ ation

ESInet: Energency Services | P network

| MS: I P Multinmedi a Subsystem

I VS: I n-Vehi cl e System

MNC: Mobi | e Networ k Operat or

MBD: M ni mum Set of Data

PSAP: Public Safety Answering Point

3. Docunent Scope

Thi s docunent is focused on the signaling, data exchange, and
protocol needs of NG eCall (also referred to as packet-switched eCal
or all-1P eCall) within the SIP franmework for energency calls (as
described in [ RFC6443] and [ RFC6881]). eCall itself is specified by
3GPP and CEN, and these specifications include far greater scope than
is covered here.

The eCall service operates over cellular wreless comunication, but
this docunment does not address cellular-specific details, nor client
domain selection (e.g., circuit-switched versus packet-sw tched).
Al'l such aspects are the purview of their respective standards

bodi es. The scope of this docunent is limted to eCall operating
within a SIP-based environnent (e.g., 3GPP I M5 Energency Calling

[ TS23.167]).
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Al 'though this specification is designed to neet the requirenents of
Pan- Eur opean NG eCall, it is specified generically such that the
technol ogy can be reused or extended to suit requirenments across
jurisdictions (see, e.g., [RFC8148]), and extension points are
provided to facilitate this

Not e that vehicles designed for multiple regions mght need to
support eCall and other Advanced Automatic Crash Notification (AACN)
systens (such as described in [RFC8148]), but this is out of scope of
t hi s docunent.

4. eCall Requirenents

eCall requirements are specified by CEN in [EN_16072] and by 3GPP in
[ TS22.101], Section 10.7 and Annex A.27, and [TS24.229],

Section 4.7.6. Requirenents specific to vehicle data are contained
in EN 15722 [ MSD) .

5. Vehicle Data

Pan- Eur opean eCal |l provides a standardi zed and nandated set of
vehicle-related data (including VIN, vehicle type, propulsion type,
current and optionally previous |ocation coordinates, and the nunber
of occupants) known as the M ninmum Set of Data (MSD). CEN has
specified this data in EN 15722 [MSD], along with both ASN.1 and XM
encodings. Both circuit-switched eCall and this docunent use the
ASN. 1 PER encodi ng, which is specified in Annex A of EN 15722 [ MSD
(the XML encoding specified in Annex Cis not used in this docunent,
per 3GPP [ SDO 3GPP]).

Thi s docunent registers the application/EmergencyCall Data.eCall.NMD
M ME nedia type to enable the MSD to be carried in SIP. As an ASN. 1
PER- encoded object, the data is binary and transported using binary
content transfer encoding within SIP nessages. This docunent al so
adds "eCall.MSD' to the "Emergency Call Data Types" registry to
enable the MsD to be recognized as such in a Sl P-based eCall
energency call. (See [RFC7852] for nore information about the
registry and howit is used.)

See Section 6 for a discussion of how the MSD vehicle data is
conveyed in an NG eCall

6. Data Transport
[ RFC7852] establishes a general mechani smfor conveying bl ocks of
data within a SIP energency call. This docunment nmakes use of that

mechanismto include vehicle data (the MSD, see Section 5) and
met adat a/ control information (see Section 9) within SIP messages.
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Thi s docunent al so registers an | NFO package (in Section 14.9) to
enable eCall-rel ated data blocks to be carried in SIP I NFO requests
(per [RFC6086], new I NFO usages require the definition of an I NFO
package)

Note that if other data sets need to be transmitted in the future,
the appropriate signaling mechani smfor such data needs to be

eval uated, including factors such as the size and frequency of such
dat a.

An IVS transnmits an MSD (see Section 5) by encoding it per Annex A of
EN 15722 [MSD] and including it as a MM body part within a SIP
message per [ RFC7852]. The body part is identified by its MM nedi a
type (application/EnergencyCal |l Data.eCall.MSD) in the Content-Type
header field of the body part. The body part is assigned a unique
identifier that is listed in a Content-1D header field in the body
part. The SIP nessage is marked as containing the MsD by adding (or
appending to) a Call-Info header field at the top level of the SIP
message. This Call-Info header field contains a Content Identifier
(G D URL referencing the body part’s unique identifier and a
"purpose” paraneter identifying the data as the eCall MSD per the
entry in the "Enmergency Call Data Types" registry; the "purpose"
paraneter’s value is "EnmergencyCal | Data.eCall.MSD'. Per [RFC6086],
an MBD is carried in a SIP I NFO request by using the | NFO package
defined in Section 14.9.

A PSAP or IVS transmits a nmetadatal/control object (see Section 9) by
encoding it per the description in this docunment and including it
within a SIP nessage as a M Me body part per [RFC7852]. The body
part is identified by its MM nedia type (application/

Emer gencyCal | Dat a. Control +xm) in the Content-Type header field of
the body part. The body part is assigned a unique identifier, which
is listed in a Content-1D header field in the body part. The SIP
message i s marked as contai ning the netadatal/control object by adding
(or appending to) a Call-Info header field at the top | evel of the
SIP nessage. This Call-Info header field contains a CID URL

ref erencing the body part’s unique identifier and a "purpose"
paraneter identifying the data as an eCall netadata/control bl ock per
the entry in the "Energency Call Data Types" registry; the "purpose”
paraneter’s value is "EnergencyCal | Data. Control". Per [RFC6086], a
nmet adat a/ control object is carried in a SIP I NFO request by using the
I NFO package defined in Section 14.9.

An MsD or a netadatal/control block is always enclosed in a multipart

body part (even if it would otherwi se be the only body part in the
SI P nessage) .
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A body part containing an MSD or netadatal/control object has a
Content-Di sposition header field val ue containing "By-Reference"

An IVS initiating an NG eCall includes an MSD as a body part within
the initial INVITE and optionally also includes a netadatal/contro
object informng the PSAP of its capabilities as another body part.
The MSD body part (and netadata/control and Presence Information Data
Format Location Object (PIDFLO body parts, if included) have a
Content-Di sposition header field with the val ue "By- Ref erence;

handl i ng=optional". Specifying "handling=optional" prevents the SIP
I NVI TE request frombeing rejected if it is processed by a | egacy
element (e.g., a gateway between SIP and circuit-swtched

envi ronment s) that does not understand the MSD (or metadatal/contro
obj ect or PIDF-LO).

The PSAP creates a netadatal/control object acknow edgi ng receipt of
the MSD and includes it as a body part within the SIP final response
to the SIP INVITE request per [RFC7852]. A netadatal/control object
is not included in provisional (e.g., 180) responses.

A PSAP is able to reject a call while indicating that it is aware of
the situation by including a netadatal/control object acknow edgi ng
the MSD and containing "received=true" within a final response using
SI P response code 600 (Busy Everywhere), 486 (Busy Here), or 603
(Decline), per [RFC7852].

If the VS receives an acknow edgnent for an MSD cont ai ni ng
"received=fal se", this indicates that the PSAP was unable to properly
decode or process the MSD. The IVS action is not defined (e.g., it

m ght only log an error). Since the PSAP is able to request an
updated MSD during the call, if an initial MSD is unsatisfactory in
any way, the PSAP can choose to request another one.

A PSAP can request that the vehicle send an updated MsD during a cal
(e.g., upon nmanual request of the PSAP call taker who suspects the
vehicle state may have changed). To do so, the PSAP creates a

met adat a/ control object requesting an MsD and includes it within a
SIP INFO request sent within the dialog. The IVS then includes an
updated MSD within a SIP I NFO request and sends it within the dial og.
If the IVSis unable to send an MSD, it instead sends a netadata/
control object acknow edgi ng the request, containing an
<actionResult> element with a "success" paraneter set to "fal se" and
a "reason" paranmeter (and optionally a "details" paraneter)

i ndi cating why the request could not be acconplished. Per [RFC6086],
met adat a/ control objects and MSDs are sent using the | NFO package
defined in Section 14.9. In addition, to align with how an MSD or
met adat a/ control block is transmtted in a SIP nessage other than an
I NFO request, a Call-Info header field is included in the SIP | NFO
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request to reference the MSD or metadata/control block per [RFC7852].
See Section 14.9 for informati on about the use of SIP I NFO requests
to carry data within an eCall.

The 1VS is not expected to send an unsolicited MSD after the initia
I NVI TE.

Thi s docunent does not mandate support for the data bl ocks defined in
[ RFC7852] .

7. Call Setup

In a circuit-switched eCall, the IVS places a special formof a 112
energency call, which carries an eCall flag (indicating that the cal
is an eCall and also if the call was manually or automatically
triggered); the nobile network operator (MNO recognizes the eCall
flag and routes the call to an eCall-capabl e PSAP, and vehicle data

is transmitted to the PSAP via the eCall in-band nodem (in the voice
channel).
[l----- VN 112 voice call with eCall flag R TR +
[ 1] TVS || -----mmmmmm e e >| PSAP |
VW= /1l vehicle data via eCall in-band nodem +------ +

Figure 1: Crcuit-Swtched eCal

For NG eCall, the IVS establishes an enmergency call using a Request-
URI indicating a manual or automatic eCall; the MNO (or ESInet)
recogni zes the eCall URN and routes the call to an NG eCall-capabl e
PSAP; and the PSAP interprets the vehicle data sent with the call and
makes it available to the call taker

[----- VN I M5 energency call with eCall URN oo +
\ - - /1l vehicle data included in call setup R +
Fi gure 2: NG eCal

See Section 6 for information on how the MSD is transported within an
NG eCal | .

Thi s docunent adds new service URN children within the "sos"
subservice. These URNs provide the mechani sm by which an eCall is
identified and differentiate between manually and autonatically
triggered eCalls (which mght be subject to different treatnent,
depending on policy). The two service URNs are:
urn:service:sos.ecall.automatic and urn:service: sos. ecal |l . manual ,
whi ch request resources associated with an energency call placed by
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an in-vehicle system carrying a standardi zed set of data related to
the vehicle and incident. These are registered in Section 14. 2.

Call routing is outside the scope of this docunent.
8. Test Calls

eCall requires the ability to place test calls (see [TS22.101],
clause 10.7 and [EN_16062], clause 7.2.2). These are calls that are
recogni zed and treated to sone extent as eCalls but are not given
energency call treatnment and are not handled by call takers. The
specific handling of test eCalls is outside the scope of this
docunent; typically, the test call facility allows the IVS or user to
verify that an eCall can be successfully established with voice
communi cation. The 1VS might also be able to verify that the MSD was
successful ly received.

A service URN starting with "test." indicates a test call. For
eCall, "urn:service:test.sos.ecall" indicates such a test feature.
The "test" service URN is defined in [ RFC6881].

Thi s docunent specifies "urn:service:test.sos.ecall" for eCall test
calls. This is registered in Section 14. 2.

The circuit-switched eCall test call facility is a non-energency
nunber, so it does not get treated as an emergency call. For

NG eCal |, MNGs, energency authorities, and PSAPs can determ ne how to
treat a vehicle call requesting the "test" service URN so that the
desired functionality is tested, but this is outside the scope of
thi s docunent.

9. The Metadata/Control Object

eCall requires the ability for the PSAP to acknow edge successfu
recei pt of an MsD sent by the IVS and for the PSAP to request that
the IVS send an MSD (e.g., the call taker can initiate a request for
a new MsD to see if there have been changes in the vehicle s state,
such as location, direction, or nunber of fastened seat belts).

This docunment defines a block of metadata/control data as an XM
structure containing elenents used for eCall and other related
energency call systens and extension points. (This nmetadata/contro
block is in effect a high-level protocol between the PSAP and IVS.)

Thi s docunent registers the application/EmergencyCall Data. Contr ol +xm
M ME nedia type to enable the netadata/control data to be carried in
SIP. This docunent also adds "Control" to the "Energency Call Data

Types" registry to enable the netadata/control block to be recognized
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as such in a SIP-based eCall energency call. (See [RFC7852] for nore
i nformati on about the registry and how it is used.)

See Section 6 for a discussion of how the nmetadata/control data is
conveyed in an NG eCall

When the PSAP sends a netadatal/control block in response to data sent
by the IVSin a SIP request other than INFO (e.g., the MSD in the
initial INVITE), the metadata/control block is sent in the SIP
response to that request (e.g., the response to the INVITE request).
When the PSAP sends a control block in other circunstances (e.g., md
call), the control block is transmtted fromthe PSAP to the IVSin a
SIP INFO request within the established dialog. The IVS sends the
requested data (the MSD) in a new SIP I NFO request (per [RFC6086]).
This mechanismflexibly allows the PSAP to send eCall-specific data
to the IVS and the 1VS to respond. SIP INFO requests are sent using
an appropriate | NFO package. See Section 6 for nore information on
sending a netadatal/control block within a SIP nessage. See

Section 14.9 for information about the use of SIP I NFO requests to
carry data within an eCall.

When the 1VS includes an unsolicited MSD in a SIP request (e.g., the
initial INVITE), the PSAP sends a netadata/control bl ock indicating
successful /unsuccessful receipt of the MSDin the SIP response to the
request. This also infornms the IVS that an NG eCall is in operation
If the VS receives a SIP final response wi thout the metadatal/contro
block, it indicates that the SIP dialog is not an NG eCall (e.g.,
sonme part of the call is being handled as a |l egacy call). Wen the

I VS sends a solicited MSD (e.g., in a SIP INFO request sent follow ng
receipt of a SIP INFO request containing a nmetadata/control bl ock
requesting an MsD), the PSAP does not send a metadatal/control block

i ndi cating successful or unsuccessful receipt of the MSD. ( Normal
SIP retransm ssion handl es non-recei pt of requested data; note that,
per [ RFC6086], a 200 OK response to a SIP I NFO request indicates only
that the receiver has successfully received and accepted the SIP | NFO
request, and it says nothing about the acceptability of the payl oad.)
If the VS receives a request to send an MsD but it is unable to do
so for any reason, the IVS instead sends a netadatal/control object
acknow edgi ng the request, containing an <actionResult> element with
a "success" paraneter set to "false" and a "reason" paraneter (and
optionally a "details" paraneter) indicating why the request could
not be acconpli shed.

This provides flexibility to handl e various circunstances. For
exanple, if a PSAP is unable to accept an eCall (e.g., due to
overload or too many calls fromthe same | ocation), it can reject the
INVITE. Since a netadata/control object is also included in the SIP
response that rejects the call, the IVS knows if the PSAP received
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the MSD and can informthe vehicle occupants that the PSAP
successfully received the vehicle location and information but can’t
talk to the occupants at that tinme. Especially for SIP response
codes that indicate an inability to conduct a call (as opposed to a
technical inability to process the request), the IVS can al so
determine that the call was successful on a technical level (e.g.,

not helpful to retry as circuit switched). (Note that there could be
edge cases where the PSAP response is not received by the IVS, e.g.,
if an intermedi ary sends a CANCEL, and an error response is forwarded
towards the 1VS before the error response fromthe PSAP is received,
the response will be dropped, but these are unlikely to occur here.)

The netadatal/control block is carried in the MM type application/
Emer gencyCal | Dat a. Cont r ol +xmi .

The netadatal/control block is designed for use with Pan- European
eCall and also eCall-like systens (i.e., in other regions), and it
has extension points. Note that eCall-like systems m ght define
their own vehicle data bl ocks and night need to register a new | NFO
package to acconmodate the new data M ME nedia type and the netadat a/
control object.

9.1. The Control Bl ock

The control block is an XM. data structure allow ng for

acknow edgments, requests, and capabilities information. It is
carried in a body part with a specific MM nedia type. Three
el ements are defined for use within a control bl ock

ack Acknowl edges recei pt of data or a request.

capabilities Used in a control block sent fromthe IVS to the PSAP
(e.g., inthe initial INVITE) to informthe PSAP of the
vehicle capabilities. Child elenents contain al
actions and data types supported by the vehicle. It is
OPTIONAL for the IVSto send this block. Omtting the
bl ock indicates that the IVS supports only the
mandat ory functionality defined in this docunent.

request Used in a control block sent by the PSAP to the IVS to
request the vehicle to performan action

The <ack> el ement indicates the object being acknow edged and reports
success or failure.
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The <request> el ement contains attributes to indicate the request and

to supply related information
and indicates the specific action.

The "action" attribute is mandatory
An | ANA registry is created in

Section 14.8.1 to contain the all owed val ues.

The <capabilities> elenent has child <request> elenents to indicate
the actions supported by the IVS.

.1.1. The <ack> El enent

The <ack> el enment acknow edges receipt of an eCall
An <ack> el enent

request.

bei ng acknow edged.
acknow edgi ng recei pt of an unsolicited MsSD (e.g.,
this <ack> el enent
MBD successfully received or not.

the INVITE);

data object or
references the Content-1D of the object
The PSAP MUST send an <ack> el enent

sent by the IVSin
indicates if the PSAP considers the
An <ack> elenent is not sent for a

<capabilities> el enent.

Attri butes of the <ack> El enent

The <ack> el ement has the follow ng attributes:

Nane:
Usage:
Type:
Direction:

Descri pti on:

Exanpl e:

Name:
Usage:

Type:
Direction:

Descri pti on:

Exanpl e:

Gel l ens & Tschofenig

r ef

Mandat ory

anyURI

Sent in either direction

Ref erences the Content-I1D of the body part being
acknow edged.

<ack received="true"

ref ="1234567890@t | ant a. exanpl e. cont'/ >

recei ved
Condi ti onal
PSAP

bool ean

In this docunment, sent fromthe PSAP to the IVS
Indicates if the referenced object was considered
successfully received or not.

<ack received="true"

ref ="1234567890@t | ant a. exanpl e. cont'/ >

mandatory in an <ack> el enent sent by a
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9.1.1.2. Child El enent of the <ack> El enent

For extensibility, the <ack> element has the following child el enment:

Narme: acti onResul t
Usage: Opti ona
Direction: Sent fromthe VS to the PSAP

Description: An <actionResult> elenment indicates the result of an
action (other than a successfully executed "send-data" action).
The <ack> el ement contains an <actionResult> el ement for each
<request> elenment that is not a successfully executed "send-data"
action. The <actionResult> element has the followi ng attri butes:

Nane: action
Usage: Mandat ory
Type: t oken

Description: Contains the value of the "action" attribute of the
<request > el enent

Name: success

Usage: Mandat ory

Type: bool ean

Description: Indicates if the action was successfully

acconpl i shed

Name: reason
Usage: Condi ti ona
Type: t oken

Description: Used when "success" is "false", this attribute
contains a reason code for a failure. A registry for reason
codes is defined in Section 14.8.2. The initial values are:
damaged (required conponents are danaged), data-unsupported
(the data itemreferenced in a "send-data" request is not
supported), security-failure (the authenticity of the request
or the authority of the requestor could not be verified),
unabl e (a generic error for use when no other code is
appropriate), and unsupported (the "action" value is not
supported).

Name: details
Usage: opti onal
Type: string

Description: Contains further explanation of the circunstances of
a success or failure. The contents are inplenentation specific
and human readable. This is intended for internal use and
troubl eshooting, not for display to vehicle occupants.
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9.1.1.3. Exanple of the <ack> El enent
<?xm version="1.0" encodi ng="UTF-8"?>
<Ener gencyCal | Dat a. Contro
xm ns="urn:ietf:parans: xm :ns: EnergencyCal | Dat a: control "
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<ack received="true" ref="1234567890@t | ant a. exanpl e. cont'/ >
</ Ener gencyCal | Dat a. Cont r ol >
Fi gure 3: <ack> Exanple from PSAP to |IVS
9.1.2. The <capabilities> El enent
The <capabilities> elenent is transmtted by the IVSto indicate its
capabilities to the PSAP. No attributes for this elenent are
currently defined. There is one child el enment defined.
9.1.2.1. Child Elenment of the <capabilities> El enent
The <capabilities> elenent has the followi ng child el enent:
Name: request
Usage: Mandat ory
Description: The <capabilities> elenent contains a <request> child
el ement per action supported by the vehicle.
Exanpl e:
<capabilities>
<request action="send-data" supported-val ues="eCall.MD" />
</ capabilities>
It is OPTIONAL for the IVS to support the <capabilities> elenent. |If
the I'VS does not send a <capabilities> element, this indicates that

the only <request> action supported by the VS is "send-data” with
"dat atype" set to "eCall.MSD"
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9.1.2.2. Exanple of the <capabilities> El enent
<?xm version="1.0" encodi ng="UTF-8"?>
<Ener gencyCal | Dat a. Contro
xm ns="urn:ietf:parans: xm : ns: EnergencyCal | Dat a: control ">
<capabilities>
<request action="send-data" supported-val ues="eCall.MSD'/>
</ capabilities>
</ Ener gencyCal | Dat a. Cont r ol >
Fi gure 4: <capabilities> El enent Exanple
9.1.3. The <request> El enent
A <request> el enment appears one or nore tines on its ow or as a
child of a <capabilities> elenent. It allows the PSAP to request
that the IVS performan action. The only action that MJST be
supported is to send an MSD. The attributes and child el ements are
defined as foll ows.
9.1.3.1. Attributes of the <request> El enent

The <request> el ement has the followi ng attributes:

Nane: action

Usage: Mandat ory

Type: t oken

Direction: Sent in either direction

Description: ldentifies the action that the vehicle is requested to

perform (in a <request> elenment within a <capabilities> el enent;
i ndi cates an action that the vehicle is capable of performng).
An | ANA registry is established in Section 14.8.1 to contain the
al | owed val ues.

Exanpl e: acti on="send- dat a"

Nane: int-id

Usage: Condi ti ona

Type: unsi gnedl nt

Di rection: Sent in either direction

Description: Defined for extensibility. Docunments that nake use of
it are expected to explain when it is required and how it is used.
Exanpl e: int-id="3"
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Nane: persi stence

Usage: Opt i onal

Type: duration

Direction: Sent in either direction

Description: Defined for extensibility. Specifies howlong to carry

on the specified action. |f absent, the default is for the
duration of the call.

Exanpl e: persi st ence="PT1H"

Nane: dat at ype

Usage: Condi tiona

Type: t oken

Direction: Sent in either direction

Description: Mndatory with a "send-data" action within a <request>
elenment that is not within a <capabilities> elenent. Specifies
the data block that the IVS is requested to transnit, using the
sanme identifier as in the "purpose" attribute set in a Call-Info
header field to point to the data block. Pernitted values are
contained in | ANA's "Energency Call Data Types" registry
established in [RFC7852]. Only the "eCall.MSD' val ue i s mandatory

to support.
Exanpl e: dat at ype="eCal | . M5D"
Nane: support ed-val ues
Usage: Condi ti ona
Type: string
Direction: Sent fromthe VS to the PSAP

Description: Defined for extensibility. Used in a <request> el enent
that is a child of a <capability> elenent, this attribute lists
all supported values of the action type. Permtted val ues depend
on the action value. Miltiple values are separated with a
sem colon. Wite space is ignored. Docunents that make use of it
are expected to explain when it is required, the pernmtted val ues,
and how it is used.

Nane: requested-state

Usage: Condi ti ona

Type: t oken

Direction: Sent fromthe PSAP to the IVS

Description: Defined for extension. |Indicates the requested state

of an el enent associated with the request type. Pernitted val ues
depend on the request type. Documents that make use of it are
expected to explain when it is required, the permtted val ues, and
how it is used.
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Nane: element-id

Usage: Condi ti ona

Type: t oken

Direction: Sent fromthe PSAP to the IVS

Description: Defined for extension. Identifies the elenment to be

acted on. Pernmtted values depend on the request type. Docunents
that make use of it are expected to explain when it is required,
the permitted values, and how it is used.

9.1.3.2. Child Elenment of the <request> El enent

For extensibility, the <request> elenent has the followi ng child

el enent :

Name: t ext

Usage: Opt i onal

Type: string

Direction: Sent fromthe PSAP to the |VS

Description: Defined for extension
9.1.3.3. Request Example
<?xm version="1.0" encodi ng="UTF-8""?>
<Ener gencyCal | Dat a. Contro
xm ns="urn:ietf:parans: xn : ns: EmergencyCal | Dat a: control ">
<request action="send-data" datatype="eCall.MD'/>

</ Ener gencyCal | Dat a. Cont r ol >

Fi gure 5: <request> El ement Exanpl e
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10. Exanpl es

Figure 6 illustrates an eCall. The call uses the request UR

urn: service: sos.ecall.automatic service URN and is recogni zed as an
eCall, and further as one that was invoked automatically by the IVS
due to a crash or other serious incident. |In this exanple, the

originating network routes the call to an ESlInet, which routes the
call to the appropriate NG eCall-capable PSAP. The energency call is
received by the ESInet’s Emergency Services Routing Proxy (ESRP), as
the entry point into the ESInet. The ESRP routes the call to a PSAP,
where it is received by a call taker. In deploynments where there is
no ESlnet, the originating network routes the call directly to the
appropriate NG eCall-capable PSAP, an illustration of which would be
identical to the one bel ow except w thout an ESInet or ESRP

M S +
| || e + |
I || | PSAPZ | I
| || ooees + |
I || I
| | | [ S, + o e e e e o - - +
Vehi cl e- - >| |--]--> ESRP |-->] PSAPl --> Call Taker | |
| | | S RS + o +
I || I
| || oo + |
I || | PSAP3 | I
| Originating| | oo + |
| Mbbile | |
|  Network | | ESI net |
IR S e +

Figure 6: Exanple of NG eCall Message Fl ow
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Figure 7 illustrates an eCall call flowwith a mid-call PSAP request
for an updated MSD. The call flow shows the IVS initiating an
energency call, including the MSD in the INVITE. The PSAP i ncl udes
in the 200 OK response a netadata/control object acknow edgi ng
receipt of the MSD. During the call, the PSAP sends a request for an
MSD in an I NFO request. The IVS sends the requested MSD in a new

I NFO r equest.

I VS PSAP
| (1) INVITE (eCall MSD) |
T |
| (2) 200 OK (eCall mnetadata [ack MsD]) |
DR |
| (3) start nedia strean(s) |
I ............................................ I
| (4) INFO (eCall metadata [request MSD]) |
T |
| (5) 200 K |
T |
| (6) INFO (eCall MsD) |
T |
| (7) 200 K |
| e |
I I
| (8) BYE |
ST |
| (9) end media streans |
T I
| (10) 200 K |
|- >

Figure 7. NGeCall Call Flow Illustration
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Figure 8 illustrates a SIP eCall |INVITE request containing an MSD.
For simplicity, the exanple does not show all SIP headers, nor the
Sessi on Description Protocol (SDP) contents, nor does it show any
addi tional data bl ocks added by the IVS or the originating nobile
network. Because the MsD is encoded in ASN.1 PER, which is a binary
encoding, its contents cannot be included in a text document.

I NVI TE urn:service:sos.ecall.automatic SIP/ 2.0
To: urn:service:sos.ecall.automtic
From <sip:+13145551111@xanpl e. conP;t ag=9f xced76sl
Call-1D: 3848276298220188511@at | ant a. exanpl e. com
Geol ocation: <cid:target1l23@xanpl e. conp
Geol ocati on-Routi ng: no
Call -1 nfo: <cid:1234567890@t | ant a. exanpl e. conp;
pur pose=Ener gencyCal | Dat a. eCal | . MSD

Accept: application/sdp, application/pidf+xm,

appl i cation/ Emrer gencyCal | Dat a. Cont r ol +xmi
CSeq: 31862 INVITE
Recv-1nfo: EnergencyCal |l Data.eCall. MsSD
Allow | NVITE, ACK, PRACK, |NFO OPTIONS, CANCEL, REFER, BYE,

SUBSCRI BE, NOTI FY, UPDATE

Cont ent - Type: nmulti part/ m xed; boundary=boundaryl
Cont ent - Lengt h:

--boundary1
Cont ent - Type: application/sdp

...Session Description Protocol (SDP) goes here...
--boundary1l
Cont ent - Type: appli cation/ pi df +xm
Content-1D: <targetl23@xanple.conp
Content-Di sposition: by-reference; handl i ng=opti onal
...PIDF-LO goes here...
--boundary1
Cont ent - Type: applicati on/ EmrergencyCal | Dat a. eCal | . MSD
Content-1D: <1234567890@at | ant a. exanpl e. conp
Content-Di sposition: by-reference; handl i ng=opti onal
...MSD in ASN.1 PER encodi ng goes here...
--boundaryl- -

Figure 8 SIP NGeCall INVITE
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Continuing the exanple, Figure 9 illustrates a SIP 200 OK response to
the I NVI TE request of Figure 8, containing a netadatal/control bl ock
acknow edgi ng successful receipt of the eCall MSD. (For sinplicity,
the exanpl e does not show all SIP headers.)

SIP/2.0 200 K
To: urn:service:sos.ecall.automatic;tag=8gydfe65t0
From <sip:+13145551111@xanpl e. conP; t ag=9f xced76sl
Call-1D: 3848276298220188511@at | ant a. exanpl e. com
Cal |l -1 nfo: <cid:2345678901@t | ant a. exanpl e. conp;
pur pose=Ener gencyCal | Dat a. Cont r ol
Accept: application/sdp, application/pidf+xm,
appl i cati on/ Emrer gencyCal | Dat a. Cont r ol +xmi
appl i cati on/ Emer gencyCal | Dat a. eCal | . MSD
CSeq: 31862 INVITE
Recv- I nfo: EmergencyCall Data.eCall.MsD
Allow | NVITE, ACK, PRACK, |NFO OPTIONS, CANCEL, REFER, BYE,
SUBSCRI BE, NOTI FY, UPDATE
Cont ent - Type: mul ti part/m xed; boundary=boundaryX
Cont ent - Lengt h: .

--boundaryX
Cont ent - Type: application/sdp

...Session Description Protocol (SDP) goes here...
- -boundaryX
Cont ent - Type: application/ EmergencyCal | Dat a. Cont r ol +xmi
Content-1D: <2345678901@t | ant a. exanpl e. conp
Cont ent - Di sposi tion: by-reference
<?xm version="1.0" encodi ng="UTF-8""?>
<Ener gencyCal | Dat a. Cont r ol

xm ns="urn:ietf: parans: xm : ns: EnergencyCal | Dat a: control ">

<ack received="true" ref="1234567890@t | ant a. exanpl e. cont'/ >
</ Emer gencyCal | Dat a. Cont r ol >

- - boundar yX- -

Figure 9: 200 OK Response to INVITE
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Figure 10 illustrates a SIP I NFO request containing a metadatal
control block requesting an eCall MSD. (For sinplicity, the exanple
does not show all SIP headers.)

I NFO si p: +13145551111@xanpl e.com SI P/ 2.0
To: <sip: +13145551111@xanpl e. conm; t ag=9f xced76sl
From Exenpl ar PSAP <urn:service:sos. ecall.automatic>;tag=8gydfe65t0
Call-1D: 3848276298220188511@at | ant a. exanpl e. com
Cal |l -1 nfo: <cid:3456789012@t | ant a. exanpl e. conp;
pur pose=Ener gencyCal | Dat a. Cont r ol
CSeq: 41862 I NFO
I nf o- Package: EnergencyCal | Dat a. eCal | . MSD
Allow | NVITE, ACK, PRACK, |NFO OPTIONS, CANCEL, REFER, BYE,
SUBSCRI BE, NOTI FY, UPDATE
Cont ent - Type: nmul tipart/ m xed; boundary=boundaryzzz
Content-Di sposition: |nfo-Package
Cont ent - Lengt h:

--boundaryzzz
Content - Di sposition: by-reference
Cont ent - Type: application/ EmergencyCal | Dat a. Cont r ol +xmi
Content-1D: <3456789012@t | ant a. exanpl e. con®
<?xm version="1.0" encodi ng="UTF-8"?>
<Ener gencyCal | Dat a. Contr ol
xm ns="urn:ietf:parans: xm : ns: Emer gencyCal | Dat a: control ">
<request action="send-data" datatype="eCall.MD'/>

</ Emer gencyCal | Dat a. Cont r ol >
- - boundaryzzz- -

Figure 10: |1 NFO Requesting MsSD
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11.

Figure 11 illustrates a SIP INFO request containing an MSD. For
simplicity, the exanple does not show all SIP headers. Because the
MSD is encoded in ASN.1 PER, which is a binary encoding, its contents
cannot be included in a text docunent.

I NFO urn: service:sos.ecall.automatic SIP/2.0
To: urn:service:sos.ecall.automatic;tag=8gydfe65t0
From <sip:+13145551111@xanpl e. conp; t ag=9f xced76s
Cal |l -1D: 3848276298220188511@at | ant a. exanpl e. com
Call -1 nfo: <cid:4567890123@t | ant a. exanpl e. conp;
pur pose=Ener gencyCal | Dat a. eCal | . MSD

CSeq: 51862 I NFO
I nf o- Package: EnergencyCal | Dat a. eCal | . MSD
Allow | NVITE, ACK, PRACK, |NFO OPTIONS, CANCEL, REFER, BYE

SUBSCRI BE, NOTI FY, UPDATE
Content - Type: multipart/m xed; boundary=boundaryLine
Content-Di sposition: |nfo-Package
Cont ent - Lengt h:

- -boundar yLi ne

Cont ent - Type: applicati on/ EmrergencyCal | Dat a. eCal | . MSD
Content-1D: <4567890123@t | ant a. exanpl e. conp
Content-Di sposition: by-reference

...MsD in ASN.1 PER encodi ng goes here..
- - boundar yLi ne- -
Figure 11: | NFO Contai ning MsSD
Security Considerations

The security considerations described in [ RFC5069] (on marking and
routing energency calls) apply here.

In addition to any network-provided | ocation (which night be
determned solely by the network or in cooperation with or possibly
entirely by the originating device), an eCall carries an |VS-supplied
|l ocation within the MSD. This is likely to be useful to the PSAP,
especi ally when no network-provided | ocation is included, or when the
two | ocations are independently determ ned. Even in situations where
the network-supplied location is linmted to the cell site, this can
be useful as a sanity check on the device-supplied | ocation contained
in the MSD.
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The docurent [RFC7378] di scusses trust issues regarding |ocation
provi ded by or determ ned in cooperation with end devices.

Security considerations specific to the nmechani sm by which the PSAP
sends acknow edgrments and requests to the vehicle are discussed in
the "Security Considerations" block of Section 14.4. Note that an
attacker that has access to and is capable of generating a response
to the initial I NVITE request could generate a 600 (Busy Everywhere),
486 (Busy Here), or 603 (Decline) response that includes a netadata/
control object containing a reference to the MBD in the initial
INVITE and a "received=true" field, which could result in the IVS
percei ving the PSAP to be overl oaded and hence not attenpting to
reinitiate the call. The risk can be mtigated as discussed in the
"Security Considerations” block of Section 14.4.

Data received fromexternal sources inherently carries inplenentation
risks. For exanple, depending on the platform buffer overfl ows can
i ntroduce renmote code execution vulnerabilities, null characters can
corrupt strings, nuneric values used for internal calculations can
result in underflow overflow errors, malfornmed XM. objects can expose
parsing bugs, etc. Inplenentations need to be cognizant of the
potential risks, observe best practices (which mght include
sufficiently capable static code analysis, fuzz testing, conponent

i solation, avoiding use of unsafe coding techniques, third-party
attack tests, signed software, over-the-air updates, etc.), and have
multiple levels of protection. |Inplenmentors need to be aware that,
potentially, the data objects described here and el sewhere (i ncluding
the MSD and netadata/control objects) mght be mal fornmed, contain
unexpect ed characters, have excessively long attribute val ues and

el ements, etc.

The security considerations discussed in [RFC7852] apply here (see
especially the discussion of Transport Layer Security (TLS), TLS
versions, cipher suites, and PKl).

When vehicle data or control/netadata is contained in a signed or
encrypted body part, the enclosing nultipart (e.g., multipart/signed
or multipart/encrypted) has the same Content-1D as the encl osed data
part. This allows an entity to identify and access the data bl ocks
it is interested in without having to dive deeply into the nessage
structure or decrypt parts it is not interested in. (The "purpose"
paraneter in a Call-Info header field identifies the data and
contains a CID URL pointing to the data block in the body, which has
a mat chi ng Content-1D body part header field.)
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12.

13.

Privacy Considerations

The privacy considerations discussed in [ RFC7852] apply here. The
MBD carries sone identifying and personal infornmation (nostly about
the vehicle and | ess about the owner), as well as |ocation
information, so it needs to be protected agai nst unauthori zed

di sclosure. Local regul ations may inpose additional privacy
protection requirenents

Privacy considerations specific to the data structure containing
vehicle information are discussed in the "Security Considerations”
bl ock of Section 14. 3.

Privacy considerations specific to the nechani sm by which the PSAP
sends acknow edgnments and requests to the vehicle are discussed in
the "Security Considerations" block of Section 14. 4.

XML Schenm

This section defines an XM. schenma for the control block. The text
description of the control block in Section 9.1 is normative and
supersedes any conflicting aspect of this schema.

<?xm version="1.0"?>
<xs:schemn
t ar get Nanespace="urn:i et f: paramnms: xm : ns: Emer gencyCal | Dat a: control "
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: pi ="urn:ietf:parans: xm : ns: Emer gencyCal | Dat a: control "
xm ns: xm ="http://ww. w3. or g/ XM./ 1998/ nanespace"
el ement For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >

<xs:inport namespace="http://ww. w3. or g/ XM./ 1998/ nanespace"/ >

<xs: el enent nanme="Enmer gencyCal | Dat a. Control "
type="pi:control Type"/>

<xs: conpl exType nane="control Type">
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: choi ce>
<xs: el enent nanme="capabilities"
type="pi:capabilitiesType"/>

<xs: el enent name="request" type="pi:requestType"/>
<xs: el enent nanme="ack" type="pi:ackType"/>
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<Xs:any nanmespace="##any" processContents="|ax"
m nCccur s="0"
maxCQccur s="unbounded"/ >
</ xs: choi ce>
<xs:anyAttribute/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="ackType" >
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs:sequence ni nCccurs="1" nmaxCccur s="unbounded" >
<xs: el enent nane="acti onResult" m nCccurs="0"
maxCccur s="unbounded” >
<xs: conpl exType>
<xs:attribute nanme="action"
type="xs:token"
use="required"/>
<xs:attribute nane="success"
type="xs: bool ean”
use="required"/>
<xs:attribute nanme="reason"
type="xs:token">
<xs:annot ati on>
<xs: docurent ati on>
conditionally nmandatory
when @uccess="fal se"
to indicate reason code
for a failure
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute nane="details"
type="xs:string"/>
<xs:anyAttribute
pr ocessCont ent s="ski p"/>
</ xs: conpl exType>
</ xs: el emrent >
<XS:any nanmespace="##any" processContents="| ax
m nCccur s="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="ref"
type="xs:anyURl "
use="required"/>
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<xs:attribute name="received"
type="xs: bool ean"/ >
<xs:anyAttribute/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="capabilitiesType">
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: sequence m nCccurs="1" maxQOccur s="unbounded" >
<xs: el enent nanme="request"
type="pi:request Type"
m nCccurs="1"
maxCQccur s="unbounded"/ >
<XS:any nanespace="##any" processContents="1|ax"
m nCccur s="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="request Type" >
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: choice m nCccurs="1" maxQccur s="unbounded" >
<xs: el ement name="text" mi nCccurs="0"
maxQccur s="unbounded" >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:anyAttribute
nanespace=" ##any"
processCont ent s="ski p"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<XS:any nanespace="##any" processContents="1ax"
m nCccur s="0"
maxQccur s="unbounded"/ >
</ xs: choi ce>
<xs:attribute name="action" type="xs:token"
use="required"/>
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<xs:attribute name="int-id" type="xs:unsignedlnt"/>
<xs:attribute name="persistence"
type="xs:duration"/>
<xs:attribute nane="dat atype" type="xs:token"/>
<xs:attribute nanme="supported-val ues"
type="xs:string"/>
<xs:attribute name="el enent-id" type="xs:token"/>
<xs:attribute name="requested-state"
type="xs:token"/>
<xs:anyAttribute/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

</ xs: schema>
Figure 12: Control Block Schema
I ANA Consi derations
1. The EmergencyCal | Data Medi a Subtree

Thi s docunent establishes the "EnergencyCal | Data" nedia (M M)
subtype tree, a new nedia subtree rooted at "application/
EmergencyCal | Data". This subtree is used only for content associated
wi th energency communi cations. New subtypes in this subtree follow
the rules specified in Section 3.1 of [RFC6838], with the additiona
restriction that the standards-rel ated organi zati on MJST be
responsi bl e for some aspect of energency comuni cations.

This subtree initially contains the follow ng subtypes (defined here
or in [ RFC7852]):

Ener gencyCal | Dat a. Corment +xni

Ener gencyCal | Dat a. Cont r ol +xmi

Emer gencyCal | Dat a. Devi cel nf o+xmi
Emer gencyCal | Dat a. eCal | . MSD

Emer gencyCal | Dat a. Pr ovi der | nf o+xm
Emer gencyCal | Dat a. Ser vi cel nf o+xn
Ener gencyCal | Dat a. Subscri ber | nf o+xn
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2. Service URN Registrations

| ANA has registered the URN urn:service:sos. ecall under the "’ sos’
Sub- Servi ces" registry defined in Section 4.2 of [RFC5031].

Thi s service requests resources associated with an energency cal

pl aced by an in-vehicle system carrying a standardi zed set of data
related to the vehicle and incident. The "Description" registry
field is "Vehicle-initiated energency calls”. Two sub-services are
registered as well:

urn:service:sos.ecall.automatic
Used with an eCall invoked automatically, for exanple, due to a
crash or other serious incident. The "Description" registry field
is "Automatic vehicle-initiated energency calls".
urn:service: sos. ecal | . manual
Used with an eCall invoked due to nmanual interaction by a vehicle
occupant. The "Description” registry field is "Manual vehicle-
initiated energency calls".
I ANA has al so registered the URN urn:service:test.sos.ecall under the
""test’ Sub-Services" registry defined in Section 17.2 of [ RFC6881].
Thi s service requests resources associated with a test (non-
energency) call placed by an in-vehicle system See Section 8 for
nmore information on the test eCall request URN.

3. MME Media Type Registration for application/
Emer gencyCal | Dat a. eCal | . MSD

I ANA has added application/ EmergencyCal | Data. eCall.MSD as a M ME
media type, with a reference to this docunent, in accordance with the
procedures of RFC 6838 [ RFC6838] and guidelines in RFC 7303
[ RFC7303] .

M ME nedia type nane: application

M ME subtype nane: EnergencyCall Data.eCall.MD

Mandat ory paraneters: none

Opti onal parameters: none

Encodi ng schene: binary
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Encodi ng consi derati ons:
Uses ASN. 1 PER, which is a binary encoding; when transported in
SIP, binary content transfer encoding is used.

Security considerations:
This media type is designed to carry vehicle and incident-
rel ated data during an enmergency call. This data contains
personal information including vehicle VIN, |ocation,
direction, etc. Appropriate precautions need to be taken to
limt unauthorized access, inappropriate disclosure to third
parties, and eavesdropping of this information. Sections 9 and
10 of [RFC7852] contain nore discussion.

Interoperability considerations: None
Publ i shed specification: Annex A of EN 15722 [ MSD]

Applications which use this nedia type:
Pan- Eur opean eCall conpliant systens

Addi tional information: None
Magi ¢ Nunber: None

Fi | e Extension: None

Maci ntosh file type code: Bl NA

Person and enmil address for further information:
Randal | Gell ens, rg+ietf@andy. pensive. org

I nt ended usage: LI M TED USE

Aut hor : The MSD specification was produced by the European
Conmittee For Standardi zation (CEN). For contact infornmation,
pl ease see <http://ww. cen. eu/ cen/ Pages/ cont act us. aspx>.

Change control ler: The European Committee For Standardization

(CEN)

14.4. M ME Media Type Registration for application/
Enmer gencyCal | Dat a. Cont r ol +xmi

I ANA has added application/ EmergencyCal | Dat a. Control +xml as a M Me
media type, with a reference to this docunent, in accordance to the
procedures of RFC 6838 [ RFC6838] and guidelines in RFC 7303

[ RFC7303] .
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M ME medi a type nanme: application
M ME subtype nane: EnergencyCall Dat a. Control +xn
Mandat ory paraneters: none
Optional parameters: charset
I ndi cates the character encoding of the XM. content.

Encodi ng consi derati ons:
Uses XM, which can enmploy 8-bit characters, depending on the
character encoding used. See Section 3.2 of RFC 7303
[ RFC7303] .

Security considerations:
This nedia type carries netadata and control information and
requests, such as froma Public Safety Answering Point (PSAP)
to an In-Vehicle System (1VS) during an energency call.

Met adata (such as an acknow edgnent that data sent by the IVS
to the PSAP was successfully received) has limted privacy and
security inplications. Control information (such as requests
fromthe PSAP that the vehicle performan action) has sone
privacy and security inplications. The privacy concern arises
fromthe ability to request the vehicle to transnit a data set,
whi ch as described in Section 14.3 can contain persona
informati on. The security concern is the ability to request
the vehicle to performan action. Control infornmation needs to
originate only froma PSAP or other energency services

provi ders and not be nodified en route. The level of integrity
of the cellular network over which the energency call is placed
is a consideration: when the IVS initiates an eCall over a
cellular network, in nost cases it relies on the MNOto route
the call to a PSAP. (Calls placed using other neans, such as
W-Fi or over-the-top services, generally incur sonewhat higher
l evel s of risk than calls placed "natively" using cellular
networks.) A callback froma PSAP nerits additiona

consi deration, since current mechanisns are not ideal for
verifying that such a call is indeed a callback froma PSAP in
response to an energency call placed by the IVS. See the

di scussion in Section 11 and the PSAP Cal | back documnent

[ RFC7090] .

Sections 7 and 8 of [RFC7852] contain nore discussion

I nteroperability considerations: None
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Publ i shed specification: Thi s docunent

Applications which use this nmedia type:
Pan- Eur opean eCall conpliant systens

Addi tional infornation: None
Magi ¢ Nunber: None

Fi | e Extension: . xm

Maci ntosh file type code: TEXT

Person and emni|l address for further information:
Randal | Gellens, rg+ietf@andy. pensive. org

I nt ended usage: LI M TED USE
Aut hor : The | ETF ECRI T wor ki ng group
Change control ler: The | ETF ECRI T wor ki ng group

5. Registration of the "eCall.MSD' Entry in the Energency Call Data
Types Registry

| ANA has added the "eCall.MSD' entry to the "Emergency Call Data
Types"” registry, with a reference to this docunent; the "Data About"
value is "The Call".

6. Registration of the "Control" Entry in the Enmergency Call Data
Types Registry

| ANA has added the "Control" entry to the "Energency Call Data Types"
registry, with a reference to this docunent; the "Data About" val ue
is "The Call".

7. Registration for urn:ietf:paranms:xm :ns: EmergencyCal | Dat a: contr ol

This section registers a new XM. nanespace, as per the guidelines in
RFC 3688 [ RFC3688] .

URI: wurn:ietf:paranms: xm:ns: EmergencyCal | Dat a: cont r ol

Regi strant Contact: |ETF, ECRI T working group, <ecrit@etf.org> as
del egated by the | ESG <i esg@etf. org>.
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XM_:

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht m - basi c10. dt d" >
<htm  xm ns="http://ww. w3. org/ 1999/ xht m " >
<head>
<meta http-equiv="content-type"
content="text/html ; charset=i so-8859-1"/>
<title>Nanespace for Energency Call Data Control Block</title>
</ head>
<body>
<hl>Nanespace for Emergency Call Data Control Bl ock</hl>
<p>See RFC 8147</p>
</ body>
</htm >
END

8. Registry Creation

Thi s docunent creates a new registry called "Emergency Call Metadata/
Control Data". The follow ng sub-registries are created for this
registry

8.1. Emergency Call Actions Registry

Thi s docunent creates a new sub-registry called "Emergency Call
Actions". As defined in [RFC5226], this registry operates under
"Expert Review' rules. The expert should determne that the proposed
action is within the purview of a vehicle, is sufficiently

di stinguishable fromother actions, and is clearly and fully
described. In nmpst cases, a published and stable document is
referenced for the description of the action

The content of this registry includes:

Nane: The identifier to be used in the "action" attribute of a
control <request> el ement.

Description: A description of the action. |In nbst cases, this wll
be a reference to a published and stabl e docunment. The
description MIST specify if any attributes or child elenments are
optional or mandatory and describe the action to be taken by the
vehi cl e.

The initial set of values is |listed in Table 1.
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S e e +
| Narme | Descri ption |
R o e e e e e e e e e e e e e e me oo +
| send-data | See Section 9.1.3.1 of this docunment |
S . +

Table 1: Emergency Call Actions Registry Initial Values
14.8.2. Energency Call Action Failure Reasons Registry

Thi s docunent creates a new sub-registry called "Emergency Call
Action Failure Reasons", which contains values for the "reason"
attribute of the <actionResult> elenent. As defined in [ RFC5226],
this registry operates under "Expert Review' rules. The expert
shoul d deternmine that the proposed reason is sufficiently
di stingui shable from other reasons and that the proposed description
i s understandabl e and correctly worded.
The content of this registry includes:

ID: A short string identifying the reason, for use in the "reason"
attribute of an <actionResult> el enent.

Description: A description of the reason

The initial set of values is listed in Table 2

Requi red components are danaged

The data itemreferenced in a "send-data"
request is not support ed.

dat a- unsupported

I
I
|
|
security-failure The authenticity of the request or the |
authority of the requestor could not be |
verifi ed. |
|

unabl e The action could not be acconplished (a |
generic error for use when no other code is |
I

I

I

appropriate).

unsupport ed The "action" value is not supported.

Tabl e 2: Energency Call Action Failure Reasons Registry Initial
Val ues

Gel l ens & Tschofenig St andards Track [ Page 36]



RFC 8147 Next - Generation eCal | May 2017

14.

14.

14.

9. The EnergencyCall Data. eCal | . MSD | NFO Package

Thi s docunent registers the EmergencyCall Data.eCall.MD I NFO package
in the "Info Packages Registry".

Both endpoints (the IVS and the PSAP equi pnent) include

Emer gencyCal | Data. eCall . MSD in a Recv-Info header field per [ RFC6086]
to indicate the ability to receive INFO requests carrying data as
descri bed here.

Support for the EnergencyCal | Data.eCall.MD | NFO package i ndi cates
the ability to receive eCall related body parts as specified in this
docunent .

An | NFO request nessage carrying body parts related to an emergency
call as described in this docunent has an | nfo-Package header field
set to "EnergencyCal | Data. eCal | . MSD' per [ RFC6086].

The requirenents of Section 10 of [RFC6086] are addressed in the
foll owi ng secti ons.

9.1. COverall Description

This section describes what type of information is carried in | NFO
requests associated with the I NFO package and for what types of
applications and functionalities User Agents (UAs) can use the |INFO
package

I NFO requests associated with the EnergencyCal | Data. eCal | . MSD | NFO
package carry data associated with energency calls as defined in this
docunment. The application is vehicle-initiated emergency calls
established using SIP. The functionality is to carry vehicle data
and netadata/control information between vehicles and PSAPs.

9.2. Applicability

Thi s section describes why the | NFO package mechani sm rather than
some ot her nmechani sm has been chosen for the specific use case.

The use of the SIP INFO nethod is based on an analysis of the

requi renents against the intent and effects of the I NFO nethod versus
ot her approaches (which included the SIP MESSAGE net hod, the SIP

OPTI ONS net hod, the SIP re-INVITE net hod, nedi a-pl ane transport, and
non-SI P protocols). |In particular, the transport of energency cal
data bl ocks occurs within a SIP emergency dial og, per Section 6, and
is normally carried in the initial INVITE request and response; the
use of the SIP INFO nethod only occurs when energency-call-rel ated
data needs to be sent md call. Wile the SIP MESSAGE net hod coul d
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be used, it is not tied to a SIP dialog as is the SIP I NFO net hod and
thus m ght not be associated with the dialog. Either SIP OPTIONS or
re-1 NVI TE net hods coul d al so be used, but they are seen as |ess clean
than the SIP I NFO nethod. The SIP SUBSCRI BE/ NOTI FY net hod coul d be
coerced into service, but the semantics are not a good fit, e.g., the
subscri be/ notify mechani sm provi des one-way conmuni cation consi sting
of (often nultiple) notifications fromnotifier to subscriber
indicating that certain events in notifier have occurred, whereas
what’ s needed here is two-way conmuni cation of data related to the
energency dialog. Use of nedia-plane nechani sns was di scounted
because the nunber of nessages needing to be exchanged in a dialog is
normally zero or very few, and the size of the data is |ikew se very
smal . The overhead caused by user-plane setup (e.g., to use the
Message Session Relay Protocol (MSRP) as transport) would be

di sproportionately |arge.

Based on the anal yses, the SIP I NFO net hod was chosen to provide for
m d-call data transport.

9.3. I NFO Package Name

The | NFO package nane is EnergencyCal | Data. eCal | . MSD
9.4. | NFO Package Paraneters

None

9.5. SIP Option-Tags

None

9.6. |INFO Request Body Parts

The body for an EnergencyCal | Data. eCall. MSD | NFO package is a
multipart (normally nultipart/m xed) body containing zero or one

appl i cati on/ EmergencyCal | Data. eCal | . MSD parts (containing an MSD) and
zero or nore application/EmergencyCall Data. Control +xm (containing a
met adat a/ control object) parts. At |east one MSD or metadatal/control
body part is expected; the behavior upon receiving an | NFO request
with neither is undefined.

The body parts are sent per [RFC6086], and in addition, to align with
how t hese body parts are sent in SIP nmessages other than | NFO
requests, each associated body part is referenced by a Call-Info
header field at the top |l evel of the SIP message. The body part has
a Content-Disposition header field set to "By-Reference"”
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An MsD or metadatal/control block is always enclosed in a multipart
body part (even if it would otherwi se be the only body part in the
SI P nessage). The outernost multipart that contains only body parts
associated with the I NFO package has a Content-Di sposition val ue of
"I nf o- Package".

14.9.7. | NFO Package Usage Restrictions

Usage is limted to vehicle-initiated energency calls as defined in
t hi s docunent.

14.9.8. Rate of |INFO Requests

The SIP INFO request is used within an established emergency cal
dialog for the PSAP to request the IVS to send an updated MSD and for
the 1VS to send a requested MSD. Because this is nornally done only
on manual request of the PSAP call taker (who suspects sone aspect of
the vehicle state has changed), the rate of SIP I NFO requests

associ ated with the EmergencyCal | Data. eCal | . MSD | NFO package is
normal ly quite low (nost dialogs are likely to contain zero I NFO
requests, while others mght carry an occasional request).

14.9.9. | NFO Package Security Considerations
The M ME nedia type registrations specified for use with this INFO
package (Sections 14.3 and 14.4) contain a discussion of the security
and/ or privacy considerations specific to that data bl ock. See
Sections 11 and 12 for a discussion of the security and privacy
consi derations of the data carried in eCalls.

14.9.10. Inplenmentation Details
See Sections 6 and 7 for protocol details.

14.9.11. Exanples

See Section 10 for protocol exanples
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