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Abst ract

EAP-pwd is an Extensible Authentication Protocol (EAP) nethod that
utilizes a shared password for authentication using a technique that
is resistant to dictionary attacks. It includes support for raw keys
and doubl e hashing of a password in the style of Mcrosoft Challenge
Handshake Aut hentication Protocol version 2 (MSCHAPv2), but it does
not include support for salted passwords. There are many existing
dat abases of salted passwords, and it is desirable to allow their use
wi t h EAP- pwd.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8146
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Copyri ght Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction
1.1. Background

Dat abases of stored passwords present an attractive target for attack
-- get access to the database, |learn the passwords. To confound such
attacks, a random "salt" was hashed with the password and the
resulting digest stored, along with the salt, instead of the raw
password. This has the effect of random zing the password; even if
two, distinct users have chosen the sane password, the stored, and
salted, password will be different. It also requires an adversary
who has conpromni sed the security of the stored database to |aunch a
dictionary attack per entry to recover passwords.

Dictionary attacks, especially using custom hardware, represent real-
worl d attacks and nerely salting a password is insufficient to
protect a password database. To address these attacks, a sequentia
menory hard function, such as described in [RFC7914], is used.

Wil e salting a password database is not sufficient to deal wi th nmany
real -worl d attacks, the historic popularity of password salting neans
there are a | arge nunber of such dat abases depl oyed, and EAP-pwd
needs to be able to support them |In addition, EAP-pwd needs to be
abl e to support databases using nore nodern sequential nenory hard
functions for protection.

EAP- pwd i nposes an additional security requirenment on a database of
sal ted passwords that otherwi se would not exist, see Section 4.

1.2. Keyword Definition

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Salted Passwords in EAP-pwd
2.1. Password Preprocessing

EAP-pwd i s based on the "dragonfly" Password-Aut henticated Key
Exchange (PAKE) -- see [RFC7664]. This is a bal anced PAKE and
requires that each party to the protocol obtain an identica
representation of a processed password (see Section 4). Therefore,
salting of a password is treated as an additional password
preprocessi ng techni que of EAP-pwd. The salt and digest to use are
conveyed to the peer by the server, and the password is processed
prior to fixing the password el ement (see Section 2.8.3 of

[ RFC5931] ).
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This meno defines eight (8) new password preprocessing techni ques for
EAP- pwd:

0 O0x03: a randomsalt with SHA-1

0 O0x04: a randomsalt w th SHA-256

0 O0x05: a randomsalt with SHA-512

0 O0x06: UNI X crypt()

o O0x07: scrypt

0 0x08: PBKDF2 w th SHA-256

0 0x09: PBKDF2 wi th SHA-512

0 Ox0A: SASLprep then a randomsalt with SHA-1

0 Ox0B: SASLprep then a randomsalt with SHA-256

0 Ox0C. SASLprep then a randomsalt with SHA-512

0 Ox0D: SASLprep then UNI X crypt ()

0 OxO0E: OpaqueString then scrypt

0 OxOF: OpaqueString then PBKDF2 with SHA-256

0 0x10: OpaqueString then PBKDF2 with SHA-512

When passing salt, the size of the salt SHOULD be at |east as |long as
the message di gest of the hash algorithmused. There is no guarantee
that depl oyed salted databases have followed this rule, and in the
interest of interoperability, an EAP peer SHOULD NOT abort an EAP-pwd
exchange if the length of the salt conveyed during the exchange is

| ess than the nmessage digest of the indicated hash al gorithm

UNI X crypt() ([CRY]), scrypt ([RFC7914]), and PBKDF2 ([RFC8018])

i npose additional formatting requirenents on the passed salt. See
bel ow.

Plain salting techniques using [SHS] are included for support of

exi sting databases. scrypt and PBKDF2 techni ques are RECOMVENDED f or

new password dat abase depl oynents.

SASLprep has been deprecated, but databases treated with SASLprep
exist; it is necessary to provide code points for them Wen using

Har ki ns I nf or mat i onal [ Page 4]



RFC 8146 NaCl ed EAP- pwd April 2017

SASLprep, a password SHALL be considered a "stored string" per

[ RFC3454]; therefore, unassigned code points are prohibited. The
out put of SASLprep SHALL be the binary representation of the
processed UTF-8 character string. Prohibited output and unassi gned
code points encountered in SASLprep preprocessing SHALL cause a
failure of preprocessing, and the output SHALL NOT be used w th EAP-
pwd.

When perform ng one of the preprocessing techni ques (0xOE-0x10), the
password SHALL be a UTF-8 string and SHALL be preprocessed by

appl ying the Preparation and Enforcenment steps of the OpaqueString
profile in [RFC7613] to the password. The output of OpaqueString,

al so a UTF-8 string, becones the EAP-pwd password and SHALL be hashed
with the indicated al gorithm

There is a |l arge nunber of depl oyed password databases that use
salting and hashing in the style of [RFC7616], but these depl oynents
require a nonce contribution by the client (as well as the server),
and EAP-pwd does not have the capability to provide that information.

2.2. The Salting of a Password

For both parties to derive the sane salted password, there needs to
be a canonical nethod of salting a password. Wen using EAP-pwd, a
password SHALL be salted by hashing the password foll owed by the salt
usi ng the desi gnated hash functi on:

sal t ed- password = Hash(password | salt)

The server stores the salted-password, and the salt, in its database
and the client derives the salted password on the fly.

2.3. Using UNI X crypt

Different algorithns are supported with the UNI X crypt() function
The particular algorithmused is indicated by prepending an encodi ng
of "setting" to the passed salt. The specific algorithmused is
opaque to EAP-pwd as the entire salt, including the encoded
"setting", is passed as an opaque string for interpretation by
crypt(). The salted password used for EAP-pwd SHALL be the output of

crypt():
sal t ed- password = crypt(password, salt)
The server stores the salted-password, and the encoded al gorithm plus

salt, in its database and the client derives the salted-password on-
the-fly.
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If the server indicates a crypt() algorithmthat is unsupported by
the client, the exchange fails and the client MJST term nate the
connecti on.

2.4. Using scrypt
The scrypt function takes several paraneters:
o N, the cost paraneter
o r, the block size
0 p, the parallelization paraneter
o dkLen, the length of the out put
These paraneters are encoded into the "salt" field of the nodified
EAP- pwd nessage. Paraneters r and dkLen SHALL be 16-bit integers in
network order. The other paraneters SHALL each be 32-bit integers in
network order. The "salt" field that gets transmitted i n EAP-pwd
SHALL t herefore be:

N||] r|] p|| dkLen || salt

where || represents concatenation
The value of N represents the exponent taken to the power of two in
order to determ ne the CPU Menory cost of scrypt -- i.e., the value
is 2"N. Per [RFC7914], the resulting CPU Menory cost val ue SHALL be
| ess than 27~(128 * r /| 8), and the value p SHALL be | ess than or
equal to ((2732 - 1) * 32) / (128 * r).
Not e: EAP-pwd uses the salted password directly as the authentication
credential and will hash it with a counter in order to obtain a
secret elenent in a finite field. Therefore, it nakes little sense
to use dkLen greater than the |l ength of the digest produced by the
under | ying hash function, but the capability is provided to do so
anyway.

2.5. Using PBKDF2
The PBKDF2 function requires two paraneters:
0o ¢, the iteration count

o dkLen, the length of the output
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These paraneters are encoded into the "salt" field of the nodified
EAP- pwd nessage. The paraneters SHALL be 16-bit integers in network
order. The "salt" field that gets transmtted in EAP-pwd SHALL

t herefore be:

c || dkLen || salt
where || represents concatenation

Not e: EAP-pwd uses the salted password directly as the authentication
credential and will hash it with a counter in order to obtain a
secret element in a finite field. Therefore, it nmakes little sense
to use a dkLen greater than the length of the digest produced by the
under | ying hash function, but the capability is provided to do so
anyway.

2.6. Protocol Modifications

Li ke all EAP methods, EAP-pwd is server initiated, and the initial
identity supplied by the client is not useful for authentication
pur poses. Because of this, the server is required to indicate its
intentions, including the password preprocessing it w shes to use,
before it knows the true identity of the client. This prevents the
server from supporting nmultiple salt digests sinmultaneously in a
singl e password database. To support mnultiple salt digests

simul taneously, it is necessary to maintain multiple password

dat abases and use the routable portion of the client identity to
sel ect one when initiating EAP-pwd.

The server uses the EAP-pwd-1D/ Request to indicate the password
preprocessing technique. The client indicates its acceptance of the
password preprocessing technique and identifies itself in the EAP-
pwd- | D/ Response. If the client does not accept any of the offered
preprocessi ng techniques, it SHALL term nate the exchange. Upon
recei pt of the EAP-pwd- 1D Response, the server knows the identity of
the client and can ook up the client’s salted password and the salt
fromthe database. The server adds the length of the salt and the
salt itself to the EAP-pwd- Commit/Request nmessage (see Section 2.7).

The server can fix the password el enent (Section 2.8.3 of [RFC5931])
as soon as the salted password has been | ooked up in the database.
The client, though, is required to wait until receipt of the server’s
EAP- pwd- Conmi t / Request before it begins fixing the password el enent.
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2.7. Payload Mdifications

When a salted password preprocessing technique is agreed upon during
t he EAP-pwd-1 D exchange, the EAP-pwd-Commit payload is nodified to
include the salt and salt length (see Figure 1). The server passes
the salt and salt length in the EAP-pwd- Conmit/Request; the client’'s
EAP- pwd- Conmi t / Response i s unchanged, and it MJST NOT echo the salt
length and salt in its EAP-pwd- Conmit/ Response.
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Figure 1: Salted EAP-pwd- Conmi t/ Request
The "salt-len" SHALL be non-zero, and it indicates the length, in
octets, of the salt that follows. The "Salt" SHALL be a binary
string. The "El enent"” and "Scal ar" are encoded according to
Section 3.3 of [RFC5931].
Not e: when a non-salted password preprocessing nethod is used, for
exanpl e, any of the nmethods from [ RFC5931], the EAP-pwd- Conmmit
payl oad MJUST NOT be nodified to include the salt and salt |ength.

3. | ANA Consi derations

| ANA has all ocated fourteen (14) values fromthe "password
preprocessi ng method registry" established by [ RFC5931].
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4.

5

5.

1.

Security Considerations

EAP- pwd requires each side to produce an identical representation of
the (processed) password before the password el enent can be fixed.
This symretry undercuts one of the benefits to salting a password
dat abase because the salted password froma conprom sed database can
be used directly to inpersonate the EAP-pwd client -- since the

pl ai nt ext password need not be recovered, no dictionary attack is
needed. While the inmediate effect of such a conpronm se woul d be
conprom se of the server, the per-user salt would still prevent the
adversary fromrecovering the password, barring a successfu
dictionary attack, to use for other purposes.

Sal t ed password dat abases used with EAP-pwd MJST be afforded the sane
| evel of protection as databases of plaintext passwords.

Hashing a password with a salt increases the work factor for an
attacker to obtain the cleartext password, but dedi cated hardware
makes this increased work factor increasingly negligible in real-
worl d scenarios. Ceartext password databases SHOULD be protected
with a schene that uses a sequential nenory hard function such as
[ RFC7914] .

EAP-pwd sends the salt in the clear. |f EAP-pwd is not tunneled in
anot her, encrypting, EAP nethod, an adversary that can observe
traffic fromserver to authenticator or fromauthenticator to client
woul d learn the salt used for a particular user. Wile know edge of
a salt by an adversary nmay be of a sonewhat dubi ous nature (pre-inmage
resi stance of the hash function used will protect the client’s
password and, as noted above, the database of salted passwords nust
still be protected fromdisclosure), it does represent potentia
additional neta-data in the hands of a untrusted third party.
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