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Abst r act

The DNS Security Extensions (DNSSEC) were devel oped to provide origin
authentication and integrity protection for DNS data by using digita
signatures. These digital signatures can be verified by building a
chain of trust starting froma trust anchor and proceedi ng down to a
particular node in the DNS. This docunent specifies two different
ways for validating resolvers to signal to a server which keys are
referenced in their chain of trust. The data from such signaling

all ow zone administrators to nonitor the progress of rollovers in a
DNSSEC- si gnhed zone.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc8145
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. Introduction

The DNS Security Extensions (DNSSEC) [ RFC4033] [ RFC4034] [ RFC4035]
were devel oped to provide origin authentication and integrity
protection for DNS data by using digital signatures. DNSSEC uses

Key Tags to efficiently match signatures to the keys from which they
are generated. The Key Tag is a 16-bit val ue conputed fromthe RDATA
portion of a DNSKEY resource record (RR) using a fornmula not unlike a
ones-conpl enent checksum RRSIG RRs contain a Key Tag field whose
value is equal to the Key Tag of the DNSKEY RR that validates the

si gnature.

Li kewi se, Del egation Signer (DS) RRs also contain a Key Tag field
whose value is equal to the Key Tag of the DNSKEY RR to which it
refers.

Thi s docunent specifies how validating resolvers can tell a server
in a DNS query, which DNSSEC key(s) they would use to validate the
server’s responses. |t describes two independent methods for
conveyi ng Key Tag informati on between clients and servers:

1. placing an EDNS option in the OPT RR [ RFC6891] that contains the
Key Tags (described in Section 4)

2. periodically sending special "Key Tag queries" to a server
authoritative for the zone (described in Section 5)

Each of these new signaling nechanisns is OPTIONAL to inplenment and
use. These nechani sns serve to neasure the acceptance and use of new
DNSSEC trust anchors and key signing keys (KSKs). This signaling
data can be used by zone adm nistrators as a gauge to neasure the
successful depl oynent of new keys. This is of particular interest

for the DNS root zone in the event of key and/or algorithmrollovers
that rely on [ RFC5011] to automatically update a validating DNS

resol ver’'s trust anchor

Thi s docunent does not introduce new processes for rolling keys or
updating trust anchors. Rather, it specifies a means by which a DNS
query can signal the set of keys that a client uses for DNSSEC

val i dati on.
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1.1. Design Evolution

Initially, when the work on this docunent started, it proposed
i ncluding Key Tag values in a new EDNS(0) option code. It was
nodel ed after [RFC6975], which provi des DNSSEC al gorithm signaling.

The authors received feedback fromparticipants in the DNSOP Wr ki ng
Goup that it mght be better to convey Key Tags in the QNAME of a
separate DNS query, rather than as an EDNS(0) option. Mstly, this
is because forwarding (e.g., fromstub to recursive to authoritative)
could be problematic. Reasons include the foll ow ng:

1. EDNS(0) is a hop-by-hop protocol. Unknown option codes woul d not
be forwarded by default, as per [RFC6891].

2. M ddl eboxes might block entire queries containing unknown EDNS(0)
option codes.

3. Avrecursive resolver mght need to remenber Key Tag val ues (i.e.,
keep state) received fromits stub clients and then forward them
at a later opportunity.

One advantage of the EDNS(0) option code is that it is possible to
see that a stub client has a different Key Tag list than its
forwarder. |In the QNAME-based approach, this is not possible because
queries originated by a stub and a forwarder are indistinguishable.
The authors feel that this advantage is not sufficient to justify the
EDNS( Q) approach

One downside to the QNAMVE approach is that it uses a separate query,
whereas with EDNS(0) the Key Tag val ues are "piggybacked" onto an
exi sting DNSKEY query. For this reason, this docunment reconmends
only sendi ng QNAME- based Key Tag queries for trust anchors, although
EDNS- based Key Tags can be sent with any DNSKEY query.

Anot her downsi de to the QNAVE-based approach is that since the

trust anchor zone might not contain |abels matching the QNAME, these
queries could be subject to aggressive negative caching features now
in devel opnent by the Wirking G oup. This could affect the anmount of
signaling sent by some clients conpared to others.

A probably mnminor downside to the QNAME-based approach is that it

cannot be used with extrenely long query nanes if the addition of the
prefix would cause the nane to be | onger than 255 octets.
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2. Requirerments Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Termi nol ogy

Trust Anchor: A configured DNSKEY RR or DS RR hash of a DNSKEY RR
A validating security-aware resolver uses this public key or hash
as a starting point for building the authentication chain to a

signed DNS response. In general, a validating resolver will have
to obtain the initial values of its trust anchors via sone secure
or trusted nmeans outside the DNS protocol. Presence of a

trust anchor also inplies that the resol ver shoul d expect the zone
to which the trust anchor points to be signed. (This paragraph is
quoted from Section 2 of [RFC4033].)

Key Tag: A 16-bit integer that identifies and enables efficient
sel ecti on of DNSSEC public keys. A Key Tag val ue can be conputed
over the RDATA of a DNSKEY RR. The Key Tag field in the RRSI G and
DS records can be used to help select the correspondi ng DNSKEY RR
efficiently when nore than one candi date DNSKEY RR i s avail abl e.
For nost algorithnms, the Key Tag is a sinple 16-bit nodul ar sum of
the DNSKEY RDATA. See [RFC4034], Appendix B

4. Using the edns-key-tag Option
4.1. Option Fornmat

The edns-key-tag option is encoded as foll ows:

0 8 16
T T T S T S
| OPTI ON- CODE |

I S e e S
| OPTI ON- LENGTH |
T = S S T~
| KEY- TAG |
T e T S

| . /

T
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wher e:

OPTI ON- CODE:  The EDNSO option code assigned to edns-key-tag (14).

OPTI ON- LENGTH:  The val ue 2 x nunber of key-tag val ues present.

KEY-TAG One or nore 16-bit Key Tag val ues ([ RFC4034], Appendi x B)
4.2. Use by Queriers

A validating resolver sets the edns-key-tag option in the OPT RR when
sendi ng a DNSKEY query. The validating resolver SHOULD al so set the
DNSSEC K bit (al so known as the DO bit) [RFC4035] to indicate that
it wishes to receive DNSSEC RRs in the response.

A DNS client MJST NOT include the edns-key-tag option for non- DNSKEY
queri es.

The KEY-TAG val ue(s) included in the edns-key-tag option represents
the Key Tag of the trust anchor or DNSKEY RR that will be used to
val i date the expected response. Wen the client sends a DNSKEY
query, the edns-key-tag option represents the Key Tag(s) of the
KSK(s) of the zone for which the server is authoritative. A
validating resolver learns the Key Tag(s) of the KSK(s) fromthe
zone's DS record(s) (found in the parent) or froma trust anchor

A DNS client SHOULD include the edns-key-tag option when issuing a
DNSKEY query for a zone corresponding to a trust anchor.

A DNS client MAY include the edns-key-tag option when issuing a
DNSKEY query for a non-trust anchor zone (i.e., Key Tags |learned via
DS records). Since some DNSSEC validators inplement bottom up
validation, a non-trust anchor Key Tags zone m ght not be known at
the time of the query. Such a validator can include the edns-key-tag
option based on previously cached data.

A DNS client MJUST NOT include Key Tag(s) for keys that are not
| earned via either a trust anchor or DS records.

Since the edns-key-tag option is only set in the query, if a client

sees these options in the response, no action needs to be taken and
the client MJUST ignore the option val ues.
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4.2.1. Stub Resolvers

Typically, stub resolvers rely on an upstreamrecursive resolver (or
cache) to provide a response. Optinmal setting of the edns-key-tag
option depends on whether the stub resolver elects to performits own
val i dati on.

4.2.1.1. Validating Stub Resol vers

A validating stub resolver sets the DNSSEC OK bhit [ RFC4035] to
indicate that it wishes to receive additional DNSSEC RRs (i.e., RRSIG
RRs) in the response. Such validating resolvers SHOULD incl ude the
edns-key-tag option in the OPT RR when sendi ng a DNSKEY query.

4.2.1.2. Non-validating Stub Resol vers

The edns-key-tag opti on MJUST NOT be included by non-validating stub
resol vers

4.2.2. Recursive Resolvers
4.2.2.1. Validating Recursive Resolvers

A validating recursive resolver is, by definition, configured with at
| east one trust anchor. Thus, a recursive resolver SHOULD i ncl ude
the edns-key-tag option in its DNSKEY queries as descri bed above.

In addition, the clients of a validating recursive resolver nmght be
configured to do their own validation, with their own

trust anchor(s). When a validating recursive resolver receives a
query that includes the edns-key-tag option with a Key Tag |ist that
differs fromits own, it SHOULD forward both the client’s Key Tag
list and its own list. Wen doing so, the recursive resolver SHOULD
transmt the two Key Tag |lists using separate instances of the
edns-key-tag option code in the OPT RR  For exanple, if the
recursive resolver's Key Tag list is (19036, 12345) and the
stub/client’s list is (19036, 34567), the recursive resol ver

woul d i nclude the edns-key-tag option twi ce: once with val ues
(19036, 12345) and once with val ues (19036, 34567).

A validating recursive resol ver MAY conbi ne stub/client Key Tag
values frommultiple incomng queries into a single outgoing query.

It is RECOWENDED that inplenentations place reasonable linmits on the
nunber of Key Tags to include in the outgoing edns-key-tag option
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If the client included the DNSSEC OK and Checking Disabled (CD) bits
but did not include the edns-key-tag option in the query, the

val idating recursive resolver MAY include the option with its own
Key Tag values in full.

Val idating recursive resolvers MJST NOT set the edns-key-tag option
in the final response to the stub client.

4.2.2.2. Non-validating Recursive Resolvers

Recursive resolvers that do not validate responses SHOULD copy the
edns-key-tag option seen in received queries, as they represent the
wi shes of the validating downstreamresol ver that issued the origina

query.
4.3. Use by Responders

An authoritative nane server receiving queries with the edns-key-tag
option MAY | og or otherw se collect the Key Tag val ues to provide
information to the zone operator.

A responder MJST NOT include the edns-key-tag option in any DNS
response.

5. Using the Key Tag Query
5.1. Query Format

A Key Tag query consists of a standard DNS query of type NULL and of
class I N [ RFC1035] .

The first conmponent of the query nane is the string "_ta-" foll owed
by a sorted, hyphen-separated |list of hexadeci mal -encoded Key Tag
val ues. The zone nane corresponding to the trust anchor is appended
to this first conponent.

For exanple, a validating DNS resolver that has a single root zone
trust anchor with Key Tag 17476 (decimal) would originate a query of
the form QTYPE=NULL, QCLASS=IN, ONAME=_t a-4444.

Hexadeci mal val ues MJST be zero-padded to four hexadecimal digits.

For exanple, if the Key Tag is 999 (decimal), it is represented in
hexadeci mal as 03e7
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When representing multiple Key Tag val ues, they MJST be sorted in
order fromsmallest to |largest. For exanple, a validating DNS

resol ver that has three trust anchors for the exanple.com zone with
Key Tags 1589, 43547, 31406 (decimal) would originate a query of the
form QTYPE=NULL, QCLASS=IN, ONAME=_t a- 0635- 7aae- aalb. exanpl e. com

5.2. Use by Queriers

A validating DNS resol ver (stub or recursive) SHOULD originate a

Key Tag query whenever it also originates a DNSKEY query for a

trust anchor zone. |In other words, the need to issue a DNSKEY query
is also the trigger to issue a Key Tag query.

The val ue(s) included in the Key Tag query represents the Key Tag(s)
of the trust anchor that will be used to validate the expected DNSKEY
response.

A validating DNS resol ver SHOULD NOT origi nate Key Tag queri es when
al so originating DNSKEY queries for non-trust anchor zones.

A non-validating DNS resol ver MJST NOT origi nate Key Tag queri es.

DNS resolvers with caches SHOULD cache and reuse the response to a
Key Tag query just as it would any ot her response.

5.3. Use by Responders

An authoritative nanme server receiving Key Tag queries MAY | og or
otherwi se collect the Key Tag values to provide information to the
zone operator.

An authoritative nane server MJST generate an appropriate response to
the Key Tag query. A server does not need to have built-in logic
that determines the response to Key Tag queries: the response code is
determ ned by whether the data is in the zone file or covered by

wi | dcards. The zone operator might want to add specific Key Tag
records to its zone, perhaps with specific TTLs, to affect the
frequency of Key Tag queries fromclients.

5.3.1. Interaction with Aggressive Negative Caching

Aggressi ve NSEC/ NSEC3 negati ve cachi ng [ NSEC- NSEC3- Usage] nay al so
affect the quality of Key Tag signaling. When the response code for
a Key Tag query is NXDOMAIN, DNS resol vers that inplenent aggressive
negative caching will send fewer Key Tag queries than resolvers that
do not inplement it.
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For this reason, zone operators m ght choose to create records
correspondi ng to expected Key Tag queries. During a rollover from
Key Tag 1111 (hex) to Key Tag 2222 (hex), the zone could include the
foll owi ng records

_ta-1111 I'N  NULL \# 0
_ta-2222 IN  NULL \# 0
_ta-1111-2222 I'N  NULL \# 0

Recal | that when multiple Key Tags are present, the originating
client MJUST sort themfromsnallest to largest in the query nane.

6. | ANA Consi derati ons

I ANA has assigned an EDNSO option code for the edns-key-tag option in
the "DNS EDNSO Option Codes (OPT)" registry as foll ows:

Fomm o - oo s S Fom e oo +
| Value | Nanme | Status | Reference

B S, o e e e e o - Fomm e e e oo o m e e e - +
| 14 | edns-key-tag | Optional | RFC 8145 |
E o e oo - N M +

7. Security Considerations

Thi s docunent specifies two ways for a client to signal its

trust anchor know edge to a cache or server. The goal of these
optional nechanisns is to signal new trust anchor uptake in clients
to allow zone adm nistrators to know when it is possible to conplete
a key rollover in a DNSSEC signed zone.

There is a possibility that an eavesdropper or server could infer the
validator in use by a client by the Key Tag list seen. This may
all ow an attacker to find validators using old, possibly broken,

keys. It could also be used to identify the validator or to narrow
down the possible validator inplenentations in use by a client; the
val idator used by the client could have a known vul nerability that
could be exploited by the attacker.

Consuners of data collected fromthe nmechanisns described in this
docunent are advised that provided Key Tag val ues m ght be "nade up"
by some DNS clients with nalicious, or at |east m schievous,
intentions. For example, an attacker with sufficient resources m ght
try to generate | arge nunbers of queries including only old Key Tag
values, with the intention of delaying the conpletion of a key
rol | over.
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DNSSEC does not require keys in a zone to have uni que Key Tags.
During a rollover, there is a snmall possibility that an old key and a
new key will have identical Key Tag values. Zone operators relying
on the edns-key-tag mechani sm SHOULD take care to ensure that new
keys have uni que Key Tag val ues.

Privacy Considerations

Thi s proposal provides additional, optional "signaling" to DNS
queries in the formof Key Tag values. Wile Key Tag val ues

t hensel ves are not considered private information, it nmay be possible
for an eavesdropper to use Key Tag values as a fingerprinting
technique to identify particular validating DNS clients. This nmay be
especially true if the validator is configured with trust anchors for
zones in addition to the root zone.

A validating resolver need not transmt the Key Tags in every
appl i cable query. Due to privacy concerns, such a resolver NMAY
choose to transmit the Key Tags for a subset of queries (e.g., every
25th tine) or by random chance with a certain probability (e.g., 5%.

I mpl enent ati ons of this specification MAY be administratively
configured to only transmt the Key Tags for certain zones. For
exanpl e, the software’s configuration file may specify a list of
zones for which the use of the mechani sms described here is allowed
or denied. Since the primary notivation for this specificationis to
provi de operational neasurenent data for root zone key rollovers, it

i s RECOVMENDED t hat inplenentations at |east include the edns-key-tag
option for root zone DNSKEY queri es.
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