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1. Introduction

The Network News Transfer Protocol (NNTP) [ RFC3977] has been using
Transport Layer Security (TLS) [RFC5246] along with its precursor,
Secure Sockets Layer (SSL), since at |least the year 2000. The use of
TLS in NNTP was formalized in [ RFC4642], providing inplenentation
recomendations at the sane tine. |In order to address the evolving
threat nodel on the Internet today, this docunent provides stronger
recomendat i ons regardi ng that use.

In particular, this document updates [RFC4642] by specifying that
NNTP i mpl enent ati ons and depl oynents MJST fol |l ow the best current
practi ces docunented in [BCP195], which currently consists of RFC
7525 ("Recommendations for Secure Use of Transport Layer Security
(TLS) and Datagram Transport Layer Security (DTLS)"). This includes
stronger recomendati ons regardi ng SSL/ TLS protocol versions,

fall back to | ower versions, TLS negotiation, TLS-level conpression,
TLS session resunption, cipher suites, public key lengths, forward
secrecy, hostname validation, certificate verification, and other
aspects of using TLS with NNTP.
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1.1. Conventions Used in This Docunent

Any termnot defined in this docunment has the same meaning as it does
in [RFC4642] or the NNTP core specification [ RFC3977].

When this docunment uses the term"inplicit TLS", it refers to TLS
negoti ati on i mredi ately upon connection on a separate port.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [BCP14].

2. Updat es/ Changes to RFC 4642
Thi s docunent updates [ RFC4642] in the foll ow ng aspects:

0 NNTP inpl ementations and depl oynments SHOULD di sable TLS-Ieve
conmpression (Section 3.3 of RFC 7525 [BCP195]), thus no | onger
using TLS as a neans to provide data conpression (contrary to the
Abstract and Section 2.2.2 of [RFC4642]).

0 NNTP inplenentations and depl oynents SHOULD prefer inplicit TLS,
and therefore use strict TLS configuration (Section 3.2 of RFC
7525 [BCP195]). That is to say, they SHOULD use a port dedicated
to NNTP over TLS and begin the TLS negoti ation i mredi ately upon
connection (contrary to a dynam c upgrade from unencrypted to TLS-
protected traffic via the use of the STARTTLS command, as
Section 1 of [RFC4642] was encouraging). Inplicit TLS is the
preferred way of using TLS with NNTP for the sane reasons,
transposed to NNTP, as those given in Appendix A of [ MJA-STS].
(Note that [ MJUA-STS] and [ RFC4642] have one author in common.)

0 NNTP inplenentations and depl oynents MJST NOT negotiate RC4 ci pher
suites ([RFC7465]); this is contrary to Section 5 of [RFC4642],
which required themto inplenent the TLS RSA WTH RC4_128 M5
ci pher suite so as to ensure that any two NNTP-conpli ant
i mpl ement ati ons can be configured to interoperate. This docunent
renoves that requirenent, so that NNTP client and server
i mpl ementations follow the recommendati ons given in Sections 4.2
and 4.2.1 of RFC 7525 [BCP195] instead. The nandatory-to-

i mpl ement ci pher suite or cipher suites depend on the TLS protoco
version. For instance, when TLS 1.2 is used, the

TLS RSA W TH_AES 128 CBC _SHA ci pher suite MJST be i npl enent ed
(Section 9 of [RFC5246]).
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0 Al NNTP clients and any NNTP server that is known by multiple
nanmes MJUST support the Server Name Indication (SNI) extension
defined in Section 3 of [RFC6066], in conformance with Section 3.6
of RFC 7525 [BCP195]. It was only a "SHOULD' in Section 2.2.2 of
[ RFC4642] .

0 NNTP inpl enmentations and depl oynents MUST follow the rul es and
gui delines defined in [ RFC6125] and [ RFC5280] for hostnane
validation and certificate verification. Part of Section 5 of
[ RFC4642] is, therefore, rationalized in favor of follow ng those
two docunents.

Appendi x A of this docunment gives detailed changes with regard to the
wor di ng of [ RFC4642].

3. Recommendati ons

The best current practices docunented in [BCP195] apply here.
Therefore, NNTP inplenmentati ons and depl oynments conpliant with this
docunent are REQUI RED to conply with [ BCP195] as well.

I nstead of repeating those recomendations here, this docunment nostly
provi des suppl enentary information regarding secure inplenmentation
and depl oynent of NNTP technol ogi es.

3.1. Conpression

NNTP supports the use of the COVMPRESS conmand, defined in Section 2.2
of [RFC8054], to conpress data between an NNTP client and server

Al t hough this NNTP extensi on m ght have slightly stronger security
properties than TLS-1evel conpression [ RFC3749] (since NNTP
conpression can be activated after authentication has conpl eted, thus
reduci ng the chances that authentication credentials can be |eaked
via, for instance, a Conpression Ratio Info-leak Made Easy (CRI ME)
attack, as described in Section 2.6 of [CRIME]), this docunent
nei t her encourages nor discourages the use of the NNTP COVPRESS

ext ensi on.

3.2. Protocol Versions and Security Preferences

NNTP i npl enent ati ons of news servers are encouraged to support
options to configure 1) the mniml TLS protocol version to accept
and 2) which cipher suites, signature algorithnms, or groups (like
elliptic curves) to use for incom ng connections. Additional options
can naturally al so be supported. The goal is to enable

adm nistrators of news servers to easily and quickly strengthen
security, if needed (for instance, by rejecting cipher suites

consi dered unsafe with regard to | ocal policy).
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News clients nmay al so support simlar options, either configurable by
the user or enforced by the news reader.

3.3. Server Nane |ndication

The TLS extension for Server Name Indication (SNI) defined in

Section 3 of [RFC6066] MJST be inplenented by all news clients. It

al so MUST be inplenmented by any news server that is known by nultiple
nanes. (OQtherwise, it is not possible for a server with severa

host nanmes to present the correct certificate to the client.)

3.4. Prevention of SSL Stri pping

In order to help prevent SSL Stripping attacks (Section 2.1 of

[ RFC7457]), NNTP inplenmentations and depl oynments MJST foll ow t he
recomendations provided in Section 3.2 of RFC 7525 [ BCP195].
Notably, in case inplicit TLS is not used, news clients SHOULD
attenpt to negotiate TLS even if the server does not advertise the
STARTTLS capability | abel in response to the CAPABILITIES comrand
(Section 2.1 of [RFC4642]).

3.5. Authenticated Connections

[ RFC4642] al ready provides recomrendations and requirenents for
certificate validation in the context of checking the client or the
server’s identity. Those requirenents are strengthened by

Appendi x A.5 of this docunent.

Wherever possible, it is best to prefer certificate-based
aut hentication (along with Sinple Authentication and Security Layer
(SASL) [RFC4422]), and ensure that:

o Cients authenticate servers.
0o Servers authenticate clients.
0 Servers authenticate other peer servers.

Thi s docunment does not mandate certificate-based authentication

al t hough such authentication is strongly preferred. As nentioned in
Section 2.2.2 of [RFC4642], the AUTH NFO SASL comuand (Section 2.4 of
[ RFC4643]) with the EXTERNAL mechani sm (Appendi x A of [RFC4422]) MAY
be used to authenticate a client once its TLS credentials have been
successful |y exchanged.

G ven the pervasiveness of eavesdroppi ng [ RFC7258], even an encrypted

but unaut henti cated connection m ght be better than an unencrypted
connection (this is simlar to the "better-than-nothing security"
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approach for |Psec [ RFC5386], and in accordance with opportunistic
security principles [RFC7435]). Encrypted but unauthenticated

connections include connections negotiated using anonynous Diffie-
Hel | man nmechani sns or using self-signed certificates, anong others.

Not e: when an NNTP server receives a Netnews article, it MAY add a
<di ag-mat ch> (Section 3.1.5 of [RFC5536]), which appears as "!!" in
the Path header field of that article, to indicate that it verified
the identity of the client or peer server. This docunment encourages
the construction of such Path header fields, as described in

Section 3.2.1 of [RFC5537].

3. 6. Human Factors

NNTP clients SHOULD provi de ways for end users (and NNTP servers
SHOULD provide ways for adm nistrators) to conplete at |east the
fol |l owi ng tasks:

0o Determine if a given incom ng or outgoing connection is encrypted
using a security layer (either using TLS or an SASL mechani smt hat
negoti ates a security layer).

0 Be warned if the version of TLS used for encryption of a given
streamis not secure enough

o |If authenticated encryption is used, determ ne how the connection
was aut henticated or verified.

0 Be warned if the certificate offered by an NNTP server cannot be
verified.

0 Be warned if the cipher suite used to encrypt a connection is not
secur e enough.

0o Be warned if the certificate changes for a given server

0 When a security layer is not already in place, be warned if a
gi ven server stops advertising the STARTTLS capability label in
response to the CAPABILITIES command (Section 2.1 of [RFC4642]),
whereas it advertised the STARTTLS capability |abel during any
previ ous connection within a (possibly configurable) tinme frane.
(& herwi se, a human m ght not see the warning the first tine, and
the warni ng woul d di sappear inmrediately after that.)

0 Be warned if a failure response to the STARTTLS conmand i s

received fromthe server, whereas the STARTTLS capability | abe
was adverti sed.
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Note that the last two tasks cannot occur when inplicit TLS is used,
and that the penultimte task hel ps prevent an attack known as "SSL
Stripping" (Section 2.1 of [RFC7457]).

4. Security Considerations

Beyond the security considerations already described in [ RFC4642],
[ RFC6125], and [BCP195], the foll owing caveat is worth nmentioning

when not using inplicit TLS: NNTP servers need to ensure that they
are not vulnerable to the STARTTLS comand injection vulnerability
(Section 2.2 of [RFC7457]). Though this comand MUST NOT be

pi pel i ned, an attacker could pipeline it. Therefore, NNTP servers
MUST di scard any NNTP commrand recei ved between the use of STARTTLS
and the end of TLS negotiati on.

5. 1 ANA Consi derati ons

Thi s docunent does not change the formal definition of the STARTTLS
extension (Section 6 of [RFC4642]). Nonetheless, as inplenentations
of the STARTTLS extension should follow this docunment, | ANA has added
reference to this docunent to the existing STARTTLS | abel in the
"NNTP Capability Labels" registry contained in the "Network News
Transfer Protocol (NNTP) Paraneters" registry:

S o m e Fom oo +
| Label | Meani ng | Reference |
TS S o e e e +
| STARTTLS | Transport |layer security | [ RFC4642][ RFC8143] |
S oo Fom e oo +
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Appendi x A.  Detail ed Changes to RFC 4642

This section lists the detail ed changes that this document applies to
[ RFC4642] .

A1l

Rel ated to TLS-Level Conpression

The second sentence in the Abstract in [RFC4642] is replaced with the
foll owi ng text:

The primary goal is to provide encryption for single-link
confidentiality purposes, but data integrity, and (optional)
certificate-based peer entity authentication are al so possible.

The second sentence of the first paragraph in Section 2.2.2 of
[ RFC4642] is replaced with the follow ng text:

A 2.

The STARTTLS command is usually used to initiate session security,
al though it can also be used for client and/or server certificate
aut henti cati on.

Related to Inmplicit TLS

The third and fourth paragraphs in Section 1 of [ RFC4642] are
replaced with the follow ng text:

Elie

TCP port 563 is dedicated to NNTP over TLS, and registered in the
| ANA Service Nane and Transport Protocol Port Nunber Registry for
that usage. NNTP inplenentations using TCP port 563 begin the TLS
negoti ati on i mredi ately upon connection and then continue with the
initial steps of an NNTP session. This imediate TLS negoti ation
on a separate port (referred to in this docunent as "inmplicit

TLS") is the preferred way of using TLS with NNTP.

If a host wishes to offer separate servers for transit and reading
clients (Section 3.4.1 of [NNTP]), TCP port 563 SHOULD be used for
inmplicit TLS with the reading server, and an unused port of its
choice different than TCP port 433 SHOULD be used for inplicit TLS
with the transit server. The ports used for inplicit TLS should
be clearly communicated to the clients, and specifically that no
pl ai nt ext communi cati on occurs before the TLS session is
negot i at ed.

As some existing inplenentations negotiate TLS via a dynanic

upgrade fromunencrypted to TLS-protected traffic during an NNTP
session on well-known TCP ports 119 or 433, this specification
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An
to

A 3.

formalizes the STARTTLS comrand in use for that purpose. However,
as al ready nentioned above, inplenentations SHOULD use inplicit
TLS on a separate port.

Note: a commmon alternative to protect NNTP exchanges with transit
servers that do not inplenent TLS is the use of IPsec with
encryption [ RFC4301].

additional informative reference to [ RFC4301] is, therefore, added
Section 7.2 of [RFC4642].

Rel ated to RC4 G pher Suites

The third paragraph in Section 5 of [RFC4642] is renoved.
Consequently, NNTP no |onger requires the inplementation of any
ci pher suites, other than those prescribed by TLS (Section 9 of
[ RFC5246]), and Sections 4.2 and 4.2.1 of RFC 7525 [ BCP195].

A 4.

Rel ated to Server Nane |ndication

The last two sentences of the seventh paragraph in Section 2.2.2 of
[ RFC4642] are renpbved. Section 3.6 of RFC 7525 [BCP195] appli es.

A 5.

The text between "During the TLS negotiati on" and

Rel ated to Certificate Verification

identity

bindings)." in Section 5 of [RFC4642] is replaced with the follow ng
text:

Elie

During TLS negotiation, the client MJST verify the server’s
identity in order to prevent man-in-the-middle attacks. The
client MJUST follow the rules and guidelines defined in [ RFC6125],
where the reference identifier MIST be the server hostname that
the client used to open the connection, and that is also specified
in the TLS "server _name" extension [ RFC6066]. The followi ng NNTP-
specific consideration applies: DNS donmain nanes in server
certificates MAY contain the wildcard character "*" as the
complete leftnost |abel within the identifier.

If the match fails, the client MUST foll ow the recommendati ons in
Section 6.6 of [RFC6125] regarding certificate pinning and
fal | back.

Beyond server identity checking, clients al so MIST apply the
procedures specified in [ RFC5280] for general certificate
validation (e.g., certificate integrity, signing, and path
val i dation).
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Addi tional normative references to [ RFC5280] (replacing [PKI-CERT],
which it obsol etes), [RFC6066], and [RFC6125] are, therefore, added
to Section 7.1 of [RFC4642].

A.6. Related to O her (bsolete Wrding

The first two sentences of the seventh paragraph in Section 2.2.2 of

[ RFC4642] are renpoved. There is no special requirement for NNTP with
regard to TLS Cient Hello nmessages. Section 7.4.1.2 and Appendi x E
of [ RFC5246] apply.
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