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Abst ract

| EEE Std 802.15.4 defines Information El ements (l1Es) that can be used
to extend 802.15.4 in an interoperable manner. The | EEE 802. 15

Assi gned Nunbers Authority (ANA) nanages the registry of the
Information El enents. This docunment fornulates a request for ANA to
all ocate a nunber fromthat registry for the | ETF and descri bes how
the IEis formatted to provi de subtypes.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc8137

Copyri ght Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

| EEE Std 802.15.4 [|I EEE802.15.4] is a standard, referred to by RFC
4944 [ RFC4944] and ot her docunents, that enables very | ow cost and
| ow- power conmmuni cations. The standard defines numerous optiona
Physi cal Layers (PHYs) operating in many different frequency bands
with a sinple and effective Medi um Access Control (MAC).

| EEE Std 802.15.4 defines Information El enents (l1Es) that can be used
to extend 802.15.4 in an interoperable manner. An |IE provides a
flexible, extensible, and easily inplenmentable nethod of

encapsul ating information. The general format of an |IE as defined in
Section 7.4 of |EEE Std 802. 15. 4-2015 [ | EEE802. 15. 4] consists of an
identification (ID) field, a length field, and a content field.
Multiple IEs may be concatenated, and el ements with unknown | D val ues
inalist of IEs can be skipped since their length is known. |Es
provide a flexible container for information that allows the addition
of new IE definitions in future versions of the standard in a
backwar ds- conpati bl e manner.

There are two different |E types, Header |IE and Payload IE. A Header
IE is part of the MAC header; it is never encrypted, but it may be
aut henticated. Mst of the Header | E processing is done by the MAC
and | ETF protocol s should not have any direct effect on that
processing. A Payload IE is part of the MAC payl oad and may be
encrypted and aut henti cat ed.

| ETF protocols will need to insert information in the 802.15.4
franmes; the 802.15.4 standard enabl es that by including one or nore
payload IEs in the frame that will contain the information. For this
pur pose, the I ETF requests a dedicated Payload |E fromthe | EEE

802. 15 Assigned Nunbers Authority (ANA) [l EEE802. 15- ANA]. The
current 802.15 ANA dat abase can be found at [|EEE802. 15- ANA- DB] .
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The 802.15.4 operations manual [I|EEE802. 15- OPS] descri bes how a

St andar ds Devel opnent Organi zati on (SDO) nmay request an allocation of
one IE. To make this request the SDO has to provide (i) the reason
for the request, (ii) a description of the protocol format that shows
an appropriate subtype capability, and (iii) an agreenent that only
one | E nunber will be allocated for use by the SDO

Thi s docunent provides the information needed for the request.
2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. Wrking Goups Benefiting fromthe | ETF 802.15.4 |E

There are several | ETF working groups such as 6Ti SCH, 6|0, and CoRE
that could benefit fromthe IETF IE. The 6Ti SCH Wr ki ng G oup has

al ready expressed the need for the IE; this allocation is expected to
satisfy that need.

4. |1 ETF | E Subtype For mat

The maxi mum | ength of the Payload |IE content is 2047 octets, and the
802.15.4 frame contains a list of payload IEs. A single frane can
have nultiple payload IEs, termnated with the payl oad |IE terninator
whi ch may then be foll owed by the payl oad.

Since the 802.15.4 standard defines a list of payload IEs along with
their structures, there is no need for this docunent to specify the
internal nesting structure of the IETF IE. The Payload |E fornmat of
802. 15. 4 standard contains the Length field. The length of the
subtype content can be cal culated fromthe 802.15.4 Payload | E Length
field of the |ETF IE
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The format of the |ETF IE is as foll ows:

1 2 3
01234567890123456789012345678901
B S i i s S i ik i h

Subtype 1D | |
N EE R ok i S TR |
subt ype content ~

\

+— 1 +— +
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Figure 1. | ETF | E Subtype Fornmat

0 Subtype IDis the | ANA-all ocated nunber specifying the subtype of
the 1ETF IE. Value 0 is reserved for future extensibility, i.e.,
in case a longer subtype ID field is needed.

0 Subtype content is the actual content of the Information El enent,
and its length can be calculated fromthe Length field of the I ETF
| E.

One | EEE 802.15.4 franme MAY contain nmultiple ETF IEs with the sane
or different subtypes.

5. Request to Allocate an | ETF IE

Per the I ETF s request, the | EEE 802. 15 Wrking G oup has allocated
an ID (5) for a Payload IE for | ETF use. The |ETF understands that
this is the only IDit will be issued.

6. Security Considerations

Thi s docunent creates an | ANA registry for | ETF | E subtype I1Ds (see
Section 7). The security of the protocols using the | Es MIST be
described in the docunents requesting allocations fromthis registry.

The | EEE Std 802.15.4 [ EEEB02. 15. 4] contains nethods in which
security of the IE can be enforced when a frane is received, but this
is only per IE type. Therefore, all 1ETF IEs will have the sane
security-level requirenents regardl ess of the subtype ID used. This
can cause issues if different security processing woul d be needed and
any of those |Es would need to be processed in the MAC level. Since
all 1 ETF protocols should operate at a higher level than the MAC

| evel, the higher-layer processing for these | Es SHOULD perform
separate security policy checking based on the IETF I E subtype ID in
addition to the checks done by the MAC
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7. | ANA Consi derati ons

The "I EEE Std 802.15.4 |1 ETF IE Subtype I Ds" registry has been created
as foll ows:

Val ue Subtype ID
0 Reserved
1- 200 Unassi gned

201- 255 Experi mental Use

Any change or addition to this registry requires Expert Review
[ RFC5226] .

Note that there are vendor-specific |Es already defined in | EEE

802. 15. 4 (see Appendi x A); because of this, there is no need to
reserve any subtype IDs for the vendor-specific uses.
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Appendi x A, Vendor Specific IE in | EEE 802.15.4

| EEE 802.15.4 already has several nunbers for different Vendor
Specific IE types. There is one for the Vendor Specific Header |IE
for Header IEs. There is one incorrectly named Vendor Specific

Nested |E for Payload |Es, and there is another one with exactly the
same name, but under the MLME Nested IE long format. All of the
Vendor Specific IEs start with a 3-octet vendor OUI to identify the
organi zati on.
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