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Thi s docunent proposes an additional nmechanismintended to both
facilitate transition fromlIPv4d to IPv6 and inprove the latter’s
security and privacy.
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publ i shed for informational purposes.
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its discretion and nakes no statenment about its value for

i mpl ement ati on or depl oynment. Docunments approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 7841.
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1. Introduction

In a recent statement [I ABv6], the Internet Architecture Board deened
that the Internet Engineering Task Force is expected to "stop
requiring I Pv4 conpatibility in new or extended protocols" and that
future work will "optimze for and depend on IPv6". 1In the interest
of pronoting these goals, this neno nmakes an i nportant change to | Pv4
node requirenents [RFC1122] and adds a missing security feature to

| Pv6 [ RFC2460] .

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTI ONAL" in this docunent are not to be interpreted as described in
[ RFC2119] .

2. Required Function of Al |Pv4 Nodes

To ensure that all routers, firewalls, |oad bal ancers, and other
forns of m ddl eboxes can readily identify |IPv4 packets and deal with
them appropriately (selective dropping, switching to the slow path
through a router, sending themto the |longest path first, etc.), al

| Pv4 nodes MJST set the security flag defined by [ RFC3514] to 1.
This should be sufficient to ensure that inplenmenters of dual stack
applications prefer I Pv6 when given the choice, and that the Happy
Eyebal I s al gorithm [ RFC6555] will usually favour the |IPv6 path.
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3.

Security Flag for |1Pv6 Packets

The above requirenent will somewhat nullify the practical effect of
the 1 Pv4 security flag for benign traffic, but this disadvantage can
readily be overcone by adding an equivalent flag for IPv6; in fact,
this is highly desirable to nmaintain feature equival ence between | Pv4
and 1 Pv6. Fortunately, this can easily be achi eved since |Pv6
supplies so many bits. The solution defined here is that the
Security Flag bit for an I Pv6 packet is sinmply the parity of the
source address of the packet. |In other words, if the source address
contains an odd nunber of 1s, the flag is True; otherwise, it's

Fal se. All other considerations for the flag are exactly as
described in [ RFC3514].

For an interface whose | Pv6 address is set by Statel ess Address

Aut oconfiguration [ RFC4862], it is the host itself that deterni nes
the state of its security flag, by choosing an appropriate Interface
Identifier value. Fortunately this is now possible and conpatible
with [ RFC7136], [RFC7217], [RFC7421], and [RFC7721].

For an interface whose | Pv6 address is set by DHCPv6 [ RFC3315] or
manual |y, the network administrator is free to choose an Interface
Identifier that provides the desired security flag that is also
conpatible with [RFC7721].

An exception case is a link with a 127-bit prefix [ RFC6164]. Since
there is only one bit available as an Interface ldentifier, one end
or the other will inevitably have its security flag set, and the
other won’t. In this case, the node at one end will sinply interpret
the other end’'s security flag to nmean the opposite of what it says,
and vice versa

Since RFC 6164 is designed for |inks between routers, in the case
where different |SPs are at each end of the link, it is nornal
operational practice for one ISP to consider the other ISP to be
evi l
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4. Advanced Sol ution

In the event that the previous solution proves too sinple to deploy
in practice, a nore advanced solution is also defined. It uses a new
| Pv6 hop-by-hop User Security Flag Option (UFO.

The UFO is a hop-by-hop option that can be included in any |IPv6
packet. Miltiple UFGs MJUST NOT be present in the packet. The UFO
has no alignment requirement. |Its format is as follows:

0 1 2 3
01234567890123456789012345678901
e T e ik o oI S R B T
| Option Type | Option Length
B i s T T i i o S o T Ji I
| User SecFl ag |
R et a

User Security Flag Option Layout
Option Type

8-bit identifier of the type of option. The option identifier
for the User Security Flag Option (0x7g) has not been all ocated
by the | ANA.

Option Length

8-bit unsigned integer. The length of the option (excluding the
Option Type and Option Length fields). The value MJST be 1.

User SecFl ag

8-bit unsigned integer. Bit 0 has the functionality defined in
[ RFC3514]. The other bits are reserved and MJUST be zero or one.

4.1. Privacy Extension

The nechani sm can be extended to add a privacy flag. Wth the
mechani sm of Section 3, the privacy flag could be encoded by using
quaternary parity (CRC-2) to obtain an extra bit. However, this

woul d wast e consi derabl e anbunts of address space and SHOULD NOT be
done. Wth the UFO nmechanism bit 1 of UserSecFlag is defined as the
privacy flag. |If set, it means that the packet contains private

i nformati on and MJUST NOT be inspected en route. All firewalls,

nmoni toring devi ces, and governnent agenci es MJST respect this rule.
This option is expected to be nuch nore conputationally efficient
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than conventional privacy techniques |like |IPsec and Transport Layer
Security (TLS) as no encryption or key managenment is required to
achi eve the desired privacy.

5. Security Considerations

The security considerations of [RFC3514] now apply to | Pv6. However,
with the security flag being set for all |Pv4 packets, there is a
risk that all IPv4 traffic will now be treated as a very distributed
deni al - of -servi ce attack.

G ven the recent experience with very |arge scal e DDoS attacks from
Internet of Things (10T) devices like |IP Canmeras, phishing attacks,
mal ware, etc., that occur on the IPv4 Internet, it is a safe
assunption that all 1Pv4 packets are evil.

Si nce the nmechani sm described in Section 3 is conpatible with
[ RFC7721], address privacy is not inpacted. Also, with that

mechani sm exactly half the | Pv6 address space will indicate that the
security flag is set, so we can assert that the IPv6 Internet is only
hal f evil.

6. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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