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Mobi | e Access Gateway Configuration Parameters Controlled
by the Local Mobility Anchor

Abst ract

Thi s specification defines a new extension,

LMA- Cont rol | ed- MAG Sessi on-Parans, to Proxy Mbile IPv6. This option
can be used by the local nmobility anchor (LMA) in a Proxy Mbile | Pv6
domai n for signaling a nobile access gateway (MAG on enforcing
specific values for various configuration paranmeters such as

heart beat and bi nding refresh paraneters.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc8127.
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1.

2
2

2

I nt roducti on

A large Proxy Mobile IPv6 (PM Pv6) [RFC5213] depl oyment, such as
residential deploynment, can have tens of thousands of nobile access
gat eways (MAGs) spread across geographical locations. Wile it can
be operationally challenging to manage such a | arge nunber of MAGs,
it can also be very difficult to ensure configuration consistency
across all the MAGs if they are not centrally managed. Configuring
aggressi ve val ues of paranmeters such as re-registration tineout and
heartbeat interval can potentially create considerable signaling |oad
on the local nmobility anchor (LMA). This docunment provides a new
option to enable the LMA to control various paraneters on the MAG
such as the re-registration frequency [ RFC5213] and heart beat
frequency [RFC5847]. Wth this option, the configuration of these
tunabl e parameters enforced centrally fromthe LMA enabl es Service
Providers to have better control on the behavior of the MAGs with
determnistic signaling |oad on the LMNA

Conventi ons and Ter m nol ogy
1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Term nol ogy

Al the terns used in this docunent are to be interpreted as defined
in [ RFC5213], [RFC5847], and [ RFC7563].
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3. Protocol Extension

The LMA-Controll ed MAG Paraneters (LCMPs) option is a nobility header
option used to exchange information related to the paraneters that an
LMA enforces on a MAG  This option can be included only in the Proxy
Bi ndi ng Acknow edge (PBA) nessage, and there MJUST NOT be nore than a
single instance of this nobility option in a given PBA nmessage. This
option MJST contain one or nore LCMP sub-options. Each LCWMP sub-
option carries a specific configuration paranmeter. The sub-options
are defined in Section 3.1. The LCWP option has an alignnent

requi renent of 4n+2 [ RFC8200].

0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i
| Type | Length |
i i i T i I S i e s o o i i
LCMP Sub- Option(s) ~
R et e s i o e s i i

Figure 1: LMA-Controlled MAG Paraneters Option
Type

MUST be set to the value of 62, indicating that it is an
LMA- Cont rol | ed- MAG- Par anet ers opti on.

Length

8-bit unsigned integer indicating the length in octets of the
option, excluding the Type and Length fields.

LCVMP Sub- Option(s)

LCVMP sub-options are described in the sections below. The sub-

options can be present in any order. Inclusion of any specific
sub-option is optional, but at |east one sub-option MJST be
present.
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3.1. Format of the LCWP Sub- Options
The LCWP sub-options are used for carrying information el enents
related to various paraneters that need to be configured on the MAG
These sub-options can be included in the LCVP option defined in
Section 3. The LCWP sub-options have an alignnent requirenent of 4n.
The format of this sub-option is as follows.
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| LCWP Type | LCWP Length | Sub- Opti on Dat a ~
R et e s i o e s i i

Figure 2: LMA-Control |l ed MAG Paraneters Sub-Option

Type

8-bit unsigned integer indicating the type of the LCMP sub-option.
Thi s specification defines the follow ng types:

0 - Reserved
1 - Binding Re-registration Control Sub-Option
2 - Heartbeat Control Sub-Option
Length
8-bit unsigned integer indicating the nunber of octets needed to

encode the Option Data, excluding the LCW Type and LCWP Length
fields of the sub-option.
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3.1.1. Binding Re-registration Control Sub-Option

The Binding Re-registration Control Sub-Option is a nobility sub-
option carried in the LCMP nobility option defined in Section 3.
This sub-option carries tinmer values related to re-registration.
There MUST be no nore than a single instance of this sub-option in
the LCWP option. The format of this sub-option is defined bel ow.

0 1 2 3
01234567890123456789012345678901
Fo e e e e e e e e e e e e e e Fe e Fe e e e e e e e e e e e e e o
:]_l

| LCWP Type LCWMP Length | Re-registration-Start-Tine
i e e T i e R e o e e e S R R R CE oo
| Initial-Retransm ssion-Tine | Maxi mum Retransm ssion-Ti me |

B i s T T i i o S o T Ji I
Figure 3: Binding Re-registration Control Sub-Option

LCWP Type
1 for the Binding Re-registration Control Sub-Option.

LCWP Length
6

Re-registration-Start-Time
16-bit unsigned integer indicating the nunber of tinme units before
the expiry of the PMPv6 binding lifetine when the registration
refresh process needs to be activated. One tine unit is 4
seconds.

Initial-Retransm ssion-Tinme
16-bit unsigned integer indicating mnimmdelay in seconds before
the first Proxy Binding Update (PBU) retransm ssion of the
exponenti al backoff process.

Maxi mum Ret r ansmi ssi on- Ti me
16-bit unsigned integer indicating maxi mumdelay in seconds before

the last PBU retransm ssion nessage of the exponential backoff
process.
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3.1.2. Heartbeat Control Sub-Option
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| LCWP Type = 2 | LCWP Length | HB- | nt er val |
R et e s i o e s i i
| HB- Ret r ansm ssi on- Del ay | HB- Max- Ret r ansmi ssi ons |
B i s T T i i o S o T Ji I
Figure 4. Heartbeat Control Sub-QOption
LCWP Type
2 for the Heartbeat Control Sub-Option.
LCWP Length
6
HB- | nt er val
16-bit unsigned integer indicating the heartbeat interval, i.e.,
time delay in seconds after a successful heartbeat exchange
(heartbeat request followed by response) when the next heartbeat
exchange can be triggered.

HB- Ret r ansmi ssi on- Del ay

16-bit unsigned integer indicating mnimmtinme delay in seconds
before a heartbeat nmessage is retransmitted.

HB- Max- Ret r ansm ssi ons

16-bit unsigned integer indicating nmaxi mum nunber of heart beat
retransm ssi ons.
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4. Protocol Configuration Variables
4.1. Local Mdbility Anchor -- Configuration Variables

Thi s specification defines the follow ng variables to be configured
by the system managenent. The configured values for these protoco
vari abl es MJST survive server reboots and service restarts.

Enabl eLCMPSubOpt Rer egCont r ol

This flag indicates the operational state of the Binding

Re-regi stration Control Sub-Option support. The default val ue of
this flag is (0), indicating that support for the Binding

Re-regi stration Control Sub-Option is disabled.

Enabl eLCVPSubOpt Hear t beat Contr o

This flag indicates the operational state of the Heartbeat Contro
Sub- Option support. The default value of this flag is (0),

i ndi cating that support for the Heartbeat Control Sub-Option is
di sabl ed.

The foll owi ng vari abl es MAY be defined at various granularities such
as per binding, per cluster of bindings, per peering MAG per cluster
of peering MAGs, or any other custom grouping. Regardless of the
granularity of this configuration, the LMA MIUST be able to determ ne
the val ue of these variables for every individual binding.

LCMPRer egi strationStartTi nme

This variable is used to set the minimumtime interval in nunber
of seconds before the expiry of the PMPv6 binding lifetime when
the registration refresh process SHOULD be activated. The default
value of this variable is 10 units, where each unit is 4 seconds.

LCWVPI ni ti al Ret ransm ssi onTi ne

This variable is used to set the mninmumdelay in seconds before
the first PBU retransm ssion of the exponential backoff process.
This variable is the sanme as | NI TI AL_BI NDACK TI MEQUT nentioned in
Section 6.9.4 of [RFC5213]. The default value of this variable is
1 second.
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5.

LCVPMaxi munmRet r ansni ssi onTi e

This variable is used to set the maxi num delay in seconds before
the last PBU retransm ssion nessage of the exponential backoff
process. This variable is the sane as MAX Bl NDACK TI MEQUT
mentioned in Section 6.9.4 of [RFC5213]. The default val ue of
this variable is 32 seconds.

LCVPHear t beat | nt erva

This variable is used to set the tine delay in seconds after a
successful heartbeat exchange (heartbeat request foll owed by

response) when the next heartbeat exchange can be triggered. The
default value of this variable is 60 seconds. The tine del ay

SHOULD NOT be | ess than 30 seconds or nore than 3600 seconds. The

value of this variable MAY be derived fromthe variabl e

HEARTBEAT | NTERVAL defined in Section 5 of [RFC5847] if configured

on the LMA
LCMPHear t beat Ret r ansmi ssi onDel ay

This variable is used to set the mninumtine delay in seconds
before a heartbeat nessage is retransnmitted. The value of this
vari abl e SHOULD be | ess than LCMPHeart beatInterval. The default
val ue of this variable is 5 seconds.

LCVPHear t beat MaxRet r ansnm ssi ons

This variable is used to set the maxi mum nunber of heartbeat
retransm ssions. The default value of this variable is 3. The
value of this variable MAY be derived fromthe vari abl e

M SSI NG_HEARTBEATS ALLOWED defined in Section 5 of [RFC5847] if
configured on the LMNA

Prot ocol Consi derations
The foll owi ng considerations apply to the LMA and the MAG
For supporting this extension, the conceptual Binding Cache Entry
data structure maintained by the LMA, described in Section 5.1 of
[ RFC5213], and the conceptual Binding Update List entry data
structure maintained by the MAG described in Section 6.1 of
[ RFC5213], need to be extended to store the information el ements
related to the LCVWP option that are defined bel ow
0 LCMPReregistrationStartTine

o LCWPInitial Retransm ssionTi ne
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0 LCWPMaxi munRet r ansmi ssi onTi ne
0 LCMPHeart beat| nterval
0 LCWPHeart beat Retransni ssi onDel ay
0 LCWMPHeart beat MaxRet ransm ssi ons
5.1. Local Mbility Anchor Considerations

On receiving a PBU nessage [ RFC5213] froma MAG the LMA MJUST check
if the variabl e Enabl eLCMPSuUbOpt ReregControl is configured and set to
(1). If yes, and if LCWVPReregistrationStartTine,

LCWPI ni ti al Retransm ssi onTi me, and LCMPMaxi mumnRet r ansmi ssionTi ne are
all set to NON _ZERO values, then it MJST include the Binding
Re-registration Control Sub-Option in the LCMP nobility option, which
is inturn included in the PBA message. |If the variable

Enabl eLCMPSubOpt Rer egControl is configured and set to (1), and if any
of LCMPReregistrationStartTime, LCWVPInitial Retransm ssionTinme, and
LCVPMaxi munRet ransm ssionTime is set to ZERO val ue, then the LMA MUST
report a configuration error and reject the binding request by

sendi ng a PBA nessage with status code ' 128 - Reason Unspecified’

[ RFC5213] .

The LMA MUST al so check if variabl e Enabl eLCMPSubQpt Hear t beat Cont r ol
is configured and set to (1). |If yes, and if LCMPHeartbeatl|nterval,
LCMPHear t beat Ret r ansm ssi onDel ay, and LCMPHeart beat MaxRet r ansmi ssi ons
are all set to NON _ZERO val ues, then it MJST include the Heartbeat
Control Sub-Option in the LCWP nobility option, which is in turn
included in the PBA nessage. |f the variable

Enabl eLCVPSuUbOpt Hear t beat Control is set to (1), and if any of
LCMPHear t beat | nt erval , LCMPHear t beat Ret r ansmi ssi onDel ay, and
LCMPHear t beat MaxRet ransm ssions is set to ZERO val ue, then the LMA
MUST report a configuration error and reject the binding request by
sendi ng a PBA nessage with status code ' 128 - Reason Unspecified’

[ RFC5213] .

5.2. Mobile Access Gateway Considerations

If the PBA nessage [ RFC5213] received fromthe LMA contains the LCW
mobility option and the Binding Re-registration Control Sub-Option,
then the MAG MUST overwite the timer parameters related to binding
re-registration that are configured locally on the MAGw th the
paraneters received in the Binding Re-registration Control Sub-
Option. If any of the paranmeters in the Binding Re-registration
Control Sub-Option are ZERO then the PBA nessage MJST be ignored and
an error nessage SHOULD be | ogged.
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Simlarly, if the LCWP nobility option contains the Heartbeat Contro
Sub- Option, then the MAG MUST overwite the heartbeat-related timer
paraneters configured locally on the MAG with the paraneters received
in the Heartbeat Control Sub-Option. |If any of the paraneters in the
Heart beat Control Sub-Option, except HB-Retransm ssion-Del ay, are
ZERO, then the PBA nessage MJUST be ignored and an error nessage
SHOULD be | ogged.

6. | ANA Consi der ations

| ANA has updated the "Mobile I Pv6 paraneters" registry as described
her e.

o0 Action 1: This specification defines a new nmobility header option,
"LMA-Control | ed MAG Paraneters”. This nmobility option is
described in Section 3. The type value 62 has been assigned for
this option in the "Mbility Options" registry, as defined in
[ RFC6275] .

0 Action 2: This specification defines a new nobility sub-option
format, the LCVP sub-option. The format of this nobility sub-
option is described in Section 3.1. This sub-option can be
carried in the LCW option. The type values for this sub-option
are nmanaged by | ANA, under the "LMA-Control |l ed MAG Paraneters Sub-
Option Type Val ues" registry. Per this docunment, |ANA has
reserved the follow ng type values. Approval of new LCMP sub-
option type values are to be nmade through Expert Revi ew [ RFC8126].

. +
| 0| Reserved |
T T T T +
| 1| Binding Re-registration Control Sub-Option |
o e e mm e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmme— o +
| 2 | Heartbeat Control Sub-Option |
R +

7. Security Considerations

The LCVP option defined in this specification allows the
configuration of re-registration and heartbeat frequencies. This
option is defined for carrying it in Proxy Binding Update and Proxy
Bi ndi ng Acknow edgenent nessages. This option is carried like any
other nobility header option as specified and does not require any
speci al security considerations.
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