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Abstract

Thi s docunent specifies how to establish secure connection-oriented
medi a transport sessions over the Transport Layer Security (TLS)
protocol using the Session Description Protocol (SDP). It defines
the SDP protocol identifier, 'TCP/TLS . 1t also defines the syntax
and semantics for an SDP 'fingerprint’ attribute that identifies the
certificate that will be presented for the TLS session. This
mechani sm al |l ows nedi a transport over TLS connections to be
establ i shed securely, so long as the integrity of session
descriptions is assured.

Thi s docunent obsol etes RFC 4572 by clarifying the usage of multiple
fingerprints.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc8122
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1.

I nt roducti on

The Session Description Protocol (SDP) [8] provides a general -purpose
format for describing nmultinmedia sessions in announcenents or
invitations. For many applications, it is desirable to establish, as
part of a nmultinedia session, a nedia streamthat uses a connection-
oriented transport. RFC 4145, "TCP-Based Media Transport in the
Session Description Protocol (SDP)" [7], specifies a genera
mechani sm for describing and establishing such connection-oriented
streans; however, the only transport protocol it directly supports is
TCP. In nany cases, session participants wish to provide
confidentiality, data integrity, and authentication for their nedia
sessions. Therefore, this document extends the TCP-Based Medi a
specification to all ow session descriptions to describe nedia
sessions that use the Transport Layer Security (TLS) protocol [10].

The TLS protocol allows applications to comunicate over a channe
that provides confidentiality and data integrity. The TLS

speci fication, however, does not specify how specific protocols
establish and use this secure channel; particularly, TLS | eaves the
question of howto interpret and validate authentication certificates
as an issue for the protocols that run over TLS. This docunent

speci fies such usage for the case of connection-oriented nedia
transport.

Conplicating this issue, endpoints exchanging nedia will often be
unabl e to obtain authentication certificates signed by a well-known
root certification authority (CA). Most certificate authorities
charge for signed certificates, particularly host-based certificates;
additionally, there is a substantial administrative overhead to

obtai ning signed certificates, as certification authorities nmust be
able to confirmthat they are issuing the signed certificates to the
correct party. Furthermore, in many cases the endpoints’ IP
addresses and host nanmes are dynam c, for exanple, they may be
obtained fromDHCP. It is inpractical to obtain a CA-signed
certificate valid for the duration of a DHCP | ease. For such hosts,
self-signed certificates are usually the only option. This

speci fication defines a nmechanismthat all ows self-signed
certificates to be used securely, provided that the integrity of the
SDP description is assured. It allows for endpoints to include a
secure hash of their certificate, known as the "certificate
fingerprint", within the session description. Provided that the
fingerprint of the offered certificate matches the one in the session
description, end hosts can trust even self-signed certificates.
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The rest of this docunment is laid out as follows. An overview of the
probl em and threat nodel is given in Section 3. Section 4 gives the
basi ¢ mechani smfor establishing TLS-based connected-oriented nedia
in SDP. Section 5 describes the SDP fingerprint attribute, which,
assuning that the integrity of the SDP content is assured, allows the
secure use of self-signed certificates. Section 6 describes which

X. 509 certificates are presented and how they are used in TLS

Section 7 discusses additional security considerations.

1.1. Changes from RFC 4572

Thi s docunent obsol etes RFC 4572 [20] but renmi ns backwards
conmpatible with ol der inplenentations. The changes from RFC 4572
[20] are as foll ows:

o clarifies that nmultiple 'fingerprint’ attributes can be used to
carry fingerprints (cal culated using different hash functions)
associated with a given certificate and to carry fingerprints
associated with multiple certificates.

o clarifies the fingerprint matching procedure when nmultiple
fingerprints are provided.

0 wupdates the preferred hash function with a stronger cipher suite
and renoves the requirement to use the same hash function for
calculating a certificate fingerprint and certificate signature

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].

3. Overview

Thi s section discusses the threat nodel that notivates TLS transport
for connection-oriented nedia streans. It also discusses, in nore
detail, the need for end systens to use self-signed certificates.

3.1. SDP Qperational Mdes

There are two principal operational nodes for nultinedia sessions:
advertised and offer-answer. Advertised sessions are the sinpler
mode. In this node, a server publishes, in sone manner, an SDP
session description of a nmultinedia session it is making avail abl e.
The cl assic exanple of this node of operation is the Session
Announcenent Protocol (SAP) [15], in which SDP session descriptions
are periodically transmtted to a well-known nulticast group.
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Traditionally, these descriptions involve multicast conferences, but
uni cast sessions are al so possible. (Obviously, connection-oriented
medi a cannot use nulticast.) Recipients of a session description
connect to the addresses published in the session description. These
reci pients may not have been previously known to the advertiser of

t he session description.

Al ternatively, SDP conferences can operate in offer-answer node [4].
This node allows two participants in a nmultimedia session to
negotiate the multinedi a session between them |In this nodel, one
participant offers the other a description of the desired session
fromits perspective, and the other participant answers with the
desired session fromits own perspective. In this npde, each of the
participants in the session has know edge of the other one. This is
the nmode of operation used by the Session Initiation Protocol (SIP)
[17].

3.2. Threat Mbdel

Participants in multinedia conferences often wi sh to guarantee
confidentiality, data integrity, and authentication for their media
sessions. This section describes various types of attackers and the
ways they attenpt to violate these guarantees. It then describes how
the TLS protocol can be used to thwart the attackers.

The sinplest type of attacker is one who |istens passively to the
traffic associated with a nultinmedia session. This attacker m ght,
for exanple, be on the sane |local-area or wireless network as one of
the participants in a conference. This sort of attacker does not
threaten a connection’s data integrity or authentication, and al nost
any operational nmode of TLS can provi de nedia-stream confidentiality.

More sophisticated is an attacker who can send his own data traffic
over the network, but who cannot nodify or redirect valid traffic.

In SDP's 'advertised operational nobde, this can barely be considered
an attack; nedia sessions are expected to be initiated from anywhere
on the network. In SDP's offer-answer node, however, this type of
attack is nmore serious. An attacker could initiate a connection to
one or both of the endpoints of a session, thus inpersonating an
endpoint or acting as a man in the niddle to listen in on their
conmuni cations. To thwart these attacks, TLS uses endpoi nt
certificates. So long as the certificates’ private keys have not
been conpromi sed, the endpoints have an externally trusted nechani sm
(most commonly, a mutually trusted certification authority) to
validate certificates. Because the endpoints know what certificate
identity to expect, endpoints can be certain that such an attack has
not taken place.
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Finally, the npst serious type of attacker is one who can nodify or
redirect session descriptions: for exanple, a conpronised or
mal i cious SIP proxy server. Neither TLS itself nor any nechanisns
that use it can protect an SDP session agai nst such an attacker

I nstead, the SDP description itself nust be secured through sone
mechani sm SIP, for exanple, defines how S/MME [22] can be used to
secure session descriptions.

3.3. The Need for Self-Signed Certificates

SDP sessi on descriptions are created by any endpoint that needs to
participate in a nultinmedia session. In nany cases, such as SIP
phones, such endpoi nts have dynamically configured I P addresses and
host names and nust be deployed with nearly zero configuration. For
such an endpoint, it is, for practical purposes, inpossible to obtain
a certificate signed by a well-known certification authority.

If two endpoints have no prior relationship, self-signed certificates
cannot generally be trusted, as there is no guarantee that an
attacker is not launching a man-in-the-mddle attack. Fortunately,
however, if the integrity of SDP session descriptions can be assured,
it is possible to consider those SDP descriptions thenselves as a
prior relationship: certificates can be securely described in the
session description itself. This is done by providing a secure hash
of a certificate, or "certificate fingerprint", as an SDP attri bute;
this mechanismis described in Section 5.

3.4. Exanple SDP Description for TLS Connection

Figure 1 illustrates an SDP offer that signals the availability of a
T.38 fax session over TLS. For the purpose of brevity, the main
portion of the session descriptionis omtted in the exanple, show ng
only the 'm line and its attributes. (This exanple is the same as
the first one in RFC 4145 [7], except for the proto parameter and the
fingerprint attribute.) See the subsequent sections for explanations
of the exanple’'s TLS-specific attributes.

Note: due to RFC formatting conventions, this document splits SDP
across |ines whose content would exceed 72 characters. A backsl ash
character marks where this line folding has taken place. This
backsl ash and its trailing CRLF and whitespace woul d not appear in
actual SDP content.
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4.

mei mage 54111 TCP/ TLS t 38
c=INIP4 192.0.2.2
a=set up: passi ve
a=connecti on: new
a=fingerprint: SHA- 256 \

12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB: 4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: \
3E: 5D: 49: 6B: 19: E5: 7C. AB: 4A: AD

a=fingerprint: SHA-1 \

4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
Figure 1. Exanple SDP Description Ofering a TLS Media Stream
Protocol ldentifiers

The 'm line in SDP specifies, anong other itens, the transport
protocol to be used for the nedia in the session. See the "Mdia
Descriptions" section of SDP [8] for a discussion on transport
protocol identifiers.

Thi s specification defines the protocol identifier, 'TCP/TLS , which
indicates that the nmedia described will use the Transport Layer
Security protocol [10] over TCP. (Using TLS over other transport
protocols is not discussed in this docunent.) The 'TCP/TLS protoco
identifier describes only the transport protocol, not the upper-|ayer
protocol. An 'm line that specifies 'TCP/TLS MJST further qualify
the protocol using an fm identifier to indicate the application
bei ng run over TLS

Medi a sessions described with this identifier follow the procedures
defined in RFC 4145 [7]. They al so use the SDP attributes defined in
that specification, 'setup’ and ’'connection’

Fingerprint Attribute

Parties to a TLS session indicate their identities by presenting
aut hentication certificates as part of the TLS handshake procedure.
Aut hentication certificates are X 509 [2] certificates, as profiled
by RFCs 3279 [5], 5280 [11], and 4055 [6].

In order to associate nedia streanms with connections and to prevent
unaut hori zed barge-in attacks on the nedia streans, endpoints MJST
provide a certificate fingerprint. |If the X 509 certificate
presented for the TLS connection matches the fingerprint presented in
the SDP, the endpoint can be confident that the author of the SDP is
indeed the initiator of the connection
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A certificate fingerprint is a secure one-way hash of the

Di stingui shed Encoding Rules (DER) formof the certificate.
(Certificate fingerprints are widely supported by tools that
mani pul ate X. 509 certificates; for instance, the command "openss
x509 -fingerprint" causes the command-line tool of the openss
package to print a certificate fingerprint, and the certificate
managers for Mdzilla and Internet Explorer display them when view ng
the details of a certificate.)

A fingerprint is represented in SDP as an attribute (an 'a’ line).
It consists of the nanme of the hash function used, followed by the
hash value itself. The hash value is represented as a sequence of
upper case hexadeci mal bytes, separated by colons. The nunber of
bytes is defined by the hash function. (This is the syntax used by
openssl and by the browsers’ certificate managers. It is different
fromthe syntax used to represent hash values in, for exanple, HITP
di gest authentication [24], which uses unseparated | owercase
hexadeci mal bytes. Consistency with other applications of
fingerprints was considered nore inportant.)

The formal syntax of the fingerprint attribute is given in Augmented
Backus-Naur Form[9] in Figure 2. This syntax extends the BNF syntax
of SDP [8].

attribute =/ fingerprint-attribute

fingerprint-attribute = "fingerprint” hash-func SP fingerprint
hash-func = "sha-1" / "sha-224" |/ "sha-256" /
"sha-384" |/ "sha-512" /
"md5" / "nd2" / token
; Additional hash functions can only cone
; fromupdates to RFC 3279

fingerprint = 2UHEX *(":" 2UHEX)
; Each byte in upper-case hex, separated
; by col ons.

UHEX = DIG@T/ 9%41-46 ; A-F uppercase

Fi gure 2: Augnented Backus-Naur Syntax for the Fingerprint Attribute

Fol Il owi ng RFC 3279 [5] as updated by RFC 4055 [6], the defined hash
functions are "SHA-1' [1] [16], ' SHA-224' [1], ’'SHA-256" [1], ' SHA-
384" [1], 'SHA-512’ [1], 'MD5' [13], and 'MD2' [23], with ’SHA-256’
preferred. A new | ANA registry, naned "Hash Function Textual Nanes"
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specified in Section 8, allows for the addition of future tokens, but
they may only be added if they are included in RFCs that update or
obsol ete RFC 3279 [5].

I npl enentations conpliant with this specification MJST NOT use the
MD2 and MD5 hash functions to calculate fingerprints or to verify
received fingerprints that have been cal cul ated usi ng them

Note: The MD2 and MD5 hash functions are listed in this specification
so that inplenentations can recognize them |Inplenentations that |og
unused hash functions mght | og occurrences of these algorithns
differently to unknown hash al gorithns.

The fingerprint attribute may be either a session-level or a nedia-

|l evel SDP attribute. |If it is a session-level attribute, it applies
to all TLS sessions for which no nedia-level fingerprint attribute is
defi ned.

5.1. Miltiple Fingerprints

Multiple SDP fingerprint attributes can be associated with an ' ni
line. This can occur if nmultiple fingerprints have been cal cul ated
for a certificate using different hash functions. It can also occur
if one or nore fingerprints associated with multiple certificates
have been cal culated. This might be needed if nultiple certificates
will be used for media associated with an 'm line (e.g., if separate
certificates are used for RTP and the RTP Control Protocol (RTCP)) or
where it is not known which certificate will be used when the
fingerprints are exchanged. In such cases, one or nore fingerprints
MUST be cal cul ated for each possible certificate.

An endpoint MJST, as a mninmum calculate a fingerprint using both
the ' SHA- 256" hash function al gorithm and the hash function used to
generate the signature on the certificate for each possible
certificate. |Including the hash fromthe signature algorithm ensures
interoperability with strict inplenmentations of RFC 4572 [20].

Ei ther of these fingerprints MAY be onmitted if the endpoint includes
a hash with a stronger hash algorithmthat it knows that the peer
supports, if it is known that the peer does not support the hash
algorithm or if local policy nandates use of stronger algorithns.

If fingerprints associated with nultiple certificates are cal cul ated,
the same set of hash functions MJST be used to calculate fingerprints
for each certificate associated with the '"m Iine.

An endpoi nt MJST select the set of fingerprints that use its nobst

preferred hash function (out of those offered by the peer) and verify
that each certificate used matches one fingerprint out of that set.
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6

6

If a certificate does not match any such fingerprint, the endpoint
MJUST NOT establish the TLS connection

Note: The SDP fingerprint attribute does not contain a reference to a
specific certificate. Endpoints need to conpare the fingerprint with
a certificate hash in order to look for a match.

Endpoi nt ldentification
1. Certificate Choice

An X. 509 certificate binds an identity and a public key. [|f SDP
describing a TLS session is transmtted over a mechani smt hat
provides integrity protection, a certificate asserting any
syntactically valid identity MAY be used. For exanple, an SDP
description sent over HITP/ TLS [14] or secured by S/M M [22] MAY
assert any identity in the certificate securing the nmedia connection

Security protocols that provide only hop-by-hop integrity protection
(e.g., the SIPS schene [17], SIP over TLS) are considered
sufficiently secure to allow the node in which any valid identity is
accepted. However, see Section 7 for a discussion of sonme security
inmplications of this fact.

In situations where the SDP is not integrity-protected, the
certificate provided for a TLS connection MJST certify an appropriate
identity for the connection. |In these scenarios, the certificate
presented by an endpoint MJUST certify either the SDP connection
address or the identity of the creator of the SDP nessage, as
fol |l ows:

o |If the connection address for the nedia description is specified
as an | P address, the endpoint MAY use a certificate with an
i PAddr ess subj ect AltNanme that exactly matches the IP in the
connecti on-address in the session description’s 'c’ line.
Simlarly, if the connection address for the nmedia descriptionis
specified as a fully qualified domain nane, the endpoint MAY use a
certificate with a dNSNanme subject Al t Name mat ching the specified
"¢’ line connection-address exactly. (WIldcard patterns MJST NOT
be used.)

o Aternately, if the SDP session description of the session was
transm tted over a protocol (such as SIP [17]) for which the
identities of session participants are defined by Uniform Resource
ldentifiers (URIs), the endpoint MAY use a certificate with a
uni f ormMResourcel dentifier subjectAltNanme corresponding to the
identity of the endpoint that generated the SDP. The details of
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what URIs are valid are dependent on the transmitting protocol
(For nmore details on the validity of URIs, see Section 7.

Identity matching is perfornmed using the matching rul es specified by
RFC 5280 [11]. If nore than one identity of a given type is present
in the certificate (e.g., nore than one dNSNane nane), a match in any
one of the set is considered acceptable. To support the use of
certificate caches, as described in Section 7, endpoints SHOULD
consistently provide the sane certificate for each identity they
support.

6.2. Certificate Presentation

In all cases, an endpoint acting as the TLS server (i.e., one taking
the 'setup: passive’ role, in the termnology of connection-oriented
medi a) MUST present a certificate during TLS initiation, follow ng
the rules presented in Section 6.1. |If the certificate does not

mat ch the original fingerprint, the client endpoint MJST termni nate
the media connection with a bad_certificate error.

If the SDP of fer/answer nodel [4] is being used, the client (the
endpoint with the "setup:active role) MJIST al so present a
certificate following the rules of Section 6.1. The server MJST
request a certificate; if the client does not provide one, or if the
certificate does not match a provided fingerprint, the server
endpoint MJST terninate the media connection with a bad_certificate
error.

Not e that when the of fer/answer nodel is being used, it is possible
for a media connection to outrace the answer back to the offerer
Thus, if the offerer has offered a ’setup: passive or 'setup:actpass
role, it MIST (as specified in RFC 4145 [7]) begin listening for an

i ncom ng connection as soon as it sends its offer. However, it MJST
NOT assune that the data transnmitted over the TLS connection is valid
until it has received a matching fingerprint in an SDP answer. |If
the fingerprint, once it arrives, does not match the client’s
certificate, the server endpoint MJST termi nate the medi a connection
with a bad_certificate error, as stated in the previous paragraph.

If offer/answer is not being used (e.g., if the SDP was sent over the
Sessi on Announcenent Protocol [15]), there is no secure channe
available for clients to communicate certificate fingerprints to
servers. |In this case, servers MAY request client certificates,

whi ch SHOULD be signed by a well-known certification authority, or
MAY allow clients to connect without a certificate.
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7

Security Considerations

This entire docunment concerns itself with security. The problemto
be solved is addressed in Section 1, and a high-level overviewis
presented in Section 3. See the SDP specification [8] for security
consi derations applicable to SDP i n general

O fering a TCP/ TLS connection in SDP (or agreeing to one in the SDP
of fer/ answer node) does not create an obligation for an endpoint to
accept any TLS connection with the given fingerprint. Instead, the
endpoi nt nust engage in the standard TLS negoti ati on procedure to
ensure that the TLS stream ci pher and MAC al gorithm chosen neet the
security needs of the higher-level application. (For exanple, an
of fered stream ci pher of TLS NULL W TH NULL_NULL SHOULD be rejected
in al nost every application scenario.)

Li ke all SDP nessages, SDP nessages describing TLS streans are
conveyed in an encapsul ating application protocol (e.g., SIP, Mdia
Gat eway Control Protocol (M3CP), etc.). It is the responsibility of
the encapsul ati ng protocol to ensure the integrity of the SDP
security descriptions. Therefore, the application protocol SHOULD
either invoke its own security nechanisnms (e.g., secure nultiparts)
or, alternatively, utilize a |ower-|ayer security service (e.g., TLS
or IPsec). This security service SHOULD provi de strong nessage

aut hentication as well as effective replay protection.

However, such integrity protection is not always possible. For these
cases, end systenms SHOULD nmintain a cache of certificates that other
parties have previously presented using this nmechanism |f possible,
users SHOULD be notified when an unsecured certificate associated
with a previously unknown end systemis presented and SHOULD be
strongly warned if a different unsecured certificate is presented by
a party with which they have communicated in the past. In this way,
even in the absence of integrity protection for SDP, the security of
this docunment’s nechanismis equivalent to that of the Secure Shel
(SSH) protocol [18], which is vulnerable to nman-in-the-mddle attacks
when two parties first comuni cate but can detect ones that occur
subsequently. (Note that a precise definition of the "other party”
depends on the application protocol carrying the SDP nessage.) Users
SHOULD NOT, however, in any circunstances be notified about
certificates described in the SDP descriptions sent over an
integrity-protected channel

To aid interoperability and depl oyment, security protocols that
provi de only hop-by-hop integrity protection (e.g., the SIPS scheme
[17], SIP over TLS) are considered sufficiently secure to allow the
nmode in which any syntactically valid identity is accepted in a
certificate. This decision was nmade because SIPS is currently the
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integrity mechanismnost likely to be used in deployed networks in
the short to nmediumterm However, in this node, SDP integrity is
vul nerabl e to attacks by conprom sed or malicious m ddl eboxes, e.g.,
SIP proxy servers. End systens MAY warn users about SDP sessions
that are secured in only a hop-by-hop manner, and definitions of
media formats running over TCP/ TLS MAY specify that only end-to-end
integrity mechani sns be used

Dependi ng on how SDP nessages are transmitted, it is not always

possi ble to determ ne whether or not a subjectAltNane presented in a
renote certificate is expected for the renote party. In particular,
given call forwarding, third-party call control, or session
descriptions generated by endpoints controlled by the Gateway Contro
Protocol [21], it is not always possible in SIP to determ ne what
entity ought to have generated a renote SDP response. |n general,
when not using authenticity and integrity protection of the SDP
descriptions, a certificate transmtted over SIP SHOULD assert the
endpoint’s SIP Address of Record as a unifornResourcel ndi cator

subj ect Al t Nane. When an endpoint receives a certificate over SIP
asserting an identity (including an i PAddress or dNSNane identity)
other than the one to which it placed or received the call, it SHOULD
alert the user and ask for confirmation. This applies whether
certificates are self-signed or signed by certification authorities;
a certificate for "sip:bob@xanple.com nmay be legitinmately signed by
a certification authority, but it may still not be acceptable for a
call to "sip:alice@xanple.com. (This issue is not one specific to
this specification; the same consideration applies for S/M Me-signed
SDP carried over SIP.)

Thi s docunent does not define a nechanismfor securely transporting
RTP and RTCP packets over a connection-oriented channel. Please see
RFC 7850 [19] for nore details.

TLS is not always the nobst appropriate choice for secure connection-
oriented nedia; in some cases, a higher- or |ower-level security
protocol may be appropriate.

Thi s docunent inproves security fromRFC 4572 [20]. It updates the
preferred hash function from SHA-1 to SHA-256 and deprecates the
usage of the MD2 and MD5 hash functions.

By clarifying the usage and handling of nultiple fingerprints, the

docunent al so enabl es hash agility and increnmental deploynent of
newer and nore secure hash functions.
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8.

| ANA Consi der ati ons

| ANA has updated the registrations defined in RFC 4572 [20] to refer
to this specification.

Thi s docunent defines an SDP proto value: 'TCP/TLS . Its format is
defined in Section 4. This proto value has been registered by | ANA
under the "proto" registry within the "Session Description Protoco
(SDP) Paraneters” registry

Thi s docunment defines an SDP session and nedi a-1evel attribute:
"fingerprint’. Its format is defined in Section 5. This attribute
has been registered by | ANA under the "att-field (both session and
media level )" registry within the "Session Description Protocol (SDP)
Par anmet ers" registry

The SDP specification [8] states that specifications defining new
proto values, like the 'TCP/TLS proto value defined in this one,

nmust define the rules by which their nmedia format (fnt) namespace is
managed. For the TCP/TLS protocol, new formats SHOULD have an
associated M ME registration. Use of an existing MM subtype for
the format is encouraged. If no M ME subtype exists, it is
RECOMVENDED t hat a suitable one be registered through the | ETF
process [12] by production of, or reference to, a Standards Track RFC
that defines the transport protocol for the format.

| ANA has updated the "Hash Function Textual Names" registry (which
was originally created in [20]) to refer to this docunent.

The nanes of hash functions used for certificate fingerprints are
registered by the ANA.  Hash functions MJST be defined by Standards
Track RFCs that update or obsolete RFC 3279 [5].

When regi stering a new hash function textual nane, the follow ng
i nformati on MUST be provi ded:

o The textual nanme of the hash function

0 The hject Identifier (O D) of the hash function as used in X 509
certificates.

o0 Areference to the Standards Track RFC that updates or obsol etes
RFC 3279 [5] and defines the use of the hash function in X 509
certificates.
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Table 1 contains the initial values of this registry.

o e e e o e e e e e e e e oo o - R +
| Hash Function Nane | ab | Reference |
o e e e e o s Fom e e e e a e e oo Fom e +
| " 2" | 1.2.840.113549.2.2 | RFC 3279 |
| " md5" | 1.2.840.113549.2.5 | RFC 3279 |
| "sha- 1" | 1.3.14.3.2.26 | RFC 3279 |
| "sha- 224" | 2.16.840.1.101.3.4.2.4 | RFC 4055 |
| "sha- 256" | 2.16.840.1.101.3.4.2.1 | RFC 4055 |
| "sha- 384" | 2.16.840.1.101.3.4.2.2 | RFC 4055 |
| "sha-512" | 2.16.840.1.101.3.4.2.3 | RFC 4055 |
Fom e e e e e oo o o R +

Table 1: I ANA Hash Function Textual Nanme Registry
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