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The application/pdf Media Type
Abst r act

The Portabl e Docunent Format (PDF) is an | SO standard (I SO

32000- 1: 2008) defining a final-formdocunent representation |anguage
in use for docunent exchange, including on the Internet, since 1993.
Thi s docunent provides an overview of the PDF format and updates the
medi a type registration of "application/pdf". It obsoletes RFC 3778.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8118.
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Copyri ght Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent is intended to provide updated information on the
registration of the MME Media Type "application/pdf" for docunents
in the PDF (Portabl e Docunent Fornmat) syntax. |t obsol etes

[ RFC3778] .

PDF was originally envisioned as a way to reliably comunicate and
view printed information electronically across a wide variety of
machi ne configurations, operating systens, and conmuni cati on

net wor ks.

PDF is used to represent "final form' formatted docunents. PDF pages
may include text, images, graphics, and multinmedia content such as
video and audio. PDF is al so capable of containing auxiliary
structures, including annotations, bookmarks, file attachnents,
hyperlinks, |ogical structures, and netadata. These features are
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useful for navigation and building collections of related docunents,
as well as for review ng and commenting on docurments. A rich
JavaScri pt nodel has been defined for interacting with PDF docunents.

The i magi ng nodel for PDF was originally based on the PostScript [PS]
page description | anguage, used to render conplex text, inmages, and
graphics in a device-independent and resol ution-independent manner.

PDF supports encryption and digital signatures. The encryption
capability is conmbined with access control information to facilitate
managenent of the functionality available to the recipient. PDF
supports the inclusion of docunent and object-Ievel netadata through
the eXtensible Metadata Platform [ XMP].

2. History

PDF is used widely in the Internet community. The first version of
PDF, 1.0, was published in 1993 by Adobe Systems |Incorporated. Since
then, PDF has grown to be a widely used format for capturing and
exchangi ng formatted docunents el ectronically across the Wb, via
email and virtually every other document-exchange mechanism In
2008, PDF 1.7 was adopted as an | SO standard (1 SO 32000-1: 2008
[1SOPDF]) using the | SO "Fast-Track" process. That specification is
technically identical to Adobe Portabl e Docurment Format version 1.7

[ AdobePDF] .

The 1SO TC-171 conmittee devel oped a "refresh” of PDF, known as
| SO 32000-2; the version is PDF 2.0 [| SOPDF2] .

In addition to | SO 32000-1: 2008 and | SO 32000- 2, several subset

st andards have been defined to address specific use cases and
standardi zed by the 1SO These standards include PDF for Archiva
(PDF/ A) [I SOPDFA], PDF for Engineering (PDF/E) [|SOPDFE], PDF for

Uni versal Accessibility (PDF/ UA) [| SOPDFUA], PDF for Variable Data
and Transactional Printing (PDF/VT) [|SOPDFVT], and PDF for Prepress
Digital Data Exchange (PDF/ X) [|I SOPDFX]. The subset standards are
fully conpliant PDF files capable of being displayed in a general PDF
Vi ewer .

3. Fragnent ldentifiers

Fragnment identifiers appear at the end of a URI and provide a way to
reference an anchor to subordinate content within the target of the
URI, or additional paraneters to the process of opening the
identified content. The syntax and semantics of fragnment identifiers
are referenced in the nedia type definition.
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The specification of fragment identifiers for PDF appeared originally
in [RFC3778] and is now included in |1 SO 32000-2 [ISOPDF2]. This
section is a summary of that material. Any di sagreements between
[1SOPDF2] and this docunent should be resolved in favor of the

| SO 32000-2 definition

A fragnent identifier for PDF has one or nore paraneters, separated
by the ampersand (& or pound (#) character. FEach parameter consists
of the paraneter nane, "=" (equal), and the paraneter value; |ists of
val ues are comma-separated, and paraneter val ue strings may be

URI - encoded [ RFC3986]. Paraneters are processed left to right.

Coordi nate values (such as <left>, <right> and <width>) are
expressed in the default user space coordi nate system of the
docunent: 1/72 of an inch nmeasured down and to the right fromthe
upper left corner of the (current) page ([!SOPDF2] 8.3.2.3

"User Space").

The foll owi ng paraneters identify subordinate content of a PDF file
but also may be used to set the docunent view to nake the (start of)
the identified content visible:

page=<pageNun»
Identifies a specified (physical) page; the first page in the
docunent has a pageNum val ue of 1.

nameddest =<nane>
Identifies a naned destination ([ISOPDF2] 12.3.2.4 "Naned
destinations").

structel enr<struct| D>
A byte string with URI encoding; identifies the structure el enent
with the 1D key within a StructEl emdictionary of the docunent.

comrent =<comment | D>
The val ue of an annotation name, which is defined by the NMkey in
the correspondi ng annotation dictionary of the sel ected page
([1SOPDF2] 12.5.2 "Annotation dictionaries").

ef =<nane>
Identifies the enbedded file where the paraneter string <nane>
mat ches a file specification dictionary in the EnbeddedFil es nane
tree. |If the "ef" paraneter is not at the end of the fragment
identifier, then the rest of the fragnent identifier (after the
anpersand or hash delimter) is applied to the enbedded file
according to its owm nedia type. This allows identification of
content within the enbedded file (which itself might be a
PDF file).
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NOTE: When attenpting to open a PDF file that is not froma
trusted source, the processor may choose to pronpt the user or
even prevent the file from bei ng opened.

These paraneters operate on the view of the PDF docunent when it is
opened:

zoonme<scal e>, <l eft >, <t op>
<scal e> is the percentage to which the docunent should be zooned,
where a val ue of 100 corresponds to a zoomof 100% <left> and
<top> are optional, but both nust be specified if either is
i ncl uded.

vi ew=<keywor d>, <posi ti on>
The argunments correspond to those found in [|ISOPDF2] 12.3.2.2
"Explicit destinations". <keyword> is one of the keywords defined
in [I SOPDF2] "Table 149: Destination syntax" with appropriate
position val ues.

vi ewr ect =<| ef t >, <t op>, <wi dt h>, <hei ght >
Set the view rectangl e.

hi ghl i ght =<l ef t >, <ri ght >, <t op>, <bot t on®
Hi ghli ght the specified rectangle.

sear ch=<wor dLi st >
Open the document and search for one or nore words, selecting the
first matching word in the docunment. <wordList> is a string
encl osed in quotation nmarks, where individual words are separated
by the space character (or 9%0).

f df =<URI >
This paraneter inports data into PDF formfields. The UR is
either a relative or absolute URI to a Fornms Data Format (FDF) or
XM. FDF (XFDF) file. The fdf paraneter should be specified as the
| ast paraneter to a given UR.

4. Subset Standards
Several subsets of PDF have been published as distinct |SO standards:
o PDF/ X [ISOPDFX], initially released in 2001 as PDF/ X-1a, specifies
how to use PDF for graphics exchange, with the aimto facilitate
correct and predictable printing by print service providers. The

standard has gone through multiple revisions over the years and
has several published parts, the nost recently rel eased being
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part 8, specifying different |evels of conformance: PDF/ X-1a: 2001,
PDF/ X- 3: 2002, PDF/ X-1a: 2003, PDF/ X-3: 2003, PDF/ X-4, PDF/ X-4p,
PDF/ X- 59, PDF/ X-5pg, and PDF/ X-5n

o PDF/A[ISOPDFA], initially released in 2005, specifies howto use
PDF for long-term preservation (archiving) of electronic

docunents. It prohibits PDF features that are not well suited to
| ong-term archiving of documents, including JavaScript or
executable file launches. |Its requirenents for PDF/ A viewers

i nclude col or managenent gui del i nes and support for enbedded
fonts. There are three parts of this standard and a total of

ei ght conformance |evels: PDF/ A-la, PDF/ A-1b, PDF/ A-2a, PDF/ A-2b
PDF/ A- 2u, PDF/ A-3a, PDF/ A-3b, and PDF/ A- 3u.

o PDF/E, initially released in 2008 as PDF/E-1 [| SOPDFE], specifies
how to use PDF in engi neering workflows, such as manufacturing,
construction, and geospatial analysis. Future revisions of PDF/E
are supposed to include support for 3D PDF workfl ows.

o PDF/VT, initially released in 2010, specifies how to use PDF in
vari abl e and transactional printing. It is based on PDF/ X and
pl aces additional restrictions on PDF content el enents and
supporting netadata. It specifies three conformance |evels:
PDF/ VT-1, PDF/VT-2, and PDF/ VT-2s [| SOPDFVT].

o PDF/UA [ISOPDFUA], initially released in 2012 as PDF/ UA-1
specifies how to create accessible electronic docunents. It
requires the use of 1SO 32000’ s Tagged PDF feature and adds many
requirenents regardi ng semantic correctness in applying |ogica
structures to content in PDF docunents.

Al'l of these subset standards use the "application/pdf" nedia type.
The subset standards are generally not exclusive, so it is possible
to construct a PDF file that conforns to, for exanple, both PDF/ A-2b
and PDF/ X-4 subset standards.

PDF docunents cl aim ng confornmance to one or nore of the subset
standards use XMP netadata to identify |levels of conformance. PDF
processors shoul d exam ne docunent netadata streans for such subset
standards identifiers and, if appropriate, |abel docunents as such
when presenting themto the user

5. PDF Versions
The PDF format has gone through several revisions, primarily for the
addition of features. PDF features have generally been added in a

way that older viewers "fail gracefully", because they can just
i gnore features they do not recogni ze. Even so, the older the PDF

Hardy, et al. I nf or mat i onal [ Page 6]



RFC 8118 appl i cati on/ pdf March 2017

versi on produced, the nore | egacy viewers will support that version,
but the fewer features will be enabled. The "application/pdf" media
type is used for all versions. See [|ISOPDF2] Annex |, "PDF Versions
and Conpatibility".

6. PDF | nplenmentations

PDF fil es are experienced through a reader or viewer of PDF files.

For nost of the common platfornms in use (i0S, OS X, Wndows, Android,
ChroneCS, Kindle) and for nobst browsers (Edge, Safari, Chrone,
Firefox), PDF viewing is built in. |In addition, there are many PDF
viewers avail able for downl oad and installation. The PDF

speci fication was published and freely avail able since the format was
introduced in 1993, so hundreds of conpanies and organi zati ons make
tools for PDF creation, view ng, and mani pul ation

7. Security Considerations

PDF is certainly a conplex nmedia type as per Section 4.6 of

[ RFC6838], which sets requirenments for security analysis of nedia
type registrations. [RFC3778] (which this docunent obsol etes)
contained a detailed analysis of sone of the security issues for PDF
i npl ementations known at the time. Wile the analysis isn't
necessarily wong, the threat analysis is nmuch too |limted, and the
mitigations are somewhat out of date. There is now extensive
literature on security threats involving PDF inplementations and how
to avoid them consistent with broad inplenentation over decades. W
are not registering a new nedia type but rather are nmaking a
primarily adm nistrative update. Wth those caveats:

The PDF file format all ows several constructs that nmay conprom se
security if handl ed i nadequately by PDF processors. For exanpl e:

o PDF may contain scripts to custom ze the displaying and processing
of PDF files. These scripts are expressed in a version of
JavaScript and are intended for execution by the PDF processor

o APDF file my refer to other PDF files for portions of content.
PDF processors may be expected to find and use these externa
files when processing the docunent.

o PDF may act as a container for various files enbedded in it (for
exanpl e, as attached files). PDF processors may offer
functionality to open and display such files or store themon the
system such as with the "ef" open action. The PDF specification
pl aces no restrictions on types of files that may be enbedded, so
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PDF processors should be extrenely careful to prevent unwanted
execution of attached executabl es or deconpression of attached
archives that may store dangerous files in the host file system

o PDF files may contain links to content on the Internet. PDF
processors may offer functionality to show such content upon
follow ng the Iink.

o The fragnment identifier syntax (Section 3) contains directives for
opening ("ef") or including ("fdf") additional material

PDF interpreters executing any scripts or prograns related to these
constructs nust be extrenely careful to ensure that untrusted
software is executed in a protected environnent.
In addition, the PDF processor itself, as well as its plugins,
scripts, etc., may be a source of insecurity, by either obvious or
subt| e means.

8. | ANA Consi derations
Thi s docunent updates the registration of "application/pdf", a nedia
type registration previously defined in [ RFC3778], using the
registration tenplate defined in [ RFC6838]:
Type name: application
Subt ype nane: pdf
Requi red parameters: none
Opti onal parameter: none
Encodi ng consi derations: binary
Security considerations: See Section 7 of this docunent.

Interoperability considerations: See Section 5 of this docunent.

Publ i shed specification: |SO 32000-2 (PDF 2.0) [ISOPDF2] is the
nost recent.

Applications that use this nedia type: See Section 6 of this
docurnent .

Fragnment identifier considerations: See Section 3 of this docunent.
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Addi tional infornmation:
Deprecated alias names for this type: none
Magi ¢ nunber(s): Al PDF files start with the characters "%DF-"
foll owed by the PDF version nunber, e.g., "%DF1.7" or
"OUPDF-2.0". These characters are in US-ASCI| encodi ng.
File extension(s): .pdf
Maci ntosh file type code(s): "PDF "
Person & enmil address to contact for further infornmation:
Duf f Johnson <duff @uff-johnson.conr, Peter Watt
<Peter.wyatt @i sra. canon. com au>, |SO 32000 Project Leaders.
I nt ended usage: COVMON
Restrictions on usage: none
Aut hor: Authors of this docunent
Change controller: 1SO in particular, |1SO 32000 is by
| SO TC 171/ SC 02/ W5 08, "PDF specification". Duff Johnson
<duf f @luf f -j ohnson. com> and Peter Watt
<Pet er.wyatt @i sra. canon.com au> are current | SO 32000 Proj ect
Leaders.
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Appendi x A. Changes since RFC 3778

Thi

s specification replaces RFC 3778, which previously defined the

"application/pdf" Media Type. Differences include the follow ng:

(o]

Har dy,

To reflect the transition froma proprietary specification by
Adobe to an open | SO standard, the Change Controller has changed
from Adobe to |1 SO, and references have been updat ed.

The overview of PDF capabilities, the history of PDF, and the
descriptions of PDF subsets were updated to reflect nore recent
rel evant history.

The section on fragnent identifiers was updated to closely reflect
the material that has been added to | SO 32000- 2.

The status of popul ar PDF inplenentations was updat ed.

The Security Considerations section was updated to natch the
current understandi ng of PDF vul nerabilities.

The registration tenplate was updated to match RFC 6838.
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