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Abst r act

Thi s docunent describes the Locator/|1D Separati on Protocol Del egated
Dat abase Tree (LI SP-DDT), a hierarchical distributed database that
enbodi es the del egation of authority to provi de mappings from LI SP
Endpoint ldentifiers (EIDs) to Routing Locators (RLOCs). It is a
statically defined distribution of the EID nanespace anpong a set of
LI SP-speaki ng servers called "DDT nodes". Each DDT node is
configured as "authoritative" for one or nore EID prefixes, along
with the set of RLOCs for Map-Servers or "child" DDT nodes to which
nmore-speci fic El D-prefixes are del egat ed.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the I1ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8111.
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1.

I nt roducti on

The Locator/ 1D Separation Protocol (LISP) [RFC6830] specifies an
architecture and nechani smfor replacing the addresses currently used
by P with two separate nanmespaces

o0 Endpoint ldentifiers (EIDs), used end to end for termnating
transport-layer associations, and

0 Routing Locators (RLOCs), which are bound to topol ogical |ocations
and are used for routing and forwardi ng through the Internet
infrastructure

[ RFC6833] specifies an interface between a database storing

El D-t 0o- RLOC mappi ngs and LI SP devices that need this information for
packet forwarding. The internal organization of such a database is
beyond the scope of [RFC6833]. Miltiple architectures of the

dat abase have been proposed, each having its advantages and

di sadvant ages (see, for exanple, [RFC6836] and [ RFC6837]).

Thi s docunent specifies an architecture for a database of LISP

El D-t o- RLOC mappi ngs, with an enphasis on high scalability. The

LI SP Del egat ed Dat abase Tree (LISP-DDT) is a hierarchical distributed
dat abase that enbodi es the del egation of authority to provide
mappings, i.e., its internal structure nmirrors the hierarchica

del egati on of address space. It also provides del egation information
to Map- Resol vers, which use the information to |locate EID-to-RLOC
mappi ngs. A Map- Resol ver that needs to |locate a given mapping wll
follow a path through the tree-structured database and will contact,
one after another, the DDT nodes along that path until it reaches the
| eaf DDT node(s) authoritative for the mapping it is seeking.

LI SP offers a general - purpose nmechani sm for mappi ng between El Ds and
RLOCs. In organizing a database of EID-to-RLOC mappings, this
specification extends the definition of the EID nunbering space by

| ogi cal |y prependi ng and appendi ng several fields for purposes of
defining the database index key:

o Database-1D (DBID) (16 bits),

0 Instance ldentifier (11D (32 bits),

0 Address Family ldentifier (AFl) (16 bits), and

o EIDprefix (variable, according to the AFl val ue).

The resulting concatenation of these fields is ternmed an "Extended
El D-prefix", or XElD prefix.
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LI SP- DDT defines a new device type, the DDT node, that is configured
as authoritative for one or nmore XElD-prefixes. It is also
configured with the set of nore-specific sub-prefixes that are
further delegated to other DDT nodes. To delegate a sub-prefix, the
"parent” DDT node is configured with the RLOCs of each child DDT node
that is authoritative for the sub-prefix. Each RLOC either points to
a DDT Map-Server (MS) to which an Egress Tunnel Router (ETR) has

regi stered that sub-prefix or points to another DDT node in the

dat abase tree that further del egates the sub-prefix. See [RFC6833]
for a description of the functionality of the Map-Server and

Map- Resolver. Note that the target of a del egation nust always be an
RLOC (not an EID) to avoid any circul ar dependency.

To provide a mechanismfor traversing the database tree, LISP-DDT
defines a new LI SP nessage type, the Map-Referral, which is returned
to the sender of a Map-Request when the receiving DDT node can refer
the sender to another DDT node that has nore detail ed information.
See Section 6 for the definition of the Map-Referral nessage.

To find an EID-to-RLOC mapping, a LISP-DDT client, usually a DDT

Map- Resol ver, starts by sending an Encapsul at ed Map- Request to a
preconfigured DDT node RLOC. The DDT node responds with a
Map- Ref erral nessage indicating that either (1) it will find the
requested mapping to conplete processing of the request or (2) the
DDT client should contact another DDT node that has nore-specific
information; in the latter case, the DDT node then sends a new
Encapsul at ed Map- Request to the next DDT node and the process repeats
in an iterative manner.

Conceptually, this is simlar to the way that a client of the Donmain
Nanme System (DNS) follows referrals (DNS responses that contain only
NS records) froma series of DNS servers until it finds an answer.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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3. Definitions of Terns

Extended EID (XEID): a LISP EID extended with data uni quely
identifying the address space to which it belongs (LISP IID,
address famly, etc.). See Section 4.1 for a detailed description
of XEI D dat a.

Extended EID-prefix (XEID-prefix): a LISP EID prefix prepended with
XEID data. An XEID-prefix is used as a key index into the DDT
dat abase. XEID-prefixes are used to descri be database
organi zation and are not seen as a single entity in protocol
messages, though nessages contain individual fields constituting
XElI D- prefi xes.

DDT node: a network infrastructure conmponent responsible for
specific XEID-prefix(es) and for the del egati on of nore-specific
sub-prefixes to other DDT nodes.

DDT client: a network infrastructure component that sends DDT
Map- Request messages and inplenments the iterative foll owi ng of
Map- Referral results. Typically, a DDT client will be a
Map- Resol ver (as defined by [ RFC6833]), but it is also possible
for an Ingress Tunnel Router (ITR) to inplenment DDT client
functionality.

DDT Map-Server: a DDT node that al so inplements Map- Server
functionality (forwardi ng Map- Requests and/or returning
Map- Replies if offering a proxy Map-Reply service) for a subset of
its del egated prefixes. Mp-Server functions, including proxying
Map- Repl i es, are described in [ RFC6833].

DDT Map- Server peers: a list of all DDT Map-Servers perform ng
Map- Server functionality for the same prefix. |If peers are
configured on a DDT Map-Server, then the latter will provide
conpl ete information about the prefix in its Map-Replies;
ot herwi se, the Map-Server will mark the returned reply as
potentially inconplete.

DDT Map- Resol ver: a network infrastructure el enent that inplenents
both DDT client functionality and Map-Resol ver functionality as
defined by [ RFC6833]. A DDT Map- Resol ver accepts Map- Requests
fromI|TRs, sends DDT Map- Requests to DDT nodes, and inplenents the
iterative followi ng of Map-Referrals. Note that Map-Resolvers
do not respond to clients that sent Map-Requests; they only ensure
that the Map-Request has been forwarded to a LISP device (ETR or
proxy Map-Server) that will provide an authoritative response to
the original requester. A DDT Map-Resolver will typically
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mai ntain a cache (termed the "referral cache") of previously
recei ved Map- Referral message results containing RLOCs for DDT
nodes responsible for XEl D prefixes of interest.

Encapsul at ed Map- Request: a LISP Map-Request that is carried within
an Encapsul ated Control Message and that has an additional LISP
header prepended to it. Sent to UDP destination port 4342. The
"outer" addresses are globally routable |IP addresses, also known
as RLOCs. Used by an I TR when sending a Map- Request to a
Map- Resol ver and by a Map-Server when forwardi ng a Map- Request to
an ETR as docunented in [ RFC6833].

DDT Map- Request: an Encapsul ated Map- Request sent by a DDT client to
a DDT node. The "DDT-originated" flag is set in the encapsul ation
header, indicating that the DDT node should return Map-Referral
messages i f the Map- Request EID matches a del egated XElI D-prefix
known to the DDT node. Section 7.3.1 describes how DDT
Map- Requests are sent. Section 5 defines the position of the
"DDT-originated" flag in the Encapsul ated Control Message header.

Authoritative XEID-prefix: an XEID prefix delegated to a DDT node
and for which the DDT node nmay provide further del egations of
nor e- speci fic sub-prefixes.

Map- Referral: a LISP nessage sent by a DDT node in response to a DDT
Map- Request for an XEID that matches a configured XEl D prefix
del egation. A non-Negative Map-Referral includes a "referral” --
a set of RLOCs for DDT nodes that have information about the
nmor e-speci fic XEl D prefix covering the requested XElI D, a DDT
client "follows the referral"” by sendi ng another DDT Map- Request
to one of those RLOCs to obtain either an answer or another
referral to DDT nodes responsible for an XEID-prefix that is even
more specific. See Sections 7.1 and 7.3.2 for details on the
sendi ng and processi ng of Map-Referral nessages.

Negative Map-Referral: an answer froman authoritative DDT node that
there is no mapping for the requested XEID. A Negative
Map- Referral is a Map-Referral sent in response to a DDT
Map- Request that matches an authoritative XEI D-prefix but for
which there is no delegation configured (or no ETR regi strati on,
if sent by a DDT Map-Server).

Pendi ng Request List: the set of outstanding requests for which a
DDT Map- Resol ver has recei ved Encapsul at ed Map- Requests fromits
clients seeking EID-to-RLOC mapping for an XEID. Each entry in
the list contains additional state needed by the
referral -foll owi ng process, including the XElID, requester(s) of
the XEID (typically one or nore I TRs), saved information about the
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4.

4.

4.

last referral received and foll owed (rmatching XEl D-prefix, action
code, RLOC set, index of the last RLOC queried in the RLOC set),
and any LI SP-Security (LISP-SEC) information [LISP-SEC] that was
included in the DDT client Map-Request. An entry in the list may
be interchangeably terned a "pending request list entry" or sinply
a "pendi ng request".

For definitions of other terms -- notably Map-Request, Mp-Reply,

I TR, ETR, Map-Server, and Map-Resolver -- please consult the LISP
specification [ RFC6830] and the LI SP Mappi ng Service specification
[ RFC6833] .

Dat abase Organi zati on
1. XEIDPrefixes

A DDT database is indexed by Extended ElID prefixes (XElID prefixes).
An XEID-prefix is a LISP EID-prefix, together with data extending it
to uniquely identify the address space of the prefix. An XEI D prefix
i s conmposed of four binary-encoded fields, ordered by significance:
DBID (16 bits), 11D (32 bits), AFl (16 bits), and EI D prefix
(variable, according to the AFl value). The fields are concatenated,
with the nost significant fields as |isted above.

The DBID is the LI SP-DDT Database-I1D, a 16-bit field provided to
all ow the definition of nultiple databases. Inplenentations that are
compliant with this docunment nust always set this field to 0. Oher
val ues of the DBID are reserved for future use.

The Instance ID (II1D) is a 32-bit value describing the context of the
EID-prefix, if the latter is intended for use in an environnent where
addresses may not be unique, such as in a Virtual Private Network
where the [RFC1918] address space is used. See Section 5.5 of

[ RFC6830] for nore discussion of IIDs. Encoding of the IIDis

speci fied by [ RFC8060].

The AFl is a 16-bit value defining the syntax of the EIDprefix. AFI
val ues are assigned by | ANA [ AFI].

2. Structure of the DDT Dat abase

The LI SP-DDT dat abase for each DDT node is organized as a tree
structure that is indexed by XEl D prefixes. Leaves of the database
tree describe the delegation of authority between DDT nodes (see
Section 4.3 for details regarding del egation and information kept in
the dat abase entries).

Fuller, et al. Experi ment al [ Page 8]



RFC 8111 LI SP- DDT May 2017

DDT Map- Requests sent by the DDT client to DDT nodes al ways contain

specific values for the DBID, 11D, and AFl; unspecified values or
ranges of values are never used for any of these fields. Thus, an
XElI D-prefix used as a key for searches in the database tree will have

a length of at | east 64 bhits.

A DDT node nay, for exanple, be authoritative for a consecutive range
of 3-tuples (DBID, II1D, AFl) and all associated El D prefixes, or only
for a specific EID-prefix of a single 3-tuple. Thus,

XEl D- prefi xes/ keys of the database tree | eaves may have | engths | ess
than, equal to, or nore than 64 bits.

It is inportant to note that LISP-DDT does not store actual

El D-to-RLOC mappings; it is, rather, a distributed index that can be
used to find the devices (ETRs that registered their EIDs with DDT
Map- Servers) that can be queried with LISP to obtain those mappi ngs.
Changes to EID-to- RLOC nappi ngs are nade on the ETRs that define
them not to any DDT node configuration. DDT node configuration
changes are only required when branches of the database hierarchy are
added, renoved, or nodified.

4.3. Configuring Prefix Del egation

Every DDT node is configured with one or nore XElI D prefixes for which
it is authoritative, along with a |ist of del egations of

XEl D-prefixes to other DDT nodes. A DDT node is required to nmaintain
a list of delegations for all sub-prefixes of its authoritative
XEID-prefixes; it also may list "hints", which are prefixes that it
knows about that belong to its parents, to the root, or to any other
point in the XEI D prefix hierarchy. A delegation (or hint) consists
of an XEID-prefix, a set of RLOCs for DDT nodes that have nore

detail ed know edge of the XElID-prefix, and acconpanying security
information (for details regarding security information exchange and
its use, see Section 10). Those RLOCs are returned in Map-Referral
nmessages when the DDT node receives a DDT Map- Request with an XEI D
that matches a del egation. A DDT Map-Server will also have a set of
sub-prefixes for which it accepts ETR mapping registrations and for
which it will forward (or answer, if it provides a proxy Map-Reply
servi ce) Mp- Requests.

One or nore XEID prefixes for which a DDT node is authoritative, and
the del egation of authority for sub-prefixes, are provided as part of
the configuration of the DDT node. Inplenentations will likely

devel op a | anguage to express this prefix authority and del egati on.
Since DDT configuration is static (i.e., not exchanged between DDT
nodes as part of the protocol itself), such |anguage is

i mpl ement ati on dependent and is outside the scope of this

speci fication.
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4.3.1. The Root DDT Node

The root DDT node is the logical "top" of the distributed database
hierarchy. It is authoritative for all XElID-prefixes -- that is, for
all valid 3-tuples (DBID, 11D, AFl) and their EID prefixes. A DDT
Map- Request that matches no configured XEID-prefix will be referred
to the root node (see Section 8 for a formal description of

conditi ons where a DDT Map- Request is forwarded to the root node).
The root node in a particular instantiation of LISP-DDT therefore
MUST be configured, at a mininmum wth delegations for all defined

|1 Ds and AFIs.

5. DDT Map- Request

A DDT client (usually a Map-Resolver) uses LISP Encapsul ated Control
Messages (ECMs) to send Map- Request nessages to a DDT node. The
format of the ECMis defined by [ RFC6830]. This specification adds
to the Encapsul ated Control Message (ECM header a new fl ag,
"DDT-origi nated", as shown in the diagram and descri bed bel ow.

0 1 2 3
01234567890123456789012345678901

i s T S i i T S A b e ok

I I Pv4 or | Pv6 Header |

H | (uses RLCC addresses) |
\

!l-— B i T i T S i s S S N e s o T S !l-

/| Source Port = xxxx | Dest Port = 4342 |

UDP +- +- +- += 4= -+ 4= F- += += +- -+ F= +- -+ +- - -t Fo o ot o o o - - -+

\ UDP Length | UDP Checksum |

i e e R a o o o S T ik i o S N B S

LH | Type=8 | S| D Reserved |

B i s T T i i o S o T Ji I

/| | Pv4 or | Pv6 Header |

IH | (uses RLCC or EID addresses) |
\

I+- R L e o e e e T h o e o S R I+

/| Source Port = xxxx | Dest Port = yyyy |

UDP +- 4- 4- +-+-4- - +- - -+ - -+ - - - - - o o - o o - o b e - - - -+

\ UDP Length | UDP Checksum |

e s o i T e R  l th o i R SR

LCM | LI SP Control Message |

i e e R e o o e i b i o SR R S S
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6.

6.

D: The "DDT-originated" flag. This flag is set by a DDT client to
i ndi cate that the receiver SHOULD return Map-Referral nessages as
appropriate. The use of this flag is further described in
Section 7.3.1. This bit is allocated from LI SP nessage header
bits marked as "Reserved" in [RFC6830].

The Map- Referral Message

Thi s specification defines a new LI SP nessage call ed the Map-Referral
message. A Map-Referral nessage is sent by a DDT node to a

DDT client in response to a DDT Map- Request nessage. See Section 6.4
for a detailed |ayout of the Map-Referral nessage fields.

The nessage consists of an action code along with del egation
i nformati on about the XEID prefix that matches the requested XElD.

1. Action Codes
The action codes are as foll ows:

NCDE- REFERRAL (0): indicates that the replying DDT node has
del egated an XEID-prefix that natches the requested XEID to one or
nmore ot her DDT nodes. The Map-Referral nessage contains a
"map-record"” with additional information -- nost significantly,
the set of RLOCs to which the prefix has been delegated -- that is
used by a DDT client to "follow' the referral.

M- REFERRAL (1): indicates that the replying DDT node has del egated
an XEl D-prefix that matches the requested XEID to one or nore DDT
Map- Servers. |t contains the sanme additional information as a
NODE- REFERRAL but is handled slightly differently by the receiving
DDT client (see Section 7.3.2).

M- ACK (2): indicates that the replying DDT Map-Server received a
DDT Map- Request that matches an authoritative XEl D prefix for
which it has one or nore registered ETRs. This neans that the
request has been forwarded to one of those ETRs to provide an
answer to the querying I TR

MB- NOT- REG STERED (3): indicates that the replying DDT Map- Server
recei ved a Map- Request for one of its configured XElID prefixes
that has no ETRs regi stered.
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6.

6.

DELEGATI ON- HOLE (4): indicates that the requested XEI D nmatches a
non- del egat ed sub-prefix of the XEID space. This is a non-LISP
"hol e", which has not been del egated to any DDT Map-Server or ETR
See Section 7.1.2 for details. Also sent by a DDT Map-Server with
authoritative configuration covering the requested EID but for
whi ch no specific site ETR is configured.

NOT- AUTHORI TATI VE (5): indicates that the replying DDT node received
a Map- Request for an XEID for which it is not authoritative and
has no configured matching hint referrals. This can occur if a
cached referral has becone invalid due to a change in the database
hi erarchy. However, if such a DDT node has a "hint" del egation
covering the requested EID, it MAY choose to return NODE- REFERRAL
or MS- REFERRAL as appropriate. Wien returning action code
NOT- AUTHORI TATI VE, the DDT node MJST provide the ElI D prefix
received in the request and the TTL MJST be set to O.

2. Referral Set

For "positive" action codes (NODE-REFERRAL, Ms- REFERRAL, Ms-ACK), a

DDT node MJST include in the Map-Referral nmessage a list of RLOCs for
DDT nodes that are authoritative for the XElI D prefix being returned;

a DDT client uses this information to contact one of those DDT nodes
as it "follows" a referral.

3. "lInconplete" Flag

A DDT node sets the "Inconplete" flag in a Map-Referral nmessage if
the Referral Set is inconplete; this is intended to prevent a DDT
client fromcaching a referral with inconplete information. A DDT
node MJST set the "Inconplete" flag in the follow ng cases:

o If it is setting action code Ms-ACK or MS-NOT- REG STERED but the
mat ching XEID-prefix is not flagged as "conplete" in the
configuration. The XEI D prefix configuration on the DDT
Map- Server SHOULD be marked as "conpl ete" when the configuration
of the XEID-prefix lists all "peer" DDT nodes that are al so
authoritative for the sane XEID-prefix or when it is known that a
| ocal DDT node is the only authoritative node for the XElI D prefix.

o If it is setting action code NOT- AUTHORI TATI VE.
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6.4. Map-Referral Message For nat

0 1 2 3

01234567890123456789012345678901
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Type: Type value 6 was reserved for future use in [RFC6830]. This
docunent allocates this value to identify Map-Referral nessages.

ACT: The ACT (Action) field of the mapping Record in a Map-Referral

message encodes one of the follow ng six action types:
NODE- REFERRAL, MsS- REFERRAL, Ms- ACK, Ms- NOT- REG STERED,
DELEGATI ON- HOLE, or NOT- AUTHORI TATI VE. See Section 6.1 for
descriptions of these action types.
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Inconplete: The "I" bit indicates that a DDT node’s Referral Set of
| ocators is inconplete and the receiver of this nessage SHOULD NOT
cache the referral. A DDT sets the "Incomplete" flag, the TTL,
and the Action field as foll ows:

Type (Action field) Inconpl ete Referral Set TTL val ues
0 NODEREFERRAL N Yes 1440
1 V5- REFERRAL No Yes 1440
2 M5- ACK * * 1440
3 Ms- NOT- REG STERED * * 1
4 DELEGATI ON- HOLE No No 15
5 NOT- AUTHORI TATI VE Yes No 0

*: The "Inconplete" flag setting for the Map-Server-originated
referral of Ms-ACK and MS-NOT- REA STERED types depends on whet her
the Map-Server has the full peer Map-Server configuration for the
sane prefix and has encoded the information in the mappi ng Record.
The "l nconplete"” bit is not set when the Map-Server has encoded
the information; this means that the Referral Set includes all the
RLOCs of all Map-Servers that serve the prefix. It MJST be set
when the configuration of the Map-Server does not flag the
mat chi ng prefix as configured with the conplete information about
"peer" Map-Servers or when the Map-Server does not return all
configured | ocators.

Referral Count: Nunber of RLOCs in the current Referral Set. This
nunber is equal to the nunber of "Ref" sections in the nessage (as
shown in the diagram above).

SigCnt: Indicates the nunber of signatures (Signature section)
present in the Record. |If SigCnt is larger than 0, the signature
information captured in a Signature section as described in
Section 6.4.1 will be appended to the end of the Record. The
nunber of Signature sections at the end of the Record MUST natch
the SigCnt. Note that bits occupied by SigCnt were narked as
"Reserved" in Records enmbedded into messages defined by [ RFC6830]
and were required to be set to zero.
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Loc-AFl: AFl of the Locator field. |If the AFl value is different
fromthe LISP Canonical Address Format (LCAF) AFI, security keys
are not included in the Record. |If the AFl value is equal to the
LCAF AFl, the contents of the LCAF depend on the Type field of the
LCAF. LCAF Type 11 is used to store security material along with
the AFl of the locator. DDT nodes and DDT Map- Servers can use
this LCAF Type to include public keys associated with their child
DDT nodes for an XElID-prefix Map-Referral Record. LCAF Types and
formats are defined in [ RFC3060].

Locator: RLOC of a DDT node to which the DDT client is being
referred. This is a variable-length field; its length is
determi ned by the Loc-AFl setting.

Al'l other fields and their descriptions are equivalent to those in
the Map-Reply nmessage, as defined in LISP [ RFC6830]. Note, though,
that the set of RLOCs correspond to the DDT node to be queried as a
result of the referral and not to the RLOCs for an actual EIDto-RLOC

mappi ng.
6.4.1. Signature Section

Si gCnt counts the nunber of signature sections that appear at the end
of the Record. The format of the signature section is described
bel ow.

B i s T T i i o S o T Ji I

/] Original Record TTL |

A e i i I S S i S S it N SRR

[ Si gnature Expiration |

I i I S R e S S i S

| Signature I nception |

B i s T T i i o S o T Ji I

| Key Tag | Sig Length |

i i S s S S it M DR SRS

| Sig-Agorithm| Reserved | Reserved |

L s i S i i S S T i S
+-

——a —wn—

\ Si gnature ~
ST M S A A S T R S M S S S M N

Original Record TTL: The original Record TTL for this Record that

is covered by the signature. The Record TTL value is specified
in mnutes.
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Signature Expiration and Signature Inception: Specify the validity
period for the signature. The signature MJUST NOT be used for
aut hentication prior to the inception date and MJST NOT be used
for authentication after the expiration date. Each field
specifies a date and tinme in the formof a 32-bit unsigned nunber
of seconds el apsed since 1 January 1970 00: 00: 00 UTC, ignoring
| eap seconds, in network byte order

Key Tag: An identifier to specify which key is used for this
signature if nore than one valid key exists for the signing
DDT node.

Sig Length: The length of the Signature field in bytes.

Sig-Algorithm The identifier of the cryptographic algorithmused
for the signature. Sig-Algorithmvalues defined in this
specification are listed in Table 1. |nplenentati ons conform ng
to this specification MJST inpl enent at |east RSA-SHA256 for DDT
signing. Sig-Algorithmtype 1 (RSA-SHAl) is deprecated and
SHOULD NOT be used.

S R S R +
| Sig-Algorithm| Nane | Reference | Not es |
o Fom e e o - Fom e oo Fom e e o - +
| 1 | RSA-SHA1 | [RFC8017] | DEPRECATED |
I I I I
| 2 | RSA-SHA256 | [ RFC8017] | MANDATORY |
S R S R +

Tabl e 1: Sig-Algorithm Val ues

Reserved: MJST be set to 0 on transmt and MJUST be ignored on
receipt.

Signature: Contains the cryptographic signature that covers the
entire Map-Referral Record to which this signature belongs. For
the purpose of computing the signature, the Record TTL
(Section 6.4) value is set to the value of Original Record TTL and
the Signature field is filled with zeros.
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7. DDT Network Elements and Their Operation

As described above, LISP-DDT introduces a new network el ement -- the
DDT node -- and extends the functionality of Map-Servers and

Map- Resol vers to send and receive Map-Referral nessages. The
operation of each of these devices is described bel ow.

7.1. DDT Node

When a DDT node receives a DDT Map- Request, it conpares the requested
XEID against its list of XEID prefix delegations and its |ist of
authoritative XElID-prefixes, and proceeds as foll ows:

7.1.1. Matching of a Delegated Prefix (or Sub-prefix)

If the requested XEID natches one of the DDT node’s del egated
prefixes, then a Map-Referral nessage is returned with the natching
nmore-speci fic XEID-prefix and the set of RLOCs for the referra

target DDT nodes, including associated security information (see
Section 10 for details on security). |If at |east one DDT node of the
del egation is known to be a DDT Map-Server, then the Map-Referra
message SHOULD be sent with action code MS-REFERRAL to indicate to
the receiver that LISP-SEC information (if saved in the pending
request) SHOULD be included in the next DDT Map- Request; otherw se,
the action code NODE- REFERRAL SHOULD be used

Note that a matched del egati on does not have to be for a sub-prefix
of an authoritative prefix; in addition to being configured to

del egate sub-prefixes of an authoritative prefix, a DDT node nay al so
be configured with other XEID prefixes for which it can provide
referrals to DDT nodes anywhere in the database hierarchy. This
capability to define "shortcut hints" is never required to be
configured, but it may be a useful heuristic for reducing the nunber
of iterations needed to find an EID, particularly for private network
depl oynent s.

Referral hints, if used properly, nmay reduce the nunber of referrals
a DDT client needs to follow to | ocate a DDT Map-Server authoritative
for the XEID prefix being resolved. On the other hand, the incorrect
use of hints may create circul ar dependencies (or "referral |oops")
bet ween DDT nodes. A DDT client MJST be prepared to handl e such
circular referrals. See Section 7.3.4 for a discussion of referra

| oops and nmeasures that the DDT client nust inplement in order to
detect circular referrals and prevent infinite | ooping.

Anot her danger related to the use of hints is when a DDT depl oynent

spans nmultiple adninistrative domains (i.e., different authorities
manage DDT nodes in the sane DDT database). |In this case, an
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operat or nanagi ng a DDT node may not be aware of the fact that the
node is being referred to by hints. Locator addresses in hints nmay
becone stale when referred DDT nodes are taken out of service or
change their |ocator addresses.

7.1.2. Mssing Delegation froman Authoritative Prefix

7.2.

7.3.

Ful

If the requested XEID did not match a configured del egati on but does
mat ch an authoritative XElI D-prefix, then the DDT node MJST return a
Negative Map-Referral that uses the |east-specific XEl D prefix that
does not nmatch any XElID prefix del egated by the DDT node. The action
code is set to DELEGATION-HOLE; this indicates that the XEIDis not a
LI SP desti nati on.

If the requested XEID did not match either a configured del egati on,
an authoritative XElD-prefix, or a hint, then a Negative Map-Referral
with action code NOT- AUTHORI TATI VE MJUST be ret urned.

DDT Map- Ser ver

VWhen a DDT Map- Server receives a DDI Map- Request, its operation is
simlar to that of a DDT node, with additional processing as foll ows:

o |If the requested XEID natches a registered XEl D-prefix, then the
Map- Request is forwarded to one of the destination ETR RLOCs (or
the Map-Server sends a Map-Reply, if it is providing a proxy
Map- Reply service), and a Map-Referral with action code Ms-ACK
MUST be returned to the sender of the DDT Map- Request.

o |If the requested XEI D matches a configured XElD-prefix for which
no ETR regi stration has been received, then a Negative
Map- Referral with action code Ms-NOT- REG STERED MUST be returned
to the sender of the DDT Map- Request.

DDT Cient

A DDT client queries one or nore DDT nodes and uses an iterative
process of following returned referrals until it receives one with
action code M5-ACK (or an error indication). M5 ACK indicates that

t he Map- Request has been sent to a Map-Server that will forward it to
an ETR that, in turn, will provide a Map-Reply to the | ocator address
in the Map- Request.

DDT client functionality will typically be inplemented by DDT

Map- Resol vers. Just as woul d any ot her Map-Resolver, a DDT

Map- Resol ver accepts Map-Requests fromits clients (typically I TRs)
and ensures that those Map- Requests are forwarded to the correct ETR,
whi ch generates Map-Replies. However, unlike a Map-Resol ver that
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uses the LISP Alternative Logical Topology (LISP+ALT) napping system
[ RFC6836], a DDT Map- Resol ver inplenments DDT client functionality to
find the correct ETR to answer a Map-Request; this requires a DDT
Map- Resol ver to maintain additional state: a Map-Referral cache and a
pendi ng request list of XEIDs that are going through the iterative
referral process.

DDT client functionality may be inplemented on ITRs. In this case,
the DDT client will not receive a Map-Request from anot her network
el ement; instead, equivalent information will be provided to the DDT
client via a progranmm ng interface.

7.3.1. Queuing and Sendi ng DDT Map- Requests

When a DDT client receives a request to resolve an XEID (in the case
of a DDT Map-Resolver, this will be in the formof a received
Encapsul ated Map-Request), it first perforns a | ongest-natch search
for the XEIDin its referral cache. |If no match is found or if a
negative cache entry is found, then the destination is not in the
dat abase; a Negative Map-Reply MJST be returned, and no further
processing is perforned by the DDT client.

If a match is found, the DDT client creates a pending request |ist
entry for the XEID and saves the original request (in the case of a
DDT Map- Resol ver, this will be the original Mp-Request mninus the
encapsul ati on header) along with other information needed to track
progress through the iterative referral process; the "referra
XEID-prefix" is also initialized to indicate that no referral has yet
been received. The DDT client then creates a DDT Map- Request (which
is an Encapsul ated Map- Request with the "DDT-origi nated" flag set in
the message header) for the XEID but wi thout any authentication data
that may have been included in the original request. It sends the
DDT Map- Request to one of the RLOCs in the chosen referral cache
entry. The referral cache is initially populated with one or nore
statically configured entries; additional entries are added when
referrals are followed, as described below. A DDT client is not
absolutely required to cache referrals, but doing so will decrease

| at ency and reduce | ookup del ays.

Note that in normal use on the public Internet, the statically
configured initial referral cache for a DDT client should include a
"default" entry with RLOCs for either the root DDT node or one or
nmore DDT nodes that contain hints for the root DDT node. |If a DDT
client does not have such a configuration, it will return a Negative
Map-Reply if it receives a query for an EID outside the subset of the
mappi ng dat abase known to it. Wile this may be desirable on private
net wor k depl oyments or during early transition to LISP when few sites
are using it, this behavior is not appropriate when LISP is in
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general use on the Internet. |f DDT nessage exchanges are

aut henticated as described in Section 10, then the DDT client MJST
al so be configured with public keys of DDT nodes pointed to by the
"default" cache entry. In this case, the "default" entry will
typically be for the root DDT node.

7.3.2. Receiving and Fol |l owi ng Referrals

After sending a DDT Map- Request, a DDT client expects to receive a

Map- Referral response. |If none occurs within the tineout period, the
DDT client retransmts the request, sending it to the next RLOC in
the referral cache entry if one is available. |If all RLOCs have been

tried and the maxi mum nunber of retransnissions has occurred for
each, then the pending request list entry is dequeued and di scarded.
In this case, the DDT client returns no response to the sender of the
ori gi nal request.

A DDT client processes a received Map-Referral nessage according to
each action code:

NCDE- REFERRAL: The DDT client checks for a possible referral |oop as
described in Section 7.3.4. If no loop is found, the DDT client
saves the prefix returned in the Map-Referral nessage in the
referral cache, updates the saved prefix and saved RLOCs in the
pendi ng request list entry, and follows the referral by sending a
new DDT Map- Request to one of the DDT node RLOCs listed in the
Referral Set; security information saved with the original
Map- Request SHOULD NOT be i ncl uded.

P

REFERRAL: The DDT client processes an MsS-REFERRAL in the sane
manner as a NODE- REFERRAL, except that security information saved
with the original Mp-Request MJST be included in the new

Map- Request sent to a Map-Server (see Section 10 for details on
security).

M- ACK:  An M5-ACK is returned by a DDT Map-Server to indicate that
it has one or nore registered ETRs that can answer a Map- Request
for the XEID and the request has been forwarded to one of them
(or, if the Map-Server is providing a proxy service for the
prefix, then a reply has been sent to the querying ITR). [If the
pendi ng request did not include saved LI SP-SEC i nformation or if
that information was already included in the previous DDT
Map- Request (sent by the DDT client in response to either an
M5- REFERRAL or a previous Ms-ACK referral), then the pending
request for the XEID is conplete; processing of the request stops,
and all request state can be discarded. Oherw se, LISP-SEC
information is required and has not yet been sent to the
authoritative DDT Map-Server; the DDT client MJST resend the DDT
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Map- Request with LI SP-SEC information included, and the pending
request queue entry remains until another Map-Referral with action
code M5-ACK is received. |If the "Inconplete” flag is not set, the
prefix is saved in the referral cache.

M5- NOT- REG STERED: The DDT Map- Server queried could not process the
request because it did not have any ETRs registered for a
mat chi ng, authoritative XElID-prefix. |If the DDT client has not
yet tried all of the RLOCs saved with the pending request, then it
sends a Map- Request to the next RLOC in that list. |If all RLOCs
have been tried, then the destination XEID is not registered and
i s unreachable. The DDT client MJUST return a Negative Map-Reply
to the requester (or, in the case of a DDT Map-Resolver, to the
sender of the original Map-Request). This Map-Reply contains the
| east-specific XEID-prefix in the range for which this DDT
Map- Server is authoritative and in which no registrations exist.
The TTL val ue of the Negative Map-Reply SHOULD be set to 1 ninute.
A negative referral cache entry is created for the prefix (whose
TTL al so SHOULD be set to 1 minute), and processing of the request
st ops.

DELEGATI ON- HOLE: The DDT Map- Server queried did not have an
XElI D- prefix defined that matched the requested XEID, so the XElID
does not exist in the napping database. The DDT client MJST
return a Negative Map-Reply to the requester (or, in the case of a
DDT Map- Resol ver, to the sender of the original Mp-Request); this
Map- Repl y SHOULD indi cate the | east-specific XEl D prefix matching
the requested XEID for which no del egations exist and SHOULD have
a TTL value of 15 minutes. A negative referral cache entry is
created for the prefix (which also SHOULD have a TTL of
15 minutes), and processing of the pending request stops.

NOT- AUTHORI TATI VE:  The DDT Map-Server queried is not authoritative
for the requested XEID. This can occur if a cached referral has
becone invalid due to a change in the database hierarchy. |If the
DDT client receiving this nessage can determine that it is using
ol d cached information, it MAY choose to del ete that cached
information and retry the original Mp-Request, starting fromits
"root" cache entry. |If this action code is received in response
to a query that did not use cached referral information, then it
i ndi cates a dat abase synchroni zati on problem or configuration
error. The pending request is silently discarded; i.e., all state
for the request that caused this answer is renoved, and no answer
is returned to the original requester.
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7.3.3. Handling Referral Errors

O her states are possible, such as a m sconfigured DDT node (acting
as a proxy Map-Server, for exanple) returning a Map-Reply to the DDT
client; they should be considered errors and | ogged as such. It is
not clear exactly what else the DDT client should do in such cases;
one possibility is to renove the pending request list entry and send
a Negative Map-Reply to the requester (or, in the case of a DDT

Map- Resol ver, to the sender of the original Mp-Request).
Alternatively, if a DDT client detects unexpected behavior by a DDT
node, it could mark that node as unusable in its referral cache and
update the pending request to try a different DDT node if nore than
one is listed in the referral cache. In any case, any prefix
contained in a Map-Referral message that causes a referral error
(including a referral loop) is not saved in the DDT client referra
cache.

7.3.4. Referral Loop Detection

In response to a Map-Referral message with acti on code NODE- REFERRAL
or MS-REFERRAL, a DDT client is directed to query a new set of DDT
node RLOCs that are expected to have nore-specific XEl D prefix
information for the requested XEID. To prevent a possible "iteration
| oop"” (following referrals back and forth anbng a set of DDT nodes

wi t hout ever finding an answer), a DDT client saves the | ast received
referral XElI D prefix for each pending request and checks to see if a
new y received NODE- REFERRAL or Ms- REFERRAL nessage contains a
nmore-specific referral XEID-prefix; an exact or |ess-specific match
of the saved XEID-prefix indicates a referral loop. If aloopis
detected, the DDT Map- Resol ver handl es the request as described in
Section 7.3.3. Oherwise, the DDT client saves the npbst recently
received referral XEID-prefix with the pendi ng request when it
follows the referral

As an extra neasure to prevent referral loops, it is probably also
wise to limt the total nunber of referrals for any request to sone
reasonabl e nunber; the exact value of that nunber will be determ ned
during experinmental deploynment of LISP-DDT but is bounded by the
maxi mum | engt h of the XElD

Note that when a DDT client adds an entry to its | ookup queue and
sends an initial Mp-Request for an XEI D, the queue entry has no
previous referral XEI D prefix; this neans that the first DDT node
contacted by a DDT Map- Resol ver may provide a referral to anywhere in
the DDT hierarchy. This, in turn, allows a DDT client to use
essentially any DDT node RLOCs for its initial cache entries and
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depend on the initial referral to provide a good starting point for
Map- Requests; there is no need to configure the sane set of root DDT
nodes on all DDT clients.

8. Pseudocode and Decision Tree Di agrans

To illustrate the DDT al gorithns described above and to aid in

i npl ement ati on, each of the major DDT Map-Server and DDT Map- Resol ver
functions are described below, first using sinple "pseudocode" and
then in the formof a decision tree.

8.1. Map-Resol ver Processing of | TR Map- Request
8.1.1. Pseudocode Summary

if ( request pending, i.e., (ITR EID) of request sane ) {
replace old request with new, & use new request nonce
for future requests
else if ( no match in refcache ) {
return Negative Map-Reply to I TR
else if ( match type DELEGATI ON-HOLE ) {
return Negative Map-Reply to I TR
else if ( match type M5-ACK ) {
fwd DDT Map- Request to Map- Server
el se {
store & fwd DDT Map- Request w o security materi al
to node del egation

e e
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8.1.2. Decision Tree Diagram
R +
I's request | Yes
pending? |----> Replace old request with
| | new nonce for future requests
T +
I
| No
I
\Y
____________ +
Match in | No
referral | ----> Send Negative Map-Reply
cache? | (not a likely event, as root or
———————————— + hi nt configured on every Map- Resol ver)
I
| Yes
I
Vv
_____________ +
Match type | Yes
DELEGATI ON- | ----> Send Negative Map-Reply
HOLE? |
............. +
I
| No
I
\Y
____________ +
Match type | Yes
M5- ACK? | ----> Forward DDT Map- Request to Map- Server
|
____________ +
I
| No
I
Vv
Store original request & send DDT Map- Request w/ o security materi al
to DDT node del egation
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8.2. Map-Resol ver Processing of Map-Referral Message
8.2.1. Pseudocode Summary

if ( authentication signature validation failed ) {
silently drop
}

if ( no request pending matched by referral nonce ) {
silently drop
}

if ( pfx inreferral less specific than last referral used ) {
if ( gone through root ) {
silently drop
} else {
send request to root
}

}

switch (map_referral type) {

case NOT_AUTHORI TATI VE:
if ( gone through root ) {
return Negative Map-Reply to I TR
} else {
send request to root
}

case DELEGATI ON_HOLE
cache & send Negative Map-Reply to I TR

case M5_REFERRAL:
if ( referral equal to last used ) {
if ( gone through root ) {
return Negative Map-Reply to I TR
} else {
send request to root

} else {

cache

follow the referral; include security materia
}
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case NODE_REFERRAL:
if ( referral equal to last used ) {
if ( gone through root ) {
return Negative Map-Reply to I TR
} else {
send request to root

} else {
cache
follow the referral; strip security material

}

case MS_ACK:
if ( security material stripped ) {
resend request with security material
if { 'inconplete } {
cache
}

}

case M5 _NOT_REGQ STERED:
if { all Map-Server delegations not tried } {
foll ow del egations not tried
if ( 'inconplete ) {
cache

} else {
send Negative Map-Reply to I TR
if { 'inconplete } {
cache
}

}

case DEFAULT
drop
}
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8.2.2. Decision Tree Di agram

o e +
| Auth signature | No
| val i d? |----> Silently drop
o a o +
| Yes
Vv
R +
| I's request | No
| pending? |----> Silently drop
Fom e e o - +
| Yes
Vv
R LR EEE LR R LR TR + Yes
| Pfx less specific than last? |----> Silently drop
o e e e e e e eee e +
| No
Y,
o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| What is Map-Referral type? | - - Unknown- +
o + |
I I I I I I v
| | | | | DEL_HOLE Dr op
I I I I M5_ACK I
I I | | I v
| | M5_REF NCDE_REF | Cache & return
| | | | Y, Negati ve Map- Reply
| | | | - +
| NOT_AUTH | | | Was sec | Yes
| | | | | material]|
| | | | | stripped?|----> Done
| | v Voo +
| | A + | No
| | Yes | Pfx equal | \%
M5_NOT_REGQ STERED | +---| to last [ R +
| | | | used? | |"Inconplete"| Yes
| | | R + | bit set? | ---> Resend DDT
| vV Vv | No R + request w
I R + | | No security
| | GCone | \% | mat eri al
| | through | Cache & foll ow \%
| | root? | the referral Cache & resend DDT
| e + request with
| | No | Yes security materi al
I I I
| \Y \Y
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| Send req Send Negative Map-Reply
| to root

Y,
AR + Yes R + Yes
| Gher M5 |---Follow other M5-------- >| "l nconplete"|----> Don't cache
| not tried?| | bit set? |
| | --Send Negative Map-Reply->| | ----> Cache
R + No R + No

8.3. DDT Node Processing of DDT Map- Request Message
8.3.1. Pseudocode Summary

if (1 amnot authoritative )
send Map- Referral NOT_AUTHORI TATI VE with
"I nconpl ete" bit set and TTL O
} else if ( delegation exists ) {
if ( del egated Map-Servers ) {
send Map- Referral MS_REFERRAL with
TTL ' Defaul t_Ddt Node Ttl’
} else {
send Map- Referral NODE_REFERRAL with
TTL ’ Defaul t _Ddt Node_Tt 1"’
}
} else {
if ( EIDin site) {
if ( siteregistered ) {
forward Map- Request to ETR
if ( Map-Server peers configured ) {
send Map-Referral MS_ACK with
TTL ' Default _Registered Ttl’
} else {
send Map-Referral M5 _ACK with
TTL 'Default Registered Ttl’' and "Inconplete" bit set
}
} else {
if ( Map-Server peers configured ) {
send Map-Referral MS_NOT_REQ STERED with
TTL ' Defaul t _Confi gured_Not_Regi stered_Ttl’
} else {
send Map- Referral MS_NOT_REG STERED with
TTL ' Default _Configured Not Registered Ttl’
and "l nconplete" bit set
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} else {
send Map- Ref erral DELEGATI ON_HOLE with
TTL ' Default _Negative Referral _Ttl’

}
}
where architectural constants for TTL are set as foll ows:
Def aul t _Ddt Node_Tt | 1440 m nutes
Default _Regi stered_Ttl 1440 m nutes
Default _Negative Referral Ttl 15 m nutes
Def aul t _Configured Not Registered Ttl 1 mnute
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8.3.2. Decision Tree Di agram

.
| Am |
| authori-
| tative?
B

I

| Yes

I

\%
N,
| Del egation
| exi sts?
|
.

I

| No

I

\%
.
| EIDin
| site
| config?
B

I

|

I

I

I

I

I

|

I

I

I

I

| No

|

\%

+
| No
| ----> Return NOT_AUTHORI TATI VE
| Inconplete =1
+ TTL = Defaul t _Ddt Node_Tt |
+ S +
| Yes | Delegations | Yes
|----> are | ----> Return M5_REFERRAL
| | Map-Servers?| TTL = Def aul t _Ddt Node_Tt
+ S +
\' No
+--> Return NODE_REFERRAL
TTL = Defaul t _Ddt Node_Tt |
+ R + R +
| Yes | Site | Yes | Map- Server
|---->] registered?|----> Forward---->| peers |
| | | Map- Request | configured?
+ T + to ETR T +
I I I
| No No| | Yes
I I I
| \Y, \Y,
| Return M5_ACK Return M5_ACK
Y with I NC=1
Fom e + TTL = Default_Regi stered_Tt
| Map-Server | Yes
| peers | ----> Return MS_NOT_REGQ STERED
| configured?| TTL = Default_ Negative Referral Ttl
Fom e e o - +
\' No

+--> Return MS_NOT_REGQ STERED
Inconmplete = 1
TTL = Default_ Negative Referral Ttl

Ret urn DELEGATI ON_HOLE
TTL = Default Negative Referral Ttl
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9. Exanpl e Topol ogy and Request/Referral Foll ow ng

Thi s section shows an exanple DDT tree and several possible scenarios
of Map- Requests conming to a Map- Resol ver and subsequent iterative DDT
referrals. In this exanple, RLOCs of DDT nodes are shown in the |Pv4
address space while the EIDs are in the |Pv6 AF. The same principle
of hierarchical delegation and pinpointing referrals is equally
appl i cable to any AF whose address hierarchy can be expressed as a
bit string with associated length. The DDT "tree" of |Pv4 prefixes
is another AF with imredi ate practical value. This section could
benefit from additional exanples, perhaps including one using |Pv4

El Ds and another using IPv6 RLOCCs. |If this docunent is noved to the
St andards Track, consideration should be given to addi ng such

exanpl es.
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To show how referrals are followed to find the RLOCCs for a nunber of
El Ds, consider the follow ng exanmple EID topol ogy for DBI D=0, I|ID=0,
AFl =2, and El D=0/ 0:

Fom e e e e e oo s S +
| rootl: 192.0.2.1 | | root2: 192.0.2.2 |
| authoritative: ::/0 | | authoritative: ::/0
Tt T ot +
I \ I
I \ o/ I
I X I
I I\ I
I I\ I
I I I I
Y, Y, Y, Y,
o e e e e e e e e oo oo S +
| DDT nodel: 192.0.2.11 | | DDT node2: 192.0.2.12 |
| authoritative: | ] authoritative: |
| 2001: db8:: /32 | 2001: db8:: /32 |
St G +
I \ I
I \ o/ I
I X I
I I\ I
I I\ I
I I I I
Y, Y, Y, Y,
o e m e e e e e oo S +
| Map-Serverl: 192.0.2.101 | | DDT node3: 192.0.2.201 |
| authoritative: | ] authoritative: |
| 2001: db8: 0100: : / 40 | ] 2001: db8: 0500: : / 40
| sitel: 2001:db8:0103::/48] +--------------“--“---------- +
| site2: 2001:db8:0104::/ 48| | |
o e m e e e e e oo + | |
I I
I I
Y Y
Tt + Tt +
| Map-Server2: 192.0.2.211 | | Map-Server3: 192.0.2.221 |
| authoritative: | | authoritative: |
| 2001: db8: 0500: : /48 | | 2001: db8: 0501:: /48
| site3: 2001: db8: 0500: 1: :/ 64| | site5: 2001: db8: 0501: 8: :/ 64|
| sited4: 2001: db8: 0500: 2: : / 64| | site6: 2001: db8: 0501: 9: :/ 64|
Tt + Tt +

DDT nodes are configured for this "root" at |IP addresses 192.0.2.1
and 192.0.2.2. DDT Map-Resolvers are configured with default
referral cache entries for these addresses.
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The root DDT nodes del egate 2001:db8::/32 to two DDT nodes with IP
addresses 192.0.2.11 and 192.0.2.12.

The DDT nodes for 2001:db8::/32 del egate 2001: db8: 0100::/40 to a DDT
Map- Server with RLOC 192.0. 2. 101.

The DDT Map- Server for 2001: db8:0100::/40 is configured to allow ETRs
to register the sub-prefixes 2001: db8: 0103::/48 and
2001: db8: 0104: : / 48.

The DDT nodes for 2001:db8::/32 al so del egate 2001: db8: 0500::/40 to a
DDT node with RLOC 192.0. 2. 201.

The DDT node for 2001: db8:0500::/40 is further configured to del egate
2001: db8: 0500: : /48 to a DDT Map-Server with RLOC 192.0.2.211 and
2001: db8: 0501::/48 to a DDT Map-Server with RLOC 192.0. 2. 221.

The DDT Map- Server for 2001: db8:0500::/48 is configured to all ow ETRs
to register the sub-prefixes 2001: db8: 0500: 1: : / 64 and
2001: db8: 0500: 2: : / 64.

The DDT Map- Server for 2001:db8: 0501::/48 is configured to all ow ETRs
to register the sub-prefixes 2001: db8: 0501: 8: :/ 64 and
2001: db8: 0501: 9: : / 64.

9.1. Lookup of 2001:db8:0103:1::1/128

The first exanpl e shows a DDT Map- Resol ver followi ng a del egation
fromthe root to a DDT node foll owed by another delegation to a DDT
Map- Ser ver .

I TRL sends an Encapsul at ed Map- Request for 2001:db8:0103:1::1 to one
of its configured (DDT) Map-Resolvers. The DDT Map- Resol ver proceeds
as foll ows:

1. Send a DDT Map- Request (for 2001:db8:0103:1::1) to one of the
root DDT nodes (192.0.2.1 or 192.0.2.2).

2. Receive (and save in the referral cache) the Map-Referral for
El D-prefix 2001: db8::/32, action code NODE- REFERRAL, RLOC set
(192.0.2.11, 192.0.2.12).

3. Send a DDT Map-Request to 192.0.2.11 or 192.0.2.12

4. Receive (and save in the referral cache) the Map-Referral for

El D-prefix 2001: db8: 0100::/40, action code MsS-REFERRAL, RLCC set
(192.0.2.101).
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5. Send a DDT Map- Request to 192.0.2.101; if the ITRoriginated
Encapsul at ed Map- Request had a LI SP-SEC signature, it is
i ncl uded.

6. The DDT Map-Server at 192.0.2.101 decapsul ates the DDT
Map- Request and forwards the Map-Request to a registered sitel
ETR for 2001: db8: 0103::/48.

7. The DDT Map-Server at 192.0.2.101 sends a Map-Referral nessage
for EID prefix 2001:db8:0103::/48, action code Ms-ACK, to the DDT
Map- Resol ver.

8. The DDT Map- Resol ver receives the Map-Referral nessage and
dequeues the pending request for 2001: db8:0103:1::1.

9. The sitel ETR for 2001: db8: 0103::/48 recei ves the Map- Request
forwarded by the DDT Map-Server and sends a Map-Reply to | TRL.

9.2. Lookup of 2001:db8: 0501:8:4::1/128

The next exanple shows a three-level delegation: root to first DDT
node, first DDT node to second DDT node, and second DDT node to DDT
Map- Ser ver .

| TR2 sends an Encapsul at ed Map- Request for 2001: db8:0501:8:4::1 to
one of its configured (DDT) Map-Resolvers, which are different from
those for ITRL. The DDT Map-Resol ver proceeds as foll ows:

1. Send a DDT Map- Request (for 2001: db8:0501:8:4::1) to one of the
root DDT nodes (192.0.2.1 or 192.0.2.2).

2. Receive (and save in the referral cache) the Map-Referral for
El D-prefix 2001: db8::/32, action code NODE- REFERRAL, RLOC set
(192.0.2.11, 192.0.2.12).

3. Send a DDT Map- Request to 192.0.2.11 or 192.0.2.12.

4. Receive (and save in the referral cache) the Map-Referral for
El D- prefix 2001: db8: 0500: : /40, action code NODE- REFERRAL, RLOC
set (192.0.2.201).

5. Send a DDT Map- Request to 192.0. 2. 201.

6. Receive (and save in the referral cache) the Map-Referral for

El D-prefix 2001: db8: 0501::/48, action code MsS-REFERRAL, RLCC set
(192.0.2.221).
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7. Send a DDT Map- Request to 192.0.2.221; if the ITR-originated
Encapsul at ed Map- Request had a LI SP-SEC signature, it is
i ncl uded.

8. The DDT Map- Server at 192.0.2.221 decapsul ates the DDT
Map- Request and forwards the Map-Request to a registered siteb
ETR for 2001: db8: 0501: 8: :/ 64.

9. The DDT Map- Server at 192.0.2.221 sends a Map-Referral nessage
for EID prefix 2001: db8: 0501: 8::/64, action code M5-ACK, to the
DDT Map- Resol ver.

10. The DDT Map- Resol ver receives a Map-Referral (M5- ACK) nessage and
dequeues the pending request for 2001: db8: 0501: 8:4::1.

11. The site5 ETR for 2001: db8: 0501: 8::/64 recei ves a Map- Request
forwarded by the DDT Map-Server and sends a Map-Reply to | TR2.

9.3. Lookup of 2001: db8:0104: 2::2/128

Thi s exanpl e shows how a DDT Map- Resol ver uses a saved referral cache
entry to skip the referral process and go directly to a DDT
Map- Server for a prefix that is sinmlar to one previously requested.

In this case, | TRl uses the sanme Map-Resolver used in the example in

Section 9.1. It sends an Encapsul ated Map- Request for

2001: db8: 0104:2::2 to that (DDT) Map-Resolver. The DDT Map- Resol ver

finds an M5- REFERRAL cache entry for 2001: db8:0100::/40 with RLOC set
(192.0.2.101) and proceeds as foll ows:

1. Send a DDT Map- Request (for 2001:db8:0104:2::2) to 192.0.2.101;
if the | TR-origi nated Encapsul at ed Map- Request had a LI SP-SEC
signature, it is included.

2. The DDT Map-Server at 192.0.2.101 decapsul ates the DDT
Map- Request and forwards the Map-Request to a registered site2
ETR for 2001: db8: 0104::/48.

3. The DDT Map-Server at 192.0.2.101 sends a Map-Referral nessage
for EID prefix 2001: db8:0104::/48, action code Ms-ACK, to the DDT
Map- Resol ver.

4. The DDT Map- Resol ver receives the Map-Referral (Ms-ACK) and
dequeues the pending request for 2001: db8:0104: 2:: 2.

5. The site2 ETR for 2001: db8: 0104::/48 recei ves a Map- Request and
sends a Map-Reply to | TR1.
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9.4. Lookup of 2001:db8: 0500:2:4::1/128

Thi s exanpl e shows how a DDT Map- Resol ver uses a saved referral cache
entry to start the referral process at a non-root, internediate DDT
node for a prefix that is sinmlar to one previously requested.

In this case, | TR2 uses the sanme Map-Resolver used in the exanple in
Section 9.2. It sends an Encapsul ated Map- Request for

2001: db8: 0500: 2: 4::1 to that (DDT) Map-Resolver, which finds a

NODE- REFERRAL cache entry for 2001: db8: 0500::/40 with RLCC set
(192.0.2.201). It proceeds as follows:

1. Send a DDT Map- Request (for 2001: db8: 0500:2:4::1) to 192.0. 2. 201.

2. Receive (and save in the referral cache) the Map-Referral for
El D-prefix 2001: db8: 0500::/48, action code MsS-REFERRAL, RLCC set
(192.0.2.211).

3. Send a DDT Map-Request to 192.0.2.211; if the |ITR-originated
Encapsul at ed Map- Request had a LI SP-SEC signature, it is
i ncl uded.

4. The DDT Map-Server at 192.0.2.211 decapsul ates the DDT
Map- Request and forwards the Map-Request to a registered sited
ETR for 2001: db8: 0500: 2: : / 64.

5. The DDT Map-Server at 192.0.2.211 sends a Map-Referral nessage
for EID prefix 2001: db8: 0500: 2::/64, action code M5-ACK, to the
DDT Map- Resol ver.

6. The DDT Map- Resol ver receives the Map-Referral (Ms-ACK) and
dequeues the pending request for 2001: db8: 0500: 2: 4: : 1.

7. The sited4 ETR for 2001: db8: 0500: 2::/64 recei ves a Map- Request and
sends a Map-Reply to | TR2.
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10.

5. Lookup of 2001: db8: 0500::1/128 (Nonexi stent El D)

Thi s exanpl e uses the cached Ms- REFERRAL for 2001: db8: 0500: :/48
| earned above to start the | ookup process at the DDT Map- Server at
192.0.2.211. The DDT Map- Resol ver proceeds as foll ows:

1. Send a DDT Map- Request (for 2001:db8:0500::1) to 192.0.2.211; if
the I TR origi nated Encapsul ated Map- Request had a LI SP- SEC
signature, it is included.

2. The DDT Map-Server at 192.0.2.211, which is authoritative for
2001: db8: 0500: : / 48, does not have a matchi ng del egation for
2001: db8: 0500:: 1. It responds with a Map-Referral nessage for
2001: db8: 0500: : / 64, action code DELEGATI ON-HOLE, to the DDT
Map- Resol ver. The prefix 2001: db8: 0500::/64 is used because it
is the | east-specific prefix that does match the requested EID
but does not match one of the configured del egations
(2001: db8: 0500: 1:: /64 and 2001: db8: 0500: 2: : / 64) .

3. The DDT Map-Resol ver receives the del egation, adds a negative
referral cache entry for 2001: db8: 0500: :/ 64, dequeues the pending
request for 2001: db8:0500::1, and returns a Negative Map-Reply
to | TR2.

Securing the Database and Message Exchanges

This section specifies the DDT security architecture that provides
data origin authentication, data integrity protection, and

XElI D- prefix del egation. d obal XEID prefix authorization is out of
scope for this docunent.

Each DDT node is configured with one or nore public/private key pairs
that are used to digitally sign Map-Referral Records for

XElI D- prefix(es) for which the DDT node is authoritative. In other
words, each public/private key pair is associated with the

conbi nation of a DDT node and an XEID-prefix for which it is
authoritative. Every DDT node is also configured with the public
keys of its child DDT nodes. By including the public keys of target
child DDT nodes in the Map-Referral Records and signing each Record
with the DDT node's private key, a DDT node can securely del egate
sub-prefixes of its authoritative XEID prefixes to its child DDT
nodes. A DDT node configured to provide hints must al so have the
public keys of the DDT nodes to which its hints point. DDT node keys
can be encoded using LCAF Type 11 to associate the key to the RLOC of
the referred DDT node. |If a node has nmore than one public key, it
should sign its Records with at | east one of these keys. Wen a node
has N keys, it can sustain up to N-1 key conpromi ses. The revocation
mechani smis described in Section 10.2.1
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10.

10.

Map- Resol vers are configured with one or nore trusted public keys,
referred to as "trust anchors". Trust anchors are used to

aut henticate the DDT security infrastructure. Map-Resolvers can

di scover a DDT node’'s public key by either (1) having it configured
as a trust anchor or (2) obtaining it fromthe node's parent as part
of a signed Map-Referral. Wen a public key is obtained froma
node’s parent, it is considered trusted if it is signed by a trust
anchor or if it is signed by a key that was previously trusted.
Typically, in a Map-Resol ver, the root DDT node’ s public keys should
be configured as trust anchors. Once a Map-Resol ver authenticates a
public key, it locally caches the key along with the associ ated DDT
node RLOC and XEI D-prefix for future use.

1. XEID-Prefix Del egation

In order to delegate XEID sub-prefixes to its child DDT nodes, a
parent DDT node signs its Map-Referrals. Every signed Map-Referra
MUST al so include the public keys associated with each child DDT
node. Such a signature indicates that the parent DDT node is

del egating the specified XElID-prefix to a given child DDT node. The
signature is also authenticating the public keys associated with the
child DDT nodes, and authorizing themto be used by the child DDT
nodes, to provide origin authentication and integrity protection for
further del egations and napping i nformati on of the XEID prefix

al l ocated to the DDT node.

As a result, for a given XElD-prefix, a Map-Resolver can form an
aut hentication chain froma configured trust anchor (typically the
root DDT node) to the | eaf nodes (Map-Servers). Map-Resolvers

| everage this authentication chain to verify the Map-Referra
signatures while wal king the DDT tree until they reach a Map- Server
authoritative for the given XElD prefix.

2. DDT Node Qperation

Upon receiving a Map- Request, the DDT node responds with a

Map- Referral as specified in Section 7. For every Record present in
the Map-Referral, the DDT node al so includes the public keys
associated with the Record’ s XEI D prefix and the RLOCs of the child
DDT nodes. Each Record contained in the Map-Referral is signed using
the DDT node’s private key.

2.1. DDT Public Key Revocation

The node that owns a public key can al so revoke that public key. For
instance, if a parent DDT node advertises a public key for one of its
child DDT nodes, the child DDT node can at a later time revoke that
key. Since DDT nodes do not keep track of the Map-Resol vers that
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query them revocation is done in a pull nodel, where the

Map- Resol ver is inforned of the revocation of a key only when it
queries the node that owns that key. |If the parent DDT node is
configured to advertise that key, the parent DDT node nust al so be
signaled to renove the key fromthe Records it advertises for the
child DDT node; this is necessary to avoid further distribution of
the revoked key.

To securely revoke a key, the DDT node creates a new Record for the
associ ated XElID-prefix and locator, including the revoked key with
the Rbit set. (See Section 4.7 of [RFC8060] for details regarding
the Rbit.) The DDT node must also include a signature in the Record
that covers this Record; this is conputed using the private key
corresponding to the key being revoked. Such a Record is terned a
"revocation record'. By including this Record in its Map-Referrals,
the DDT node infornms queryi ng Map- Resol vers about the revoked key. A
digital signature conmputed with a revoked key can only be used to

aut henticate the revocati on and SHOULD NOT be used to validate any
data. To prevent a conpromi sed key fromrevoking other valid keys, a
gi ven key can only be used to sign a revocation for that specific
key; it cannot be used to revoke other keys. This prevents the use
of a conprom sed key to revoke other valid keys as described in

[ RFC5011]. A revocation record MJST be advertised for a period of
time equal to or greater than the TTL value of the Record that
initially advertised the key, starting fromthe tinme that the

adverti senent of the key was stopped by renoval fromthe parent

DDT node.

3.  Map-Server Qperation

Sinmilar to a DDT node, a Map-Server is configured with one or nore
public/private key pairs that it nust use to sign Map-Referrals.

However, unli ke DDT nodes, Map-Servers do not del egate prefixes and
as a result do not need to include keys in the Map-Referrals they
gener at e.

4. Map- Resol ver Operation

Upon receiving a Map-Referral, the Map-Resolver MJUST first verify the
signature(s) by using either a trust anchor or a previously

aut henti cated public key associated with the DDT node sending the
Map- Referral. |If nultiple authenticated keys are associated with the
DDT node sending this Map-Referral, the Key Tag field (Section 6.4.1)
of the signature can be used to select the correct public key for
verifying the signature. |If the key tag matches nore than one key
associated with that DDT node, the Map-Resolver MUST try to verify
the signature with all matching keys. For every matching key that is
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found, the Map-Resolver MJST also verify that the key is
authoritative for the XEID-prefix in the Map-Referral Record. |If
such a key is found, the Map-Resolver MJIST use it to verify the
associ ated signature in the Record. |If (1) no matching key is found,
(2) none of the matching keys is authoritative for the XEID-prefix in
the Map-Referral Record, or (3) such a key is found but the signature
is not valid, the Map-Referral Record is considered corrupted and
MJUST be discarded. This may be due to expired keys. The

Map- Resol ver MAY try other siblings of this node if there is an

alternate node that is authoritative for the sane prefix. If not,
t he Map- Resol ver CAN query the DDT node’s parent to retrieve a valid
key. It is good practice to use a counter or tiner to avoid

repeating this process if the Map-Resol ver cannot verify the
signature after several attenpts.

Once the signature is verified, the Map-Resolver has verified the

XElI D-prefix delegation in the Map-Referral. This also neans that
public keys of the child DDT nodes were authenticated; the

Map- Resol ver nust add these keys to the authenticated keys associ at ed
with each child DDT node and XElI D prefix. These keys are considered
valid for the duration specified in the Record’ s TTL field.

pen | ssues and Consi derati ons

There are a nunber of issues with the organi zation of the mapping
dat abase that need further investigation. Among these are:

o Defining an interface to inplenment interconnection and/or
interoperability with other napping databases, such as LI SP+ALT.

0 Additional key structures for use with LISP-DDT, such as key
structures to support additional EID formats as defined in
[ RFC8060] .

o Managenent of the DDT Map- Resolver referral cache -- in
particul ar, detecting and renoving outdated entries.

0 Best practices for either configuring hint referrals or avoiding
their use.

Qperational experience will hel p answer open questions surroundi ng
these and ot her issues.
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12. |1 ANA Consi derations
I ANA has nmade the followi ng early assignment per this docunent:

0 Message type 6, "LISP DDT Map-Referral", was added to the
"Ll SP Packet Types" registry. See Section 6.4 ("Map-Referra
Message Format").

As this document is an Experinental RFC, this is an early allocation
as per [RFC7120].

13. Security Considerations

Section 10 describes a DDT security architecture that provides data
origin authentication, data integrity protection, and XEl D-prefix
del egation within the DDT infrastructure

G obal XEID-prefix authorization is beyond the scope of this
docunent, but the Secure Inter-Domain Routing (SIDR) working group

[ RFC6480] is devel oping an infrastructure to support i nproved
security of Internet routing. Further work is required to determ ne
if SIDR's Public Key Infrastructure (PKlI) and the distributed
repository systemit uses for storing and di sseninating PKI data

obj ects may al so be used by DDT devices to verifiably assert that
they are the legitimate hol ders of a set of XEID prefixes.

Thi s docunent specifies how DDT security and LI SP-SEC [ LI SP- SEC]|
conpl enent one another to secure the DDT infrastructure, Map-Referra
messages, and the Map- Request/ Map-Reply protocols. 1In the future,
other LISP security mechani snms nmay be devel oped to repl ace LI SP-SEC
Such future security mechani sms shoul d descri be how they can be used
together with LISP-DDT to provide simlar |evels of protection

LI SP- SEC can use the DDT public-key infrastructure to secure the
transport of LISP-SEC key material (the One-Tine Key) froma

Map- Resol ver to the correspondi ng Map-Server. For this reason, when
LI SP-SEC i s depl oyed in conjunction with a LI SP-DDT nappi ng dat abase
and the path between the Map-Resol ver and Map- Server needs to be
protected, DDT security as described in Section 10 should be enabl ed
as wel | .
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