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| Pv6 Router Advertisenent Options for DNS Configuration
Abst r act

Thi s docunent specifies |Pv6 Router Advertisenent (RA) options
(called "DNS RA options") to allow IPv6 routers to advertise a list
of DNS Recursive Server Addresses and a DNS Search List to | Pv6
host s.

Thi s docunent, which obsol etes RFC 6106, defines a higher default
value of the lifetine of the DNS RA options to reduce the |ikelihood
of expiry of the options on links with a relatively high rate of
packet | oss.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc8106.
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1. Introduction

The purpose of this docunent is to standardize |Pv6 Router
Advertisenment (RA) options (DNS RA options) for DNS Recursive Server
Addr esses used for DNS nane resolution in | Pv6 hosts, and also for a
DNS Search List (DNSSL) of donain suffixes.

| Pv6 Nei ghbor Discovery (ND) and | Pv6 Statel ess Address

Aut oconfi gurati on (SLAAC) provide ways to configure either fixed or
nmobi | e nodes with one or nore | Pv6 addresses, default routers, and
sone ot her paraneters [ RFC4861] [ RFC4862].

It is infeasible to manually configure nomadi c hosts each tine they
connect to a different network. Wile a one-tinme static
configuration is possible, it is generally not desirable on general -
pur pose hosts such as laptops. For instance, |ocally defined
nanespaces woul d not be available to the host if it were to runits
own recursive nanme server directly connected to the gl obal DNS

The DNS information can al so be provided through DHCPv6 [ RFC3315]

[ RFC3736] [ RFC3646]. However, access to DNS is a fundanental
requirenent for alnost all hosts, so | Pv6 SLAAC cannot stand on its
own as an alternative deploynment nodel in any practical network

wi t hout any support for DNS configuration.

These issues are not pressing in dual -stack networks as long as a DNS
server is available on the IPv4 side, but they beconme nore critica
with the depl oynment of IPv6-only networks. As a result, this
docunent defines a nechani sm based on DNS RA options to allow | Pv6
hosts to perform automatic DNS configuration

1.1. Applicability Statenents

RA- based DNS configuration is a useful alternative in networks where
an | Pv6 host’'s address is autoconfigured through | Pv6 SLAAC and where
either (i) there is no DHCPv6 infrastructure at all or (ii) sone
hosts do not have a DHCPv6 client. The intention is to enable the
full configuration of basic networking information for hosts w thout
requiring DHCPv6. However, for networks that need to distribute
additional information, DHCPv6 is likely to be enployed. In these
net wor ks, RA-based DNS configuration nmay not be needed.

RA- based DNS configuration allows an I Pv6 host to acquire the DNS
configuration (i.e., DNS Recursive Server Addresses and the DNSSL)
for the link(s) to which the host is connected. Furthernore, the
host | earns this DNS configuration fromthe sane RA nessage that
provi des configuration infornmation for the |ink.
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The advant ages and di sadvant ages of the RA-based approach are
di scussed in [RFC4339] along with other approaches, such as the DHCP
and wel | -known anycast address approaches.

1.2. Coexistence of RA Options and DHCP Options for DNS Configuration

Two protocols exist to configure the DNS i nformati on on a host: the
RA options specified in this document and the DHCPv6 options
specified in [RFC3646]. They can be used together. The rules
governing the decision to use stateful configuration nechanisns are
specified in [RFC4861]. Hosts conforming to this specification MJST
extract DNS information from RA nessages, unless static DNS
configuration has been specified by the user. |If there is DNS
informati on available frommltiple RAs and/or from DHCP, the host
MJUST maintain an ordered list of this information as specified in
Section 5.3.1.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Term nol ogy

Thi s docunent uses the term nol ogy defined in [ RFC4861] and
[ RFC4862]. In addition, six new terns are defined bel ow

0 Recursive DNS Server (RDNSS): A server that provides a recursive
DNS resol ution service for translating domain nanes into |IP
addresses or resolving PTR records as defined in [ RFC1034] and
[ RFC1035] .

0 RDNSS Option: An IPv6 RA option to deliver the RDNSS infornation
to | Pv6 hosts [ RFC4861].

0 DNS Search List (DNSSL): The list of DNS suffix donmai n names used
by 1 Pv6 hosts when they perform DNS query searches for short,
unqual i fi ed domai n nanes

0 DNSSL Option: An IPv6 RA option to deliver the DNSSL infornation
to | Pv6 hosts.

0 DNS Repository: Two data structures for nmanagi ng DNS configuration

information in the I Pv6 protocol stack, in addition to the
Nei ghbor Cache and Destinati on Cache for Nei ghbor D scovery
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4.

[ RFC4861]. The first data structure is the DNS Server List for
RDNSS addresses, and the second is the DNSSL for DNS search donmin
names.

0 Resolver Repository: Configuration repository with RDNSS addresses
and a DNSSL that a DNS resol ver on the host uses for DNS name
resolution -- for exanple, the UNI X resolver file (i.e.,
/etc/resolv.conf) and the Wndows registry.

Overvi ew

Thi s docunment standardizes an ND option called the "RDNSS option",

whi ch contains the addresses of RDNSSes. This docunent al so
standardi zes an ND option called the "DNSSL option", which contains
the DNSSL. This is to maintain parity with the DHCPv6 options and to
ensure that there is necessary functionality to determ ne the search
donmai ns.

The existing ND nmessage (i.e., RA) is used to carry this information.
An | Pv6 host can configure the | Pv6 addresses of one or nore RDNSSes
via RA nmessages. Through the RDNSS and DNSSL options, along with the
Prefix Information opti on based on the ND protocol [RFC4861]

[ RFC4862], an | Pv6 host can performthe network configuration of its
| Pv6 address and the DNS information simultaneously w thout needing
DHCPv6 for the DNS configuration. The RA options for RDNSS and DNSSL
can be used on networks that support the use of ND

Thi s approach requires nmanual configuration or automatic nechani sns
(e.g., DHCPv6 or vendor-proprietary configuration nechanisns) to
configure the DNS information in routers sending the adverti senents.
The automatic configuration of RDNSS addresses and a DNSSL in routers
is out of scope for this docunent.

Nei ghbor Di scovery Extension
The 1 Pv6 DNS configuration mechani smdescribed in this document needs

two ND options in Neighbor Discovery: (i) the RDNSS option and
(ii) the DNSSL option.
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5.1. Recursive DNS Server Option

The RDNSS option contains one or nore | Pv6 addresses of RDNSSes. Al
of the addresses share the sane Lifetine value. |If it is desirable
to have different Lifetine values, multiple RDNSS options can be
used. Figure 1 shows the format of the RDNSS option

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | Reserved |
I S i o T s S S S e s s T
| Lifetinme |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
! Addr esses of | Pv6 Recursive DNS Servers !
I I

T T S S e e i S S U S S AR Tk ok e

Figure 1: RDNSS Option For nmat

Fi el ds:

Type 8-bit identifier of the RDNSS option type as assigned by
I ANA: 25

Length 8-bit unsigned integer. The length of the option
(including the Type and Length fields) is in units of
8 octets. The minimumvalue is 3 if one IPv6 address is
contained in the option. Every additional RDNSS address
increases the length by 2. The Length field is used by
the receiver to determ ne the nunber of |IPv6 addresses in
the option.

Lifetinme 32-bit unsigned integer. The nmaximumtine in seconds

(relative to the tinme the packet is received) over which
these RDNSS addresses MAY be used for nane resol ution
The val ue of Lifetinme SHOULD by default be at |east

3 * MaxRtrAdvinterval, where MaxRtrAdvinterval is the
maxi mum RA interval as defined in [RFC4861]. A value of
all one bits (Oxffffffff) represents infinity. A value
of zero nmeans that the RDNSS addresses MJST no | onger

be used.
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Addresses of |Pv6 Recursive DNS Servers
One or nore 128-bit | Pv6 addresses of the RDNSSes. The
nunber of addresses is determi ned by the Length field.
That is, the nunber of addresses is equal to
(Length - 1) / 2.

Not e: The addresses for RDNSSes in the RDNSS option MAY be |ink-|ocal
addresses. Such link-local addresses SHOULD be registered in
the Resol ver Repository along with the corresponding |ink zone
indices of the links that receive the RDNSS option(s) for them
The |ink-1ocal addresses MAY be represented in the Resol ver
Repository with their link zone indices in the textual format
for scoped addresses as described in [ RFC4007]. When a
resol ver sends a DNS query message to an RDNSS identified by a
link-1ocal address, it MJST use the corresponding |ink.

The rationale of the default value of the Lifetinme field is as
follows. The Router Lifetine field, set by AdvDefaul tLifetineg,
has the default of 3 * MaxRirAdvinterval as specified in

[ RFC4861], so such a default or a larger default can allow for
the reliability of DNS options even under the | oss of RAs on
links with a relatively high rate of packet |oss. Note that
the ratio of AdvDefaultLifetine to MaxRtrAdvinterval is the
nunber of unsolicited nulticast RAs sent by the router. Since
the DNS option entries can survive for at nost three
consecutive | osses of RAs containing DNS options, the default
value of the Lifetinme lets the DNS option entries be resilient
to packet-1loss environnents.

5.2. DNS Search List Option

The DNSSL option contains one or nmore domai n names of DNS suffixes.
Al'l of the domain names share the sane Lifetine value. If it is
desirable to have different Lifetinme values, nmultiple DNSSL options
can be used. Figure 2 shows the format of the DNSSL option.

0 1 2 3

01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| Type | Lengt h | Reserved |
i i i T i I S i e s o o i i
| Lifetime |
R et e s i o e s i i
! Domai n Nanmes of DNS Search Li st l
I I

T T S i i S DU S A S R T o T
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Fi el ds:

Type

Lengt h

Li fetine
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Fi gure 2: DNSSL Option For mat

8-bit identifier of the DNSSL option type as assigned by
| ANA: 31

8-bit unsigned integer. The length of the option
(including the Type and Length fields) is in units of

8 octets. The mnimumvalue is 2 if at |east one domain
nane is contained in the option. The Length field is set
to amltiple of 8 octets to accommpndate all the domain
nanes in the "Domai n Nanes of DNS Search List" field.

32-bit unsigned integer. The maximumtine in seconds
(relative to the tinme the packet is received) over which
these DNSSL domai n nanes MAY be used for nanme resol ution.
The Lifetine value has the same senmantics as the
semantics for the RDNSS option. That is, Lifetinme SHOULD
by default be at least 3 * MaxRtrAdvinterval. A val ue of
all one bits (Oxffffffff) represents infinity. A value
of zero nmeans that the DNSSL domai n names MJUST no | onger
be used.

Donmai n Nanmes of DNS Search Li st

One or nore domain names of the DNSSL that MUST be
encoded as described in Section 3.1 of [RFC1035]. Wth
this techni que, each domain name is represented as a
sequence of labels ending in a zero octet, defined as a
domai n nane representation. For nore than one donain
nane, the correspondi ng domai n nane representations are
concatenated as they are. Note that for the sinple
decodi ng, the domain names MUST NOT be encoded in the
conpressed formdescribed in Section 4.1.4 of [RFCL035].
Because the size of this field MUST be a nultiple of

8 octets, for the mninumnultiple including the domain
nane representations, the renmaining octets other than the
encodi ng parts of the domain nanme representati ons MIST be
padded wi th zeros.

DNS Configuration Procedure

The procedure for DNS configuration through the RDNSS and DNSSL
options is the sane as it is with any other ND option [ RFC4861].

ng, et al
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5.3.1. Procedure in | Pv6 Hosts

VWhen an | Pv6 host receives DNS options (i.e., RDNSS and DNSSL
options) through RA nessages, it processes the options as follows:

0 The validity of DNS options is checked with the Length field;
that is, the value of the Length field in the RDNSS option is
greater than or equal to the mnimumvalue (3) and satisfies the
requirenent that (Length - 1) %2 == 0. The value of the Length
field in the DNSSL option is greater than or equal to the nm nimum
value (2). Also, the validity of the RDNSS option is checked with
the "Addresses of |Pv6 Recursive DNS Servers" field; that is, the
addresses shoul d be uni cast addresses.

o If the DNS options are valid, the host SHOULD copy the val ues of
the options into the DNS Repository and the Resol ver Repository in
order. Oherw se, the host MJST discard the options. Refer to
Section 6 for the detailed procedure.

In the case where the DNS informati on of RDNSS and DNSSL can be
obtained fromnultiple sources, such as RAs and DHCP, the | Pv6 host
SHOULD keep sorme DNS options fromall sources. Unless explicitly
specified for the discovery nmechanism the exact nunber of addresses
and domain nanes to keep is a matter of |ocal policy and

i npl ementation choice as a local configuration option. However, in
the case of multiple sources, the ability to store a total of at

| east three RDNSS addresses (or DNSSL domain names) fromthe multiple
sources is RECOMVENDED. The DNS options from RAs and DHCP SHOULD be
stored in the DNS Repository and Resol ver Repository so that

i nformati on from DHCP appears there first and therefore takes
precedence. Thus, the DNS information from DHCP takes precedence
over that from RAs for DNS queries. On the other hand, for DNS
options announced by RAs, if some RAs use the Secure Nei ghbor

Di scovery (SEND) protocol [RFC3971] for RA security, they MJIST be
preferred over those that do not use SEND. Al so, DNS options
announced by RAs via SEND MJUST be preferred over those announced by
unaut henti cated DHCP [ RFC3118]. Refer to Section 7 for a detail ed
di scussi on of SEND for DNS RA options.

5.3.2. Warnings for DNS Options Configuration

There are two warnings for DNS options configuration: (i) warning for
mul tiple sources of DNS options and (ii) warning for multiple network
interfaces. First, in the case of multiple sources for DNS options
(e.g., RAs and DHCP), an IPv6 host can configure its |IP addresses
fromthese sources. In this case, it is not possible to control how
the host uses DNS informati on and what source addresses it uses to
send DNS queries. As a result, configurations where different
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information is provided by different mechani snms for autoconfiguration
may | ead to problems. Therefore, the network adm nistrator needs to

carefully configure different DNS options in the multiple nechanisns

for autoconfiguration in order to mnimze the inpact of such

probl ens [ DHCPv6- SLAAC] .

Second, if different DNS information is provided on different network
interfaces, this can lead to inconsistent behavior. The |IETF worked
on solving this problemfor both DNS and ot her information obtained
frommultiple interfaces [ RFC6418] [ RFC6419] and standardi zed a

DHCP- based sol ution for RDNSS selection for nulti-interfaced nodes as
described in [ RFC6731] .

6. I nplenentation Considerations

The i npl enentati on considerations in this docunment include the
following three: (i) DNS repository managenent, (ii) synchronization
bet ween the DNS Server List and the Resol ver Repository, and

(iii) synchronization between the DNSSL and the Resol ver Repository.

Not e: The inplenentations that are updated according to this docunent
will still interoperate with the existing inplenentations
according to [RFC6106]. This is because the main change in
this docunent is the increase of the default Lifetinme of DNS
options, considering |ossy |inks.

6.1. DNS Repository Managenent

For DNS repository managenent, the following two data structures
SHOULD be synchroni zed with the Resolver Repository: (i) the DNS
Server List, which keeps the |list of RDNSS addresses and (ii) the
DNSSL, which keeps the list of DNS search domain names. Each entry
in these two lists consists of a pair of an RDNSS address (or DNSSL
domai n nane) and Expiration-tine as follows:

0 RDNSS address for DNS Server List: |Pv6 address of the RDNSS that
is available for recursive DNS resol ution service in the network
advertising the RDNSS option.

0 DNSSL domain nane for DNSSL: DNS suffix domain nanme that is used
to perform DNS query searches for short, unqualified domain nanes.

0 Expiration-tinme for DNS Server List or DNSSL: The time when this
entry becomes invalid. Expiration-time is set to the value of the
Lifetime field of the RDNSS option or DNSSL option plus the
current tinme. Wenever a new RDNSS option with the same address
(or DNSSL option with the sane donain nane) is received on the
same interface as a previous RDNSS option (or DNSSL option), this
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field is updated to have a new Expiration-time. When the current
time becomes |arger than Expiration-time, this entry is regarded
as expired, so it should not be used any more. Note that the DNS
informati on for the RDNSS and DNSSL options need not be dropped if
the expiry of the RArouter lifetine happens. This is because
these options have their own |ifetime val ues.

6.2. Synchronization between DNS Server List and Resol ver Repository

When an | Pv6 host receives the information of nultiple RDNSS
addresses within a network (e.g., canpus network and comnmpany network)
through an RA nessage with RDNSS option(s), it stores the RDNSS
addresses (in order) in both the DNS Server List and the Resol ver
Repository. The processing of the RDNSS consists of (i) the
processi ng of RDNSS option(s) included in an RA nessage and (ii) the
handl i ng of expired RDNSSes. The processing of RDNSS option(s) is as
fol |l ows:

0 Step (a): Receive and parse the RDNSS option(s). For the RDNSS
addresses in each RDNSS option, perform Steps (b) through (d).

0 Step (b): For each RDNSS address, check the following: If the
RDNSS address already exists in the DNS Server List and the RDNSS
option’s Lifetime field is set to zero, delete the corresponding
RDNSS entry from both the DNS Server List and the Resol ver
Repository in order to prevent the RDNSS address from bei ng used
any nore for certain reasons in network managenent, e.g., the
term nation of the RDNSS or a renunbering scenario. That is, the
RDNSS can resign fromits DNS service because the machi ne running
the RDNSS is out of service intentionally or unintentionally.

Al so, in the renunbering scenario, the RDNSS s | Pv6 address will
be changed, so the previous RDNSS address should not be used any
more. The processing of this RDNSS address is finished here.

O herwise, go to Step (c).

0 Step (c): For each RDNSS address, if it already exists in the DNS
Server List and the RDNSS option's Lifetinme field is not set to
zero, then just update the value of the Expiration-tine field
according to the procedure specified in the third bullet of
Section 6.1. Qherwise, go to Step (d)

0 Step (d): For each RDNSS address, if it does not exist in the DNS
Server List, register the RDNSS address and Lifetime with the DNS
Server List and then insert the RDNSS address as the first one in
the Resol ver Repository. In the case where the data structure for
the DNS Server List is full of RDNSS entries (that is, has nore
RDNSSes t han the sufficient nunber discussed in Section 5.3.1),
del ete fromthe DNS Server List the entry with the shortest
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Expiration-time (i.e., the entry that will expire first). The
correspondi ng RDNSS address is al so deleted fromthe Resol ver
Repository. For the ordering of RDNSS addresses in an RDNSS
option, position the first RDNSS address in the RDNSS option as
the first one in the Resol ver Repository, the second RDNSS address
in the option as the second one in the repository, and so on

This ordering allows the RDNSS addresses in the RDNSS option to be
preferred according to their order in the RDNSS option for DNS
nane resolution. The processing of these RDNSS addresses is
finished here.

The handling of expired RDNSSes is as follows: Wenever an entry
expires in the DNS Server List, the expired entry is deleted fromthe
DNS Server List, and al so the RDNSS address corresponding to the
entry is deleted fromthe Resol ver Repository.

6.3. Synchronization between DNS Search List and Resol ver Repository

When an | Pv6 host receives the information of multiple DNSSL domain
nanes within a network through an RA nessage with DNSSL option(s), it
stores the DNSSL domain names (in order) in both the DNSSL and the
Resol ver Repository. The processing of the DNSSL consists of (i) the
processing of DNSSL option(s) included in an RA nessage and (ii) the
handl i ng of expired DNSSLs. The processing of DNSSL option(s) is the
same as the processing of RDNSS option(s) as described in

Section 6. 2.

7. Security Considerations

In this section, we anal yze security threats related to DNS options
and then nake recommendations to cope with such security threats.

7.1. Security Threats

For the RDNSS option, an attacker could send an RA with a fraudul ent
RDNSS address, misleading | Pv6 hosts into contacting an uni nt ended
DNS server for DNS name resolution. Also, for the DNSSL option, an
attacker can let | Pv6 hosts resolve a hostname without a DNS suffix
into an unintended host’s I P address with a fraudul ent DNSSL. These
attacks are simlar to ND attacks specified in [ RFC4861] that use
Redi rect or Nei ghbor Advertisement nessages to redirect traffic to

i ndi vi dual addresses of nmlicious parties.
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However, the security of these RA options for DNS configuration does
not affect ND protocol security [RFC4A861]. This is because |earning
DNS information via the RA options cannot be worse than | earning bad
router information via the RA options. Therefore, the vulnerability
of NDis not worse and is a subset of the attacks that any node
attached to a LAN can do

7.2. Recomendat i ons

The Secure Nei ghbor Discovery (SEND) protocol [RFC3971] is designed
as a security nechanismfor ND. 1In this case, ND can use SEND to
allow all the ND options, including the RDNSS and DNSSL options, to
be automatically signed with digital signatures.

It is common for network devices such as switches to include
mechani sns to bl ock unauthorized ports fromrunning a DHCPv6 server
to provide protection fromrogue DHCPv6 servers [RFC7610]. That
means that an attacker on other ports cannot insert bogus DNS servers
usi ng DHCPv6. The correspondi ng techni que for network devices is
RECOMVENDED t o bl ock rogue RA nmessages that include the RDNSS and
DNSSL options from unauthorized nodes [ RFC6104] [ RFC6105].

An attacker may provide a bogus DNSSL option in order to cause the
victimto send DNS queries to a specific DNS server when the victim
queries non-FQNs (fully qualified domain names). For this attack,
the DNS resolver in | Pv6 hosts can mitigate the vulnerability with
the reconmmendati ons nentioned in [ RFC1535], [RFC1536], and [ RFC3646].

8. | ANA Consi derati ons

The RDNSS option defined in this document uses the |Pv6 Nei ghbor
Di scovery Option type assigned by | ANA as foll ows:

Recursive DNS Server Option 25

The DNSSL option defined in this docunent uses the |IPv6 Nei ghbor
Di scovery Option type assigned by | ANA as foll ows:

DNS Search List Option 31

These options are registered in the "I Pv6 Nei ghbor Discovery Option
Formats" registry [l CWVPv6].
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Appendi x A.  Changes from RFC 6106

The foll owi ng changes were nade from RFC 6106 ("I Pv6 Router
Advertisenment Options for DNS Configuration"):

(o]

Jeong,

Thi s docunent allows a higher default value of the lifetinme of the
DNS RA options than RFC 6106 in order to avoid the frequent expiry
of the options on links with a relatively high rate of packet

| oss; at the sane tine, this docunent al so nakes additiona
clarifications. The lifetime’s |ower bound of

2 * MaxRtrAdvlnterval was shown to lead to the expiry of these
options on links with a relatively high rate of packet loss. To
avoid this problem this revision relaxes the | ower bound and sets
a higher default value of 3 * MaxRtrAdvlnterval

The text regarding the generation of a Router Solicitation nessage
to ensure that the RDNSS information is fresh before the expiry of
the RDNSS option is renmoved in order to prevent nulticast traffic

on the link fromincreasing.

The addresses for RDNSSes in the RDNSS option can be not only
gl obal addresses but also link-1ocal addresses. The |ink-loca
addresses for RDNSSes should be registered in the Resol ver
Repository along with the corresponding link zone indices.

RFC 6106 recommended that the number of RDNSS addresses that
shoul d be | earned and naintai ned t hrough the RDNSS RA option
should be limted to three. This docunent renoves that
recommendati on; thus, the nunber of RDNSS addresses to maintain is
determned by an inplenenter’s |ocal policy.

RFC 6106 reconmended that the nunber of DNS search donai ns that
shoul d be | earned and mai ntai ned through the DNSSL RA option
should be linmted to three. This docunent renpves that
recomrendation; thus, when the set of unique DNSSL val ues are not
equi val ent, none of them may be ignored for hostnane | ookups
according to an inplenmenter’s local policy.

The gui dance of the specific inplenmentation for the
synchroni zati on of the DNS Repository and Resol ver Repository in
the kernel space and user space is renoved

The key words "SHOULD' and "RECOMVENDED' (RFC 2119) are renoved in
the recomrendati on of using SEND as a security nechani smfor ND.

I nstead of using these key words, SEND is specified as only a
possi bl e security mechani sm for ND.
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