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Abst ract

The | oop-free alternates (LFAs) conputed follow ng the current

renot e- LFA specification guarantees only link protection. The
resulting renote-LFA next hops (al so called "PQ nodes") may not

guar ant ee node protection for all destinations being protected by it.

Thi s docunent describes an extension to the renote-I|oop-free-based IP
fast reroute nechanisns that specifies procedures for determnning
whet her or not a given PQ node provides node protection for a
specific destination. The docunent al so shows how t he sanme procedure
can be utilized for the collection of conplete characteristics for
alternate paths. Know edge about the characteristics of all
alternate paths is a precursor to applying the operator-defined
policy for elimnating paths not fitting the constraints.

Status of This Meno

This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8102.
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1. Introduction

The Renot e-LFA specification [ RFC7490] provides |oop-free alternates
that guarantee only link protection. The resulting renote-LFA
alternate next hops (also referred to as the "PQ nodes") may not
provi de node protection for all destinations covered by the sane
renote-LFA alternate, in case of failure of the primary next-hop
node, and it does not provide a nmeans to determ ne the sane.

Al so, the LFA Manageability docunent [ RFC7916] requires a conputing
router to find all possible alternate next hops (including al
possi bl e renote-LFA), collect the conplete set of path
characteristics for each alternate path, run an alternate-selection
policy (configured by the operator), and find the best alternate
path. This will require that the renote-LFA inplenentation gathers
all the required path characteristics along each link on the entire
renote-LFA alternate path.

Wth current LFA [ RFC5286] and renote-LFA inplenentations, the
forward SPF (and reverse SPF) is run with the conputing router and
its imredi ate one-hop routers as the roots. Wile that enables
conputation of path attributes (e.g., Shared Ri sk Link Goup (SRLG
and Adm n-groups) for the first alternate path segnent fromthe
conputing router to the PQ node, there is no neans for the conputing
router to gather any path attributes for the path segment fromthe
PQ node to the destination. Consequently, any policy-based sel ection
of alternate paths will consider only the path attributes fromthe
conputing router up until the PQ node

Thi s docunent describes a procedure for determ ning node protection
with renote-LFA. The sane procedure is also extended for the
collection of a conplete set of path attributes, enabling nore
accurate policy-based selection for alternate paths obtained with
renot e- LFA.
1.1. Abbreviations

Thi s docunent uses the following |ist of abbreviations:

LFA: Loop-Free Alternates

RLFA or R LFA: Renote Loop-Free Alternates

ECMP: Equal - Cost Multiple Path

SPF: Shortest Path First graph conputations

NH: Next - Hop node
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1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Node Protection with Renote-LFA

Node protection is required to provide protection of traffic on a
gi ven forwardi ng node against the failure of the first-hop node on
the primary forwarding path. Such protection becones nore critica
in the absence of mechanisns |ike non-stop routing in the network.
Certain operators refrain from depl oyi ng non-stop-routing in their
network, due to the required conplex state synchroni zation between
redundant control plane hardwares it requires, and the significant
addi tional conputation and performance overheads it comes along with.
In such cases, node protection is essential to guarantee
uninterrupted flow of traffic, even in the case of an entire

f orwar di ng node goi ng down.

The foll owi ng sections discuss the node-protection problemin the
context of renote-LFA and propose a sol ution

2.1. The Problem
To better illustrate the problem and the solution proposed in this

docunent, the follow ng topol ogy diagram fromthe renote-LFA docunent
[ RFC7490] is being re-used with slight nodification

D1
/
S-x-E
/ \
N R3--D2
\ /
R1---R2

Figure 1: Topol ogy 1

In the above topology, for all (non-ECMP) destinations reachable via
the SElink, there is no standard LFA alternate. As per the renote-
LFA [ RFC7490] alternate specifications, node R2 being the only PQ
node for the S-E link provides the next hop for all of the above
destinations. Table 1 shows all possible primary and renote-LFA
alternate paths for each destination
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R T e T e R +
| Destination | Primary Path | PQ node | Renote-LFA Backup Path

S o e e - S R o e e e e e e oo +
| R3 | S->E->R3 | R2 | S=>N=>R1=>R2- >R3 |
| E | S>E | R2 | S=>N=>R1=>R2->R3->E |
| D1 | S->E->D1 | R2 | S=>N=>R1=>R2- >R3- >E- >D1 |
| D2 | S>E>R3->D2 | R2 | S=>N=>Rl1=>R2->R3->D2 |
o m e e e oo - S B St +

Tabl e 1. Renote-LFA Backup Paths via PQ Node R2

A closer ook at Table 1 shows that, while the PQ node R2 provides
link protection for all the destinations, it does not provide node
protection for destinations E and D1. 1In the event of the node-
failure on primary next hop E, the alternate path fromthe renote-LFA
next hop R2 to E and D1 al so becones unavailable. So, for a renote-
LFA next hop to provide node protection for a given destination, the
shortest path fromthe given PQ node to the given destination MJST
NOT traverse the primary next hop

I n anot her extension of the topology in Figure 1, let us consider an

additional |ink between N and E with the sane cost as the other
|'i nks.
D1
/
S-x-E
/ I\
N---+ R3--D2
\ /
R1---R2

Figure 2: Topol ogy 2

In the above topology, the SSElink is no |onger on any of the
shortest paths fromNto R3, E, and D1. Hence, R3, E, and D1 are

al so included in both the extended P-space and the Q space of E (with
respect to the SSElink). Table 2 shows all possible prinmary and
R-LFA alternate paths via PQ node R3 for each destination reachabl e
through the SSE link in the above topology. The R LFA alternate
paths via PQ node R2 renain the same as in Table 1.
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. . S T T +
| Destination | Primary Path | PQ node | Renote-LFA Backup Path

S o e e - S R o e e e e e e e e oo o - +
| R3 | S->E->R3 | R3 | S=>N=>E=>R3 |
| E | S->E | R3 | S=>N=>E=>R3->E |
| D1 | S >E->D1 | R3 | S=>N=>E=>R3- >E->D1 |
| D2 | S>E->R3->D2 | R3 | S=>N=>E=>R3->D2 |
o m e e e oo - S B o e e e e e a oo +

Tabl e 2: Renote-LFA Backup Paths via PQ Node R3

Again, a closer |look at Table 2 shows that, unlike Table 1 where the
singl e PQ node R2 provided node protection for destinations R3 and
D2, if we choose R3 as the R LFA next hop, it no | onger provides node
protection for R3 and D2. If S chooses R3 as the R LFA next hop and
if there is a node-failure on primary next hop E, then one of the
paral | el ECMP paths between N and R3 al so becones unavail abl e on the
alternate path fromS to R LFA next hop R3. So, for a renote-LFA
next hop to provide node protection for a given destination, the
shortest paths fromS to the chosen PQ node MJUST NOT traverse the
primary next-hop node.

2.2. Additional Definitions

Thi s docunent adds and enhances the follow ng definitions, extending
the ones mentioned in the Renote-LFA specification [ RFC7490].

2.2.1. Link-Protecting Extended P-Space

The Renote-LFA specification [ RFC7490] already defines this. The

i nk-protecting extended P-space for a link S-E being protected is
the set of routers that are reachable fromone or nore direct

nei ghbors of S, except primary node E, without traversing the S-E
link on any of the shortest paths fromthe direct neighbor to the
router. This MJST exclude any direct neighbor for which there is at
| east one ECMP path fromthe direct neighbor traversing the Iink
(S-E) being protected.

For a cost-based definition for |ink-protecting extended P-space,
refer to Section 2.2.6.1.

2.2.2. Node-Protecting Extended P-Space
The node-protecting extended P-space for a primary next-hop node E
being protected is the set of routers that are reachable from one or

nmore direct neighbors of S, except primary node E, without traversing
node E. This MJST exclude any direct neighbors for which there is at
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| east one ECVMP path fromthe direct neighbor traversing the node E
bei ng protected.

For a cost-based definition for node-protecting extended P-space,
refer to Section 2.2.6.2.

2.2.3. @ Space

The Renot e-LFA docunent [RFC7490] already defines this. The Q space
for alink S-E being protected is the set of nodes that can reach
primary node E, without traversing the S E link on any of the
shortest paths fromthe node itself to primary next hop E. This MJST
excl ude any node for which there is at |east one ECMP path fromthe
node to the primary next hop E traversing the link (S-E) being

pr ot ect ed.

For a cost-based definition for Q Space, refer to Section 2.2.6.3
2.2.4. Link-Protecting PQ Space

A node Yis in a link-protecting PQ space with respect to the |ink
(S-E) being protected if and only if Y is present in both |ink-
protecting extended P-space and the Q@ space for the Iink being

pr ot ect ed.

2.2.5. Candi date Node-Protecting PQ Space

A node Y is in a candi date node-protecting PQ space with respect to

the node (E) being protected if and only if Y is present in both the
node- prot ecti ng extended P-space and the Q space for the |ink being

pr ot ect ed.

Pl ease note that a node Y being in a candi date node-protecting PQ
space does not guarantee that the R-LFA alternate path via the saneg,
inentirety, is unaffected in the event of a node failure of primary
next-hop node E. It only guarantees that the path segnent fromS to
PQ node Y is unaffected by the same failure event. The PQ nodes in
t he candi dat e node-protecti ng PQ space may provi de node protection
for only a subset of destinations that are reachable through the
correspondi ng primary |ink.

2.2.6. Cost-Based Definitions

Thi s section provides cost-based definitions for some of the terns
i ntroduced in Section 2.2 of this docunent.
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2.2.6.1. Link-Protecting Extended P-Space

Pl ease refer to Section 2.2.1 for a formal definition of |ink-
protecting extended P-space.

A node Yis in a link-protecting extended P-space with respect to the
link (S-E) being protected if and only if there exists at |east one
direct neighbor of S (Ni) other than primary next hop E that
satisfies the foll ow ng condition.

Dopt(N,Y) <Dopt(Ni,S) + Dopt(S,Y)

Wher e,
D opt(A B) : Distance on the nost optimumpath fromA to B.
Ni : A direct neighbor of S other than primary
next hop E.
Y : The node being evaluated for |ink-protecting

ext ended P- Space.
Figure 3: Link-Protecting Ext-P-Space Condition
2.2.6.2. Node-Protecting Extended P-Space

Pl ease refer to Section 2.2.2 for a fornmal definition of node-
protecting extended P-space.

A node Y is in a node-protecting extended P-space with respect to the
node E being protected if and only if there exists at |east one
direct neighbor of S (Ni) other than primary next hop E, that
satisfies the followi ng condition.

Dopt(N,Y) <Dopt(N,E) + Dopt(EY)

Wher e,
D opt(A B) : Distance on the nost optimumpath fromA to B.

E : The primary next hop on the shortest path fromsS
to destination.

Ni : A direct neighbor of S other than primary
next hop E.

Y : The node bei ng eval uated for node-protecting
ext ended P- Space.

Figure 4: Node-Protecting Ext-P-Space Condition
Pl ease note that a node Y satisfying the condition in Figure 4 above
only guarantees that the R LFA alternate path segnment fromsS via

direct neighbor Ni to the node Y is not affected in the event of a
node failure of E. It does not yet guarantee that the path segnent
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fromnode Y to the destination is also unaffected by the same failure
event .

2.2.6.3. Q Space
Pl ease refer to Section 2.2.3 for a fornal definition of Q Space.

A node Yis in Qspace with respect to the link (S-E) being protected
if and only if the followi ng condition is satisfied:

Dopt(Y,E) < Dopt(S,E) + Dopt(Y,S)

Wher e,
D opt(A B) : Distance on the nost optimumpath fromA to B.
E : The primary next hop on the shortest path fromsS
to destination.
Y : The node being evaluated for Q Space.

Figure 5: Q Space Condition
2.3. Computing Node-Protecting R-LFA Path

The R-LFA alternate path through a given PQ node to a given
destination is conprised of two path segnents as follows:

1. Path segment fromthe conputing router to the PQ node (Renote-LFA
al ternate next hop), and

2. Path segnent fromthe PQ node to the destination being protected.

So, to ensure that an R-LFA alternate path for a given destination
provi des node protection, we need to ensure that none of the above
path segments are affected in the event of failure of the primary
next - hop node. Sections 2.3.1 and 2.3.2 show how this can be
ensur ed.

2.3.1. Conputing Candi date Node-Protecting PQ Nodes for Primary Next
Hops

To choose a node-protecting R LFA next hop for a destination R3,
router S needs to consider a PQ node fromthe candi date node-
protecting PQ space for the primary next hop E on the shortest path
fromSto R3. As nmentioned in Section 2.2.2, to consider a PQ node
as a candi dat e node-protecting PQ node, there nust be at |east one
direct neighbor Ni of S, such that all shortest paths fromN to the
PQ node do not traverse prinmary next-hop node E.
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I mpl ement ati ons SHOULD run the inequality in Section 2.2.6.2,

Figure 4 for all direct neighbors, other than primary next-hop node

E, to determ ne whether a node Y is a candi date node-protecting PQ

node. All of the metrics needed by this inequality would have been

al ready collected fromthe forward SPFs rooted at each of direct

nei ghbor S, conputed as part of standard LFA [ RFC5286]

i npl ementation. Wth reference to the topology in Figure 2, Table 3
shows how the above condition can be used to determ ne the candi date
node-protecting PQ space for S-E link (primary next hop E).

Fom ek S S S S Fom e +
| Candidate | Direct | D_opt | D_opt | Dopt | Condition |
| PQnode | Nor (Ni) | (N,Y) | (N,BE | (EY) | Met |
I () I I I I I I
R TS TS TS S R R +
| R2 | N | 2 (NR2) | 1 (NE | 2 | Yes |
I I I I | (ER2) | I
I R3 I N | 2 (NR3) | 1 (NB | 1 I No I
I I I I | (ER3) | I
Fomm e oo - Fomm oo - Fomm oo - Fomm oo - B N +

Tabl e 3: Node-Protection Evaluation for R-LFA Repair Tunnel to PQ
Node

As seen in the above Table 3, R3 does not meet the node-protecting
ext ended p-space inequality; so, while R2 is in candi date node-
protecting PQ space, R3 is not.

Sone SPF inplenmentations may al so produce a list of |inks and nodes
traversed on the shortest path(s) froma given root to others. In
such inplenmentations, router S may have executed a forward SPF with
each of its direct neighbors as the SPF root, executed as part of the
standard LFA computations [RFC5286]. So, S may re-use the list of
Iinks and nodes collected fromthe sane SPF conputations to decide
whet her or not a node Y is a candi date node-protecti ng PQ node. A
node Y shall be considered as a node-protecting PQnode if and only
if there is at | east one direct neighbor of S, other than the primary
next hop E for which the primary next-hop node E does not exist on
the list of nodes traversed on any of the shortest paths fromthe
direct neighbor to the PQ node. Table 4 is an illustration of the
mechanismw th the topology in Figure 2.
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oo P oo oo +
| Candi date | Repair Tunnel Path | Link | Node |
| PQ@ node | (Repairing router to PQ | Protection | Protection |
I | node) I I I
oo o e e e ee oo oo oo +
| R2 | S >N->R1->R2 | Yes | Yes |
| R2 | S >E->R3->R2 | No | No |
| R3 | S->N>E->R3 | Yes | No |
S o e e e e e e e e oo - R R +

Table 4: Protection of Renmpte-LFA Tunnel to the PQ Node

As seen in the above Table 4, while R2 is a candi date node-protecting
renote- LFA next hop for R3 and D2, it is not so for E and D1, since
the primary next hop Eis on the shortest path fromR2 to E and D1.

.2. Conputing Node-Protecting Paths from PQ Nodes to Destinations

Once a conputing router finds all the candi date node-protecti ng PQ
nodes for a given directly attached primary link, it shall follow the
procedure as proposed in this section to choose one or nore node-
protecting R-LFA paths for destinations reachabl e through the sane
primary link in the prinmary SPF graph.

To find a node-protecting R LFA path for a given destination, the
computing router needs to pick a subset of PQ nodes fromthe

candi dat e node-protecting PQ space for the corresponding primary next
hop, such that all the path(s) fromthe PQ node(s) to the given
destination remain unaffected in the event of a node failure of the
primary next-hop node. To determni ne whether a given PQ node bel ongs
to such a subset of PQ nodes, the conputing router MJST ensure that
none of the primary next-hop nodes are found on any of the shortest
pat hs fromthe PQ node to the given destination.

Thi s docunent proposes an additional forward SPF conputation for each
of the PQ nodes to discover all shortest paths fromthe PQ nodes to
the destination. This will help determi ne whether or not a given
primary next-hop node is on the shortest paths fromthe PQ node to
the given destination. To determ ne whether or not a given candidate
node- prot ecti ng PQ node provides node-protecting alternate for a

gi ven destination, all the shortest paths fromthe PQ node to the

gi ven destination have to be inspected to check if the primary next-
hop node is found on any of these shortest paths. To conpute all the
shortest paths from a candi date node-protecti ng PQ node to one or
nmore destinations, the conputing router MJST run the forward SPF on

t he candi dat e node-protecti ng PQ node. Soon after running the
forward SPF, the conputer router SHOULD run the inequality in

Fi gure 6 below, once for each destination. A PQ node that does not

Sar kar, et al. St andards Track [ Page 12]



RFC 8102 R-LFA Node Protection and Manageability March 2017

qualify the condition for a given destination does not guarantee node
protection for the path segment fromthe PQ node to the specific
destinati on.

Dopt(Y,D) < Dopt(Y,E) + Distance_opt(E, D

Wer e,
D opt(A B) : Distance on the nost optimumpath fromA to B.
D : The destination node.
E : The primary next hop on the shortest path fromsS
to destination.
Y : The node-protecting PQ node being eval uated

Figure 6: Node-Protecting Condition for PQ Node to Destination

Al'l of the above netric costs, except D opt(Y, D), can be obtained
with forward and reverse SPFs with E (the prinmary next hop) as the
root, run as part of the regular LFA and renote-LFA inpl enentation.
The Di stance_opt(Y, D) metric can only be determ ned by the
additional forward SPF run with PQ node Y as the root. Wth
reference to the topology in Figure 2, Table 5 shows that the above
condition can be used to deternine node protection with a node-
protecting PQ node R2.

oo oo e Fome e e e e e +
| Destination | Primary-NH | Dopt | Dopt | D opt | Condition |
I (D I (B | (Y, D | (Y, BB | (E D | Met I
S R R S SRR R S +
| R3 | E | 1 | 2 | 1 | Yes |
I I | (R2,R3) | (RR,BE) | (ER3) | I
I E I E I 2 I 2 | 0 (E B | No I
I I | (RR,B | (RR,B | I I
| D1 | E | 3 | 2 | 1 | No |
I I | (R2,D1) | (RR,E) | (EDL) | I
| D2 | E | 2 | 2 | 1 | Yes |
I I | (R2,D2) | (RR,E) | (ED2) | I
o e oo e oo e oo fome e Fome e oo e e oo - +

Tabl e 5: Node-Protection Evaluation for R-LFA Path Segnent between
PQ Node and Destination

As seen in the exanpl e above, R2 does not meet the node-protecting
inequality for destination E and D1. And so, once again, while R2 is
a node-protecting renmote-LFA next hop for R3 and D2, it is not so for
E and D1.
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In SPF inplenentations that al so produce a list of |inks and nodes
traversed on the shortest path(s) froma given root to others, the
inequality in Figure 6 above need not be evaluated. Instead, to

det erm ne whether or not a PQ node provides node protection for a

gi ven destination, the list of nodes conmputed fromforward SPF that
run on the PQ node for the given destination SHOULD be inspected. In
case the list contains the prinmary next-hop node, the PQ node does
not provi de node protection. Else, the PQ node guarantees the node-
protecting alternate for the given destination. Belowis an
illustration of the nechanismw th candi date node-protecting PQ node
R2 in the topology in Figure 2.

. e S S +
| Destination | Shortest Path (Repairing | Link | Node |
| | router to PQ node) | Protection | Protection |
S o e e e e e e e oo R R +
| R3 | R2->R3 | Yes | Yes |
| E | R2->R3->E | Yes | No |
| D1 | R2->R3->E->D1 | Yes | No |
| D2 | R2->R3->D2 | Yes | Yes |
S o e e e e e R R +

Table 6: Protection of Renpte-LFA Path between PQ node and
Destination

As seen in the above exanple, while R2 is a candi date node-protecting
R-LFA next hop for R3 and D2, it is not so for E and D1, since the
primary next hop Eis on the shortest path fromR2 to E and D1.

The procedure described in this docunment hel ps no nore than to

det ermi ne whether or not a given renote-LFA alternate provides node
protection for a given destination. It does not find out any new
renote- LFA al ternate next hops, outside the ones already conputed by
the standard renote-LFA procedure. However, in the case of
availability of nore than one PQ node (renmpte-LFA alternates) for a
destination where node protection is required for the given prinmary
next hop, this procedure will elininate the PQ nodes that do not
provi de node protection and choose only the ones that do.

2.3.3. Conputing Node-Protecting R LFA Paths for Destinations with
Mul tiple Primary Next-Hop Nodes

In certain scenarios, when one or nore destinations nay be reachabl e
via multiple ECMP (equal -cost-multi-path) next-hop nodes and only
link protection is required, there is no need to conpute any
alternate paths for such destinations. |In the event of failure of
one of the next-hop links, the remaining primary next hops shal

al ways provide link protection. However, if node protection is
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required, the rest of the primary next hops may not guarantee node
protection. Figure 7 bel ow shows one such exanpl e topol ogy.

DL
2
S --x---E1
I\ I\
Iox 1\
/ \ \
N-emo-- E2 R3- - D2
\ 2 /
\ /
\ /
Rl------- R2

Primary Next hops:
Destination D1
Destination D2

[{ S E1, E1}, {S E2, E2}]
[{ S E1, E1}, {S E2, E2}]

Figure 7: Topology with Multiple ECMP Primary Next Hops

In the above exanple topology, costs of all links are 1, except the
follow ng Iinks:

Link: S-E1, Cost: 2
Li nk: N-E2: Cost: 2
Li nk: R1-R2: Cost: 2

In the above topol ogy, on conputing router S, destinations DI and D2
are reachabl e via two ECMP next-hop nodes E1 and E2. However, the
primary paths via next-hop node E2 al so traverse via the next-hop
node E1. So, in the event of node failure of next-hop node E1, both
primary paths (via El and E2) become unavail able. Hence, if node
protection is desired for destinations D1 and D2, alternate paths
that do not traverse any of the primary next-hop nodes El1 and E2 need
to be conputed. 1In the above topol ogy, the only alternate neighbor N
does not provide such an LFA alternate path. Hence, one or nore
R-LFA node-protecting alternate paths for destinations D1 and D2,
needs to be conputed.

In the above topol ogy, the link-protecting PQ nodes are as foll ows:
Primary Next Hop: E1, Link-Protecting PQ Node: { R2 }

Primary Next Hop: E2, Link-Protecting PQ Node: { R2 }
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To find one (or nore) node-protecting R LFA paths for destinations D1
and D2, one (or nore) node-protecting PQ node(s) need to be
determined first. Inequalities specified in Sections 2.2.6.2 and
2.2.6.3 can be evaluated to conpute the node-protecting PQ space for
each of the next-hop nodes El and E2, as shown in Table 7 below. To
sel ect a PQ node as a node-protecting PQ node for a destination with
mul tiple primary next-hop nodes, the PQ node MJST satisfy the
inequality for all primary next-hop nodes. Any PQnode that is NOT a
node- protecting PQ node for all the primary next-hop nodes MJST NOT
be chosen as the node-protecting PQ node for the destination.

T S Fomm o - T T S Fom e oo +
| Primary| Candi date| Direct| D_opt | D_opt | Dopt | Condition |
| Next | PQ | Nor | (N,Y) | (N,B) | (EY) | Met I
| Hop | node (Y) | (N) | | | | |
I (B | I I I I I I
T S Fomm o - T T S Fom e +
| El | R2 | N | 3 | 3 | 2 | Yes |
I I I | (NR2) | (NEL) | (EL R2) | I
| E2 | R2 | N 3 | 2 | 3 | Yes |
I I I | (NR2) | (NE2) | (E2,R) | I
S SRR TS AR, S SRR S SRR R S +

Tabl e 7: Conputing Node-Protected PQ Nodes for Next Hop E1 and E2

In SPF inplementations that also produce a list of |inks and nodes
traversed on the shortest path(s) froma given root to others, the
tunnel -repair paths fromthe conputing router to candi date PQ node
can be exanmined to ensure that none of the primary next-hop nodes are
traversed. PQ nodes that provide one or nore Tunnel -repair paths
that do not traverse any of the primary next-hop nodes are to be
consi dered as node-protecting PQ nodes. Table 8 bel ow shows the
possi bl e tunnel -repair paths to PQ node R2.

S S R R +
| Primary-NH | PQ Node | Tunnel - Repai r | Excl ude All |
| (E) | (Y) | Pat hs | Pri mary- NH |
o Fom e e e oo o e e e oo o e e e oo +
| El, E2 | R2 |  S==>N==>Rl==>R2 | Yes |
o e oo - Fom e oo o e e e oo o e e e oo +

Tabl e 8: Tunnel -Repair Paths to PQ Node R2

From Tables 7 and 8 in the exanple above, R2 is a node-protecting PQ
node for both primary next hops El1 and E2 and should be chosen as the
node-protecting PQ node for destinations DI and D2 that are both
reachabl e via the primary next-hop nodes El and E2.
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Next, to find a node-protecting R LFA path from a node-protecting PQ
node to destinations D1 and D2, inequalities specified in Figure 6
shoul d be evaluated to ensure that R2 provides a node-protecting
R-LFA path for each of these destinations, as shown below in Table 9.
For an R-LFA path to qualify as a node-protecting R LFA path for a
destination with multiple ECMW prinmary next-hop nodes, the R LFA path
fromthe PQ node to the destination MJST satisfy the inequality for
all primary next-hop nodes.

TS TS AR, S SRR S SRR S SRR TS +
| Destinat | Primary- | PQ | Dopt | Dopt | Dopt | Condition]|
| ion(D | NH(E) | Node | (Y, D | (Y, B | (E D | Mt I
I I [ | I I I I
Fomm oo - Fomm oo - N Fomm e - o - Fomm e - o - Fomm e - o - Fomm oo - +
I D1 I El | R | 3 (R, | 2 (R2 | 1 (E1, | No I
I I I | b1 | E) | D) | I
| D1 | E2 | R | 3(R2, | 3 (R2, | 2 (E2, | Yes |
I I I | D) | E2 | D) | I
I D2 I El | R | 2 (R, | 2 (R, | 2 (EL, | Yes I
I I I | D2y | E) | D2) | I
| D2 | E2 | R | 2 (R, | 2 (R, | 3 (E2, | Yes |
I I I | D2) | E2 | D2) | I
S S Fomm o - T T T S +

Tabl e 9: Finding Node-Protecting R LFA Path for
Destinations D1 and D2

In SPF i npl ementations that also produce a list of |inks and nodes
traversed on the shortest path(s) froma given root to others, the
R-LFA paths via a node-protecting PQnode to the final destination
can be examined to ensure that none of the primary next-hop nodes are
traversed. One or nore R LFA paths that do not traverse any of the
pri mary next-hop nodes guarantees node protection in the event of
failure of any of the prinmary next-hop nodes. Table 10 shows the
possi bl e R-LFA-paths for destinations DI and D2 via the node-
protecting PQ node R2.
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R T e e R T T e +
| Destination | Primary-NH | PQ Node | R- LFA Pat hs | Exclude |
| (D | (B O VA | Al |
| | | | | Primary-NH |
LT LT Hommmee - R LT LT +
| D1 | El, E2 | R2 | S==>N==>Rl==>R2 | No |
| | | | -->R3-->El1-->D1 | |
I I I I I I
| D2 | El, E2 | R2 | S==>N==>R1==>R2 | Yes |
I I I I -->R3-->D2 | I
LT LT Hommmee - R LT LT +

Tabl e 10: R-LFA Paths for Destinations DI and D2

From Tables 9 and 10 in the exanpl e above, the R LFA path from R2
does not neet the node-protecting inequality for destination D1,
while it does neet the sanme inequality for destination D2. So, while
R2 provides a node-protecting R-LFA alternate for D2, it fails to
provi de node protection for destination DL. Finally, while it is
possible to get a node-protecting R LFA path for D2, no such node-
protecting R-LFA path can be found for D1.

2.3.4. Linmting Extra Conputational Overhead

In addition to the extra reverse SPF conputations suggested by the
Renot e- LFA docunent [ RFC7490] (one reverse SPF for each of the
directly connected nei ghbors), this docunent proposes a forward SPF
conputation for each PQ node discovered in the network. Since the
average nunber of PQ nodes found in any network is considerably nore
than the nunber of direct neighbors of the conputing router, the
proposal of running one forward SPF per PQ node may add consi derably
to the overall SPF conputation tinme.

To limt the conputational overhead of the approach proposed, this
docunent specifies that inplenentations MUST choose a subset fromthe
entire set of PQ nodes conputed in the network, with a finite limt
on the nunber of PQ nodes in the subset. |[|nplenmentations MIUST choose
a default value for this Iimt and nay provide the user with a
configuration knob to override the default limt. This docunent
suggests 16 as a default value for this limt. |nplenentations MJST
al so eval uate sone default preference criteria while considering a
PQ node in this subset. The exact default preference criteria to be
used i s outside the scope of this docunent and is a matter of

inpl ementation. Finally, inplementations MAY al so allow the user to
override the default preference criteria, by providing a policy
configuration for the sane.
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Thi s docunent proposes that inplenentations SHOULD use a default
preference criteria for PQ node selection that will put a score on
each PQ node, proportional to the nunmber of primary interfaces for
which it provides coverage, its distance fromthe conputing router
and its router-id (or systemid in case of IS 1S). PQ nodes that
cover nore primary interfaces SHOULD be preferred over PQ nodes that
cover fewer primary interfaces. Wen two or nore PQ nodes cover the
same nunber of primary interfaces, PQ nodes that are cl oser (based on
metric) to the conputing router SHOULD be preferred over PQ nodes
farther away fromit. For PQ nodes that cover the sane nunber of
primary interfaces and are the sane di stance fromthe conputing
router, the PQ node with smaller router-id (or systemid in case of
IS-1S) SHOULD be preferred.

Once a subset of PQ nodes is found, a conmputing router shall run a
forward SPF on each of the PQ nodes in the subset to continue with
procedures proposed in Section 2.3.2.

3. Manageability of Rempte-LFA Alternate Paths
3.1. The Problem

Wth the regul ar renote-LFA [ RFC7490] functionality, the conputing
router may conpute nore than one PQ node as usabl e renote-LFA
alternate next hops. Additionally, [RFC7916] specifies an LFA (and a
renot e- LFA) nmanageability framework, in which an alternate sel ection
policy may be configured to | et the network operator choose one of
them as the nost appropriate renpte-LFA alternates. For such a
policy-based alternate selection to run, the conputing router needs
to collect all the relevant path characteristics (as specified in
Section 6.2.4 of [RFC7916]) for each of the alternate paths (one
through each of the PQ nodes). As nentioned before in Section 2.3,
the R LFA alternate path through a given PQ node to a given
destination is conprised of two path segnents. Section 6.2.4 of

[ RFC7916] specifies that any kind of alternate sel ection policy nust
consi der path characteristics for both path segnments while eval uating
one or nmore RLFA alternate paths.

The first path segment (i.e., fromthe conputing router to the PQ
node) can be calculated fromthe regular forward SPF done as part of
standard and renpte LFA conputations. However, w thout the mechani sm
proposed in Section 2.3.2 of this docunent, there is no way to
determine the path characteristics for the second path segnent (i.e.
fromthe PQ node to the destination). In the absence of the path
characteristics for the second path segnent, two renpte-LFA alternate
pat hs may be equally preferred based on the first path segnent
characteristics only, although the second path segnent attributes nmay
be different.
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3.2. The Solution

The additional forward SPF conputation proposed in Section 2.3.2
shal |l also collect |inks, nodes, and path characteristics along the
second path segnment. This shall enable the collection of conplete
path characteristics for a given renpte-LFA alternate path to a given
destination. The conplete alternate path characteristics shall then
facilitate nore accurate alternate path selection while running the
alternate selection policy.

As already specified in Section 2.3.4, to limt the conputationa
over head of the proposed approach, forward SPF conputations nust be
run on a selected subset fromthe entire set of PQ nodes conputed in
the network, with a finite limt on the nunber of PQ nodes in the
subset. The detail ed suggestion on how to select this subset is
specified in the sane section. Wile this limts the nunber of

possi ble alternate paths provided to the alternate-sel ection policy,
this is needed to keep the conputational conplexity within affordable
limts. However, if the alternate-selection policy is very
restrictive, this may | eave few destinations in the entire topol ogy
wi thout protection. Yet this limtation provides a necessary
tradeoff between extensive coverage and i mense conputati ona

over head.

The mechani sm proposed in this section does not nodify or invalidate
any part of [RFC7916]. This document specifies a nechanismto neet
the requirenents specified in Section 6.2.5.4 of [RFC7916].

4. | ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.

5. Security Considerations
Thi s docunent does not introduce any change in any of the protoco

specifications. It sinply proposes to run an extra SPF rooted on
each PQ node discovered in the whol e network
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