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Di ffserv-Interconnection Cl asses and Practice
Abst ract

Thi s docunent defines a limted comobn set of Diffserv Per-Hop
Behaviors (PHBs) and Diffserv Codepoints (DSCPs) to be applied at
(inter)connections of two separately adm ni stered and oper at ed
networks, and it explains how this approach can sinplify network
configuration and operation. Many network providers operate

Mul tiprotocol Label Switching (MPLS) using Treatnent Aggregates for
traffic marked with different Diffserv Per-Hop Behaviors and use MPLS
for interconnection with other networks. This document offers a
sinpl e interconnection approach that may sinplify operation of
Diffserv for network interconnection anong providers that use MPLS
and apply the Short Pipe Mdel. Wile nmotivated by the requirements
of MPLS network operators that use Short Pipe Mddel tunnels, this
docunent is applicable to other networks, both MPLS and non- MPLS.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8100.
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1.

I nt roducti on

D ffserv has been deployed in many networks; it provides
differentiated traffic forwarding based on the Diffserv Codepoint
(DsSCP) field, which is part of the |P header [RFC2474]. This
docunent defines a set of common Diffserv classes (Per-Hop Behaviors
(PHBs)) and codepoints for use at interconnection points to which and
fromwhich locally used classes and codepoi nts shoul d be mapped.

As described by Section 2.3.4.2 of [RFC2475], the re-marking of
packets at dommin boundaries is a Diffserv feature. |If traffic

mar ked wi th unknown or unexpected DSCPs is received, [RFC2474]
recomrends forwarding that traffic with default (best-effort)
treatment without changing the DSCP markings to better support
incremental Diffserv deployment in existing networks as well as with
routers that do not support Diffserv or are not configured to support
it. Many networks do not follow this recommendati on and i nstead
re-mar k unknown or unexpected DSCPs to zero upon receipt for default
(best-effort) forwarding in accordance with the guidance in [ RFC2475]
to ensure that appropriate DSCPs are used within a Diffserv domain.
Thi s docunent is based on the latter approach and defines additiona
DSCPs that are known and expected at network interconnection
interfaces in order to reduce the anobunt of traffic whose DSCPs are
re-marked to zero.

Thi s docunent is notivated by requirenments for | P network
interconnection with Diffserv support anmong providers that operate
Mul tiprotocol Label Switching (MPLS) in their backbones, but it is
al so applicable to other technol ogies. The operationa
sinplifications and nmethods in this docunment help align IP Diffserv
functionality with MPLS limtations resulting fromthe widely

depl oyed Short Pi pe Mddel for MPLS tunnel operation [RFC3270].
Further, limting Diffserv to a small number of Treatmnment Aggregates
can enable network traffic to | eave a network with the DSCP val ue
with which it was received, even if a different DSCP is used w thin
the network, thus providing an opportunity to extend consi stent
Diffserv treatnment across network boundari es.

In isolation, use of a defined set of interconnection PHBs and DSCPs
may appear to be additional effort for a network operator. The
primary of fsetting benefit is that mapping fromor to the

i nterconnection PHBs and DSCPs is specified once for all of the

i nterconnections to other networks that can use this approach

Absent this approach, the PHBs and DSCPs have to be negotiated and
configured i ndependently for each network interconnection, which has
poor adm nistrative and operational scaling properties. Further,
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consistent end-to-end Diffserv treatnment is nore likely to result
when an interconnection codepoint schenme is used because traffic is
re-marked to the sane DSCPs at all network interconnections.

The interconnection approach described in this docunent (referred to
as "Diffserv-Intercon") uses a set of PHBs (rmapped to four
correspondi ng MPLS Treat nent Aggregates) along with a set of

i nterconnection DSCPs allow ng straightforward rewiting to domain-

i nternal DSCPs and defined DSCP markings for traffic forwarded to

i nterconnected domains. The solution described here can be used in
ot her contexts benefiting froma defined Diffserv interconnection

i nterface.

The basic idea is that traffic sent with a Diffserv-Intercon PHB and
DSCP is restored to that PHB and DSCP at each network

i nterconnection, even though a different PHB and DSCP may be used

wi thin each network involved. The key requirenent is that the
network ingress interconnect DSCP be restored at the network egress,
and a key observation is that this is only feasible in general for a
smal | nunber of DSCPs. Traffic sent with other DSCPs can be
re-marked to an interconnect DSCP or dealt with via an additiona
agreenent (s) anong the operators of the interconnected networks; use
of the MPLS Short Pipe Mddel favors re-narking unexpected DSCPs to
zero in the absence of an additional agreenent(s), as explained
further in this docunent.

In addition to the conmon interconnecting PHBs and DSCPs,

i nterconnecting operators need to further agree on the tunneling
technol ogy used for interconnection (e.g., MPLS, if used) and contro
or mitigate the inpacts of tunneling on reliability and MIu

1.1. Rel ated Wrk

In addition to the activities that triggered this work, there are
additional RFCs and Internet-Drafts that nmay benefit from an

i nterconnection PHB and DSCP schene. [RFC5160] suggests

Met a- QoS- Ol asses to hel p enabl e depl oynent of standardi zed end-t o-end
QS classes. The Diffserv-Intercon class and codepoi nt scheme is

i ntended to conplement that work (e.g., by enabling a defined set of

i nterconnecti on DSCPs and PHBs).

Border Gateway Protocol (BGP) support for signaling Cass of Service
at interconnection interfaces [BGP-1 NTERCONNECTI ON] [ SLA- EXCHANGE] is
compl enentary to Diffserv-Intercon. These two BGP docunments focus on
exchangi ng Service Level Agreenent (SLA) and traffic conditioning
paraneters and assune that common PHBs identified by the signal ed
DSCPs have been established (e.g., via use of the Diffserv-Intercon
DSCPs) prior to BGP signaling of PHB id codes.
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1.2. Applicability Statenent

Thi s docunent is applicable to the use of Differentiated Services for
i nterconnection traffic between networks and is particularly suited
to interconnection of MPLS-based networks that use MPLS Short Pipe
Model tunnels. This docunment is also applicable to other network
technologies, but it is not intended for use within an individual

net wor k, where the approach specified in [ RFC5127] is anong the

possi ble alternatives; see Section 3 for further discussion.

The Diffserv-Intercon approach described in this docunent sinplifies
| P-based interconnection to donai ns operating the MPLS Short Pi pe
Model for IP traffic, both ternminating within the domain and
transiting onward to another domain. Transiting traffic is received
and sent with the same PHB and DSCP. Terminating traffic maintains
the PHB with which it was received; however, the DSCP nmay change.

Diffserv-Intercon is also applicable to Pipe Mdel tunneling
[ RFC2983] [RFC3270], but it is not applicable to Uniform Mdel
tunnel i ng [ RFC2983] [ RFC3270].

The Diffserv-Intercon approach defines a set of four PHBs for support
at interconnections (or network boundaries in general).

Correspondi ng DSCPs for use at an interconnection interface are al so
defined. Diffserv-Intercon allows for a sinple nmapping of PHBs and
DSCPs to MPLS Treatment Aggregates. It is extensible by IETF
standardi zati on, and this allows additional PHBs and DSCPs to be
specified for the Diffserv-Intercon schene. Coding space for private
i nterconnection agreenents or provider internal services is

avail able, as only a single digit nunber of standard DSCPs are
applied by the D ffserv-Intercon approach.

1.3. Docunent Organization

Thi s docunent is organized as follows: Section 2 reviews the MPLS
Short Pipe Mdel for Diffserv Tunnels [ RFC3270], because effective
support for that nodel is a crucial goal of Diffserv-Intercon.
Section 3 provides background on the approach described in RFC 5127
to Traffic Class (TC) aggregation within a Diffserv network domain
and contrasts it with the Diffserv-Intercon approach. Section 4

i ntroduces Diffserv-Intercon Treatnment Aggregates, along with the
PHBs and DSCPs that they use, and expl ains how other PHBs (and
associ ated DSCPs) may be mapped to these Treatnment Aggregates.
Section 4 also discusses treatnent of IP traffic, MPLS VPN Diffserv
consi derations, and the handling of high-priority network nmanagenent
traffic. Appendix A describes how the MPLS Short Pi pe Mdel
(Penul timate Hop Popping (PHP)) inpacts DSCP nmarking for IP

i nterconnecti ons.
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2

MPLS and Short Pi pe Mdel Tunnels

This section provides a summary of the inplications of MPLS Short
Pi pe Mbdel tunnels and, in particular, their use of PHP (see RFC
3270) on the Diffserv tunnel franmework described in RFC 2983. The

Pi pe and Uniform Models for Differentiated Services and Tunnels are
defined in [RFC2983]. RFC 3270 adds the Short Pipe Mdel to reflect
the inpact of MPLS PHP, primarily for MPLS-based |IP tunnels and VPNs.
The Short Pi pe Mddel and PHP have subsequently becone popular with
network providers that operate MPLS networks and are now wi dely used
to transport unencapsulated IP traffic. This has inportant
inplications for Diffserv functionality in MPLS networKks.

Per RFC 2474, the recommendation to forward traffic wi th unrecognized
DSCPs with default (best-effort) service without rewiting the DSCP
has not been widely deployed in practice. Network operation and
managenent are sinplified when there is a 1-1 natch between the DSCP
mar ked on the packet and the forwarding treatment (PHB) applied by
networ k nodes. Wen this is done, CSO (the all-zero DSCP) is the
only DSCP used for default forwarding of best-effort traffic, and a
comon practice is to re-mark to CSO any traffic received with
unrecogni zed or unsupported DSCPs at network edges.

MPLS networks are nore subtle in this regard, as it is possible to
encode the provider’'s DSCP in the MPLS TC field and allow that to
differ fromthe PHB indicated by the DSCP in the MPLS-encapsul ated I P
packet. If the MPLS | abel with the provider’s TC field is present at
all hops within the provider network, this approach would allow an
unrecogni zed DSCP to be carried edge-to-edge over an MPLS network,
because the effective DSCP used by the provider’'s MPLS network woul d
be encoded in the MPLS I abel TC field (and also carried
edge-to-edge). Unfortunately, this is only true for Pipe Mde
tunnel s.

Short Pi pe Mddel tunnels and PHP behave differently because PHP
renoves and di scards the MPLS provider |abel carrying the provider’'s
TC field before the traffic exits the provider’'s network. That

di scard occurs one hop upstream of the MPLS tunnel endpoint (which is
usual ly at the network edge), resulting in no provider TC information
bei ng avail abl e at the tunnel egress. To ensure consistent handling
of traffic at the tunnel egress, the DSCP field in the MPLS-

encapsul ated | P header has to contain a DSCP that is valid for the
provider’s network, so that the |IP header cannot be used to carry a
different DSCP edge-to-edge. See Appendix A for a nore detail ed

di scussi on.

Gei b & Bl ack I nf or mat i onal [ Page 6]



RFC 8100 Di ffserv-Intercon March 2017

3.

3.

3.

1.

2

Rel ati onship to RFC 5127

Thi s docunent draws heavily upon the approach to aggregation of
Diffserv TCs for use within a network as described in RFC 5127, but
there are inportant differences caused by characteristics of network
interconnects that differ fromlinks within a network.

Background of RFC 5127

Many providers operate MPLS-based backbones that enpl oy backbone
traffic engineering to ensure that if a ngjor link, switch, or router
fails, the result will be a routed network that continues to
function. Based on that foundation, [RFC5127] introduced the concept
of Diffserv Treatnent Aggregates, which enable traffic marked with
multiple DSCPs to be forwarded in a single MPLS TC based on robust
provi der backbone traffic engineering. This enables differentiated
forwardi ng behaviors within a donmain in a fashion that does not
consunme a | arge nunber of MPLS TGCs.

RFC 5127 provi des an exanpl e aggregation of Diffserv service classes
into four Treatnent Aggregates. A small nunber of aggregates are
used because:

0 The avail able codi ng space for carrying TC information (e.qg.,
Diffserv PHB) in MPLS (and Ethernet) is only 3 bits in size and is
i ntended for nmore than just Diffserv purposes (see, e.g.,
[ RFC5129] ).

0 The conmmon interconnecti on DSCPs ought not to use all 8 possible
val ues. This | eaves space for future standards, private bilatera
agreenents, and |local use PHBs and DSCPs.

0o Magrations fromone DSCP schene to a different one is another
possi bl e application of otherw se unused DSCPs.

Di fferences from RFC 5127

Li ke RFC 5127, this docunment al so uses four Treatment Aggregates, but
it differs fromRFC 5127 in sone inportant ways

o It follows RFC 2475 in allowing the DSCPs used within a network to
differ fromthose used to exchange traffic with other networks (at
networ k edges), but it provides support to restore ingress DSCP
values if one of the reconmended interconnect DSCPs in this
docunent is used. This results in DSCP re-marking at both network
i ngress and network egress, and this docunent assunes that such
re-marking at network edges is possible for all interface types.
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4.

o Diffserv-Intercon suggests liniting the nunber of interconnection
PHBs per Treatment Aggregate to the mnimumrequired. As further
di scussed bel ow, the nunmber of PHBs per Treatnent Aggregate is no
nmore than two. Wen two PHBs are specified for a D ffserv-
I ntercon Treatment Aggregate, the expectation is that the provider
net wor k supports DSCPs for both PHBs but uses a single MPLS TC for
the Treatment Aggregate that contains the two PHBs.

o Diffserv-Intercon suggests nmappi ng other PHBs and DSCPs into the
i nterconnection Treat nent Aggregates as further discussed bel ow

o Diffserv-Intercon treats network control (NC) traffic as a specia
case. Wthin a provider’s network, the CS6 DSCP is used for loca
network control traffic (routing protocols and Operations,

Adm ni stration, and Mai ntenance (OQAM traffic that is essential to
networ k operation adm nistration, control, and managenent) that
may be destined for any node within the network. |n contrast,
network control traffic exchanged between networks (e.g., BGP)
usually termnates at or close to a network edge and i s not
forwarded through the network because it is not part of interna
routing or CAM for the receiving network. In addition, such
traffic is unlikely to be covered by standard interconnection
agreenents; rather, it is nore likely to be specifically
configured (e.g., nost networks inpose restrictions on use of BGP
with ot her networks for obvious reasons). See Section 4.2 for
further discussion.

0 Because RFC 5127 used a Treatnent Aggregate for network contro
traffic, Diffserv-Intercon can instead define a fourth Treat nent
Aggregate for use at network interconnections instead of the
Net work Control Treatnent Aggregate in RFC 5127. Network contro
traffic may still be exchanged across network interconnections as
further discussed in Section 4.2. Diffserv-Intercon uses this
fourth Treat nent Aggregate for Voice over IP (VolP) traffic, where
net wor k- provi ded service differentiation is crucial, as even mnor
glitches are immedi ately apparent to the humans involved in the
conversati on.

The Diffserv-Intercon |Interconnection Cl asses

At an interconnection, the networks involved need to agree on the
PHBs used for interconnection and the specific DSCP for each PHB
Thi s docunment defines a set of four interconnection Treatnent
Aggregates with well-defined DSCPs to be aggregated by them A
sending party re-marks DSCPs frominternal usage to the

i nterconnection codepoints. The receiving party re-marks DSCPs to
their internal usage. The interconnect SLA defines the set of DSCPs
and PHBs supported across the two interconnected donains and the
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treatnent of PHBs and DSCPs that are not recogni zed by the receiving
domai n.

Sim | ar approaches that use a small nunber of Treatnent Aggregates
(including recognition of the inportance of VolP traffic) have been
taken in related standards and recomrendati ons from outside the | ETF
e.g., Y.1566 [Y.1566], d obal System for Mobile Conmunications
Association (GSMA) IR 34 [IR 34], and MEF23.1 [ MEF23.1].

The list of the four Diffserv-Intercon Treatnment Aggregates follows,
hi ghl i ghting differences from RFC 5127 and suggesti ng mappi ngs for
all RFC 4594 TCs to Diffserv-Intercon Treatnent Aggregates:

Tel ephony Servi ce Treatment Aggregate: PHB Expedited Forwarding
(EF), DSCP 101 110 and PHB VO CE-ADM T, DSCP 101 100 (see
[ RFC3246], [RFC4594], and [ RFC5865]). This Treatnent
Aggregate corresponds to the Real -Time Treatnent Aggregate
definition regarding the queuing (both delay and jitter
shoul d be m nim zed) per RFC 5127, but this aggregate is
restricted to transport Tel ephony service class traffic in
the sense of [ RFC4594].

Bul k Real -Time Treatnent Aggregate: This Treatnent Aggregate is
designed to transport PHB AF41, DSCP 100 010 (the other AF4
PHB group PHBs and DSCPs may be used for future extension of
the set of DSCPs carried by this Treatment Aggregate). This
Treat ment Aggregate is intended to provide Diffserv-Intercon
network interconnection of a subset of the Real -Tine
Treat nent Aggregate defined in RFC 5127, specifically the
portions that consune significant bandwidth. This traffic is
expected to consist of the follow ng classes defined in RFC
4594: Broadcast Video, Real -Tine Interactive, and Miltinmedia
Conferencing. This Treatnent Aggregate should be confi gured
with a rate-based queue (consistent with the recomendati on
for the transported TCs in RFC 4594). By conparison to RFC
5127, the nunber of DSCPs has been reduced to one
(initially). The AF42 and AF43 PHBs coul d be added if there
is a need for three-color marked Mil tinedi a Conferencing
traffic.

Assured El astic Treatnent Aggregate: This Treatnent Aggregate
consists of PHBs AF31 and AF32 (i.e., DSCPs 011 010 and 011
100). By conparison to RFC 5127, the nunber of DSCPs has
been reduced to two. This docunent suggests to transport
signaling marked by AF31 (e.g., as recommended by GSMA | R 34
[TR 34]). AF33 is reserved for the extension of PHBs to be
aggregated by this Treatnment Aggregate. For Diffserv-
I ntercon network interconnection, the follow ng service
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cl asses (per RFC 4594) shoul d be mapped to the Assured

El astic Treatnent Aggregate: the Signaling service class
(being marked for |owest |oss probability), the Miltinedia
Stream ng service class, the Low Latency Data service class,
and t he Hi gh- Thr oughput Data service cl ass.

Default / Elastic Treatnent Aggregate: Transports the Default PHB,
CSO with DSCP 000 000. An exanple in RFC 5127 refers to this
Treat ment Aggregate as "Elastic Treatnment Aggregate"”. An
inmportant difference from RFC 5127 is that any traffic with
unrecogni zed or unsupported DSCPs nmay be re-marked to this
DSCP. For Diffserv-Intercon network interconnection, the
Standard service class and Low Priority Data service class
defined in RFC 4594 shoul d be mapped to this Treatnent
Aggregate. This docunent does not specify an interconnection
class for LowPriority Data (al so defined RFC 4594). This
traffic may be forwarded with a Lower Effort PHB in one
domain (e.g., the PHB proposed by Infornational [RFC3662]),
but the methods specified in this docunent re-mark this
traffic with DSCP CSO at a Diffserv-Intercon network
i nterconnection. This has the effect that LowPriority Data
is treated the sane as data sent using the Standard service
class. (Note: In a network that inplenents RFC 2474, Low
Priority traffic marked as CS1 woul d ot herw se receive better
treatnent than Standard traffic using the default PHB.)

RFC 2475 states that ingress nodes nust condition all inbound traffic
to ensure that the DS codepoints are acceptable; packets found to
have unaccept abl e codepoi nts nmust either be discarded or have their
DS codepoints nodified to acceptabl e val ues before being forwarded.
For exanple, an ingress node receiving traffic froma domain with

whi ch no enhanced service agreenent exists may reset the DS codepoi nt
to CSO. As a consequence, an interconnect SLA needs to specify not
only the treatnent of traffic that arrives with a supported

i nterconnect DSCP but also the treatment of traffic that arrives with
unsupported or unexpected DSCPs; re-nmarking to CSO is a widely

depl oyed behavi or.

During the process of setting up a Diffserv interconnection, both
net wor ks shoul d define the set of acceptable and unaccept abl e DSCPs
and specify the treatnment of traffic marked with each DSCP.

Wiile Diffserv-Intercon allows nodification of unacceptable DSCPs, if
traffic using one or nore of the PHBs in a PHB group (e.g., AF3X,
consi sting of AF31, AF32, and AF33) is accepted as part of a
supported Diffserv-Intercon Treatnment Aggregate, then traffic using
other PHBs fromthe sane PHB group should not be nodified to use PHBs
outside of that PHB group and, in particular, should not be re-marked
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to CSO unless the entire PHB group is re-marked to CSO. This avoids
unexpect ed forwardi ng behavior (and potential reordering; see also
[ RFC7657]) when using Assured Forwardi ng (AF) PHBs [ RFC2597].

4.1. Diffserv-Intercon Exanple

The overal |l approach to DSCP marking at network interconnections is
illustrated by the foll ow ng exanple. Provider O provider W and
provider F are peered with provider T. They have agreed upon a

Di ffserv interconnection SLA

Traffic of provider Oterninates within provider T's network, while
provider Ws traffic transits through the network of provider T to
provider F. This exanple assunes that all providers use their own
internal PHB and codepoint (DSCP) that correspond to the AF31 PHB in
the Diffserv-Intercon Assured El astic Treatnment Aggregate (AF21, CS2,
and AF11l are used in the exanple).
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Figure 1: Diffserv-Intercon Exanple
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Providers only need to depl oy mappings of internal DSCPs to/from
Diffserv-lIntercon DSCPs, so that they can exchange traffic using the
desired PHBs. In the exanple, provider O has decided that the
properties of his internal class AF21 are best net by the Diffserv-
Intercon Assured Elastic Treatnent Aggregate, PHB AF31. At the

out goi ng peering interface connecting provider Owth provider T, the
fornmer’s peering router re-marks AF21 traffic to AF31. The domain
internal PHB of provider T that neets the requirenent of the
Diffserv-lIntercon Assured El astic Treatnent Aggregate is fromthe
AF2x PHB group. Hence, AF31 traffic received at the interconnection
with provider T is re-marked to AF21 by the peering router of domain
T, and domain T has chosen to use MPLS TC value 2 for this aggregate.
At the penultimate MPLS node, the top MPLS | abel is renmoved and
exposes the | P header nmarked by the DSCP that has been set at the
network ingress. The peering router connecting domain T with domain
F classifies the packet by its domain-T-internal DSCP AF21. As the
packet | eaves domain T on the interface to domain F, this causes the
packet’s DSCP to be re-nmarked to AF31. The peering router of donmain
F classifies the packet for domain-F-internal PHB AF11l, as this is
the PHB with properties matching the Diffserv-Intercon Assured

El astic Treatnent Aggregate.

Thi s exanpl e can be extended. The figure shows provider Wusing CS2
for traffic that corresponds to Diffserv-Intercon Assured El astic
Treat ment Aggregate PHB AF31; that traffic is mapped to AF31 at the
Diffserv-lIntercon interconnection to provider T. |In addition,
suppose that provider O supports a PHB marked by AF22, and this PHB

i s supposed to obtain Diffserv transport within provider T s donain.
Then provider Owill re-mark it with DSCP AF32 for interconnection to
provi der T.

Fi nal |l y, suppose that provider Wsupports CS3 for internal use only.
Then no Diffserv-Intercon DSCP mappi ng needs to be configured at the
peering router. Traffic, sent by provider Wto provider T nmarked by
CS3 due to a misconfiguration my be re-marked to CSO by provider T.

4.2. End-to-End PHB and DSCP Transparency

This section briefly discusses end-to-end Diffserv approaches rel ated
to the Uniform Pipe, and Short Pipe Mddel tunnels [RFC2983]
[ RFC3270] when used edge-to-edge in a network.

o Wth the Uniform Mddel, neither the DSCP nor the PHB change. This
implies that a network nmanagement packet received with a CS6 DSCP
woul d be forwarded with an MPLS TC corresponding to CS6. The
Uni form Model is outside the scope of this docunent.
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4. 3.

Gei

o Wth the Pipe Mdel, the inner tunnel DSCP renains unchanged, but
an outer tunnel DSCP and the PHB coul d change. For exanple, a
packet received with a (network-specific) CS1 DSCP woul d be
transported by a Default PHB and, if MPLS is applicable, forwarded
with an MPLS TC corresponding to the Default PHB. The CS1 DSCP is
not rewitten. Transport of a large variety (nuch greater than
four) DSCPs may be required across an interconnected network
operating MPLS Short Pipe Mdel transport for IP traffic. In that
case, a tunnel based on the Pipe Mdel is anbng the possible
approaches. The Pipe Mddel is outside the scope of this docunent.

o Wth the Short Pipe Mdel, the DSCP |ikely changes, and the PHB
m ght change. This docunment describes a nethod to sinplify
Diffserv network interconnection when a DSCP rewite can't be
avoi ded.

Treatnent of Network Control Traffic at Carrier |nterconnection
I nterfaces

As specified in Section 3.2 of RFC 4594, NC traffic marked by CS6 is
expected at sone interconnection interfaces. This docunment does not
change RFC 4594 but observes that network control traffic received at
a network ingress is generally different fromnetwork control traffic
within a network that is the prinmary use of CS6 envisioned by RFC
4594. A specific exanple is that some CS6 traffic exchanged across
carrier interconnections is term nated at the network ingress node,
e.g., when BGP is used between the two routers on opposite ends of an
interconnection link; in this case, the operators would enter into a
bil ateral agreenent to use CS6 for that BGP traffic.

The end-to-end discussion in Section 4.2 is generally inapplicable to
network control traffic -- network control traffic is generally
intended to control a network, not be transported between networKks.
One exception is that network control traffic nakes sense for a
purchased transit agreenent, and preservation of the CS6 DSCP narking
for network control traffic that is transited is reasonable in sone
cases, although it is generally inappropriate to use CS6 for
forwarding that traffic within the network that provides transit.

Use of an IP tunnel is suggested in order to conceal the CS6 marKkings
on transiting network control traffic fromthe network that provides
the transit. 1In this case, the Pipe Mddel for Diffserv tunneling is
used.

If the MPLS Short Pipe Mdel is deployed for unencapsul ated | Pv4
traffic, an I P network provider should limt access to the CS6 and
CS7 DSCPs, so that they are only used for network control traffic for
the provider’s own network.
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I nterconnecting carriers should specify treatnment of CS6-marked
traffic received at a carrier interconnection that is to be forwarded
beyond the ingress node. An SLA covering the follow ng cases is
recomended when a provider wi shes to send CS6-marked traffic across
an interconnection link and that traffic’'s destination is beyond the
i nt erconnected ingress node:

o classification of traffic that is network control traffic for both
domains. This traffic should be classified and narked for the CS6
DSCP

o classification of traffic that is network control traffic for the
sendi ng domain only. This traffic should be forwarded with a PHB
that is appropriate for transiting NC service class traffic
[ RFC4594] in the receiving domain, e.g., AF31 as specified by this
docunent. As an exanple, GSMA IR 34 recommends an Interactive
class / AF31 to carry SIP and DI AMETER traffic. Wile this is
service control traffic of high inportance to interconnected
Mobil e Network Operators, it is certainly not network contro
traffic for a fixed network providing transit anmong such operators
and hence should not receive CS6 treatnment in such a transit
net wor k.

0 any other CS6-marked traffic should be re-marked or dropped.
5. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
6. Security Considerations

The DSCP field in the | P header can expose additional traffic
classification informati on at network interconnections by conparison
to the use of a zero DSCP for all interconnect traffic. |If traffic
classification information is sensitive, the DSCP field could be
re-marked to zero to hide the classification as a counterneasure, at
the cost of loss of Diffserv information and differentiated traffic
handl i ng on the interconnect and subsequent networks. Wen AF PHBs
are used, any such re-marking should respect AF PHB group boundaries
as further discussed at the end of Section 4.

Thi s docunent does not introduce new features; it describes howto

use existing ones. The Diffserv security considerations in [RFC2475]
and [ RFC4594] apply.
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Appendi x A.  The MPLS Short Pipe Mdel and IP Traffic

The MPLS Short Pi pe Mddel (or penultimte hop | abel popping) is

wi dely deployed in carrier networks. |f unencapsulated IP traffic is
transported using MPLS Short Pipe, | P headers appear inside the |ast
section of the MPLS donmain. This inpacts the nunber of PHBs and
DSCPs that a network provider can reasonably support. See Figure 2
for an exanpl e.

For encapsulated IP traffic, only the outer tunnel header is relevant
for forwarding. |If the tunnel does not terminate within the MPLS
network section, only the outer tunnel DSCP is involved, as the inner
DSCP does not affect forwardi ng behavior; in this case, all DSCPs
could be used in the inner |IP header without affecting network
behavi or based on the outer MPLS header. Here, the Pipe Mde
appl i es.

Layer 2 and Layer 3 VPN traffic all use an additional MPLS |label; in
this case, the MPLS tunnel follows the Pipe Mdel. dassification
and queuing within an MPLS network is always based on an MPLS | abel,
as opposed to the outer |P header.

Carriers often select PHBs and DSCPs without regard to

i nterconnection. As a result, PHBs and DSCPs typically differ

bet ween network carriers. Wth the exception of best-effort traffic,
a DSCP change shoul d be expected at an interconnection at |east for
unencapsul ated IP traffic, even if the PHB is suitably mapped by the
carriers invol ved

Al t hough RFC 3270 suggests that the Short Pipe Mdel is only
applicable to VPNs, current networks also use it to transport
non-tunnel ed I Pv4 traffic. This is shown in Figure 2 where Diffserv-
Intercon is not used, resulting in exposure of the internal DSCPs of
the upstream network to the downstream network across the

i nterconnecti on.
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The DSCP needs to be in network-
internal Diffserv context. The Core
Router may require or enforce

that. The Edge Router may wrongly
classify, if the DSCP is not in
network-internal Diffserv context.

Traffic | eaves the network marked
wi th the network-internal

DSCP_d that mnust be dealt with

by the next network (downstrean).

Penul ti mat e Hop Poppi ng Exanpl e

The packet’s I P DSCP nmust be in a well-understood Diffserv context
for schedulers and classifiers on the interfaces of the ultimte MPLS

link (last link traversed before
Di ffserv context

is network-internal,

| eaving the network). The necessary
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node enforces DSCP usage in order to obtain robust differentiated

f orwar di ng behavi or.
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that reason, the traffic |eaves this domain nmarked by the
networ k-i nternal DSCP_d. This structure requires that every carrier
oys per-peer PHB and DSCP mappi ng schenes.

If Diffserv-Intercon is applied, DSCPs for traffic transiting the
domai n can be nmapped from and renmapped to an original DSCP. This is
shown in Figure 3. Internal traffic may continue to use internal
DSCPs (e.g., DSCP_d), and they may al so be used between a carrier and

its

di rect custoners.
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