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Thi s docunent describes how to specify Edwards-curve Digital Security
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uses EdADSA with the choice of two curves: Ed25519 and Ed448.
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1. Introduction

DNSSEC, which is broadly defined in [ RFC4033], [RFC4034], and

[ RFC4035], uses cryptographic keys and digital signatures to provide
aut hentication of DNS data. Currently, the nost popul ar signature
algorithmin use is RSA. GOST [ RFC5933] and N ST-specified elliptic
curve cryptography [ RFC6605] are al so standardi zed.

[ RFC8032] describes the elliptic curve signature system Edwards-curve
Digital Signature Al gorithm (EdDSA) and recomrends two curves,
Ed25519 and Ed448.

Thi s docunment defines the use of DNSSEC s DS, DNSKEY, and RRSI G
resource records (RRs) with a new signing algorithm EdDSA, using a
choi ce of two curves: Ed25519 and Ed448.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. DNSKEY Resource Records

An Ed25519 public key consists of a 32-octet value, which is encoded
into the Public Key field of a DNSKEY resource record as a sinple bit
string. The generation of a public key is defined in Section 5.1.5
of [RFC8032].

Sury & Ednonds St andards Track [ Page 2]



RFC 8080 EdDSA f or DNSSEC February 2017

An Ed448 public key consists of a 57-octet value, which is encoded
into the Public Key field of a DNSKEY resource record as a sinple bit
string. The generation of a public key is defined in Section 5.2.5
of [ RFC8032].

4. RRS|I G Resource Records

An Ed25519 signature consists of a 64-octet value, which is encoded
into the Signature field of an RRSIG resource record as a sinmple bit
string. The Ed25519 signature algorithmand verification of the
Ed25519 signature are described in Sections 5.1.6 and 5.1.7 of

[ RFC8032], respectively.

An Ed448 signature consists of a 114-octet value, which is encoded
into the Signature field of an RRSIG resource record as a sinmple bit
string. The Ed448 signature algorithmand verification of the Ed448
signature are described in Sections 5.2.6 and 5.2.7 of [RFC8032],
respectively.

5. Al gorithm Nunmber for DS, DNSKEY, and RRSI G Resource Records

The al gorithm nunber associated with the use of Ed25519 in DS
DNSKEY, and RRSI G resource records is 15. The al gorithm nunber
associated with the use of Ed448 in DS, DNSKEY, and RRSI G resource
records is 16. This registration is fully defined in the | ANA
Consi derations section.

6. Exanples

6.1. Ed25519 Exanples

Private-key-format: vl1.2

Al gorithm 15 (ED25519)

Privat eKey: ODIyN AzODQ@2M gwODAXM | 2NDUx OTAy MDQXNDI yNj | =

exanmpl e.com 3600 | N DNSKEY 257 3 15 (
| 02Wbi 0i S8Aa25FQk Ud9RMz ZHI pBoRQWAQEX1SXZJA4= )

exanpl e.com 3600 IN DS 3613 15 2 (
3aabab37ef ce57f 737f c1627013f ee07bdf 241bd10f 3b1964ab55¢c78e79
a304b )

exampl e.com 3600 IN MX 10 mail . exanpl e. com
exanpl e.com 3600 IN RRSIG MX 3 3600 (
1440021600 1438207200 3613 exanpl e.com (

Edk+I1 BOKNNW)OHA] ni7Faz Xyr d5nBRk8z NZbvNpAc MreysqcUOM | Woev FK|
H5GaMAé P 6 GUVZu6 ECKOQremHDg==
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Private-key-format: vl1.2
Al gorithm 15 (ED25519)
Pri vat eKey: DSSF300s0f +El Wj 9E/ Gsxw8hLpk55chkmkOLYNSW Y=

exanpl e.com 3600 | N DNSKEY 257 3 15 (
zPnz/ QnEe7S8C5SPz2Cf SSRRA0ATK2/ r YNEOXHI Ei j s= )

exanpl e.com 3600 IN DS 35217 15 2 (
401781b934e392ded492ec77ae2e15d70f 6575alc0bc59¢c5275c04ebe80c
6614c )

exanmpl e.com 3600 IN MX 10 mail . exanpl e. com

exanpl e.com 3600 IN RRSIG MX 3 3600 (
1440021600 1438207200 35217 exanpl e.com (
5LL20bnedqj W +Xt 05eP5adXt / T5t MhasWweyWL3Szf cRawd e9bodhC+
oi p9ayuqg Y9T/ r L4r NSbOQUESCDA==

6.2. Ed448 Exanpl es

Private-key-format: vl1.2

Algorithm 16 (ED448)

Privat eKey: xZ+5Cgmi63xugt kY5B0Jx6er FTXpl13r Yegst 0qRt NsOYnaVpMk0Z/ c5Ei A9x
8wWhDDct / U3FhYWA

exanpl e.com 3600 | N DNSKEY 257 3 16 (
3kgRCaDj r hOH2i ui xWBr c8g2EpBBLCdGzHM+G2MpTPhpj / G BVHHSF Podx
1FYYUcJKnLMDpJt | A )

exanmpl e.com 3600 IN DS 9713 16 2 (
6ccf 18d5bc5d7f c2f ceb1d59d17321402f 2aa8d368048db93dd811f 5¢cb2
b19c7 )

exanpl e.com 3600 IN MX 10 mail. exanpl e. com

exanmpl e.com 3600 IN RRSIG MX 3 3600 (
1440021600 1438207200 9713 exanpl e.com (
Nrc Or gG&Kpr 3GKYXcB1ImygS4ANYwhnechvJTqVzt 3j R+Qy/ | SLFol k1L+9e3
9GPL+5t VzDPN3f 9kAwi u8KCuUPPj t | 227ayaCzt RKZuJax7n9NuYl ZJI usX0
SO OKBGzGtyWrt z1/ j j bzl 5GGkW REUCUA )
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Private-key-format: vl1.2
Al gorithm 16 (ED448)
Privat eKey: WEykD3ht 3MHkUSi H4uVCOLz8JLwt RBSqi BoMbf F72+M p/ u5gj xuB1DV6NnPO

exanpl e. com

exanpl e. com

exanpl e. com

exanpl e. com

2Bl Zdz4hdSTkOdQA

3600 | N DNSKEY 257 3 16 (
kkr eGAdcc SDMUBGAe 7+zsbG6ZAFQp+sy PnivUur BRQe 3t Dj eMCIcVMRDge N
Lp5H HAMy12Vol SsA )

3600 IN DS 38353 16 2 (
645f f 078b3568f 5852b70cb60e8e696cc77b75bf aaf f c118cf 79cbdalba
28af 4 )

3600 IN MX 10 nuil . exanpl e. com

3600 IN RRSI G MX 3 3600 (

1440021600 1438207200 38353 exanpl e.com (

+Jj ANi o/ LI zp7osmWESXD3H YES8k Xs5Vh9H8M PS8OQAGZMD37+LsCl cj g
5i vt 0d40m UaqETEAsJj aYe56 CEQP51 hRWID2i vBgEOzf wl Ty p4WjvpULbp
vaukswv/ VWNEFxz EYCEI m9+xDl Xj 4pMANA )

7. |1 ANA Consi derations

Thi s docunent updates the | ANA registry "Donain Nane System Security
(DNSSEC) Al gorithm Nunmbers”. The follow ng entries have been added
to the registry:

R TS TS +
| Nurber | 15 | 16 |
| Description | Ed25519 | Ed448 |
| Mienonic | ED25519 | ED448 |
| Zone Signing | Y | Y |
| Trans. Sec. | * | * |
| Reference | RFC 8080 | RFC 8080 |
. Focmmnaaann Focmmnaaann +

* There has been no determ nati on of standardi zati on of the use of

this algorithmw th Transaction Security.

8. Security Considerations

The security considerations of [RFC8032] and [ RFC7748] are inherited
in the usage of Ed25519 and Ed448 i n DNSSEC.

Ed25519 is intended to operate at around the 128-bit security |evel
and Ed448 at around the 224-bit security level. A sufficiently large
quant um conputer would be able to break both. Reasonable projections
of the abilities of classical conputers conclude that Ed25519 is
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9.

9.

perfectly safe. Ed448 is provided for those applications with
rel axed performance requirements and where there is a desire to hedge
agai nst anal ytical attacks on elliptic curves.

These assessnents coul d, of course, change in the future if new
attacks that work better than the ones known today are found.

A private key used for a DNSSEC zone MUST NOT be used for any other
pur pose than for that zone. Oherw se, cross-protocol or cross-
application attacks are possible.
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