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Abstract

Layer 2 services (such as Frame Rel ay, Asynchronous Transfer Mode,
and Ethernet) can be enul ated over an MPLS backbone by encapsul ating
the Layer 2 Protocol Data Units (PDUs) and then transnitting them
over pseudowires (PWs). It is also possible to use pseudowires to
provide lowrate Time-Division Miltiplexed and Synchronous Opti cal
NETwor ki ng circuit emul ation over an MPLS-enabl ed network. This
docunent specifies a protocol for establishing and nmaintaining the
pseudowi res, using extensions to the Label Distribution Protocol
(LDP). Procedures for encapsulating Layer 2 PDUs are specified in
ot her docunents.

This docunent is a rewite of RFC 4447 for publication as an Internet
St andard.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8077.
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1.

I nt roducti on

[ RFC4619], [RFCA717], [RFC4618], and [ RFC4448] explain how to
encapsul ate a Layer 2 Protocol Data Unit (PDU) for transm ssion over
an MPLS-enabl ed network. Those docunents specify that a "pseudowi re
header", consisting of a denultiplexer field, will be prepended to
the encapsul ated PDU. The pseudowi re denultiplexer field is
prepended before transmitting a packet on a pseudowire. \hen the
packet arrives at the renote endpoint of the pseudowi re, the

demul tipl exer is what enables the receiver to identify the particul ar
pseudowi re on which the packet has arrived. To transmit the packet
from one pseudow re endpoint to another, the packet may need to
travel through a "Packet Switched Network (PSN) tunnel"; this wll
require that an additional header be prepended to the packet.

[ RFC4842] and [ RFC4553] specify two nethods for transporting time-
division nultiplexing (TDM digital signals (TDMcircuit enul ation)
over a packet-oriented MPLS-enabl ed network. The transmni ssion system
for circuit-oriented TDM signals is the Synchronous Optical Network
(SONET) [ANSI] / Synchronous Digital Herarchy (SDH) [ITUG. To
support TDMtraffic, which includes voice, data, and private |eased-
line service, the pseudowires nust enulate the circuit
characteristics of SONET/ SDH payl oads. The TDM si gnal s and payl oads
are encapsul ated for transm ssion over pseudowires. A pseudowi re
demul ti pl exer and a PSN tunnel header are prepended to this
encapsul at i on.

[ RFC4553] describes nethods for transporting lowrate tine-division
multiplexing (TDM digital signals (TDM circuit enul ati on) over PSNs,
whil e [ RFC4842] similarly describes transport of high-rate TDM
(SONET/ SDH). To support TDMtraffic, the pseudow res nust enul ate
the circuit characteristics of the original T1, E1, T3, E3, SONET, or
SDH signals. [RFC4553] does this by encapsul ating an arbitrary but
constant anmount of the TDM data in each packet, and the other nethods
encapsul ate TDM st ruct ures.

In this docunent, we specify the use of the MPLS Label Distribution
Protocol (LDP) [RFC5036] as a protocol for setting up and maintaining
the pseudowires. In particular, we define new TLVs, Forwarding
Equi val ence O ass (FEC) el enents, paraneters, and codes for LDP

whi ch enable LDP to identify pseudowires and to signal attributes of
pseudowi res. W specify how a pseudow re endpoi nt uses these TLVs in
LDP to bind a demultiplexer field value to a pseudowire and how it
informs the renote endpoint of the binding. W also specify
procedures for reporting pseudow re status changes, for passing
additional information about the pseudow re as needed, and for

rel easing the bindings. These procedures are intended to be

i ndependent of the underlying version of |IP used for LDP signaling.
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In the protocol specified herein, the pseudowire demultiplexer field

is an MPLS |abel. Thus, the packets that are transmitted from one
end of the pseudowire to the other are MPLS packets, which nust be
transmtted through an MPLS tunnel. However, if the pseudow re

endpoints are i nmmedi ately adj acent and penulti mate hop poppi ng
behavior is in use, the MPLS tunnel nmay not be necessary. Any sort

of PSN tunnel can be used, as long as it is possible to transmt MPLS
packets through it. The PSN tunnel can itself be an MPLS LSP, or any
other sort of tunnel that can carry MPLS packets. Procedures for
setting up and mmintaining the MPLS tunnels are outside the scope of
thi s docunent.

Thi s docunent deals only with the setup and mai nt enance of point-to-
poi nt pseudowi res. Neither point-to-multipoint nor nultipoint-to-
poi nt pseudow res are di scussed.

QS-related i ssues are not discussed in this docunent.

The following two figures describe the reference nodels that are
derived from [ RFC3985] to support the PWemnul ated servi ces.

[ <----mmmameeo- - Enul ated Service ---------------- >|

I I

| [ <------- Pseudowire ------- >| |

I I I

| Attachnment | | <-- PSN Tunnel -->| | Attachnment |

| Circuit V \% \% V Crcuit

vV (AQ +----+ +----+  (AQ \Y,
R + | | PE]_l ::::::::::::::::::l PE2| | R +
| |---------- [ oo PW............. |---------- |
| CE1 | I I I I I I | CE2 |
| [---------- [ oo PW2. ... ... .... [---------- | |
o - - + AN | | | ::::::::::::::::::l | | N o - - +

N +----+ +----+ | N

| Provi der Edge 1 Provider Edge 2 | |

(I ||
Cust oner | | Customner
Edge 1 | | Edge 2

| |
native service native service

Figure 1. PWE3 Reference Mde
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Fi gure 2: PWE3 Protocol Stack Reference Mdel

For the purpose of this docunent, PEl1 (Provider Edge 1) wll be
defined as the ingress router, and PE2 as the egress router. A Layer
2 PDU will be received at PELl, encapsul ated at PEl, transported and
decapsul ated at PE2, and transnitted out of PE2.

Changes from RFC 4447

The changes in this docunent are mostly mnor fixes to spelling and
grammar, or clarifications to the text, which were either noted as
errata to [ RFC4447] or found by the editors.

Additionally, Section 7.3 ("Control -Wrd Renegotiati on by Label

Request Message") has been added, obsoleting [RFC6723]. The di agram
of G bit handling procedures has al so been renoved. A note has been
added in Section 6.3.2 to clarify that the Cbit is part of the FEC

A reference has al so been added to [ RFC7358] to indicate the use of
downstream unsolicited node to distribute PWFEC | abel bindings,

i ndependent of the negotiated | abel advertisenment node of the LDP
sessi on.

Speci fication of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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4.

The Pseudow re Labe

Suppose that it is desired to transport Layer 2 PDUs fromingress LSR
PE1 to egress LSR PE2, across an interveni ng MPLS-enabl ed net wor k

W assune that there is an MPLS tunnel fromPEL to PE2. That is, we
assune that PEl can cause a packet to be delivered to PE2 by
encapsul ati ng the packet in an "MPLS tunnel header" and sending the
result to one of its adjacencies. The MPLS tunnel is an MPLS Labe
Switched Path (LSP); thus, putting on an MPLS tunnel encapsulation is
a matter of pushing on an MPLS | abel

We presuppose that a | arge nunber of pseudow res can be carried
through a single MPLS tunnel. Thus, it is never necessary to

mai ntain state in the network core for individual pseudowires. W do
not presuppose that the MPLS tunnels are point to point; although the
pseudowi res are point to point, the MPLS tunnels nmay be nultipoint to
point. W do not presuppose that PE2 will even be able to determ ne
the MPLS tunnel through which a received packet was transnitted.

(For example, if the MPLS tunnel is an LSP and penultimate hop
popping i s used, when the packet arrives at PE2, it will contain no
information identifying the tunnel.)

When PE2 receives a packet over a pseudowire, it nust be able to
determne that the packet was in fact received over a pseudow re, and
it must be able to associate that packet with a particul ar

pseudowire. PE2 is able to do this by exam ning the MPLS | abel that
serves as the pseudowi re denultiplexer field shown in Figure 2. Call
this | abel the "PWI abel".

When PE1 sends a Layer 2 PDU to PE2, it creates an MPLS packet by
addi ng the PWI abel to the packet, thus creating the first entry of
the | abel stack. [If the PSN tunnel is an MPLS LSP, the PEl pushes
anot her | abel (the tunnel |abel) onto the packet as the second entry
of the | abel stack. The PWIlabel is not visible again until the MPLS
packet reaches PE2. PE2's disposition of the packet is based on the
PW I abel .

If the payl oad of the MPLS packet is, for example, an ATM Adaptati on
Layer 5 (AAL5) PDU, the PWIlabel will generally correspond to a
particular ATM Virtual Circuit (VC) at PE2. That is, PE2 needs to be
able to infer fromthe PWIabel the outgoing interface and the
VPI/VCl (Virtual Path ldentifier / Virtual Crcuit ldentifier) value
for the AAL5 PDU. If the payload is a Frane Relay PDU, then PE2
needs to be able to infer fromthe PWI abel the outgoing interface
and the Data Link Connection Identifier (DLCl) value. |If the payl oad
is an Ethernet frame, then PE2 needs to be able to infer fromthe PW
| abel the outgoing interface, and perhaps the VLAN identifier. This
process is unidirectional and will be repeated independently for
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bi directional operation. Wen using the PWd FEC Elenent, it is

REQUI RED t hat the sanme PWID and PWtype be assigned for a given
circuit in both directions. The Goup ID (see bel ow) MJST NOT be
required to match in both directions. The transported frame MAY be
nmodi fi ed when it reaches the egress router. |f the header of the
transported Layer 2 frame is nodified, this MJST be done at the
egress LSR only. Note that the PWI abel must always be at the bottom
of the packet’s |abel stack, and | abels MJST be allocated fromthe
per-pl atform | abel space.

Thi s docunent does not specify a method for distributing the MPLS
tunnel |abel or any other |abels that nmay appear above the PWI abel
on the stack. Any acceptable nethod of MPLS | abel distribution wll
do. This docunent specifies a protocol for assigning and
distributing the PWIabel. This protocol is LDP, extended as
specified in the remainder of this docunent. An LDP session nust be
set up between the pseudowi re endpoints. LDP MJUST exchange PW FEC
| abel bindings in downstream unsolicited node, independent of the
negoti ated | abel advertisenment node of the LDP session according to
the specifications in [RFC7358]. LDP's "liberal |abel retention”
mode SHOULD be used. However, all the LDP procedures that are
specified in [ RFC5036] and that are al so applicable to this protoco
speci ficati on MUST be i npl enent ed.

Thi s docunent requires that a receiving LSR MJST respond to a Labe
Request nessage with either a Label Mpping for the requested | abe

or a Notification nmessage that indicates why it cannot satisfy the
request. These procedures are specified in [ RFC5036], Sections 3.5.7
("Label Mapping Message") and 3.5.8 ("Label Request Message"). Note
that sending these responses is a stricter requirenent than is
specified in [ RFC5036], but these response nessages are REQUI RED to
ensure correct operation of this protocol

In addition to the protocol specified herein, static assignment of PW
| abel s nmay be used, and inplenentations of this protocol SHOULD
provi de support for static assignnent. PWencapsulation is always
synmmetrical in both directions of traffic along a specific PW

whet her or not the PWuses an LDP control plane.

Thi s docunent specifies all the procedures necessary to set up and
mai ntain the pseudow res needed to support "unsw tched" point-to-
poi nt services, where each endpoint of the pseudowire is provisioned
with the identity of the other endpoint. There are also protocol
mechani sms specified herein that can be used to support sw tched
services and other provisioning nodels. However, the use of the
protocol nechanisns to support those other nodels and services is not
described in this docunent.
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5. Details Specific to Particular Enul ated Services
5.1. | P Layer 2 Transport

This node carries | P packets over a pseudowire. The encapsul ation
used is according to [RFC3032]. The PWcontrol word MAY be inserted
bet ween the MPLS | abel stack and the | P payload. The encapsul ation
of the I P packets for forwarding on the Attachment Circuit is

i npl ement ation specific, is part of the native service processing
(NSP) function [ RFC3985], and is outside the scope of this docunent.

6. LDP

The PW /I abel bindings are distributed using the LDP downstream
unsolicited node described in [ RFC5036]. The PEs will establish an
LDP session using the Extended Di scovery mechani sm described in
Sections 2.4.2 and 2.5 of [RFC5036].

An LDP Label Mapping nessage contains a FEC TLV, a Label TLV, and
zero or nore optional paraneter TLVs.

The FEC TLV is used to indicate the neaning of the label. 1In the
current context, the FEC TLV would be used to identify the particul ar
pseudowi re that a particular label is bound to. In this

specification, we define two new FEC TLVs to be used for identifying
pseudowi res. \When setting up a particul ar pseudowire, only one of
these FEC TLVs is used. The one to be used will depend on the
particul ar service being emulated and on the particul ar provisioning
nodel bei ng support ed.

LDP all ows each FEC TLV to consist of a set of FEC elenents. For
setting up and maintai ni ng pseudow res, however, each FEC TLV MJST
contain exactly one FEC el enent.

The LDP base specification has several kinds of |abel TLVs, including
the Generic Label TLV, as specified in Section 3.4.2.1 of [ RFC5036].
For setting up and maintai ni ng pseudowi res, the Generic Label TLV
MJST be used.

6.1. The PWd FEC El enent
The PWd FEC El enent may be used whenever both pseudow re endpoints
have been provisioned with the same 32-bit identifier for the

pseudow re.

For this purpose, a new type of FEC el enent is defined. The FEC
el ement type is 0x80 and is defined as foll ows:
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0

1 2 3

01234567890123456789012345678901

+-
I
+-
I
+-
I
+-
I
I
I
+-

Mart i

i T o T i e S S S i S e S
PWd (0x80) |( PWtype | PWinfo I ength |
e b T S i i S S S S e e s S i T T i S S
Goup ID |

R s i e R i e oI S e S e S R i Tk T S S R S R i S
PWI1D |

i T o T i e S S S i S e S
Interface Paraneter Sub-TLV |

’ I

s T o T e e i T S S S e S e T S TR S e S R I+

Control word bit (O

The C-bit is used to flag the presence of a control word as
fol | ows:

C
C

1 control word present on this PW
0 no control word present on this PW

Pl ease see Section 7 ("Control Wrd") for further explanation.
PWtype

A 15-bit quantity containing a value that represents the type of
PW Assigned Values are specified in "I ANA Al l ocations for
Pseudowi re Edge to Edge Emul ation (PWE3)" [ RFC4446].

PWinfo I ength

Length of the PWID field and the Interface Parameter Sub-TLV
field in octets. |If this value is 0, then it references all PW
using the specified Goup ID, and there is no PWID present, nor
are there any Interface Parameter Sub-TLVs.

Goup ID

An arbitrary 32-bit value that represents a group of PW that is
used to create groups in the PWspace. The Goup IDis intended
to be used as a port index or a virtual tunnel index. To sinplify
configuration, a particular PWGoup ID at ingress could be part
of a Goup ID assigned to the virtual tunnel for transport to the
egress router. The Goup IDis very useful for sending wldcard

| abel withdrawals or PWw | dcard status Notification nmessages to
renote PEs upon physical port failure.
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- PWID

A non-zero, 32-bit connection ID that together with the PWtype
identifies a particular PW Note that the PWID and the PWtype
MUST be the sane at both endpoints.

- Interface Paraneter Sub-TLV

This variable length TLV is used to provide interface-specific
paraneters, such as Attachment Circuit MIU

Note that as the Interface Parameter Sub-TLV is part of the FEC,
the rules of LDP make it inpossible to change the interface
paraneters once the pseudow re has been set up. Thus, the
interface paraneters field nust not be used to pass information,
such as status information, that may change during the life of the
pseudowi re. Optional parameter TLVs should be used for that

pur pose.

Using the PWd FEC, each of the two pseudow re endpoints

i ndependently initiates the setup of a unidirectional LSP. An
out going LSP and an incom ng LSP are bound together into a single
pseudowire if they have the same PWID and PWtype.

6.2. The Ceneralized PWd FEC El ement

The PWd FEC El ement can be used if a unique 32-bit val ue has been
assigned to the PWand if each endpoi nt has been provisioned with
that value. The Generalized PWd FEC El enent requires that the PW
endpoi nts be uniquely identified; the PWitself is identified as a
pair of endpoints. In addition, the endpoint identifiers are
structured to support applications where the identity of the renote
endpoi nts needs to be auto-discovered rather than statically

confi gur ed.

The "CGeneralized PWd FEC Elenment" is FEC type 0x81.

The Generalized PWd FEC El ement does not contain anything
corresponding to the Goup ID of the PWd FEC El ement. The
functionality of the Goup IDis provided by a separate optional LDP
TLV, the PWGoup ID TLV, described in Section 6.2.2.2. The
interface paranmeters field of the PWd FEC El ement is al so absent;
its functionality is replaced by the optional PWInterface Paraneters
TLV, described in Section 6.2.2.1.
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6.2.1. Attachnent ldentifiers

As discussed in [ RFC3985], a pseudow re can be thought of as
connecting two "forwarders". The protocol used to set up a
pseudowi re nust allow the forwarder at one end of a pseudowire to
identify the forwarder at the other end. W use the term"Attachnent

Identifier", or "Al", to refer to the field that the protocol uses to
identify the forwarders. 1In the PWd FEC, the PWd field serves as
the Al. In this section, we specify a nore general formof Al that

is structured and of variable |ength.

Every Forwarder in a PE nust be associated with an Attachment
Identifier (Al), either through configuration or through sone
algorithm The Attachnent Identifier nmust be unique in the context

of the PE router in which the Forwarder resides. The conbination <PE
router | P address, Al > nust be globally unique.

It is frequently convenient to regard a set of Forwarders as being
menbers of a particular "group", where PW nmay only be set up anong
menbers of a group. In such cases, it is convenient to identify the
Forwarders relative to the group, so that an Attachnment Ildentifier
woul d consi st of an Attachnment Group Identifier (Ad) plus an
Attachnent |ndividual ldentifier (AlIl).

An Attachment Goup ldentifier may be thought of as a VPN-id, or a
VLAN identifier, sone attribute that is shared by all the Attachnent
PW (or pools thereof) that are allowed to be connected.

The details of howto construct the AG and All fields identifying
the pseudowi re endpoints are outside the scope of this specification
D fferent pseudow re applications, and different provisioning nodels,
will require different sorts of A and All fields. The

speci fication of each such application and/or nodel mnust include the
rules for constructing the A and All fields

As previously discussed, a (bidirectional) pseudow re consists of a
pair of unidirectional LSPs, one in each direction. |If a particular
pseudowi re connects PE1 with PE2, the PWdirection fromPEl to PE2
can be identified as:

<PE1l, <AG, Alll> PE2, <AG, All2>>
and the PWdirection fromPE2 to PEL can be identified by:

<PE2, <AG, All2> PEl, <AG, Alll>>
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Note that the A@ nust be the same at both endpoints, but the All

will in general be different at each endpoint. Thus, fromthe
perspective of a particular PE, each pseudowire has a local or
"Source All", and a renpte or "Target All". The pseudow re setup

protocol can carry all three of these quantities:

- Attachnent Goup ldentifier (AQ)

- Source Attachnment Individual Identifier (SAlIl)

- Target Attachnent Individual Identifier (TAII)

If the AG is non-null, then the Source Al (SAl) consists of the AGQ
together with the SAIl, and the Target Al (TAl) consists of the TAII
together with the AG. |If the AG is null, then the SAIl and TAIl
are the SAl and TAl, respectively.

The interpretation of the SAl and TAl is a local matter at the
respective endpoint.

The association of two unidirectional LSPs into a single

bi directional pseudowi re depends on the SAl and the TAI. Each
application and/or provisioning nodel that uses the CGeneralized PWd
FEC nmust specify the rules for performng this association.
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6.2.2. Encoding the Generalized PWd FEC El enent

FEC el ement type 0x81 is used. The FEC el enment is encoded as
fol | ows:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Gen PWd (0x81)]|C PW Type | PWinfo length |
B T S i T s i i e e SEI S

AG Type | Length | Val ue
T T o T e i ol s S SR S S S e e s it eI SR R T S R S
AG Value (contd.)

+-

i T s T i T S S I S i (T S S S e S
| Al Type | Lengt h | Val ue

R e s T e e S e in i i e e e e R e
~ SAIl  Value (contd.)
+-
+-
+-

— !+ +— 1 +—

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
All Type | Length | Val ue |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR
TAIl Val ue (contd.) ~

I

T S S e it S S S S S s S DU S S i S

Thi s docunent does not specify the All and AG type field val ues;
specification of the type field values to be used for a particul ar
application is part of the specification of that application. [|ANA
has assigned these val ues using the nethod defined in [ RFC4446].

The SAIl, TAIl, and AG are sinply carried as octet strings. The
Length byte specifies the size of the Value field. The null string
can be sent by setting the Length byte to 0. If a particular
application does not need all three of these sub-elenents, it MJST
send all the sub-elements but set the Length to 0 for the unused sub-
el ement s.

The PWinformation |length field contains the |length of the SAlIl,
TAI'l, and AG, conbined in octets. |If this value is 0, then it
references all PW using the specific Goup ID (specified in the PW
Goup IDTLV). In this case, there are no other FEC el enent fields
(AG, SAlIl, etc.) present, nor any PWInterface Paraneters TLVs.

Note that the interpretation of a particular field as AG, SAlIl, or

TAIl depends on the order of its occurrence. The Type field
identifies the type of the AG, SAlIl, or TAIl. Wen conparing two
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occurrences of an A (or SAIl or TAIl), the two occurrences are
considered identical if the Type, Length, and Value fields of one are
identical, respectively, to those of the other.

6.2.2.1. PWInterface Paranmeters TLV

This TLV MJST only be used when sending the CGeneralized PWd FEC. It
specifies interface-specific parameters. Specific paraneters, when
appl i cabl e, MJUST be used to validate that the PEs and the ingress and
egress ports at the edges of the circuit have the necessary
capabilities to interoperate with each other.

0 1 2 3
01234567890123456789012345678901

T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
|0]0] PWIntf P. TLV (0x096B) | Lengt h |
S I e I S M it SR DR S
| Sub-TLV Type | Length | Vari abl e Length Val ue |
I i I L i S ki SR SR S
| Vari abl e Length Val ue |
L- I S S i i I I T, St S S S S S e s L

A nore detail ed description of this field can be found in Section 6.4
("Interface Paraneter Sub-TLV').

6.2.2.2. PWGoup ID TLV

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
0]0] PWGoup ID TLV (0x096C) | Lengt h |
B S S e i S S T A S S S S S S i S S
Val ue |
B S i i T S i ik i H

+
I
+
I
+

The PWGoup IDis an arbitrary 32-bit value that represents an
arbitrary group of PW. It is used to create group PW; for exanple,
a PWGoup ID can be used as a port index and assigned to all PW
that lead to that port. Use of the PWGoup ID enables a PE to send
"wildcard" | abel withdrawals, or "wildcard" status Notification
messages, to renote PEs upon physical port failure.

Note Well: The PWGoup IDis different fromand has no relation to
the Attachnment Goup Identifier.
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The PWGoup ID TLV is not part of the FEC and will not be advertised
except in the PWFEC adverti senent. The advertising PE MAY use the
wi | dcard wit hdraw semantics, but the renote PEs MJST i npl enent

support for wildcard nmessages. This TLV MJST only be used when

sendi ng the Generalized PWd FEC.

To issue a wildcard conmand (status or w thdraw):
- Set the PWInfo Length to O in the Generalized PWd FEC El enent.

- Send only the PWGoup ID TLV with the FEC (no AG/SAII/TAIl is
sent).

6.2.3. Signaling Procedures

In order for PEL1 to begin signaling PE2, PE1 nust know t he address of
the renote PE2 and a TAI. This information may have been confi gured
at PE1, or it nmay have been | earned dynam cally via sone auto-

di scovery procedure.

The egress PE (PEl), which has know edge of the ingress PE, initiates
the setup by sending a Label Mapping nessage to the ingress PE (PE2).
The Label Mapping nessage contains the FEC TLV, carrying the
Generalized PWd FEC El enent (type 0x81). The Generalized PWd FEC
El ement contains the A, SAIl, and TAIIl information.

Next, when PE2 receives such a Label Mapping nessage, PE2 interprets
the nmessage as a request to set up a PWwhose endpoint (at PE2) is
the Forwarder identified by the TAl. Fromthe perspective of the
signaling protocol, exactly how PE2 maps Als to Forwarders is a | ocal
matter. |In sonme Virtual Private Wre Service (VPWS) provisioning
model s, the TAI might, for exanple, be a string that identifies a
particul ar Attachnent G rcuit, such as "ATM3VPI4VCI 5", or it m ght,
for exanple, be a string, such as "Fred", that is associated by
configuration with a particular Attachnent Circuit. In Virtual
Private LAN Service (VPLS), the AG could be a VPN-id, identifying a
particul ar VPLS instance.

If PE2 cannot map the TAl to one of its Forwarders, then PE2 sends a
Label Rel ease nessage to PE1l, with a Status Code of

"Unassi gned/ Unr ecogni zed TAI", and the processing of the Label

Mappi ng nessage i s conpl ete.

The FEC TLV sent in a Label Rel ease nmessage is the same as the FEC

TLV received in the Label Mapping nmessage being rel eased (but w thout
the interface paraneter TLV). Mbdre generally, the FEC TLV is the
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same in all LDP nessages relating to the sane PW In a Label Rel ease
message, this means that the SAIl is the renpte peer’s All and the
TAIl is the sender’s local All.

If the Label Mapping nessage has a valid TAl, PE2 nust deci de whet her
to accept it. The procedures for so deciding will depend on the
particul ar type of Forwarder identified by the TAl. O course, the
Label Mapping message may be rejected due to standard LDP error
conditions as detailed in [ RFC5036].

If PE2 decides to accept the Label Mapping nessage, then it has to
make sure that a PWLSP is set up in the opposite (PEl-->PE2)
direction. |If it has already signaled for the correspondi ng PWLSP
in that direction, nothing nore needs to be done. Oherw se, it nust
initiate such signaling by sending a Label Mpping nessage to PEL.
This is very simlar to the Label Mpping nessage PE2 received, but
the SAl and TAl are reversed.

Thus, a bidirectional PWconsists of two LSPs, where the FEC of one
has the SAIl and TAIl reversed with respect to the FEC of the other.

6.3. Signaling of Pseudowi re Status
6.3.1. Use of Label Mapping Messages

The PEs MJST send Label Mapping nessages to their peers as soon as
the PWis configured and adnministratively enabl ed, regardl ess of the
Attachment Circuit state. The PWI abel should not be w thdrawn

unl ess the operator administratively configures the pseudow re down
(or the PWconfiguration is deleted entirely). Using the procedures
outlined in this section, a sinple | abel w thdraw nmethod MAY al so be
supported as a | egacy neans of signaling PWstatus and AC status. In
any case, if the label-to-PWhbinding is not avail able, the PWMJST be
considered in the down state.

Once the PWstatus negotiation procedures are conpleted, if they
result in the use of the |abel wi thdraw nmethod for PWstatus
communi cation, and this method is not supported by one of the PEs,
then that PE nust send a Label Rel ease nessage to its peer with the
followi ng error:

"Label Wt hdraw PW Status Method Not Supported"

If the label withdraw nmethod for PWstatus comruni cation is sel ected
for the PW it will result in the Label Mupping nessage being
advertised only if the Attachnment Circuit is active. The PWstatus
signaling procedures described in this section MJST be fully

i mpl ement ed.
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6.3.2. Signaling PW Status

The PE devices use an LDP TLV to indicate status to their renote
peers. This PWStatus TLV contains nore infornmation than the
alternative sinple Label Wthdraw nessage.

The format of the PWStatus TLV i s:

0 1 2 3

01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| 1] O] PW St at us (0x096A) | Length |
R et e s i o e s i i
I
+-

St at us Code |
i T o T i e S S S i S e S

The status code is a 4-octet bit field as specified in "I ANA

Al l ocations for Pseudow re Edge to Edge Enul ati on (PWE3)" [ RFC4446].
The Length field specifies the length of the Status Code field in
octets (equal to 4).

Each bit in the Status Code field can be set individually to indicate
nmore than a single failure at once. Each fault can be cleared by
sendi ng an appropriate Notification nmessage in which the respective
bit is cleared. The presence of the |lowest bit (PWNot Forwarding)
acts only as a generic failure indication when there is a |ink-down
event for which none of the other bits apply.

The Status TLV is transported to the renote PWpeer via the LDP
Notification nessage as described in [RFC5036]. The format of the
Notification nessage for carrying the PWStatus is as foll ows:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| O Notification (0x0001) | Message Length |
I T I S T S i T i S N SRR S
| Message I D |

B i s T T i i o S o T Ji I
| Status (TLV) |
i S i S SR S S e
| PW Status TLV I
i I i i I i i i S e ih it S
| PWd FEC TLV or Generalized ID FEC TLV |
B i s T T i i o S o T Ji I
| PW G oup I D TLV (Optional) |
I S i S e i S e
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The Status TLV status code is set to 0x00000028, "PWstatus", to
indicate that PWstatus follows. Since this notification does not
refer to any particul ar nmessage, the Message IDfield is set to O.

The PW FEC TLV SHOULD NOT include the Interface Paraneter Sub-TLVs,
as they are ignored in the context of this nessage. However, the PW
FEC TLV MJST include the CGbit, where applicable, as it is part of
the FEC. When a PE's Attachment Circuit encounters an error, use of
the PWNotification message allows the PE to send a single "wldcard"
status nmessage, using a PWFEC TLV with only the Group ID set, to
denote this change in status for all affected PWconnections. This
status message contains either the PWFEC TLV with only the Goup ID
set, or else it contains the CGeneralized FEC TLV with only the PW

G oup I D TLV.

As nentioned above, the Goup ID field of the PWd FEC El enent, or
the PWGoup ID TLV used with the CGeneralized PWd FEC El enent, can
be used to send a status notification for all arbitrary sets of PW.
This procedure is OPTIONAL, and if it is inplenented, the LDP
Notification nessage should be as follows: If the PWd FEC El enent is
used, the PWinformation length field is set to O, the PWID field is
not present, and the Interface Paraneter Sub-TLVs are not present.

If the CGeneralized FEC El enent is used, the AG, SAIl, and TAIl are
not present, the PWinformation length field is set to 0, the PW
Goup ID TLV is included, and the PWInterface Paraneters TLV is
omtted. For the purpose of this docunment, this is called the
"wi |l dcard PWstatus notification procedure”, and all PEs inplementing
this design are REQU RED to accept such a Notification nessage but
are not required to send it.

6.3.3. Pseudowi re Status Negotiation Procedures

VWen a PWis first set up, the PEs MIJST attenpt to negotiate the
usage of the PWStatus TLV. This is acconplished as follows: A PE
that supports the PWStatus TLV MJUST include it in the initial Label
Mappi ng nessage following the PWFEC and the Interface Paraneter Sub-
TLVs. The PWStatus TLV will then be used for the lifetine of the
pseudowi re. This is shown in the follow ng di agram
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0 1 2 3
01234567890123456789012345678901
I i S T i S S e e I A ST S A S S

PWd FEC or Generalized PWd FEC +
T o e i e S e e R b ok ok b NI T R
Interface Parameters |
e T S e s o ik i R SR S S SR S
Generic Label (0x0200) | Lengt h |
e e e i e T e T i i (I Np
+

- 4-
0] 0
+-

+—= +

Label |
i T o T i e S S S i S e S
1] 0] PW St at us (0x096A) | Lengt h |
N i T i i e S S R CE R e

+-
I
+
I
+-
I
I
I
+-
I
+-
I
+-
I
+-
| St at us Code |

R et e s i o e s i i

If a PWStatus TLV is included in the initial Label Mpping nessage
for a PW then if the Label Mapping nessage fromthe renote PE for
that PWdoes not include a PWStatus TLV, or if the remote PE does
not support the PWStatus TLV, the PWwill revert to the |abel

wi t hdraw net hod of signaling PWstatus. Note that if the PW Status
TLV is not supported by the renote peer, the peer will automatically
ignore it, since the | (ignore) bit is set in the TLV. The PW Status
TLV, therefore, will not be present in the corresponding FEC
advertisenent fromthe renote LDP peer, which results in exactly the
above behavi or.

If the PWStatus TLV is not present followi ng the FEC TLV in the
initial PWLabel Mpping nessage received by a PE, then the PW Status
TLV will not be used, and both PEs supporting the pseudowire will
revert to the |label withdraw procedure for signaling status changes.

If the negotiation process results in the usage of the PWStatus TLV,
then the actual PWstatus is determ ned by the PWStatus TLV that was
sent within the initial PWLabel Mpping nmessage. Subsequent updates
of PWstatus are conveyed through the Notification nessage.

6.4. Interface Paraneter Sub-TLV

This field specifies interface-specific paranmeters. \Wen applicable,
it MUST be used to validate that the PEs and the ingress and egress
ports at the edges of the circuit have the necessary capabilities to
interoperate with each other. The field structure is defined as

fol |l ows:
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6.

5.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Sub-TLV Type | Lengt h | Vari abl e Length Val ue |
i i i T i I S i e s o o i i
| Vari abl e Length Val ue |
I+_ I

I i S S T o S S e e e e i S i S S

The Length field is defined as the length of the interface paraneter
i ncluding the Sub-TLV Type and Length field itself. Processing of
the interface parameters shoul d conti nue when unknown interface
parameters are encountered, and they MJST be silently ignored.

The Interface Paraneter Sub-TLV Type values are specified in "I ANA
All ocations for Pseudow re Edge to Edge Enul ati on (PWE3)" [ RFC4446].

- Interface MIU sub-TLV type

A 2-octet value indicating the MIU in octets. This is the Maxi num
Transm ssion Unit, excluding encapsul ati on overhead, of the egress
packet interface that will be transmtting the decapsul ated PDU
that is received fromthe MPLS-enabl ed network. This paraneter is
applicable only to PW transporting packets and is REQU RED for
these PWtypes. |If this paraneter does not match in both
directions of a specific PW that PWMJIST NOT be enabl ed.

- Optional Interface Description string sub-TLV type

This arbitrary, and OPTIONAL, interface description string is used
to send a human-readabl e adni ni strative string describing the
interface to the renote PE. This paraneter is OPTIONAL and is
applicable to all PWtypes. The interface description paraneter
string length is variable and can be fromO to 80 octets. Hunman-
readabl e text MJUST be provided in the UTF-8 charset using the

Def aul t Language [ RFC2277].

LDP Label Wt hdrawal Procedures

As nentioned above, the Goup ID field of the PWd FEC El enent, or
the PWGoup ID TLV used with the Generalized PWd FEC El enent, can
be used to withdraw all PW/I abels associated with a particular PW
group. This procedure is OPTIONAL, and if it is inplemented, the LDP
Label Wt hdraw nessage should be as follows: If the PWd FEC El enent
is used, the PWinformation length field is set to 0, the PWID field
is not present, the Interface Paranmeter Sub-TLVs are not present, and
the Label TLV is not present. |f the Generalized FEC Elenment is
used, the AG, SAlIl, and TAIl are not present, the PWinformation
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7.

7.

7.

length field is set to 0, the PWGoup ID TLV is included, the PW
Interface Parameters TLV is not present, and the Label TLV is not
present. For the purpose of this docunent, this is called the

"wi | dcard w thdraw procedure”, and all PEs inplenenting this design
are REQUI RED to accept such w thdraw nessages but are not required to
send it. Note that the PWGoup ID TLV only applies to PW using the
Generalized ID FEC El enent, while the Goup IDonly applies to PWd
FEC El enent .

The Interface Paraneter Sub-TLVs, or TLV, MJST NOT be present in any
LDP PW Label Wthdraw or Label Rel ease nessage. A wildcard Label

Rel ease nessage MUST include only the Goup ID or PWGoup ID TLV. A
Label Rel ease nessage initiated by a PE router nust always include
the PWID.

Control Wrd
1. PWTypes for Wiich the Control Wrd |I's REQUI RED

The Label Mapping nmessages that are sent in order to set up these PW
MJUST have C=1. When a Label Mapping nessage for a PWof one of these
types is received and C=0, a Label Rel ease nessage MJST be sent, with
an "lllegal Cbit" status code. 1In this case, the PWw |l not be
enabl ed.

2. PWTypes for Which the Control Wrd |Is NOT Mandat ory

If a systemis capable of sending and receiving the control word on
PWtypes for which the control word is not nmandatory, then each such
PW endpoi nt MJUST be configurable with a paraneter that specifies
whet her the use of the control word is PREFERRED or NOT PREFERRED.
For each PW there MJST be a default value of this paraneter. This
specification does NOT state what the default value shoul d be.

If a systemis NOT capabl e of sending and receiving the control word
on PWtypes for which the control word is not nandatory, then it
behaves exactly as if it were configured for the use of the control
word to be NOT PREFERRED.

If a Label Mapping nessage for the PWhas already been received but
no Label Mapping nessage for the PWhas yet been sent, then the
procedure is as follows:

-i. If the received Label Mapping nmessage has C=0, send a Label
Mappi ng nessage with C=0; the control word is not used.
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-ii. If the received Label Mpping nessage has C=1, and the PWis
| ocally configured such that the use of the control word is
preferred, then send a Label Mapping nmessage with C=1; the
control word is used.

-iii. If the received Label Mapping nessage has C=1, and the PWis
locally configured such that the use of the control word is
not preferred or the control word is not supported, then act
as if no Label Mapping message for the PWhad been received
(i.e., proceed to the next paragraph).

If a Label Mapping nmessage for the PWhas not already been received
(or if the received Label Mapping nmessage had C=1 and either |oca
configuration says that the use of the control word is not preferred
or the control word is not supported), then send a Label Mapping
message in which the Cbit is set to correspond to the locally
configured preference for use of the control word. (That is, set C=1
if locally configured to prefer the control word, and set C=0 if
locally configured to prefer not to use the control word or if the
control word is not supported).

The next action depends on what control nessage is next received for
that PW The possibilities are as foll ows:

-i. A Label Mapping nessage with the same C-bit value as
specified in the Label Mapping nessage that was sent. PW
setup is now complete, and the control word is used if C=1
but is not used if C=0.

-ii. A Label Mapping nessage with C=1, but the Label Mpping
message that was sent has C=0. |In this case, ignore the
recei ved Label Mappinhg nessage and continue to wait for the
next control message for the PW

-iii. A Label Mpping nessage with C=0, but the Label Mapping
message that was sent has C=1. |In this case, send a Labe
Wt hdraw nessage with a "Wong Cbit" status code, followed
by a Label Mapping nmessage that has C=0. PWsetup i s now
compl ete, and the control word is not used.

-iv. A Label Wthdraw nessage with the "Wong Cbit" status code
Treat as a nornal Label Wthdraw nessage, but do not
respond. Continue to wait for the next control message for
the PW
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If at any time after a Label Mappi ng nmessage has been received a
correspondi ng Label Wthdraw or Release is received, the action taken
is the sane as for any Label Wthdraw or Rel ease nessages that m ght
be received at any tine.

If both endpoints prefer the use of the control word, this procedure

will cause it to be used. |If either endpoint prefers not to use the
control word or does not support the control word, this procedure
will cause it not to be used. |If one endpoint prefers to use the

control word but the other does not, the one that prefers not to use
it has no extra protocol to execute; it just waits for a Labe
Mappi ng nessage that has C=0.

7.3. Control-Wrd Renegotiati on by Label Request Message

It is possible that after the PWC-bit negotiation procedure

descri bed above is conplete, the local PEis re-provisioned with a
different control word preference. Therefore, once the control-word
negoti ati on procedures are conplete, the procedure can be restarted
as foll ows:

-i. If the local PE previously sent a Label Mapping nessage, it
MUST send a Label Wthdraw nessage to the renpte PE and wait
until it has received a Label Rel ease nessage fromthe
renote PE.

-ii. The local PE MIST send a Label Rel ease nmessage to the renote
PE for the specific |abel associated with the FEC that was
advertised for this specific PW Note: The above-nenti oned
steps of the Label Rel ease nessage and Label Wt hdraw
message are not required to be executed in any specific
sequence.

-iii. The local PE MUST send a Label Request nessage to the peer
PE and then MJUST wait until it receives a Label Mapping
nmessage containing the renote PE's currently configured
preference for use of the control word

Once the renote PE has successfully processed the Label Wthdraw
message and Label Rel ease nessages, it will reset the Cbit

negoti ati on state nmachine and its use of the control word with the
| ocal Iy configured preference.

Fromthis point on, the local and renote PEs will follow the Cbit
negoti ati on procedures defined in the previous section

The above C-bit renegotiation process SHOULD NOT be interrupted unti
it is conpleted, or unpredictable results m ght occur

Martini & Heron St andards Track [ Page 24]



RFC 8077 PWE3 Using LDP February 2017

7.4. Sequencing Considerations

In the case where the router considers the sequence nunber field in
the control word, it is inportant to note the follow ng details when
advertising | abel s.

7.4.1. Label Advertisements

After a | abel has been withdrawn by the output router and/or rel eased
by the input router, care nust be taken not to advertise (reuse) the
sanme rel eased | abel until the output router can be reasonably certain
that ol d packets containing the rel eased | abel no | onger persist in
the MPLS-enabl ed networ k.

This precaution is required to prevent the inposition router from
restarting packet forwarding with a sequence nunber of 1 when it
recei ves a Label Mappi ng nessage that binds the sane FEC to the sane
|l abel if there are still ol der packets in the network with a sequence
number between 1 and 32768. For example, if there is a packet with
sequence nunber=n, where nis in the interval [1,32768] traveling
through the network, it would be possible for the disposition router
to receive that packet after it re-advertises the |abel. Since the
| abel has been rel eased by the inposition router, the disposition
router SHOULD be expecting the next packet to arrive with a sequence
nunber of 1. Receipt of a packet with a sequence number equal to n
will result in n packets potentially being rejected by the

di sposition router until the inposition router inposes a sequence
nunber of n+l into a packet. Possible nmethods to avoid this are for
the disposition router always to advertise a different PWI abel, or
for the disposition router to wait for a sufficient tinme before
attenpting to re-advertise a recently released label. This is only
an i ssue when sequence nunber processing is enabled at the

di sposition router

7.4.2. Label Rel ease

In situations where the inposition router wants to restart forwarding
of packets with sequence nunber 1, the router shall 1) send to the

di sposition router a Label Rel ease nessage, and 2) send to the

di sposition router a Label Request nessage. When sequencing is
supported, advertisenment of a PWIlabel in response to a Label Request
message MJST al so consider the issues discussed in Section 7.4.1
("Label Advertisenents").
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8.

8.

8.

8.

| ANA Consi der ati ons
1. LDP TLV TYPE

Thi s docunent uses several new LDP TLV types; |ANA already nmaintains
aregistry titled "TLV Type Nane Space", defined by RFC 5036. The
foll owi ng val ues have been assigned fromsaid registry:

TLV Type Description

0x096A PW Status TLV
0x096B PWIlnterface Paranmeters TLV
0x096C PWGoup I D TLV

2. LDP Status Codes
Thi s docunent uses several new LDP status codes; | ANA al r eady

mai ntains a registry titled "Status Code Nane Space", defined by RFC
5036. The follow ng val ues have been assi gned:

Range/ Val ue E Descri ption Ref er ence
0x00000024 0 Illegal GBIt [ RFC8077]
0x00000025 0 Wong CBit [ RFC8077]
0x00000026 0 Inconpatible bit-rate [ RFC8077]
0x00000027 0 CEP- TDM mi s- confi guration [ RFC8077]
0x00000028 0 PW St at us [ RFC8077]
0x00000029 0 Unassi gned/ Unr ecogni zed TAI [ RFC8077]
0x0000002A 0 Generic M sconfiguration Error [ RFC8077]
0x0000002B 0 Label Wt hdraw PW St at us [ RFC8077]

Met hod Not Supported
3. FEC Type Nanme Space

Thi s docunent uses two new FEC el ement types, 0x80 and 0x81, fromthe
regi stry "Forwardi ng Equi val ence O ass (FEC) Type Name Space" for the
Label Distribution Protocol (LDP) [RFC5036].

Security Considerations

Thi s docunent specifies the LDP extensions that are needed for
setting up and mmi ntai ni ng pseudowi res. The purpose of setting up
pseudowires is to enable Layer 2 franes to be encapsulated in MPLS
and transmtted fromone end of a pseudowire to the other.
Therefore, we address the security considerations for both the data
pl ane and the control plane.
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9.1. Data-Plane Security

Wth regard to the security of the data plane, the foll ow ng areas
nmust be consi der ed:

- MPLS PDU i nspection

- MPLS PDU spoofing

- MPLS PDU alteration

- MPLS PSN protocol security

- Access Circuit security

- Denial -of -service prevention on the PE routers

When an MPLS PSN is used to provide pseudowire service, there is a
perception that security nust be at |east equal to the currently

depl oyed Layer 2 native protocol networks that the MPLS/ PW network
conbination is enmulating. This neans that the MPLS-enabl ed network
SHOULD be isol ated from outside packet insertion in such a way that
it SHOULD NOT be possible to insert an MPLS packet into the network
directly. To prevent unwanted packet insertion, it is also inportant
to prevent unauthorized physical access to the PSN, as well as

unaut hori zed admi ni strative access to individual network el ements.

As nentioned above, an MPLS-enabl ed network shoul d not accept MPLS
packets fromits external interfaces (i.e., interfaces to CE devices
or to other providers’ networks) unless the top | abel of the packet
was legitimately distributed to the system from which the packet is
being received. |If the packet’s incomng interface leads to a
different Service Provider (SP) (rather than to a customner), an
appropriate trust relationship nust al so be present, including the
trust that the other SP al so provi des appropriate security mneasures.

The three main security problens faced when using an MPLS-enabl ed
network to transport PW are spoofing, alteration, and inspection
First, there is a possibility that the PE receiving PWPDUs wi |l get
a PDU that appears to be fromthe PE transmitting the PWinto the PSN
but that was not actually transnitted by the PE originating the PW
(That is, the specified encapsul ati ons do not by thensel ves enabl e
the decapsul ator to authenticate the encapsulator.) A second probl em
is the possibility that the PWPDU will be altered between the time
it enters the PSN and the tine it | eaves the PSN (i.e., the specified
encapsul ati ons do not by thensel ves assure the decapsul ator of the
packet’s integrity.) A third problemis the possibility that the
PDU s contents will be seen while the PDUis in transit through the
PSN (i.e., the specification encapsul ati ons do not ensure privacy.)
How significant these issues are in practice depends on the security
requirenents of the applications whose traffic is being sent through
the tunnel and how secure the PSN itself is.
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9.2. Control-Plane Security

General security considerations with regard to the use of LDP are
specified in Section 5 of [RFC5036]. Those considerations also apply
to the case where LDP is used to set up pseudow res.

A pseudowi re connects two Attachnent Circuits. It is inportant to
make sure that LDP connections are not arbitrarily accepted from
anywhere, or else a local Attachnment Circuit mght get connected to
an arbitrary remote Attachnent Crcuit. Therefore, an inconming LDP
session request MJUST NOT be accepted unless its |IP source address is
known to be the source of an "eligible" LDP peer. The set of
eligible peers could be preconfigured (either as a list of IP
addresses or as a list of address/mask conbinations), or it could be
di scovered dynam cally via an auto-di scovery protocol that is itself
trusted. (Cbviously, if the auto-discovery protocol were not
trusted, the set of eligible peers it produces could not be trusted.)

Even if an LDP connection request appears to cone froman eligible
peer, its source address may have been spoofed. Therefore, sone
means of preventing source address spoofing nust be in place. For
exanple, if all the eligible peers are in the sane network, source
address filtering at the border routers of that network coul d
elimnate the possibility of source address spoofi ng.

The LDP MD5 aut hentication key option, as described in Section 2.9 of
[ RFC5036], MJST be inplemented, and for a greater degree of security,
it must be used. This provides integrity and authentication for the
LDP nessages and elimnates the possibility of source address
spoofing. Use of the MD5 option does not provide privacy, but
privacy of the LDP control nessages is not usually considered
important. As the MD5 option relies on the configuration of pre-
shared keys, it does not provide nmuch protection against replay
attacks. In addition, its reliance on pre-shared keys nmay nake it
very difficult to deploy when the set of eligible neighbors is
determi ned by an auto-configuration protocol

When the Generalized PWd FEC Elenent is used, it is possible that a
particul ar LDP peer may be one of the eligible LDP peers but may not
be the right one to connect to the particular Attachnent Circuit
identified by the particular instance of the Generalized PWd FEC

El ement. However, given that the peer is known to be one of the
eligible peers (as discussed above), this would be the result of a
configuration error rather than a security problem Nevertheless, it
may be advisable for a PE to associate each of its |ocal Attachnent
Circuits with a set of eligible peers rather than have just a single
set of eligible peers associated with the PE as a whol e.
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10.

11.

11.

Interoperability and Depl oynent

Section 2.2 of [RFC6410] specifies four requirements that an Internet
Standard nust neet. This section docurments how this docunment neets
t hose requirenents.

The pseudowi re technol ogy was first deployed in 2001 and has been

wi dely depl oyed by many carriers. [RFC7079] documents the results of
a survey of PWinplementations with specific enphasis on control -word
usage. [EANTC] docunents a public multi-vendor interoperability test
of MPLS and Carrier Ethernet equipnent, which included testing of

Et hernet, ATM and TDM pseudowi res.

The errata agai nst [ RFC4447] are generally editorial in nature and
have been addressed in this docunent.

Al features in this specification have been inplenented by nmultiple
vendor s.

No | PR di scl osures have been nade to the |ETF related to this
docunent, to RFCs 4447 or 6723, or to the Internet-Drafts that
resulted in RFCs 4447 and 6723.
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