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Coordi nating Attack Response at Internet Scale (CARI'S) Wrkshop Report
Abst r act

This report docunents the discussions and conclusions fromthe
Coordi nating Attack Response at Internet Scale (CARI'S) wor kshop that
took place in Berlin, Germany on 18 June 2015. The purpose of this
wor kshop was to inprove nutual awareness, understandi ng, and

coordi nation anbng the diverse participating organi zations and their
representatives.

Note that this document is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect | AB
vi ews and positions.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents information that the | AB has deemed val uable to

provi de for permanent record. It represents the consensus of the
Internet Architecture Board (1AB). Documents approved for
publication by the | AB are not a candidate for any |evel of Internet
St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8073
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1.

I nt roducti on

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the 1AB is

conmpl enentary to the ongoing engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF), under the

| eadership of the Internet Engineering Steering Goup (I ESG and area
directorates.

The Internet Architecture Board (1 AB) and the Internet Society (ISOC)
hosted a day-1ong Coordinati ng Attack Response at Internet Scale
(CARI'S) wor kshop on 18 June 2015 in coordination with the Forum for

I nci dent Response and Security Teans (FIRST) Conference in Berlin.
The wor kshop included nenbers of the FIRST community, attack response
wor ki ng group representatives, network and security operators,

Regi onal Internet Registry (RIR) representatives, researchers,
vendors, and representatives from standardi zati on comunities. The
key goal s of the workshop were to inprove mutual awareness,
under st andi ng, and coordi nati on anong the di verse participating
organi zations. The workshop also ained to provide the attendees with
greater awareness of existing efforts to mtigate specific types of
attacks, and greater understanding of the options available to

col l aborate and engage with these efforts.

The day-1ong workshop included a mx of invited tal ks and pane

di scussi on sessions with opportunities to collaborate throughout,
taking full advantage of the trenendous val ue of having these diverse
communities with common goals in one room There were approxi mately
50 participants engaged in the CAR S wor kshop

At t endance at the workshop was by invitation only. Prior to the
wor kshop, existing attack-mtigation working groups were asked to
conplete a survey. The data gathered through this questionnaire,
including how third parties can participate in or contribute to the
attack-mtigati on working group, was shared with all of the
participants at the workshop to better enable collaboration [ISQC .
Attendees were al so selected from subm ssions of two-page position
papers that included sone key insight or challenge relevant to the
broader group. Paper topics included research topics related to
attack mtigation or information sharing/exchange, success stories,
| essons | earned, and nore in-depth studies on specific topics such as
privacy or trust.

The program commttee received 25 papers and 19 tenpl ate subm ssions.
The tenpl ate submissions will be nmaintai ned by the Internet Society,
and as a result of the workshop, they will be anmended to provide
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additional value to the Conputer Security |Incident Response Teans
(CSI RTs) and attack response conmunities/operators on their

i nformati on exchange capabilities. The CARI'S participants found the
tenpl ate submi ssions to be very useful in coordinating their future
attack mtigation efforts. This initiative is a new, open for the
gl obal comunity, and hosted in a neutral location. Al subnissions
are available online and are linked fromthe agenda [ AGENDA] .

The wor kshop tal ks and panel s invol ved full participation from
attendees who were required to read all the submitted materials. The
panel s were organi zed to spur conversation between specific groups to
see if progress could be nade towards nore efficient and effective
attack mtigation efforts. See [KME] for additional information on
possi bl e approaches to acconplish nore effective attack response and
i nformati on exchanges with nmethods that require fewer analysts.

The workshop was run under the Chatham House Rule to facilitate the
exchange of sensitive information involved with incident response.
As such, there was no recording, but mnutes were taken and used to
aid in the generation of this report. Comrents will not be
attributed to any particular attendee, nor will organizations be
naned in association with any discussion topics that were not nade
public through subm ssion tenplates or papers by the submtter and
organi zati on.

2. Sessions and Panel G oups
After an initial presentation to set the stage and el aborate the
goal s of the workshop, the day was divided into five sessions as
fol | ows:

1. Coordination between CSIRTs and attack-response mtigation
efforts

2. Scaling response to Distributed Denial -of-Service (DDoS) and
botnets effectively and safely

3. Infrastructure: DNS and RIR providers and researchers

4. Trust and Privacy with the exchange of potentially sensitive
i nformation

5. Inplications for Internet architecture and next steps

The remai nder of this report will provide nore detail on each of
t hese sessions.
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2.1. Coordination between CSIRTs and Attack Response Mtigation Efforts

The first panel session on Coordi nati on between CSIRTs and attack
mtigation efforts included representatives from severa

organi zations that submtted tenplates describing their

organi zation's attack mtigation efforts. This panel was
purposefully a cross section of organizations attending to see if
there were new opportunities to coll aborate and inprove efficiency,
thereby better scaling attack mtigation. The panelists described
their efforts with the follow ng questions in mnd:

o What is the use case for their organization?

0 \Where are they focusing their efforts?

0 How can others engage with their organi zati on?
0 \Who participates in their organization today?

For each of the foll owi ng organizations, additional information can
be found in their tenplate subm ssions [|SCC .

The following sumaries are to be read in the context of the workshop
and not as standal one descriptions for each organi zation. These
summaries are a result of the workshop di scussions.

0o ENISA is the European Network and Information Security Agency
[ENISA]. While EN SA provides support for the community in the
form of education, training, and collaboration on security and
attack mitigation, it does not offer a service for attack response
or mitigation.

0 The Anti-Phishing Wrking Goup (APWS offered exanpl es of
operator-driven exchanges focused on specific use cases that
i nvol ve hundreds of participating organizations daily. The APWG
operates a data cl earinghouse and provides infrastructure to
support meani ngful data exchanges and nmaintains a current set of
data through these interactions. Mre can be |earned on the APWG
website [APWG in addition to their tenplate subm ssion

0 The Research and Educati on Networking |Information Sharing and
Anal ysis Center (Ren-1SAC) enploys an interesting operationa
nmodel that scales well through automation, exchanging actionabl e
i nformati on between 500 universities and automatically
i npl ementing controls. Since many universities cannot respond to
incidents in real tine due to a scarcity of resources, REN-ISAC
| everages a small nunber of analysts to acconplish the task of
protecting many universities through autonmation. The key to the
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success of their project is providing tools that allow

organi zations to nmake use of incident data operationally. They
are currently working to devel op open-source tools to track
metrics nore formally [ REN-1 SAC].

o0 CERT.br is the Brazilian Conputer Energency Response Team ( CERT)
that has made inpressive progress in a short amount of tinme.
CERT. br is the national focal point for incident reporting,
coll ection, and dissemnation of threat and attack trend

information in Brazil. CERT.br works to increase awareness and
i nci dent-handling capabilities in the country as well as assisting
to establish new CSIRTs. |In addition to providing training and

awar eness canpai gns, they distribute network security honeypots
and have a primary focus on network monitoring. CERT.br requires
active participation fromthird parties wi shing to collaborate and
exchange data with them [ CERT. BR].

0 MCERT' s mission is to address the security concerns of Mal aysi an
Internet users and reduce the probability of successful attacks
[ MYCERT] . They have been operational since 1997. MCERT is
responsi bl e for incident handling of unauthorized intrusions,
identity theft, DDoS attacks, etc. MCERT handl es conputer
security incidents in Ml aysia, provides nmalware research, and
technical coordination. In addition to incident response and
coordi nation activities, MyCERT nenbers provide tal ks and
training, as well as local and regional security exercises.
MYCERT al so provides incident alerts and advi sories on
vul nerabilities, breaches, etc.

0 The CERT Coordination Center (CERT/CC) has been operational since
1998 on an international and national scale [CERTCC]. They have
| ong been known for their software vulnerability work and the
national vulnerability database in the US (Common Vul nerabilities
and Exposures -- CVEs) and inform ng organi zati ons of
vul nerabilities. CERT/CC helps to coordinate between vendors and
researchers for inproved coll aborations. CERT/CC provides
gui dance on dealing with the aftermath of incidents, risk
assessnent best practice, bug bounties, and other incident-related
ar eas.

Hi ghlights fromthe panel discussion
o Passive surveillance by state actors has inpacted incident

response activities due to the erosion of trust between
communi ties.
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0 CGovernnent involvenment in information exchange efforts has not
been productive. Despite Iots of discussion, there have not been
usef ul out cones

0 There is nore interest in consumng feeds of information than
sharing information.

o0 Ego has been a big issue for inproving data sharing, as have
reputation-rel ated concerns when sharing or receiving data.

o0 There is a perception of weakness around organi zati ons that share
attack information in sonme regions.

o0 Sharing in isolation doesn't help, it nmust |ead to operationa
return on investmnent.

0 Language barriers have been an issue for sone national CSIRTs.

0 Sharing too much information | eads to capacity and resource issues
for receiving organi zations. Oganizations directly receiving
feeds can often msinterpret data and think they are under attack
when it is not the case. Operational nodels are preferred where
dat a exchanges have a direct inpact on inproving the efficiency of
a smal |l nunber of analysts to inpact many.

o Privacy regulations restricting sone organi zations fromsharing IP
address information have had an inpact on the effectiveness of
i nci dent data exchanges. ENISA is currently running a study on
this inpact (this point was raised by several attendees).

o0 Too many efforts are using data just for blocking attacks and not
for operational mtigation and elimnation of vulnerabilities as
part of their incident response effort. Note: Operational efforts
stand out in that they do elimnate threats and update data
war ehouses.

o Involvenment of vendors is needed to better scale attack response.
This is not seen as a need by all groups, but sone sharing groups
with an operational focus are | ooking for inproved efficiencies to
| everage a small nunber of anal ysts nore productively. Analysts
are a limted resource in this technical area of expertise.

0 Enterprises don't want nore security boxes in their networks as
they don’t have the resources to manage them so involving vendors
doesn’t mean depl oyi ng nore equi prent, but inproving autonated
controls and the elimnation of threats wherever possible. False
positives are still an issue, which can be problematic for sone
automation activities.
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2.2. Scaling Response to DDoS and Botnets Effectively and Safely

The first invited talk at the workshop provided an interesting

hi story of Distributed Denial-of-Service (DDoS) attacks and the

evol ution of botnets as well as the nmethods to conbat these threats.
The paper by Dave Dittrich [DDl] is available to learn nore of this
history. This section of the report will focus on the workshop

di scussion in an effort to benefit fromthe workshop attendees

t hought s concerning how to better scale our response to these

t hreat s.

Key points fromthe discussion:

o O the attack types discussed, DDoS and botnets appear to be the
furthest along in terns of efficient and effective response.
O her efforts can learn fromthis experience. There has not been
any interaction between these two attack types that may benefit
frominformation exchange tied to renediation activities since
bot nets can be the source of DDoS attacks.

o There is a disparity between short-termmnitigation goals and
actual eradication of DDoS and botnet threats. The question was
rai sed: how do we nornalize the sane data in different ways to
serve different goals? In other words, DDoS traffic is often the
result of botnets, but the data is not shared between the service
provi ders and vendors responding to DDoS threats and those
actively mtigating and eradicating botnets.

0 There are ad hoc trust groups within the operations security
(OPSEC) conmunity today. The Cybercrine Response Advisory G oup
(CRAG) is one exanple.

o Filtering and triage is an issue, but this is a sol vable probl em

o The | ETF DDOS Open Threat Signaling (DOTS) working group was
di scussed and conpared to a previous effort, Real-tinme Inter-
network defense (RID) [RFC6545]. It was stated that the two are
simlar, except DOTS makes use of current data formats and
protocol s and has the support of nultiple DDoS vendors. One of
the goals of DOTS is to have this solution be the "glue" between
vendors to comuni cate shared data using standard fornmats and
protocol s devel oped in open-source tools.

0o The IETF Interface to Network Security Functions (|I2NSF) effort

was di scussed to explore ways of |everaging infrastructure to
conmbat DDoS att acks.
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2. 3.

Mor

0 Vendors discussed existing capabilities for DDoS mitigation, while
dat a- sharing groups discussed their mtigation activities related
to botnets (see the subm ssions under the headi ng "Panel on
Scaling Attack Response for DDoS and BotNets" in the workshop
agenda [ AGENDA]) .

o Trust and reputation of data sources is still a concern

0 One of the exchange groups has a goal of "automated takedowns" for
bot nets. However, they think they will always have a need for
manual intervention.

o0 The need for multiple Ievels of trust seenmed to be preval ent anong
those participating in the panel discussion. Intelligence
agencies erode trust (this was also mentioned in the first panel
in terms of surveillance activities from governnents)

o Although trust was discussed in this panel and there are concerns,
it was noted that trust is not as big a barrier for DDoS and
botnet mitigation, and this is likely due to the operationa
experience of the participants.

DNS and RIRs: Attack Response and Mtigation

This session was a shift fromother sessions in the day as the
panelists were infrastructure providers for those conmbating attacks.
This session was of interest to see how attack and incident
responders could better collaborate with DNS i nfrastructure

organi zations and RIRs. These groups have not interacted in the
past, and it was interesting to see the collaboration opportunities
since the workshop participants rely on these services to do their
jobs. Fromthe panelists’ perspective, DNS and RIRs are separate
wor | ds where they spend a lot of time trying to educate policy nakers
about how they work together to nake the Internet work

Key di scussi on points:
0 The use of passive DNS in attack mitigation was descri bed.

0 RIRs discussed the data they maintain and provide, including
wor | dwi de BGP update data and root DNS server data. These
datasets are available to share with researchers and coul d be of
interest to those working on attack response. The current way the
data is nmade avail abl e does not scale, and ideas were discussed in
the workshop to inmprove the scalability should this become a nore
wi dely used resource
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2

4.

o Some of the global RIRs already actively coordinate with incident
responders in their region. |In some cases, they do facilitate
informati on sharing as well as provide education and training.
Data shared out by RIRs is anonyni zed.

0 A concern was raised regarding overlapping efforts and a request
was made for the IETF and | SOC to pay attention to this and hel p.
Thi s wor kshop was one step toward that in bringing together this
di verse community. The participants wished to see this type of
event repeated for future cross area coll aboration between the
di verse set of groups that often only meet within their silo.

0 Standards for APIs to access data consistently fromR Rs and
scoring methods were discussed as possible ways to scale trust.
Questions were raised as to how this mght be possible. One m ght
recei ve unverifiable data about a network. They nay be able to
verify the source’s identity, verify route origins, but won't be
able to verify the provenance of data.

Trust Privacy and Data Markings Pane

Why don’t organi zations share data? The answer seens to be a mx of
privacy, legal, technical/mndane, cultural, and comruni cation

i ssues. There are also concerns about sharing proprietary data with
competitors. Having said that, nost of these reasons were di snissed
as bogus by the nore operationally focused participants in the

wor kshop. Lawyers need contextual education for the intersection of
| aw and technol ogy. Sensitive data is still an issue as one can't
control what others do with data once it is shared

Key points fromthe panel discussion:

0 Operationally focused groups do retain/rate/re-mark confidence
| evel s based upon the submitter’s reputation

o The Traffic Light Protocol (TLP) [TLP] was discussed. While TLP
is useful to sone groups who exchange data, others find that it is
not granul ar enough for their needs.

o |In many cases, when data is shared, the user never knows, and
there is no way to nanage that disclosure.

o Trust is personal. Wen sharing circles get too large, trust
breaks down. The personal relationship aspect of information
sharing comunities was enphasi zed by several who are actively
exchangi ng data. This was a very preval ent thene.
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A point of conparison was made with consumer goods, and it was
observed that trademarks are a byproduct of the Industria
Revol ution. The question was raised: does trust need brandi ng?

observing participants noted that there appear to be cabals
operating the groups based on the current trust notions. This was
not di sputed.

Transparency is vital to maintain trust.

Partici pants working on automation have found a need to share with
organi zations of all sizes as well as a need to share both
synchronously and asynchronously. In an autonmated nodel, they
must ensure data sources are "authorized" and these efforts have
encount ered questions about anonym zation as well as regiona

regul atory perspectives as they vary.

Anot her automation effort found that people have different upper
limts for trust group scale, which is sonetinmes based on

i ndi vi dual i zed knowl edge of other participants and having a
confort level with them Social interaction (beer) is a common
thread anongst sharing partners to build trust relationships. The
rel ati onships are fornmed between individuals and not necessarily
bet ween organi zati ons.

It’s rare for any single piece of information to be clearly
identifiable as private or public. The tenptation is to say that
information isn't Personally ldentifiable Information (PI1). In
aggregate, however, non-Pll can becone PII.

There was conmon agreenent that reputation is fundanental.

Wor kshop Thenes

During the course of the day, a couple of themes recurred in the
discussions. Firstly, in order to better scale attack response
t hrough i nprovenents to the efficiency and effectiveness of

i nformati on exchanges:

1.

Exchangi ng data should not be just for the purpose of creating
bl acklists that could be redundant efforts.

I nvol ving service providers and vendors to better coordi nate and
scal e response i s key.
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4.

4.

4.

4.

Secondly, information security practitioners are a scarce resource:

1. Training and education was di scussed to inprove this gap, both to
train information security professionals and others in I T on
basi ¢ network and system hygi ene.

2. Leveraging resources to better scal e response, using fewer
resources is critical

Next Steps
1. RIR and DNS Provi der Resources

Wor kshop partici pants expressed an interest in expanded information
about the resources and assistance offered by the RIRs and DNS
providers. Participants are going to define what is needed.

2. Education and Gui dance

Anot her recurring thene was the | ack of know edge in the community
about basic security principles such as ingress and egress filtering
expl ained in BCP 38 [ RFC2827]. The CSIRTs, operators, and vendors of
attack mtigation tools found this particularly frustrating. As a
result, follow up activities may include determining if security

gui dance BCPs require updates or to determ ne whether there are
opportunities to educate people on these basic principles already
docunented by the | ETF.

3. Transport Options

One of the nore lively discussions was the need for better transports
for informati on exchange. Real-tine Inter-network Defense (Rl D)

[ RFC6545] was published 5 years ago. While the patterns established
in RID still show promi se, there are updated sol utions bei ng worked
on. One such solution is in the | ETF DOTS working group that has an
approach simlar to RIRD with updated formats and protocols to neet
the denmands of today’'s DDoS attacks. Wile Trusted Autonmated
eXchange of Indicator Information (TAXIl -- another transport option)
is just in transition to Organization for the Advancenent of
Structured Information Standards (QOASIS), its base is simlar to RID

inits use of SOAP-like nessaging, which will likely prevent it from
scaling to the denands of the Internet. Vendors also cited severa
interoperability challenges of TAXIl in workshop discussions.

Al ternatively, XMPP-Gid has been proposed in the | ETF Security

Aut omat i on and Conti nuous Mnitoring (SACM working group and it

of fers pronmise as the data exchange protocol for deploynment at scale.
Ext ensi bl e Messagi ng and Presence Protocol (XMPP) [RFC6120]
inherently neets the requirenents for today’s information exchanges
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with features such as publish/subscribe, federation, and use of a
control channel. XWMPP-Gid is gaining traction with at |[east 10
vendors using it in their products and several nore planning to add
support [APPALA]. Review and di scussion of this docunent would be
hel pful as it transitions to the Managed | nci dent Lightwei ght
Exchange (M LE) working group as an outcone of the workshop
Representati onal State Transfer (REST) was al so brought up as a
needed interface because of the low barrier to use [REST]. The |ETF
M LE Wbrki ng Group has di scussed a docunent detailing a common
RESTful interface (ROLIE) that could be used with any data format and
this may al so be of interest [ROLIE].

4.4. Updated Tenplate for Information Exchange G oups

One of the submi ssion options was for organizations actively
exchanging data to submit a formdescribing their work to reduce
conputer security incidents. The CSIRTs, in particular, |iked having
access to this information in a neutral location |like the Internet
Society. However, they wanted to see anmendnents to the format to

i mprove its usefulness. There was a desire to have this used by

addi tional information exchange groups, thereby creating a living
library to i nprove awareness about how to becone a nenber, benefit
from or contribute to the success of the attack response and CSIRT

i nformati on exchange pl atforns.

5. Security Considerations

The CARI' S wor kshop was focused on security and nmethods to inprove the
ef fectiveness and efficiency of attack response to enable better
scaling. This report provides a sunmary of the workshop di scussions
and identifies sone outconmes to inprove security. As such, no

addi tional considerations are provided in this section
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Appendi x A, Wirkshop Attendees

I n al phabetical order by first name, workshop attendees were: Adli
Wahi d, Al exey Mel ni kov, Andrew Sullivan, Arnold Sykosch, Brian
Trammel |, Chris Mdrrow, Cristine Hoepers, Dario Forte, Dave Cridl and,
Dave Dittrich, Eliot Lear, Foy Shiver, Frank Xialiang, Gaciella
Martinez, Jessica Stienberger, JimDuncan, Joe Hildebrand, John Bond,
John G aham Cumm ngs, John Kristoff, Kathleen Mriarty, Kl aus

St edi ng-Jessen, Linda Dunbar, Marco Obiso, Martin Stienerling, Mt
Ford, Merike Kaeo, M chael Daly, Mo Suzuki, Mrjam Kuehne, Fu

Ti anFu, Nancy Cam Wnget, N k Teague, Pat Cain, Roland Dobbins, Ronman

Danyliw, Rosella Mattioli, Sandeep Bhatt, Scott Pinkerton, Sharifah
Rozi ah Mbhd Kassim Stuart Miurdoch, Takeshi Takahashi, Ted Hardi e,
Tobi as Gondrom Tom M Il ar, Tomas Sander, U rich Sel desl achts,

Val eri e Duncan, and Wes Young.

| AB Menbers at the Tine of Approval

The 1 AB nenbers at the tinme this nenmo was approved were (in
al phabetical order):

Jari Arkko

Ral ph Drons
Ted Hardi e

Joe Hil debrand
Russ Housl ey
Lee Howard

Eri k Nordmark
Robert Sparks
Andrew Sul | i van
Dave Thal er
Martin Thonson
Brian Tramrel |
Suzanne Wbol f
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