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Abst ract

RFC 4944 defines the ESC dispatch type to allow additional dispatch
octets in the 6LOWPAN header. The value of the ESC dispatch type was
updat ed by RFC 6282; however, its usage was not defined in either RFC
6282 or RFC 4944. This docunent updates RFC 4944 and RFC 6282 by
defining the ESC extension octet code points and listing registration
entries for known use cases at the tine of witing of this docunent.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc8066
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Copyri ght Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Section 5.1 of [RFC4944] defines the dispatch header and types. The
ESC type is defined to use additional dispatch octets in the 6LOWPAN
header. RFC 6282 nodifies the value of the ESC dispatch type and
that value is recorded in | ANA registry [l ANA-6LoWPAN]. However, the
octets and usage following the ESC di spatch type are not defined in
ei ther [RFCA944] or [RFC6282]. |In recent years with 6LoWPAN

depl oynents, inplenmentations and standards organi zati ons have started
usi ng the ESC extension octets. This highlights the need for an
updated | ANA registration policy.

Thi s docunent defines the new "ESC Extension Types" registry and the
ESC extension octets for future applications. 1In addition, this
docunent records the ITU- T specification for ESC di spatch octet code
poi nts as an existing known usage.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Usage of ESC Dispatch Cctets

RFC 4944 [RFC4944] first introduces this "ESC' di spatch header type
for extension of dispatch octets. RFC 6282 [RFC6282] subsequently
nodified its value to [01 000000].

Thi s docunent specifies that the first octet followi ng the ESC

di spatch type be used for extension type (extended di spatch val ues).
Subsequent octets are left unstructured for the specific use of the
ext ensi on type:

01234567890123456789012345678901
I S i o T s S S S e s s T
| ESC | ESC EXT Type | Extended Di spatch Payl oad
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 1: Frane Format with ESC Di spatch Type

ESC. The left-npst octet is the ESC di spatch type contai ning
' 01000000’

ESC Extension Type (EET): It is the first octet follow ng the ESC

di spatch type. Extension type defines the payload for the additiona
di spatch octets. The values are fromO to 255. Values 0 and 255 are
reserved for future use. The renaining values from1l to 254 are
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assigned by I1ANA. The EET values are simlar to dispatch values in
the 6LoWPAN header except they are preceded by the ESC di spatch type.
Thus, ESC extension types and di spatch val ues are using orthogona
code spaces. Though not desirable, nmultiple ESC di spatch types MAY
appear in a 6LoWPAN header. Section 3.1 describes how to handle an
unknown ESC di spatch type

Ext ended Di spatch Payload (EDP): This part of the frame format nust
be defined by the corresponding extension type. A specification is
required to define the usage of each extension type and its
correspondi ng Extension Payload. For the sake of interoperability,
specifications of extension octets MJUST NOT redefine the existing ESC
Ext ensi on Type codes.

Section 5.1 of RFC 4944 indicates that the Extension Type field may
contain additional dispatch values |arger than 63, as corrected by

[Errd4359]. For the sake of interoperability, the new dispatch type
(EET) MJST NOT nodify the behavior of existing dispatch types

[ RFC4944] .

3.1. Interaction with O her RFC 4944 |npl enentati ons

It is expected that existing inplenentations of RFC 4944 are not
capabl e of processing ESC extension data octets as defined in this
docunent. However, inplenenters have to assune that an existing

i npl ementation that attenpts to process an EET that is unknown to
themwi Il sinply drop the packet or ignore the ESC di spatch octets.

If an inplementation follow ng this docunent, during processing of
the received packet, reaches an ESC dispatch type for which it does
not understand the ESC Extension Type (EET) octets, it MJST drop that
packet. However, it is inportant to clarify that a router node
SHOULD forward a 6LoWPAN packet with the EET octets as long as it
does not attenpt to process any unknown ESC extension octets.

Mul tiple ESC extension octets nmay appear in a packet. The ESC

di spatch types can appear as the first, last, or middle dispatch
octets. However, a packet will get dropped by any node that does not
understand the EET at the beginning of the packet. Placing an EET
toward the front of the packet has a greater probability of causing
the packet to be dropped than placing the sanme EET later in the
packet. Placenent of an EET later in the packet increases the chance
that a |l egacy device will recognize and successfully process sone

di spatch type [ RFC4944] before the EET. |In this case, the |egacy
device will ignore the EET instead of dropping the entire packet.
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3.2. ESC Extension Cctets Typical Sequence
The sequence and order of ESC extension octets with respect to the
6LoWPAN Mesh header and LOWPAN | PHC header are described bel ow. Wen
the LOWPAN | PHC di spatch type is present, ESC dispatch types MJST
appear before the LOAPAN | PHC di spatch type in order to naintain
backward conpatibility with Section 3.2 of RFC 6282. The foll ow ng
di agrans provi de exanpl es of ESC extension octet usages:

A LoWPAN encapsul ated |1 Pv6 Header conpressed packet:

A LoWPAN | PHC Header, Mesh header and an ESC extension octet:

Figure 2: A 6LOWPAN Packet with ESC Di spatch Types
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3.3. ITUT G 9903 ESC Type Usage

The ESC dispatch type is used in [G3-PLC] to provide native nmesh
routing and bootstrapping functionalities. The ITU-T recomendation
[ &B-PLC] (see Section 9.4.2.3) defines commands that are fornatted

| i ke ESC Extension Type fields. The conmmand |ID values are 0x01 to
Ox1F.

The frame format is defined as foll ows:

01234567890123456789012345678901
I S i o T s S S S e s s T
|0 1] ESC | Command ID | Command Payl oad
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 3: G 9903 Frane Format with ESC Di spatch Type
3.4. NALP and ESC Di spatch Types

According to Section 5.1 of RFC 4944 [ RFC4944], NALP dispatch octets
are reserved for use as a kind of escape code for identification of

non- 6LOWPAN payl oads. Since ESC di spatch types are part of 6LoWPAN
di spatch types (extended), they are orthogonal to NALP octets.

Thi s docunent clarifies that NALP di spatch codes only provide an
escape met hod for non- 6LOWPAN payl oads when they appear as the
initial octet of a LoWPAN encapsul ation, and that the potentia
meani ng of their appearance in any other location is reserved for
future use

4. | ANA Consi derati ons

I ANA has registered the ' ESC Extension Types’ val ues per the policy

" Specification Required [RFC5226], following the same policy as in
the | ANA Consi derations section of [RFC4944]. For each Extension
Type (except the Reserved val ues), the specification MIST define
correspondi ng Extended Di spatch Payl oad frane octets for the receiver
i mpl ementation to read the ESC di spatch types in an interoperable

f ashi on.

Section 4.1 of [RFC5226] indicates that "Specification Required"
calls for a Designated Expert review of the public specification
requesting registration of the ESC Extension Type val ues.

The all ocation of code points should follow the guidelines on "Usage
of ESC Dispatch Cctets" (Section 3) and the typical exanple
(Section 3.2) sections. ESC Extension Type code points MJST be used
in conjunction with 6l o protocols follow ng [ RFC4944] or its
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derivatives. The requesting docunment MJST specify how the ESC
di spatch octets will be used along with 6LOWPAN headers in their use
cases.

The initial values for the ' ESC Extension Type' fields are as

fol |l ows:

B S, o mm e e e e e e e e e e e meamaoo- Fom e e e oo - +
| Value | Description | Reference |
E oo e e e e e e e e e oo oo R +
| O | Reserved | This docunent |
I I I I
| 1-31 | Used by ITUT G 9903 and G 9905 | ITU-T G 9903 &
| | Command | Ds | 1TUT G 9905 |
| | | |
| 32-254| Unassigned | |
I I I I
| 255 | Reserved | This document |
S o m e e e e e e e eee— oo oo +

Figure 4: Initial Values for the ESC Extension Types Registry
5. Security Considerations

There are no additional security threats due to the assignnents of
ESC di spatch type usage described in this docunment. Furthernore,
this document forbids defining any extended dispatch val ues or
extension types that nodify the behavior of existing dispatch types.

6. References
6. 1. Nor mat i ve Ref erences

[Errd4359] RFC Errata, Erratum | D 4359, RFC 4944,
<https://ww. rfc-editor.org/errata_search. php?ei d=4359>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<http://ww. rfc-editor.org/info/rfc2119>.

[ RFC4944] Montenegro, G, Kushalnagar, N., Hui, J., and D. Culler,
"Transm ssi on of | Pv6 Packets over | EEE 802.15.4
Net wor ks", RFC 4944, DO 10. 17487/ RFC4944, Septenber 2007,
<http://ww.rfc-editor.org/info/rfc4944>.

Chakrabarti, et al. St andards Track [ Page 7]



RFC 8066 6LoWPAN ESC Di spatch Code Points February 2017

[ RFC6282] Hui, J., Ed. and P. Thubert, "Conpression Format for |Pv6
Dat agrans over | EEE 802. 15. 4- Based Networks", RFC 6282,
DA 10.17487/ RFC6282, Septenber 2011,
<http://ww. rfc-editor.org/info/rfc6282>.

6.2. Informative References

[ &B3-PLC I nternational Tel ecomunications Union, "G 9903 :
Nar r owband ort hogonal frequency division multiplexing
power |ine communication transceivers for G3-PLC
net wor ks", February 2014,
<http://ww.itu.int/rec/T-REC G 9903-201402-1 >.

[ 1 ANA- 6LoVWPAN]
| ANA, "I Pv6 Low Power Personal Area Network Paraneters",
<https://ww. i ana. or g/ assi gnnent s/ _6l owpan- par anet er s>.

[ RFC5226] Narten, T. and H Alvestrand, "Guidelines for Witing an
| ANA Considerations Section in RFCs", BCP 26, RFC 5226,
DA 10.17487/ RFC5226, May 2008,
<http://ww.rfc-editor.org/info/rfc5226>.

Acknowl edgenent s

The authors would like to thank the nmenbers of the 6lo WG for their
comrents. Many thanks to Carsten Bormann, Ral ph Droms, Thierry Lys,
Cedric Lavenu, and Pascal Thubert for discussions regarding the bits
all ocation issues, which led to this docunment. Jonathan Hui and
Robert Cragi e provided extensive reviews and gui dance for
interoperability. The authors acknow edge the coments fromthe
foll owi ng peopl e that hel ped shape this docunment: Paul Duffy, Don
Sturek, M chael Richardson, Xavier Vilajosana, Scott Mansfield, Dale
Wirl ey, and Russ Housley. Thanks to Brian Haberman, our docunent
shepherd, for guidance in the | ANA Considerations section.

Chakrabarti, et al. St andards Track [ Page 8]



RFC 8066

Aut hors’ Addresses

6LoWPAN ESC Di spatch Code Points

Sam ta Chakrabarti

San Jose,

CA

United States of Anerica

Email: samitac.ietf@nmail.com

Gabri el Montenegro

M crosof t

United States of Anerica

Emai | : gabri el . nont enegro@n crosoft. com

Ral ph Drons
United States of Anerica

Email: rdroms.ietf@nmail.com

Janmes Wbodyat t

Googl e

Mountain View, CA

United States of Anerica

Enai | : j hw@oogl e. com

Chakrabarti,

et al.

St andards Track

February 2017

[ Page 9]






