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Thi s docunent describes an Extensible Provisioning Protocol (EPP)
mappi ng for a key relay object that relays DNSSEC key nmateria
bet ween EPP clients using the poll queue defined in RFC 5730.

This key relay mapping will help facilitate changi ng the DNS operat or
of a domain while keeping the DNSSEC chain of trust intact.
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1. I nt roduction

There are certain transactions initiated by a DNS operator that
require an authenticated exchange of information between DNS

operators. Oten, there is no direct channel between these parties

or it is non-scal abl e and i nsecure.

One such transaction is the exchange of DNSSEC key material when

changing the DNS operator for DNSSEC-signed zones. W suggest that

DNS operators use the administrative EPP channel to bootstrap the
del egation by rel aying DNSSEC key material for the zone.

In this docurment, we define an EPP extension to send DNSSEC key
mat eri al between EPP clients. This allows DNS operators to
automatically, reliably, and securely bootstrap the transfer of a
domai n nane whil e keeping the DNSSEC chain of trust intact.
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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

XM. is case sensitive. Unless stated otherw se, the XM

speci fications and exanpl es provided in this docunment MJST be
interpreted in the character case presented in order to develop a
conform ng inplenentation.

In the exanples, "C" represents lines sent by a protocol client and
"S:" represents lines returned by a protocol server. Indentation and
white space in the exanples are provided only to illustrate el enent
rel ati onshi ps and are not mandatory features of this protocol

1.2. Secure Transfer of DNSSEC Key Materi al

Exchangi ng DNSSEC key material in preparation of a domai n nane
transfer is one of the phases in the life cycle of a domain nane
[ DNSOP] .

DNS operators need to exchange DNSSEC key material before the
registration data can be changed to keep the DNSSEC chain of trust
intact. This exchange is normally initiated through the gaining
registrar.

The gaining and | osing DNS operators could talk directly to each
other (see Figure 1) to exchange the DNSKEY, but often there is no
trusted path between the two. As both can securely interact with the
registry over the adm nistrative channel through the registrar, the
registry can act as a relay for the key material exchange.

The registry is nmerely used as a relay channel. Therefore, it is up
to the losing DNS operator to conplete the intended transaction. The
regi stry SHOULD have certain policies in place that require the

| osing DNS operator to cooperate with this transaction; however, this
is beyond the scope of this docunment. This docunent focuses on the
EPP protocol syntax.
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Figure 1: Transfer of DNSSEC Key Materi al

There is no distinction in the EPP protocol between Registrars and
DNS operators, and there is only nention of an EPP client and EPP
server. Therefore, the term"EPP client” will be used for the
interaction with the EPP server for relayi ng DNSSEC key materi al

2

2. 1.

oj ect Attributes

DNSSEC Key Materi al

The DNSSEC key material is represented in EPP by a <keyRel ayDat a>
el ement .

2. 1.

<keyRel ayDat a> El enent

The <keyRel ayDat a> contains the follow ng el enents:

(o]

One REQUI RED <keyDat a> el enment that contains the DNSSEC key
material as described in [ RFC5910], Section 4.

An OPTI ONAL <expiry> el enent that describes the expected lifetine
of the relayed key(s) in the zone. Wen the <expiry> element is
provi ded, the | osing DNS operator SHOULD renpve the inserted key
material fromthe zone after the expiry tinme. This nmay be because
the transaction that needed the insertion should be either

conmpl eted or abandoned by that time. |If a client receives a key
rel ay object that has been sent previously, it MJST update the
expiry tinme of the key material. This enables the clients to

update the lifetine of the key material when a transfer is
del ayed.
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The <expiry> el ement MJST contain exactly one of the follow ng child
el ement s:

<absol ute>: The DNSSEC key material is valid fromthe current date
and tine until it expires on the specified date and tinme. If a
date in the past is provided, this MJST be interpreted as a
revocation of a previously sent key relay object.

<relative>  The DNSSEC key material is valid fromthe current date
and tinme until the end of the specified duration. |If a period of
zero is provided, this MJST be interpreted as a revocation of a
previously sent key relay object.

3. EPP Command Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [RFC5730]. The conmand
mappi ng described here is specifically for use in this key relay

mappi ng.
3.1. EPP Qery Commands

EPP provides three conmands to retrieve object information: <check>
to determine if an object is known to the server, <info> to retrieve
detailed informati on associated with an object, and <transfer> to
retrieve object transfer status information

3.1.1. EPP <check> Command

Check that semantics do not apply to key relay objects, so there is
no mappi ng defined for the EPP <check> conmand and t he EPP <check>
response.

3.1.2. EPP <info> Command

I nfo command semantics do not apply to the key relay objects, so
there is no mapping defined for the EPP <info> command.

The EPP <info> response for key relay objects is used in the EPP pol
response, as described in [RFC5730]. The key relay object created
with the <create> comuand, described in Section 3.2.1 is inserted
into the receiving client’s poll queue. The receiving client wll
receive the key relay object using the EPP <poll> command, as
described in [ RFC5730] .
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When a <pol | > conmand has been processed successfully for a key rel ay
pol | nessage, the EPP <resData> el enent MJST contain a child

<keyrel ay:infData> elenent that is identified by the keyrel ay
nanespace. The <keyrel ay:infData> el enent contains the follow ng
child el ements:

0 A REQUI RED <nane> el enent containing the domain nane for which the
DNSSEC key material is rel ayed.

0 A REQUI RED <aut hl nfo> el ement that contains authorization
i nformati on associated with the domai n object ([RFC5731],
Section 3.2.1).

0 One or nore REQUI RED <keyRel ayDat a> el enents containing data to be
rel ayed, as defined in Section 2.1. A server MAY apply a server
policy that specifies the nunber of <keyRel ayData> el enents that
can be incorporated. Wen a server policy is violated, a server
MUST respond with an EPP result code 2308 "Data managenent policy
vi ol ation".

0 An OPTIONAL <crDate> elenent that contains the date and tine of
the subm tted <create> command.

0 An OPTIONAL <rel D> el ement that contains the identifier of the
client that requested the key rel ay.

0 An OPTIONAL <acl D> el enent that contains the identifier of the
client that SHOULD act upon the key rel ay.

Exanpl e <pol | > response:
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S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0"
xm ns: keyrel ay="urn:ietf:parans: xm : ns: keyrel ay-1. 0"
xm ns:s="urn:ietf:parans: xm : ns: secDNS-1. 1"
xm ns: d="urn:ietf:parans: xm :ns: domai n-1. 0">
<r esponse>
<result code="1301">
<msg>Conmand conpl et ed successfully; ack to dequeue</nmsg>
</result>
<msgQ count="5" id="12345">
<gDat €>1999- 04- 04T22: 01: 00. 0Z</ qDat e>
<nmsg>Keyrel ay action conpl eted successfully. </ nsg>
</ msgQ>
<r esDat a>
<keyrel ay: i nf Dat a>
<keyr el ay: nane>exanpl e. or g</ keyr el ay: nane>
<keyr el ay: aut hl nf 0>
<d: pw>JnSAdBAZSxxzJ</ d: pw>
</ keyr el ay: aut hl nf o>
<keyr el ay: keyRel ayDat a>
<keyrel ay: keyDat a>
<s:fl ags>256</s:fl ags>
<s: protocol >3</s: protocol >
<s:al g>8</s: al g>
<s: pubKey>cm r aXN0aGVi ZXNO</ s: pubKey>
</ keyrel ay: keyDat a>
<keyrel ay: expi ry>
<keyrel ay: rel ati ve>P1ML3D</ keyrel ay: rel ati ve>
</ keyrel ay: expi ry>
</ keyr el ay: keyRel ayDat a>
<keyrel ay: cr Dat e>
1999- 04- 04T22: 01: 00. 0Z
</ keyrel ay: cr Dat e>
<keyrel ay: rel D>
CientX
</ keyrel ay: rel D>
<keyrel ay: acl D>
CientY
</ keyrel ay: acl D>
</ keyrel ay: i nf Dat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54321- ZYX</ svTRI D>
</tr|D>
</ response>
. </ epp>

DODDDLDDLDLDDDDDDDDDDDLLDDDDDLDDLDLDDDDDLDDNDWLNDUNUNW
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3.1.3. EPP <transfer> Command

Transfer semantics do not apply to key relay objects, so there is no
mappi ng defined for the EPP <transfer> conmand.

3.2. EPP Transform Conmands

EPP provides five commands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an

obj ect, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change informati on associated with an object.

3.2. 1. EPP <creat e> Conmmand

The EPP <create> command provides a transformoperation that allows a
client to create a key relay object that includes the donain nane and
DNSSEC key material to be relayed. Wen the <create> comand is
val i dated, the server MJST insert an EPP <pol | > nmessage, using the
key relay info response (see Section 3.1.2), in the receiving
client’s poll queue that belongs to the registrar on record of the
provi ded domai n nane.

In addition to the standard EPP conmmand el ements, the <create>
command MJUST contain a <keyrel ay:create> elenment that is identified
by the keyrel ay nanespace. The <keyrel ay: create> el ement contains
the followi ng child el enents:

0 A REQUI RED <keyrel ay: nane> el enent containing the dormai n name for
whi ch the DNSSEC key material is relayed.

0 A REQUI RED <aut hl nfo> el enent that contains authorization
i nformati on associated with the domain object ([RFC5731],
Section 3.2.1).

0 One or nore REQU RED <keyrel ay: keyRel ayDat a> el ements cont ai ni ng
data to be relayed, as defined in Section 2.1
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Exanpl e <creat e> comuands

Note that in the provided exanple, the second <keyrel ay: keyRel ayDat a>
el ement has a period of zero, and thus represents the revocation of a
previously sent key relay object (see Section 2.1.1).

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0"
xm ns: keyrel ay="urn:ietf:parans: xm : ns: keyrel ay-1. 0"
xm ns:s="urn:ietf:parans: xm :ns: secDNS-1. 1"
xm ns: d="urn:ietf:parans: xm :ns: domai n-1. 0">
<command>
<creat e>
<keyrel ay: creat e>
<keyr el ay: nane>exanpl e. or g</ keyr el ay: name>
<keyr el ay: aut hl nf o>
<d: pw>JNnSAdBAZSxxzJ</ d: pw>
</ keyr el ay: aut hl nf o>
<keyr el ay: keyRel ayDat a>
<keyrel ay: keyDat a>
<s:fl ags>256</s:fl ags>
<s: protocol >3</s: protocol >
<s:al g>8</s:al g>
<s: pubKey>cm r aXN0aGVi ZXNO</ s: pubKey>
</ keyr el ay: keyDat a>
<keyrel ay: expiry>
<keyrel ay:rel ati ve>P1ML3D</ keyrel ay: rel ati ve>
</ keyrel ay: expi ry>
</ keyr el ay: keyRel ayDat a>
<keyr el ay: keyRel ayDat a>
<keyrel ay: keyDat a>
<s:flags>256</s:fl ags>
<s: prot ocol >3</s: prot ocol >
<s:al g>8</s:al g>
<s: pubKey>bWFy Y2l zdGhl YnVzdA==</ s: pubKey>
</ keyr el ay: keyDat a>
<keyrel ay: expiry>
<keyrel ay:rel ati ve>POD</ keyrel ay: rel ati ve>
</ keyrel ay: expi ry>
</ keyr el ay: keyRel ayDat a>
</ keyrel ay: cr eat e>
</create>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
: </ epp>

0000000000000 0O00O0N000NNOO0O0OOO0O0O0OOOOO0
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When a server has successfully processed the <create> command, it
MJUST respond with a standard EPP response. See [RFC5730],
Section 2.6.

Exanpl e <create> response

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >

S:  <response>

S: <result code="1000">

S: <msg>Command conpl et ed successful |l y</ nsg>
S: </result>

S: <trl D>

S: <cl TRI D>ABC- 12345</ cl TRI D>

S: <svTRI D>54321- ZYX</ svTRI D>

S: </tr|D>

S:  </response>

S: </ epp>

Wien a server cannot process the <create> command due to the server
policy, it MJST return an EPP 2308 error nessage. This m ght be the
case when the server knows that the receiving client does not support
key relay transactions. See [RFC5730], Section 2.6.

Exanpl e <create> response

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xn :ns: epp-1. 0" >

S: <response>

S: <result code="2308">

S: <msg>Dat a managenent policy viol ation</nmsg>
S: </result>

S <trl D>

S: <cl TRI D>ABC- 12345</ cl TRI D>

S: <sVTRI D>54321- ZYX</ svTRI D>

S </trlD>

S:  </response>

S: </ epp>

3.2.2. EPP <del ete> Comrand
Del ete semantics do not apply to key relay objects, so there is no

mappi ng defined for the EPP <del ete> command and t he EPP <del et e>
response.
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3.2.3. EPP <renew> Command

Renew semantics do not apply to key relay objects, so there is no
mappi ng defined for the EPP <renew> command and the EPP <renew>
response.

3.2.4. EPP <transfer> Command

Transfer semantics do not apply to key relay objects, so there is no
mappi ng defined for the EPP <transfer> conmand and the EPP <transfer>
response.

3.2.5. EPP <updat e> Command

Update semantics do not apply to key relay objects, so there is no
mappi ng defined for the EPP <update> command and t he EPP <updat e>
response.

4. Formal Syntax

<?xm version="1.0" encodi ng="UTF-8""?>
<schema t ar get Nanespace="urn:i etf:parans: xm : ns: keyrel ay- 1. 0"
xm ns: keyrel ay="urn:ietf:paranms: xm : ns: keyrel ay- 1. 0"
xm ns: eppconE"urn:ietf:parans: xm : ns: eppcom 1. 0"
xm ns: secDNS="ur n: i etf: paramnms: xnm : ns: secDNS-1. 1"
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For mDef aul t =" qual i fi ed">

<annot at i on>
<docunent ati on>
Ext ensi bl e Provi sioning Protocol v1.0 protocol
ext ensi on schema for rel ayi ng DNSSEC key materi al
</ docunent ati on>
</ annot ati on>

<i nport nanmespace="urn:ietf:paranms: xnm :ns: eppcom 1. 0" />
<i nport nanmespace="urn:ietf:paranms: xm :ns:secDNS-1.1" />
<i nport namespace="urn:ietf:parans: xm : ns: domain-1.0" />

<el enent nane="keyRel ayDat a" type="keyrel ay: keyRel ayDat aType" />

<el enent nane="inf Data" type="keyrel ay:infDataType" />
<el enent nanme="create" type="keyrel ay: createType" />
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<conpl exType nane="creat eType" >
<sequence>
<el enent nanme="nane" type="eppcom | abel Type" />
<el enent nane="aut hl nfo" type="domai n: aut hl nfoType" />
<el enent nane="keyRel ayDat a" type="keyrel ay: keyRel ayDat aType"
maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<conpl exType nane="i nf Dat aType" >
<sequence>
<el enent nanme="nane" type="eppcom | abel Type" />
<el enent nane="aut hl nf 0" type="donai n: aut hl nf oType" />
<el enent nanme="keyRel ayDat a" type="keyrel ay: keyRel ayDat aType"
maxCQccur s="unbounded"/ >
<el enent nane="crDate" type="dateTi nme"/>
<el enent nane="rel D' type="eppcomcl | DType" />
<el enent nanme="acl D' type="eppcom cl | DType" />
</ sequence>
</ conpl exType>

<conpl exType nane="keyRel ayDat aType" >
<sequence>
<el enent nanme="keyDat a" type="secDNS: keyDat aType" />
<el enent nanme="expiry" type="keyrel ay: keyRel ayExpi ryType"
m nCccurs="0" />
</ sequence>
</ conpl exType>

<conpl exType nane="keyRel ayExpi ryType" >
<choi ce>
<el enent nanme="absol ute" type="dateTi me" />
<el enent nanme="rel ative" type="duration"” />
</ choi ce>
</ conpl exType>
</ schema>
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5. | ANA Consi derations

5.1. XM Nanespace
Thi s docunent uses URNs to describe an XM. nanespace conforning to
the registry nechani smdescribed in [ RFC3688]. The followi ng URI
assi gnnent has been nmade by | ANA:

URI: urn:ietf:parans: xm:ns: keyrelay-1.0

Regi strant Contact: See the "Authors’ Addresses" section of this
docunent .

XM.: See the "Formal Syntax" section of this docunent.

5.2. XM Schenmm
Thi s docunent uses URNs to describe an XM. scherma conformng to the
regi stry mechani smdescribed in [RFC3688]. The follow ng URI
assi gnnent has been nmade by | ANA:
URI: urn:ietf:parans: xn:schema: keyrel ay-1.0
XM.: See the "Formal Syntax" section of this docunent.

5.3. EPP Extension Registry
The EPP extension described in this docunent has been registered by
IANA in the "Extensions for the Extensible Provisioning Protocol
(EPP)" registry described in [RFC7451]. The details of the

registration are as foll ows:

Nane of Extension: "Key Rel ay Mapping for the Extensible Provisioning
Prot ocol "

Document status: Standards Track

Ref erence: RFC 8063

Regi strant Nane and Enmail Address: IESG iesg@etf.org
Top- Level Domains (TLDs): Any

I PR Di sclosure: https://datatracker.ietf.org/ipr/
Status: Active

Not es: None
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6. Security Considerations

A server SHOULD NOT perform any transformati on on data under server
managenent when processing a <keyrel ay: create> conmand. The intent
of this command is to put DNSSEC key material on the poll queue of
another client. Exceptions to this recomendation are allowable only
for the purposes of achieving interoperability with the different
server policies that have already inplenmented this EPP extension

Any EPP client can use this mechanismto put data on the nessage
queue of another EPP client, allowing for the potential of a denial-
of -service attack. However, this can and should be detected by the
server. A server MAY set a server policy that linmits or rejects a
<keyrel ay:create> conmand if it detects that the nechanismis being
abused.

For the <keyrel ay: keyRel ayDat a> data, a correct <donmi n: aut hl nf o>

el ement shoul d be used as an indication that putting the key nateri al
on the receiving EPP clients poll queue is authorized by the
_registrant _ of that domain name. The authorization of EPP clients
to perform DNS changes is not covered in this docunent as it depends
on registry-specific policy.

A client that uses this nechanismto send DNSSEC key material to
another client could verify through DNS that the DNSSEC key materi al
is added to the authoritative zone of the domain. This check can be
used to verify that the DNSSEC key material has travel ed end-to-end
fromthe gaining DNS operator to the |l osing DNS operator. This check
does not tell anything about the DNSSEC chain of trust and can nerely
be used as a verification of a successful transfer of the DNSSEC key
mat eri al
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