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1. Introduction

The "Elliptic Curves for Security" document [RFC7748] describes two
elliptic curves, Curve25519 and Curve448, as well as the X25519 and
X448 functions for perform ng key agreenent using Diffie-Hellnman
operations with these curves. The curves and functions are designed
for both performance and security.

Elliptic curve Diffie-Hellman [ RFC5903] has been specified for the

I nternet Key Exchange Protocol Version 2 (1KEv2) [RFC7296] for al nost
ten years. RFC 5903 and its predecessor specified the so-called N ST
curves. The state of the art has advanced since then. Mre nodern
curves allow faster inplenentations while making it nuch easier to
wite constant-time inplementations that are resilient to time-based
si de-channel attacks. This docunent defines two such curves for use
in |KEv2. See [Curve25519] for details about the speed and security
of the Curve25519 function.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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Curve25519 and Curve448

I mpl enent ati ons of Curve25519 and Curve448 in |KEv2 SHALL foll ow the
steps described in this section. Al cryptographic conputations are
done using the X25519 and X448 functions defined in [RFC7748]. Al

rel ated paraneters (for exanple, the base point) and the encoding (in
particular, pruning the |least/nost significant bits and using little-
endi an encoding) are compliant with [ RFC7748].

An epheneral Diffie-Hellnman key exchange using Curve25519 or Curve448
is perforned as follows: each party picks a secret key d unifornmy at
random and conputes the correspondi ng public key. "X' is used bel ow
to denote either X25519 or X448, and "G' is used to denote the
correspondi ng base point:

pub_mne = X(d, QG

Parti es exchange their public keys (see Section 3.1) and conpute a
shared secret:

SHARED SECRET = X(d, pub_peer)

This shared secret is used directly as the value denoted g?ir in
Section 2.14 of RFC 7296. It is 32 octets when Curve25519 is used
and 56 octets when Curve448 is used.

Use and Negotiation in | KEv2

The use of Curve25519 and Curved448 in IKEv2 is negotiated using a
Transform Type 4 (Diffie-Hellman group) in the Security Association
(SA) payl oad of either an IKE_SA INT or a CREATE _CHI LD _SA exchange.
The value 31 is used for the group defined by Curve25519 and the
value 32 is used for the group defined by Curve448.
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Key Exchange Payl oad

The di agram for the Key Exchange payl oad from Section 3.4 of RFC 7296
is copied below for conveni ence:

1 2 3
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0 Payload Length - For Curve25519, the public key is 32 octets, so
the Payl oad Length field will be 40. For Curve448, the public key
is 56 octets, so the Payload Length field will be 64.

o The Diffie-Hellman Group Numis 31 for Curve25519 or 32 for
Curved48.

0 The Key Exchange Data is the 32 or 56 octets as described in
Section 6 of [RFC7748].

Reci pi ent Tests

Recei ving and handling of inconpatible point formats MJUST foll ow t he
consi derations described in Section 5 of [RFC7748]. |In particular,
receiving entities MJST mask the nost-significant bit in the fina
byte for X25519 (but not X448), and i npl enentati ons MJST accept non-
canoni cal val ues.

Security Considerations

Curve25519 and Curve448 are designed to facilitate the production of
hi gh- per f ormance constant-time inplenentations. Inplenentors are
encouraged to use a constant-tine inplenentation of the functions.
This point is of crucial inportance, especially if the inplenentation
chooses to reuse its epheneral key pair in many key exchanges for
perf or mance reasons.

Curve25519 is intended for the ~128-bit security level, conparable to
the 256-bit random ECP Groups (group 19) defined in RFC 5903, also
known as NI ST P-256 or secp256rl. Curved448 is intended for the
~224-bit security |evel
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Wil e the NI ST curves are advertised as being chosen verifiably at
random there is no explanation for the seeds used to generate them
In contrast, the process used to pick Curve25519 and Curve448 is
fully docurmented and rigid enough so that independent verification
can and has been done. This is widely seen as a security advantage
because it prevents the generating party from naliciously
mani pul ati ng the paraneters

Anot her famly of curves available in IKE that were generated in a
fully verifiable way is the Brai npool curves [ RFC6954]. For exanple,
br ai npool P256 (group 28) is expected to provide a |level of security
conparabl e to Curve25519 and N ST P-256. However, due to the use of
pseudorandom prime, it is significantly slower than N ST P-256, which
is itself slower than Curve25519

5. 1 ANA Consi derati ons

I ANA has assigned two val ues for the names "Curve25519" and
"Curve448" in the IKEv2 "Transform Type 4 - Diffie-Hell man G oup
Transform I Ds" and has listed this docunent as the reference. The
Reci pient Tests field should also point to this docunent:

T Fom ek e Fom e +
| Number | Narme | Reci pi ent Tests | Reference

R T o R +
| 31 | Curve25519 | RFC 8031, Section 3.2 | RFC 8031 |
| 32 | Curved448 | RFC 8031, Section 3.2 | RFC 8031 |
S SRR R o e e e e e e oo S +

Table 1. New Transform Type 4 Val ues
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A.  Numerical Exanple for Curve25519

Suppose we have both the initiator and the responder generating
private keys by generating 32 randomoctets. As usual in |KEv2 and
its extension, we will denote Initiator values with the suffix _i and
responder values with the suffix _r:

ran

ran

These
Secti

domi = 75 1f b4 30 86 55 b4 76 b6 78 9b 73 25 f9 ea 8¢
dd d1 6a 58 53 3f f6 d9 e6 00 09 46 4a 5f 9d 94

Oa 54 64 52 53 29 0d 60 dd ad dO e0 30 ba cd 9e
55 01 ef dc 22 07 55 al e9 78 f1 b8 39 a0 56 88

domr

nunbers need to be fixed by unsetting some bits as described in
on 5 of RFC 7748. This affects only the first and | ast octets

of each val ue:

fix

fix

ed_i = 70 1f b4 30 86 55 b4 76 b6 78 9b 73 25 f9 ea 8¢
dd dl1 6a 58 53 3f f6 d9 e6 00 09 46 4a 5f 9d 54
ed_r = 08 54 64 52 53 29 0d 60 dd ad dO e0 30 ba cd 9e

55 01 ef dc 22 07 55 al €9 78 f1 b8 39 a0 56 48

The actual private keys are considered to be encoded in little-endian
format:

di =

dr

The p
Sect i

pub i

pub_r

And t

549D5F4A460900E6D9F63F53586 AD1 DD8CEAF925739B78B676B4558630B41F70
4856A039B8F178E9A1550722DCEF01559ECDBA30EODOADDD600D295352645408

ublic keys are generated fromthis using the formula in
on 2:

X25519(d_i, © =
48 d5 dd d4 06 12 57 ba 16 6f a3 f9 bb db 74 1
a4 e8 1c 08 93 84 fa 77 f7 90 70 9f 0d fb c7 66

X25519(d_r, © =
Ob e7 c1 f5 aa d8 7d 7e 44 86 62 67 32 98 a4 43
47 8b 85 97 45 17 9e af 56 4c 79 cO ef 6e ee 25

his is the value of the Key Exchange Data field in the Key

Exchange payl oad described in Section 3.1. The shared value is

cal cu

|ated as in Section 2

SHARED SECRET = X25519(d_i, pub_r) = X25519(d_r, pub_i) =

c7 49 50 60 7a 12 32 7f-32 04 d9 4b 68 25 bf bO
68 b7 f8 31 9a 9e 37 08-ed 3d 43 ce 81 30 c9 50
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