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1. Introduction

Mul tiprotocol Label Switching (MPLS) is being extended to the edge of
operator networks, as is described in the nmulti-segnment pseudow res
(PWs) with Passive Optical Network (PON) access use case [ RFC6456].
Combi ning MPLS with Optical Line Termination (CLT) access further
facilitates a lowcost, nulti-service convergence

Tens of mllions of Fiber-to-the-x (FTTx) (x = H for hone, P for

prem ses, C for curb) lines have been depl oyed over the years, with
many of those |lines being sone PON variant. PON provides operators a
cost-effective solution for delivering high bandwidth (1 CGops or even
10 Gbps) to a dozen or nore subscribers sinultaneously.

In the past, access technol ogi es such as PON and Digital Subscriber
Line (DSL) are usually used for subscribers, and no redundancy is
provided in their depl oynent.

But, with the rapid growh of nobile data traffic, nore and nore Long
Term Evol ution (LTE) snmall cells and W-Fi hotspots are depl oyed.

PON is considered a viable | owcost backhaul solution for these
nmobi |l e services. Besides its high bandwi dth and scal ability, PON
further provides frequency and tinme-synchronization features, e.g.,
SyncE [ G 8261] and | EEE 1588v2 [| EEE-1588] functionality, which can
fulfill synchronization needs of nobile backhaul services.

The Broadband Forum specifies reference architecture for nobile
backhaul networks using MPLS transport in [TR-221] where PON can be
the access technol ogy.

Unli ke typical residential service where a single or handful of end-
users hang off a single PON OLT port in a physical optica

di stribution network, a PON port that supports a dozen LTE small
cells or W-Fi hotspots could be providing service to hundreds of

si mul t aneous subscribers. Small-cell backhaul often demands the
economics of a PON first mle and yet expects first-mle protection
commonly available in a point-to-point access portfolio.

Sone optical |ayer protection nechanisns, such as Trunk and Tree
protection, are specified in [IEEE-1904.1] to avoid a single point of
failure in the access. They are called Type B and Type C protection,
respectively, in [G983.1].

Trunk protection architecture is an econom cal PON resiliency

mechani sm where the working OLT and the working |ink between the
working splitter port and the working OLT (i.e., the working trunk
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fiber) is protected by a redundant protection OLT and a redundant
trunk fiber between the protection splitter port and the protection
OLT; however, it only protects a portion of the optical path fromCOLT
to Optical Network Units (ONUs). This is different fromthe nore
conpl ex and costly Tree protection architecture where there is a
wor ki ng optical distribution network path fromthe working OLT and a
conmpl ete protected optical distribution network path fromthe
protection OLT to the ONUs. Figure 1 depicts a typical scenario of
Trunk protection.

I I
| <--Optical Distribution Network->|

| branch trunk +----- +
+----- + fibers fibers | |
Base @ ------ | | | | OLT |
Stations ------ | ONU |\ | | A ]
—————— | | \ Vv V- +----- 4
+-- e - + \ .
\ Fomm e e e oo + -
+----- + . \ | - Wor ki ng
Base @ ------ | | . | Optical |
Stations ------ | ONU |--------- | Splitter |
—————— | | /| -, Prot ection
+----- + A SR — + L,
/ fe +----- +
+--- - + |/ o |
Base @ ------ | |/ | OLT |
Stations ------ | ONU | | B |
------ | | oo
+o-m-- +

Figure 1: Trunk Protection Architecture in PON

Besi des snal | -cell backhaul, this protection architecture can also be
applicable to other services, for exanple, DSL and Multiple System
Operator (MSO services. |In that case, an ONUin Figure 1 can play
the sinmlar role as a Digital Subscriber Line Access Miltipl exer
(DSLAM or a Data Over Cable Service Interface Specification (DOCSIS)
Renot e Physi cal Layer (PHY) device [renpte-phy], and it may further
be attached with dozens of Customer Prem ses devices.

In some deploynents, it is also possible that only some ONUs need to
be protected.

The PON architecture as depicted in Figure 1 can provide redundancy
in its physical topol ogy; however, all traffic, including |ink
Qperation Adm nistrati on and Mai ntenance (OAM, is blocked on the

Jiang, et al. St andards Track [ Page 4]



RFC 8024 MC- PON Pr ot ecti on Novenber 2016

protection link, which frustrates end-to-end protection nechani sns

such as those specified in ITUT G 8031 [ G 8031]. Therefore,

sone

standard signali ng nechani sns are needed between OLTs to exchange

information, for exanple, PON |ink status, registered ONU

informati on, and network status, so that protection and restoration
can be done rapidly and reliably, especially when the O.Ts al so

support MPLS.

| CCP [ RFC7275] provides a framework for inter-chassis synchronization
of state and configuration data between a set of two or nore Provider
Edges (PEs). Currently, ICCP only defines application-specific
messages for Pseudow re Redundancy (PWRED) and Milti-Chassis LACP

(mLACP), but it can be easily extended to support PON as an

Attachment Circuit (AC) redundancy.

Thi s docunent proposes the extension of ICCP to support nulti-

chassis PON protection in MPLS.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and " OPTI ONAL"

docunent are to be interpreted as described in [ RFC2119].
1.2. Termi nol ogy

DSL: Digital Subscriber Line

FTTx: Fiber-to-the-x (FTTx) (x = H for hone, P for prem ses,

curb)
| CCP: Inter-Chassis Communi cati on Protocol
OLT: Optical Line Term nation
ONU:  Optical Network Unit
MPLS: Ml tiprotocol Label Swtching
PON: Passive Optical Network

RG Redundancy Group

Jiang, et al. St andards Track
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2. | CCP Protocol Extensions
2.1. Milti-Chassis PON Application TLVs

A set of MC-PON application Type-Length-Values (TLVs) are defined in
the follow ng subsections.

2.1.1. PON Connect TLV

This TLV is included in the RG Connect nessage to signal the
establi shnent of PON application connection.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| U F| Type=0x200D | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Prot ocol Version | Al Reserved |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Optional Sub-TLVs |
I I
+ i i i i i S S S
I
+-

R i .+.- .+- e ot St S R TR
o Uand F bits: both are set to 0.
0 Type: set to 0x200D for "PON Connect TLV".

o Length: length of the TLV in octets excluding the U-bit, F-bit,
Type, and Length fields.

0 Protocol Version: the version of this PONspecific protocol for
the purposes of inter-chassis conmunication. This is set to
0x0001.

0o A bit: Acknow edgenent bit. It MJST be set to 1 if the sender has
recei ved a PON Connect TLV fromthe recipient. Qherw se, set to
0.

0 Reserved: reserved for future use and MJST be set to zero.

Jiang, et al. St andards Track [ Page 6]



RFC 8024 MC- PON Pr ot ecti on Novenber 2016

0 Optional Sub-TLVs: there are no optional Sub-TLVs defined for this
version of the protocol. The structure of optional Sub-TLVs is
defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Ul F Sub- TLV Type | Lengt h |
i T o T i e S S S i S e S
Vari abl e Length Val ue |
I

T S I T

+

+-+

+

+
I
+_ -
I
I

+-
o Ubit: set to 1. The unknown Sub-TLV is silently ignored.

o F bit: set to 0.

0 The optional Sub-TLV Type values will be allocated by IANA in a
registry named "1 CC RG Paraneter Types" for Pseudow re Nanme Spaces
( PVE3) .

0 Length: length of the TLV in octets, excluding the U-bit, F-bit,
Type, and Length fields.

2.1. 2. PON Di sconnect TLV

This TLV is included in the RG D sconnect nessage to indicate that
the connection for the PON application is to be term nated.

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Ul F| Type=0x200E | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Optional Sub-TLVs |
R i T I e T S S e S TR S T e i I S e S e e e e o o

o Uand F bits: both are set to 0.
o0 Type: set to Ox200E for "PON Di sconnect TLV".

o Length: length of the TLV in octets excluding the U-bit, F-bit,
Type, and Length fields.

0 Optional Sub-TLVs: there are no optional Sub-TLVs defined for this
versi on of the protocol.
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2.1.3. PON Configuration TLV

The "PON Configuration TLV' is included in the "RG Application Data"
message and announces an OLT's system paraneters to other nenbers in
the same RG

0 1 2 3
01234567890123456789012345678901

B S S e i S S T A S S S S S S i S S

Ul F| Type=0x200F | Length |

e b T S i i S S S S e e s S i T T i S S
System I D

T A S S i Sl S i T oI S S S S S S S T e e

System Priority | Port 1D |
e b T S i i S S S S e e s S i T T i S S

+
I
+
I
I
I
+
I
+
o Uand F bits: both are set to O.

0 Type: set to Ox200F for "PON Configuration TLV".

o Length: length of the TLV in octets excluding the U-bit, F-bit,
Type, and Length fields.

0 SystemID: 8 octets encoding the System |ID used by the OLT, which
is the chassis Media Access Control (MAC) address. |If a 6-octet
SystemID is used, the least significant 2 octets of the 8-octet
field will be encoded as 0000.

0 SystemPriority: a 2-octet value assigned by nanagenent or
adm nistration policy; the OLT with the nunerically | ower val ue of
System Priority has the higher priority.

o Port ID 2-octet PON Port |D.
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2.1.4. PON State TLV

The "PON State TLV' is included in the "RG Application Data" nessage
and used by an OLT to report its PON states to other nenbers in the
same RG

0 1 2 3
01234567890123456789012345678901

B S S e i S S T A S S S S S S i S S

Ul F| Type=0x2010 | Length |

e b T S i i S S S S e e s S i T T i S S
RA D

+
+-
B i s T T i i o S o T Ji I
| Local PON Port State |
R e s T o T S R El ok i R e e S S e o o s
| Renote PON Port State |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

o Uand F bits: both are set to 0.
o0 Type: set to 0x2010 for "PON State TLV".

0 Length: length of the TLV in octets excluding the U-bit, F-bit,
Type, and Length fields.

0 RAD: Redundant Object ID (ROD) as defined in Section 4.3 of
[ RFC7275] .

0 Local PON Port State: the status of the [ ocal PON port as
determ ned by the sending OLT (PE). The last bit is defined as
Fault indication of the PON Port associated with this PW(1 - in
fault; O - in normal).

0 Renote PON Port State: the status of the renpte PON port as
determined by the renote peer of the sending OLT (i.e., the
sending PE). The last bit is defined as Fault indication of the
PON Port associated with this PW(1 - in fault; O - in normal).

3. Considerations on PON ONU Dat abase Synchroni zati on

Wthout an effective nechanismto comunicate the registered ONUs

bet ween the working and protection OLT, all registered ONUs woul d be
de-regi stered and go through re-registration during a swtchover,
which woul d significantly increase protection tinme. To enable faster
swi tchover capability, the working and protection COLTs need to know
about the protected ONUs. To enable service continuity, a mechanism

Jiang, et al. St andards Track [ Page 9]
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needs to be enpl oyed such that the operational state and significant
configuration data of both the protected ONU and the services
provisioned to it can be distributed to the working and protection
OLT.

The specific ONU s configuration and operational data can be
synchroni zed by some policy mechani smor provisioned in the
managenent plane. Alternatively, said synchronization could occur by
some ot her signaling options. Describing howto synchronize the
configuration objects associated with both protected ONU as well as
the services constructed to the ONU (e.g., ONU MAC address, |Pv4
addresses, |Pv6 addresses, VLAN identifiers, etc.) is outside of the
scope of this docunent.

4. Milti-Chassis PON Application Procedures

Two typical MPLS protection network architectures for PON access are
depicted in Figures 2 and 3 (their PON access segnments are the sane
as in Figure 1 and thus onitted for sinplification). OLTs with MPLS
functionality are connected to a single PE (Figure 2) or dual -homn ng
PEs (Figure 3), respectively, i.e., the working OLT to PEl by a

wor ki ng PWand the protection OLT to PE1 or PE2 by a protection PW
thus, these devices constitute an MPLS network that provides PW
transport services between ONUs and a Customer Edge (CE), and the PW
can provide protection for each other.

+--- - - +
I I
|OLT -,
I A "
+----- + T, PW
,‘, +--- - - + +--- - - +
o I I I
‘. PEL -------e---- CE |
U I I I
, - +--- - + +--- - +
+----- + O PW
I |-
|OLT -
| B |
+--- - +

Figure 2: An MPLS Network with a Single PE
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+o--- - + +o--- - +

I I PWL I I

|OLT -----mmmmmee - - - PE1 -,

| A I |,

+--mna + +--/--+ '
| 3
| ¢ +----- +
I v I
I | CE |
I : I
| B +
| 1_‘

+----- + +--\--+ , !

I I PW2 I ‘

|OLT -----mmmmmee - - - PE2 -

| B | I I

S e + S e +

Figure 3: An MPLS Network wi th Dual - Honmi ng PEs

Faul ts may be encountered in PON access links or in the MPLS network
(including the working OLT). Procedures for these cases are
described in this section (it is assunmed that both O.Ts and PEs are
wor ki ng in the independent node of PWredundancy [ RFC6870]).

.1. Protection Procedure upon PON Link Fail ures

When a fault is detected on a working PON |ink, a working OLT
switches to the corresponding protection PON |ink attached with its
protection OLT, i.e., the working OLT turns off its faulty PON
interface so that the protection trunk link to its protection OLT can
be activated. Then, the working OLT MJUST send an LDP fault
notification message (i.e., with the status bit "Local AC (ingress)
Receive Fault" being set) to its peer PE on the renpte end of the PW
At the same tinme, the working OLT MJUST send an | CCP nessage with PON
State TLV with Local PON Port State being set to notify the
protection OLT of the PON fault.

Upon receiving a PON state TLV where Local PON Port State is set, a
protection OLT MJUST activate the protection PON link in the
protection group and advertise a notification nessage for the
protection PWwith the Preferential Forwarding status bit of active
to the renote PE

According to [ RFC6870], the rempte PE(s) can match the | ocal and
renote Preferential Forwardi ng status and sel ect PW2 as the new
active PWover which data traffic is sent.
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4.2. Protection Procedure upon PW Fail ures

Usual | y, MPLS networks have their own protection nechani smsuch as
Label Switched Path (LSP) protection or Fast Reroute (FRR). But, in
a | ink-sparse access or aggregation network where protection for a PW
is inpossible inits LSP layer, the followi ng PWI ayer protection
procedures can be enabl ed.

VWhen a fault is detected on its working PW(e.g., by Virtual Crcuit
Connectivity Verification (VCCV) Bidirectional Forwarding Detection
(BFD)), a working OLT SHOULD turn off its associated PON interface

and then send an | CCP nessage with PON State TLV with Local PON Port
State being set to notify the protection OLT of the PON fault.

Upon receiving a PON state TLV where Local PON Port State is set, the
protection OLT MJUST activate its PON interface to the protection
trunk fiber. At the sanme tinme, the protection OLT MJST send a
notification nmessage for the protection PWwith the Preferenti al
Forwardi ng status bit of active to the remote PE, so that traffic can
be switched to the protecti on PW

4.3. Protection Procedure upon the Working OLT Failure

As depicted in Figure 2, a service is provisioned with a working PW

and a protection PW and both PW are ternminated on PEL. |If PEl | ost
its connection to the working OLT, it SHOULD send an LDP notification
message on the protection PWw th the Request Sw tchover bit set.

Upon receiving an LDP notification nessage fromits renote PE with
the Request Switchover bit set, a protection OLT MJST activate its
optical interface to the protection trunk fiber and activate the
associ ated protection PW so that traffic can be reliably switched to
the protection trunk PON |ink and the protection PW

4.4. Protection Procedure for a Dual -Hom ng PE
In the case of Figure 3, the PWRED State TLV as described in
Section 7.1 of [RFC7275] can be used by PE1 to notify PE2 of the

faults in all the scenarios, and PE2 operates the same as descri bed
in Sections 4.1 to 4.3 of this docunent.
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5. Security Considerations

Simlar to ICCP itself, this I CCP application SHOULD only be used in
wel | -managed and hi ghly nonitored service provider PON access
networks in a single adnmnistrative domain, including the

i mpl ementation of rogue ONU attachnment detection and mitigation via
devi ce authentication. Thus, nmany of the security considerations as
described in [RFC7275] apply here as well.

Again, simlar to ICCP, activity on the attachnment circuits may cause
security threats or be exploited to create denial-of-service attacks
In many passive optical networks, the optical paths between OLT and
ONUs traverse publicly accessible facilities including public
attachnents (e.g., tel ephone poles), which opens up the risk of
excessive link bouncing by optical layer inpairment. Wile |ICCP for
MC- PON i nterconnects in the MPLS domai n and does not traverse the PON
network, risks do include introduction of a malicious ONU that could
cause, for exanple, excessive link bouncing. This |ink bouncing
could result in increased | CCP exchanges simlar to the nalicious CE
case described in [RFC7275]. Operators of such networks shoul d take
additional care to restrict unauthorized ONUs and to limt the inpact
of link bouncing at the OLT, as these could result in service

i mpai r ment .

6. | ANA Consi derations
I ANA maintains a top-level registry called "Pseudow re Nane Spaces

(PWE3)". It has a subregistry called "I CC RG Paraneter Types". The
foll owi ng val ues have been allocated fromthis subregistry:

0x200D PON Connect TLV
0x200E PON Di sconnect TLV
0x200F PON Configuration TLV
0x2010 PON State TLV
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