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Abst r act
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1. Introduction

Thi s docunent provides recomendations for the inplenentation of

publi c-key cryptography based on the RSA al gorithm [ RSA], covering
the foll owi ng aspects:

o Cryptographic primtives

o0 Encryption schenes

0 Signature schenmes with appendi x

0 ASN. 1 syntax for representing keys and for identifying the schenes
The recomendati ons are intended for general application within
conmput er and conmmuni cati ons systens and as such include a fair anount
of flexibility. It is expected that application standards based on
these specifications may include additional constraints. The
recomrendations are intended to be conpatible with the standards | EEE
1363 [| EEE1363], | EEE 1363a [| EEE1363A], and ANSI X9.44 [ ANSI X944].

Thi s docunent supersedes PKCS #1 version 2.1 [ RFC3447] but includes
conpati bl e techni ques.

The organi zation of this docunment is as foll ows:
0 Section 1 is an introduction.

0 Section 2 defines sone notation used in this docunent.
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0 Section 3 defines the RSA public and private key types.

0 Sections 4 and 5 define several primtives, or basic mathematica
operations. Data conversion primtives are in Section 4, and
cryptographic prinitives (encryption-decryption and signature-
verification) are in Section 5.

0 Sections 6, 7, and 8 deal with the encryption and signature
schenmes in this docunment. Section 6 gives an overview. Al ong
with the nethods found in PKCS #1 v1.5, Section 7 defines an
encryption schenme based on Optinmal Asynmetric Encryption Paddi ng
(QAEP) [ QAEP], and Section 8 defines a signature schenme with
appendi x based on the Probabilistic Signature Scherme (PSS)

[ RSARABI N] [ PSS] .

0 Section 9 defines the encoding nmethods for the signature schenes
in Section 8.

0 Appendi x A defines the ASN. 1 syntax for the keys defined in
Section 3 and the schenes in Sections 7 and 8.

o0 Appendix B defines the hash functions and the nmask generation
function (M3) used in this docunent, including ASN.1 syntax for
t he techni ques.

0 Appendix C gives an ASN. 1 nodul e.

0 Appendices D and E outline the revision history of PKCS #1 and
provi de general information about the Public-Key Cryptography
St andar ds.

Thi s docunent represents a republication of PKCS #1 v2.2 [PKCS1_22]

from RSA Laboratories’ Public-Key Cryptography Standards (PKCS)

series.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Moriarty, et al. I nf or mat i onal [ Page 5]



RFC 8017 PKCS #1 v2.2 Novenber 2016

2. Notation

The notation in this docunent includes:

c ci phertext representative, an integer between 0 and
n-1

C ci phertext, an octet string

d RSA private exponent

d_i additional factor r_i’s CRT exponent,

a positive integer such that
e * di ==1(mod (r_i-1)), i =3, ..., u
dpP p’s CRT exponent, a positive integer such that
e * dP == 1 (nod (p-1))
dQ g’ s CRT exponent, a positive integer such that

e * dQ==1 (nod (g-1))

e RSA publ i c exponent

EM encoded nessage, an octet string

enBits (intended) length in bits of an encoded nessage EM

enlen (intended) length in octets of an encoded nessage
EM

(C O D (N great est comon divisor of two nonnegative integers

Hash hash function

hLen output length in octets of hash function Hash

k length in octets of the RSA nobdulus n

K RSA private key

L optional RSAES- QAEP | abel, an octet string

LCM., ..., .) !east common nmultiple of a list of nonnegative
i ntegers

Moriarty, et al. I nf or mat i onal [ Page 6]
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neisage representative, an integer between 0 and
n-

nmessage, an octet string

M3 out put, an octet string

(intended) length of the octet string mask

mask generation function

seed fromwhich mask is generated, an octet string
length in octets of a nessage M

RSA modulus, n=r_1*r 2* ... *r u, u>=32
RSA public key

first two prine factors of the RSA nmodul us n

CRT coefficient, a positive integer |ess than
p such that g * glnv == 1 (nod p)

prime factors of the RSA nodul us n, including
r 1 =p, r_ 2 =gq, and additional factors if any

signature representative, an integer between 0 and
n-1

signature, an octet string
length in octets of the EMSA-PSS salt

additional prine factor r_i's CRT coefficient, a
positive integer less than r_i such that

r 1 *r 2* *r (i-1) *t_i =1 (mod r_i)

i =3, ... ,u

nunber of prime factors of the RSA nodulus, u >= 2
a nonnegative integer

an octet string corresponding to x

(intended) length of the octet string X

I nf or mat i onal [ Page 7]



RFC 8017 PKCS #1 v2.2 Novenber 2016

0x i ndi cator of hexadeci mal representation of an octet
or an octet string: "0x48" denotes the octet with
hexadeci mal val ue 48; "(0x)48 09 Oe" denotes the
string of three consecutive octets with hexadeci nmal
val ues 48, 09, and Oe, respectively

\ I anbda( n) LeMmr_1-1, r_2-1, ... , r_u-1)
\ xor bit-w se exclusive-or of two octet strings
\ceil(.) ceiling function; \ceil(x) is the snallest integer

| arger than or equal to the real nunber x
| concat enati on oper at or

== congruence synbol; a == b (nod n) neans that the
integer n divides the integer a - b

Not e: The Chinese Renmi nder Theorem (CRT) can be applied in a non-
recursive as well as a recursive way. |In this docunent, a recursive
approach followi ng Garner’s algorithm|[GARNER] is used. See also
Note 1 in Section 3.2.

3. Key Types

Two key types are enployed in the primtives and schenes defined in
this document: RSA public key and RSA private key. Together, an RSA
public key and an RSA private key forman RSA key pair.

Thi s specification supports so-called "multi-prine" RSA where the
modul us may have nore than two prime factors. The benefit of nulti-
prime RSA is | ower computational cost for the decryption and
signature primtives, provided that the CRT is used. Better
performance can be achi eved on single processor platforns, but to a
greater extent on nultiprocessor platforns, where the nodul ar
exponenti ations involved can be done in parallel

For a discussion on how nmulti-prime affects the security of the RSA
cryptosystem the reader is referred to [SILVERVAN].

3.1. RSA Public Key

For the purposes of this docunent, an RSA public key consists of two
conmponent s:

n the RSA nodul us, a positive integer
e the RSA public exponent, a positive integer
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In a valid RSA public key, the RSA nodulus n is a product of u

distinct odd primes r_i, i =1, 2, ..., u, where u >= 2, and the RSA
public exponent e is an integer between 3 and n - 1 satisfying
GCD( e, \l anbda(n)) = 1, where \lanbda(n) = LCMr_1 - 1, ..., r_u - 1).

By convention, the first two primes r_1 and r_2 nmay al so be denoted p
and q, respectively.

A recommended syntax for interchangi ng RSA public keys between
i mpl ementations is given in Appendix A . 1.1; an inplenentation’ s
internal representation may differ

3.2. RSA Private Key

For the purposes of this docunent, an RSA private key may have either
of two representations.

1. The first representation consists of the pair (n, d), where the
conponents have the foll owi ng neanings:

n the RSA nodul us, a positive integer
d the RSA private exponent, a positive integer
2. The second representation consists of a quintuple (p, g, dP, dQ
glnv) and a (possibly enpty) sequence of triplets (r_i, d.i,
t i), i =3, ..., u, one for each prine not in the quintuple,
where the conponents have the foll owi ng neani ngs:
p the first factor, a positive integer
q the second factor, a positive integer
dpP the first factor’s CRT exponent, a positive integer
doQ the second factor’s CRT exponent, a positive integer
gl nv the (first) CRT coefficient, a positive integer
ri the i-th factor, a positive integer
d_i the i-th factor’s CRT exponent, a positive integer
t i the i-th factor’s CRT coefficient, a positive integer

In a valid RSA private key with the first representation, the RSA
modulus n is the same as in the corresponding RSA public key and is
the product of u distinct odd primes r_i, i =1, 2, ..., u, where u
>= 2. The RSA private exponent d is a positive integer |less than n
sati sfying

e * d == 1 (nmod \lanmbda(n)),

where e is the correspondi ng RSA public exponent and \lanbda(n) is
defined as in Section 3.1.

Moriarty, et al. I nf or mat i onal [ Page 9]



RFC 8017 PKCS #1 v2.2 Novenber 2016

In a valid RSA private key with the second representation, the two
factors p and q are the first two prine factors of the RSA nmodul us n
(i.e., r_1 and r_2); the CRT exponents dP and dQ are positive
integers less than p and q, respectively, satisfying

e * dP == 1 (nod (p-1))

e * dQ==1 (nod (g-1)) ,

and the CRT coefficient gqlnv is a positive integer less than p
sati sfying

g * glnv == 1 (nod p).

If u>2, the representation will include one or nore triplets (r_i,
di, ti), i =3, ..., u The factors r_i are the additional prine
factors of the RSA nodulus n. Each CRT exponent d_i (i =3, ..., u)
satisfies

e * di =1 (nod (r_i - 1)).
Each CRT coefficient t i (i =3, ..., u) is a positive integer |ess

than r_i satisfying
Ri *t i ==1(nmdr_i) ,
where Ri =r_1* r_2* ... *r_(i-1).

A recommended syntax for interchanging RSA private keys between

i mpl ement ati ons, which includes conponents from both representations,
is given in Appendix A 1.2; an inplenmentation’s interna
representation may differ.

Not es:

1. The definition of the CRT coefficients here and the formul as that
use themin the primtives in Section 5 generally follow Garner’s
al gorithm [ GARNER] (see also Algorithm 14.71 in [ HANDBOXK]) .
However, for conpatibility with the representations of RSA
private keys in PKCS #1 v2.0 and previous versions, the roles of
p and q are reversed conpared to the rest of the primes. Thus,
the first CRT coefficient, glnv, is defined as the inverse of ¢
mod p, rather than as the inverse of R1 nod r_2, i.e., of
p nod g.

2. Quisquater and Couvreur [FASTDEC] observed the benefit of
appl ying the CRT to RSA operations.
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4.

4.

Dat a Conversion Primtives

Two data conversion primtives are enployed in the schenmes defined in
t hi s docunent:

0 |20SP - Integer-to-Cctet-String prinmtive

0 OS2IP - Cctet-String-to-Integer prinmtive

For the purposes of this docunent, and consistent with ASN. 1 syntax,
an octet string is an ordered sequence of octets (eight-bit bytes).
The sequence is indexed fromfirst (conventionally, leftnost) to |ast
(rightrmost). For purposes of conversion to and fromintegers, the
first octet is considered the nmost significant in the foll ow ng
conversion primtives.

1. 120sP

| 20SP converts a nonnegative integer to an octet string of a
speci fied | ength.

1 205P (x, xLen)

| nput :

X nonnegative integer to be converted

xLen i ntended length of the resulting octet string
Qut put :

X corresponding octet string of |ength xLen

Error: "integer too |arge"
St eps:
1. If x >= 256"xLen, output "integer too |arge" and stop

2. Wite the integer x in its unique xLen-digit representation in
base 256:

= X_(xLen-1) 2567(xLen-1) + x_(xLen-2) 2567(xLen-2) + ..
x_1 256 + x_0,

where 0 <= x i < 256 (note that one or nore leading digits
will be zero if x is |less than 256" (xLen-1)).

Moriarty, et al. I nf or mat i onal [ Page 11]



RFC 8017 PKCS #1 v2.2 Novenber 2016
3. Let the octet X i have the integer value x_(xLen-i) for 1 <=
<= xLen. Qutput the octet string
X =X1X2... XxLen.

4.2. OS21P

OS2I P converts an octet string to a nonnegative integer.

0821 P (X)

Input: X octet string to be converted

Qut put: x correspondi ng nonnegative integer

St eps:
1. Let X1 X2 ... XxLen be the octets of X fromfirst to Iast,
and let x_(xLen-i) be the integer value of the octet Xi for 1
<= | <= xLen.

2. Let x = x_(xLen-1) 256~(xLen-1) + x_(xLen-2) 256~(xLen-2) +
+ x_1 256 + x_0O

3. CQutput x.
5. Cryptographic Primtives

Cryptographic primtives are basic mathemati cal operations on which
crypt ographi ¢ schenes can be built. They are intended for

i npl ementation in hardware or as software nodul es and are not
intended to provide security apart froma schene.

Four types of primtive are specified in this docunent, organized in
pairs: encryption and decryption; and signature and verification

The specifications of the primitives assume that certain conditions
are net by the inputs, in particular that RSA public and private keys
are valid.

5.1. Encryption and Decryption Primtives

An encryption primtive produces a ciphertext representative froma
message representative under the control of a public key, and a
decryption primtive recovers the nmessage representative fromthe
ci phertext representative under the control of the corresponding
private key.
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One pair of encryption and decryption prinitives is enployed in the
encryption schemes defined in this document and is specified here:
RSA Encryption Primtive (RSAEP) / RSA Decryption Primtive (RSADP).
RSAEP and RSADP i nvol ve the sane mathematical operation, with
different keys as input. The primtives defined here are the sane as
I nteger Factorization Encryption Primtive using RSA (| FEP-RSA) /
I nteger Factorization Decryption Primtive using RSA (I FDP-RSA) in
| EEE 1363 [| EEE1363] (except that support for multi-prinme RSA has
been added) and are conpatible with PKCS #1 v1.5.
The main nat hematical operation in each prinmtive is exponentiation
5.1.1. RSAEP

RSAEP ((n, e), m
I nput :

(n, e) RSA public key

m nessage representative, an integer between O and n - 1
Qutput: ¢ ciphertext representative, an integer between 0 and n - 1
Error: "nmessage representative out of range"
Assumption: RSA public key (n, e) is valid
St eps:

1. If the nmessage representative mis not between 0 and n - 1
out put "message representative out of range" and stop

2. Let ¢ = me nod n.
3. CQutput c.
5.1.2. RSADP
RSADP (K, c)
I nput :
K RSA private key, where K has one of the follow ng forns:

+ a pair (n, d)
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+ a quintuple (p, gq, dP, dQ qlpv) and a_possibly enpty

sequence of triplets (r_i, d_

c ciphertext

representative,

i, t_i), i =3, ..., u
an integer between 0 and n - 1
an integer between 0 and n - 1

range"

Qutput: m nessage representative,

Error: "ciphertext representative out of
Assunption: RSA private key Kis valid
St eps:

1. If the ciphertext
out put "ci phertext

representative c is not between 0 and n -
representative out of

11
range" and stop.

2. The nessage representative mis conputed as foll ows.

a. |If the first form(n,

b. If the second form (p,

d) of Kis used, let m= c~rd nod n.

g, dP, dQ qlnv) and (r_i, d_i,

t i) of Kis used, proceed as follows:

i Let m1 = c*dP nod p and m2 = ¢cdQ nod ¢
ii If u>2 let mi =c*di) nodr_i, i =3, ..., u
iii. Let h=(m1- m2) * gqlnv nod p
iv. Let m=m2 +q* h.
V. If u>2 let R=r_1and for i = 3 to u do
1. Let R=R* r_(i-1).
2. Let h=(mi -mM *t_i mdr_i.
3. Let m=m+ R* h.

3. Qutput m

Note: Step 2.b can be rewitten
reverses the order of p and g.

however, the first two prines p
addi tional prines.
Moriarty, et al.
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5.2. Signature and Verification Prinitives

A signature primtive produces a signature representative froma
nmessage representative under the control of a private key, and a
verification primtive recovers the nessage representative fromthe
signature representative under the control of the correspondi ng
public key. One pair of signature and verification prinmitives is
enpl oyed in the signature schenes defined in this docunent and is
specified here: RSA Signature Primtive, version 1 (RSASP1l) / RSA
Verification Primtive, version 1 (RSAVPl).

The prinmitives defined here are the sane as |Integer Factorization
Signature Primtive using RSA, version 1 (IFSP-RSA1) / |nteger
Factorization Verification Primtive using RSA version 1 (IFVP-RSAl)
in | EEE 1363 [| EEE1363] (except that support for nulti-prime RSA has
been added) and are conpatible with PKCS #1 v1.5.

The main nmat hematical operation in each primtive is exponentiation,
as in the encryption and decryption primtives of Section 5.1

RSASP1 and RSAVP1 are the sanme as RSADP and RSAEP except for the
nanes of their input and output argunents; they are distinguished as
they are intended for different purposes.

5.2.1. RSASP1

RSASPL (K, m)

I nput :
K RSA private key, where K has one of the follow ng forns:
- apair (n, d)
- a quintuple (p, gq, dP, dQ qInv) and a (possibly enpty)
sequence of triplets (r_i, d_i, t_i), i =3, ..
m nessage representative, an |nteger bet ween 0 and n - 1
Qut put :
S signature representative, an integer between 0 and n - 1
Error: "nessage representative out of range"

Assunption: RSA private key Kis valid
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St eps:
1. If the message representative mis not between 0 and n - 1
out put "message representative out of range" and stop
2. The signature representative s is conputed as follows.
a. |If the first form(n, d) of Kis used, let s = md nod n.
b. If the second form(p, q, dP, dQ qlnv) and (r_i, d_i,
t i) of Kis used, proceed as follows:
1. Let s.1 = mdP nod p and s_2 = mdQ nod ¢
2. Ifu>2 let s i =m(di) nmdr_i, i =3, ..., U
3. Let h=(s_1- s.2) * glnv nod p.
4. Let s =s_2 +qg* h.
5. If u>2, let R=r_1and for i = 3 to u do
a. Let R=R* r _(i-1).
b. Let h = (s_i - s) * t_i nmod r_i
C. Let s =s+ R* h.
3. CQutput s.
Note: Step 2.b can be rewitten as a single |oop, provided that one
reverses the order of p and q. For consistency with PKCS #1 v2.0,
however, the first two prines p and q are treated separately fromthe
addi tional prines.
5.2.2. RSAVP1
RSAVP1 ((n, €e), s)
I nput :
(n, e) RSA public key

s signature representative,

Moriarty, et al.
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CQut put :
m nessage representative, an integer between O and n - 1
Error: "signature representative out of range"
Assunption: RSA public key (n, e) is valid
St eps:

1. If the signature representative s is not between 0 and n - 1
output "signature representative out of range" and stop

2. Let m= s”e nod n
3. Qutput m
6. Overview of Schenes

A schene conbi nes cryptographic primtives and other techniques to
achieve a particular security goal. Two types of schene are
specified in this docunent: encryption schenes and signature schenes
wi t h appendi x.

The schenes specified in this docunent are limited in scope in that
their operations consist only of steps to process data with an RSA
public or private key, and they do not include steps for obtaining or
validating the key. Thus, in addition to the schene operations, an
application will typically include key managenent operations by which
parties may select RSA public and private keys for a schene
operation. The specific additional operations and other details are
out side the scope of this docunent.

As was the case for the cryptographic primtives (Section 5), the
speci fications of schene operations assune that certain conditions
are net by the inputs, in particular that RSA public and private keys
are valid. The behavior of an inplementation is thus unspecified
when a key is invalid. The inpact of such unspecified behavior
depends on the application. Possible nmeans of addressing key
validation include explicit key validation by the application; key
validation within the public-key infrastructure; and assi gnnment of
liability for operations perforned with an invalid key to the party
who generated the key.

A general ly good cryptographic practice is to enploy a given RSA key
pair in only one schenme. This avoids the risk that vulnerability in
one schenme may conprom se the security of the other and may be
essential to maintain provable security. While RSAES- PKCS1-v1_5
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(Section 7.2) and RSASSA-PKCS1-v1_5 (Section 8.2) have traditionally
been enpl oyed toget her wi thout any known bad interactions (indeed,
this is the nodel introduced by PKCS #1 v1.5), such a comnbi ned use of
an RSA key pair is NOI RECOVWENDED for new applications.

To illustrate the risks related to the enployment of an RSA key pair
in nore than one scheme, suppose an RSA key pair is enployed in both
RSAES- OAEP (Section 7.1) and RSAES- PKCS1-v1l_5. Al though RSAES- CAEP
by itself would resist attack, an opponent m ght be able to exploit a
weakness in the inplenentation of RSAES-PKCS1-vl 5 to recover
messages encrypted with either schene. As another exanple, suppose
an RSA key pair is enployed in both RSASSA-PSS (Section 8.1) and
RSASSA- PKCS1-v1_ 5. Then the security proof for RSASSA- PSS woul d no
| onger be sufficient since the proof does not account for the
possibility that signatures mi ght be generated with a second schene.
Simlar considerations may apply if an RSA key pair is enployed in
one of the schemes defined here and in a variant defined el sewhere.

7. Encryption Schenes

For the purposes of this docunent, an encryption scheme consists of
an encryption operation and a decryption operation, where the
encryption operation produces a ciphertext froma nessage with a

reci pient’s RSA public key, and the decryption operation recovers the
message fromthe ciphertext with the recipient’s correspondi ng RSA
private key.

An encryption schene can be enployed in a variety of applications. A
typical application is a key establishnment protocol, where the
message contains key material to be delivered confidentially from one
party to another. For instance, PKCS #7 [ RFC2315] enploys such a
protocol to deliver a content-encryption key froma sender to a

reci pient; the encryption schenes defined here would be suitable key-
encryption algorithns in that context.

Two encryption schenes are specified in this docunment: RSAES- OAEP and
RSAES- PKCS1-v1 5. RSAES-QAEP is REQU RED to be supported for new
appl i cations; RSAES-PKCS1-vl 5 is included only for conpatibility
with existing applications.

The encryption schenes given here follow a general nobdel sinilar to
that employed in | EEE 1363 [| EEE1363], conbi ning encryption and
decryption primtives with an encodi ng method for encryption. The
encryption operations apply a nessage encodi ng operation to a nmessage
to produce an encoded message, which is then converted to an integer
nmessage representative. An encryption primtive is applied to the
nmessage representative to produce the ciphertext. Reversing this,
the decryption operations apply a decryption printive to the
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ci phertext to recover a nessage representative, which is then
converted to an octet-string-encoded nmessage. A message decodi ng
operation is applied to the encoded nmessage to recover the nessage
and verify the correctness of the decryption.

To avoid inpl enentati on weaknesses related to the way errors are
handl ed wi thin the decoding operation (see [BLEI CHENBACHER] and

[ MANCER] ), the encodi ng and decodi ng operations for RSAES- QAEP and
RSAES- PKCS1-v1 5 are enbedded in the specifications of the respective
encryption schemes rather than defined in separate specifications.
Bot h encryption schenes are conpatible with the correspondi ng schenes
in PKCS #1 v2.1.

7.1. RSAES- OAEP

RSAES- QAEP conbi nes the RSAEP and RSADP primtives (Sections 5.1.1
and 5.1.2) with the EME- OAEP encoding nmethod (Step 2 in

Section 7.1.1, and Step 3 in Section 7.1.2). EME- QAEP is based on
Bel | are and Rogaway’s Optinal Asymetric Encryption schenme [ OAEP].
It is conpatible with the Integer Factorization Encryption Schene
(I'FES) defined in I EEE 1363 [l EEE1363], where the encryption and
decryption primtives are | FEP-RSA and | FDP- RSA and t he nessage
encodi ng nethod is EME- OAEP. RSAES- OQAEP can operate on nessages of
length up to k - 2hLen -2 octets, where hLen is the Iength of the
output fromthe underlying hash function and k is the length in
octets of the recipient’s RSA nodul us.

Assumi ng that conputing e-th roots nmodulo n is infeasible and the
mask generation function in RSAES- OAEP has appropriate properties,
RSAES- QAEP i s semantically secure agai nst adaptive chosen-ci phert ext
attacks. This assurance is provable in the sense that the difficulty
of breaki ng RSAES- QAEP can be directly related to the difficulty of
inverting the RSA function, provided that the nask generation
function is viewed as a bl ack box or random oracle; see [FOPS] and
the note bel ow for further discussion

Both the encryption and the decryption operations of RSAES- QAEP t ake
the value of a label L as input. In this version of PKCS #1, L is
the enpty string; other uses of the | abel are outside the scope of
this docunment. See Appendix A 2.1 for the relevant ASN. 1 syntax.

RSAES- QAEP i s paraneterized by the choice of hash function and mask
generation function. This choice should be fixed for a given RSA
key. Suggested hash and nmask generation functions are given in
Appendi x B.
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Note: Past results have helpfully clarified the security properties
of the QAEP encodi ng method [ QAEP] (roughly the procedure described
in Step 2 in Section 7.1.1). The background is as follows. [In 1994,
Bel | are and Rogaway [ OAEP] introduced a security concept that they
denot ed pl ai ntext awareness (PA94). They proved that if a
determnistic public-key encryption primtive (e.g., RSAEP) is hard
to invert without the private key, then the correspondi ng OQAEP- based
encryption scheme is plaintext aware (in the random oracl e nodel),
meani ng roughly that an adversary cannot produce a valid ciphertext
wi t hout actually "knowi ng" the underlying plaintext. Plaintext

awar eness of an encryption schene is closely related to the

resi stance of the schene agai nst chosen-ciphertext attacks. [In such
attacks, an adversary is given the opportunity to send queries to an
oracle sinulating the decryption primtive. Using the results of
these queries, the adversary attenpts to decrypt a chall enge

ci phertext.

However, there are two flavors of chosen-ciphertext attacks, and PA94
inplies security against only one of them The difference relies on
what the adversary is allowed to do after she is given the chall enge
ciphertext. The indifferent attack scenario (denoted CCAl) does not
admt any queries to the decryption oracle after the adversary is

gi ven the chal |l enge ciphertext, whereas the adaptive scenario
(denoted CCA2) does (except that the decryption oracle refuses to
decrypt the challenge ciphertext once it is published). |In 1998,
Bel | are and Rogaway, together wi th Desai and Poi ntcheval [PA98], cane
up with a new, stronger notion of plaintext awareness (PA98) that
does inply security agai nst CCA2.

To summari ze, there have been two potential sources for

m sconception: that PA94 and PA98 are equival ent concepts, or that
CCAl1 and CCA2 are equival ent concepts. Either assunption |leads to
the concl usion that the Bell are-Rogaway paper inplies security of
QAEP agai nst CCA2, which it does not.

(Footnote: It might be fair to nention that PKCS #1 v2.0 cites [ OAEP]
and clainms that "a chosen ciphertext attack is ineffective against a
pl ai nt ext - aware encryption schenme such as RSAES- QAEP" wi t hout

speci fying the kind of plaintext awareness or chosen ci phertext
attack considered.)

QAEP has never been proven secure against CCA2; in fact, Victor Shoup
[ SHOUP] has denpnstrated that such a proof does not exist in the
general case. Put briefly, Shoup showed that an adversary in the
CCA2 scenario who knows how to partially invert the encryption
primtive but does not know how to invert it conpletely may well be
abl e to break the schene. For exanple, one nmay inmagi ne an attacker
who is able to break RSAES-QAEP if she knows how to recover all but
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the first 20 bytes of a randominteger encrypted with RSAEP. Such an
attacker does not need to be able to fully invert RSAEP, because she
does not use the first 20 octets in her attack

Still, RSAES-QAEP is secure agai nst CCA2, which was proved by
Fuj i saki, Ckanoto, Pointcheval, and Stern [FOPS] shortly after the
announcenent of Shoup’s result. Using clever lattice reduction
techni ques, they managed to show how to i nvert RSAEP conpletely given
a sufficiently large part of the pre-image. This observation,
conbined with a proof that OAEP is secure against CCA2 if the
underlying encryption primtive is hard to partially invert, fills
the gap between what Bellare and Rogaway proved about RSAES- QAEP and
what sonme may have believed that they proved. Sonmewhat

par adoxi cal |y, we are hence saved by an ostensi bl e weakness i n RSAEP
(i.e., the whole inverse can be deduced fromparts of it).

Unfortunately, however, the security reduction is not efficient for
concrete paraneters. Wile the proof successfully relates an
adversary A against the CCA2 security of RSAES-QAEP to an algorithml
inverting RSA, the probability of success for |I is only approximtely
\epsilon”®2 / 2718, where \epsilon is the probability of success for
A

(Footnote: In [FOPS], the probability of success for the inverter was
\epsilon®"2 / 4. The additional factor 1 / 27”16 is due to the eight
fixed zero bits at the begi nning of the encoded nessage EM which are
not present in the variant of QAEP considered in [FOPS]. (A nust be
applied twice to invert RSA, and each application corresponds to a
factor 1/ 278.))

In addition, the running time for | is approximately t~2, where t is
the running time of the adversary. The consequence is that we cannot
exclude the possibility that attacking RSAES- QAEP is consi derably
easier than inverting RSA for concrete paraneters. Still, the

exi stence of a security proof provides sonme assurance that the

RSAES- QAEP construction is sounder than ad hoc constructions such as
RSAES- PKCS1-v1 5.

Hybrid encrypti on schenmes based on the RSA Key Encapsul ati on
Mechani sm ( RSA- KEM) paradi gm of fer tight proofs of security directly
applicable to concrete paraneters; see [ISOL8033] for discussion
Future versions of PKCS #1 may specify schenes based on this

par adi gm
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7.1.1. Encryption Operation

RSAES- OAEP- ENCRYPT ((n, e), M L)

Opt i ons:
Hash hash function (hLen denotes the length in octets of
the hash function out put)
\es mask generation function
I nput :

(n, e recipient’s RSA public key (k denotes the length in
octets of the RSA nodul us n)

M message to be encrypted, an octet string of |ength nlLen,
where mLen <= k - 2hLen - 2
L optional |abel to be associated with the message; the
default value for L, if L is not provided, is the enpty
string
CQut put :
C ci phertext, an octet string of length k
Errors: "nessage too long"; "label too |ong"

Assumption: RSA public key (n, e) is valid
St eps:
1. Length checking:
a. |If the length of L is greater than the input limtation
for the hash function (2761 - 1 octets for SHA-1), output

"l abel too |ong" and stop

b. If nLen > k - 2hLen - 2, output "nmessage too |ong" and
st op.

2. EME- QAEP encoding (see Figure 1 bel ow):
a. |If the label L is not provided, let L be the enpty string.
Let | Hash = Hash(L), an octet string of |length hLen (see
the note bel ow).

b. Generate a padding string PS consisting of k - nlLen -
2hLen - 2 zero octets. The length of PS nay be zero.
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c. Concatenate | Hash, PS, a single octet with hexadeci nmal
val ue 0x01, and the nessage Mto forma data bl ock DB of
length k - hLen - 1 octets as
DB = I Hash || PS || O0x01 || M
d. Generate a randomoctet string seed of |ength hLen.
e. Let dbMask = M3F(seed, k - hLen - 1).
f. Let maskedDB = DB \xor dbMask.
g. Let seedvask = ME-(maskedDB, hLen).
h. Let maskedSeed = seed \xor seedMask.
i. Concatenate a single octet with hexadeci nal val ue 0x00,
maskedSeed, and maskedDB to form an encoded message EM of
I ength k octets as
EM = 0x00 || nmaskedSeed || maskedDB.
RSA encrypti on:
a. Convert the encoded nessage EMto an integer nessage
representative m(see Section 4.2):
m= OS2I P (EM.
b. Apply the RSAEP encryption primtive (Section 5.1.1) to
the RSA public key (n, e) and the nessage representative m
to produce an integer ciphertext representative c:
¢ = RSAEP ((n, e), m.
c. Convert the ciphertext representative ¢ to a ciphertext C
of length k octets (see Section 4.1):
C=1205P (c, k).
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4. CQutput the ciphertext C

S R S R +
DB = | |Hash | PS |01] M
T oo  EE s S +
I
S + |
| seed | |
S + |
I I
[------- > M&F ---> xor
I I
+- -+ V |
| 00| Xor <----- MEF <----- |
ok |
I I I
Y, Y, Y,
R S o m e e e e e e e e m e ao- +
EM = | 00| naskedSeed| maskedDB
oo oo oo oo o e e e e e e o - +
Fi gure 1: EME- QAEP Encodi ng Operation

Not es:

- | Hash is the hash of the optional |abel L.

- The decodi ng operation follows reverse steps to recover M and

verify | Hash and PS

- If Lis the enpty stri
the foll ow ng hexadeci
Hash:

SHA- 1: (0x) da39a3ee
SHA- 256: (0x) e3b0c442
a495991b
SHA- 384: (0x) 38b060a7
4c0cc7bf
SHA-512: (0x)cf83e135
83f 4a921
63b931bd

Moriarty, et al.

ng, the correspondi ng hash val ue | Hash has
mal representation for different choices of

5e6b4b0d 3255bfef 95601890 af d80709

98f clc14 9af bf 4c8 996f b924 27aedled 649b934c
7852b855

51ac9638 4cd9327e blble36a 21fdb711 14be0743
63f 6elda 274edebf e76f65fb d5lad2f1 4898b95b
7eef b8bd f 1542850 d66d8007 d620e405 0b5715dc
d36ce9ce 47d0d13c 5d85f 2b0 ff8318d2 877eec2f
47417a81 a538327a f927da3e
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7.1.2. Decryption QOperation

RSAES- QAEP- DECRYPT (K, C, L)

Opt i ons:
Hash hash function (hLen denotes the length in octets of
the hash function out put)
\es mask generation function
I nput :
K recipient’s RSA private key (k denotes the length in
octets of the RSA nodulus n), where k >= 2hLen + 2
C ci phertext to be decrypted, an octet string of length k
L optional |abel whose association with the nessage is to
be verified; the default value for L, if L is not
provided, is the enpty string
CQut put :
M message, an octet string of |length nmlen, where
mLen <= k - 2hLen - 2
Error: "decryption error”
St eps:

1. Length checking:
a. |If the length of L is greater than the input limtation
for the hash function (2761 - 1 octets for SHA-1), output
"decryption error" and stop.

b. If the length of the ciphertext Cis not k octets, output
"decryption error" and stop.

c. |If k < 2hLen + 2, output "decryption error"” and stop
2. RSA decryption:

a. Convert the ciphertext Cto an integer ciphertext
representative c (see Section 4.2):

c = O821P (O).
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b. Apply the RSADP decryption primtive (Section 5.1.2) to
the RSA private key K and the ciphertext representative c
to produce an integer nmessage representative m

m = RSADP (K, c¢).
I f RSADP outputs "ciphertext representative out of range"
(meaning that ¢ >= n), output "decryption error" and stop.

c. Convert the nessage representative mto an encoded nessage

EM of length k octets (see Section 4.1):
EM=1205P (m k).

EME- CAEP decodi ng:

a. |If the label L is not provided, let L be the enpty string.
Let | Hash = Hash(L), an octet string of |length hLen (see
the note in Section 7.1.1).

b. Separate the encoded nessage EMinto a single octet Y, an
octet string nmaskedSeed of |ength hLen, and an octet
string maskedDB of length k - hLen - 1 as

EM = Y || naskedSeed || maskedDB.

c. Let seedvask = M3-(maskedDB, hLen).

d. Let seed = maskedSeed \xor seedMask.

e. Let dbMask = M3F(seed, k - hLen - 1).

f. Let DB = maskedDB \ xor dbMask.

g. Separate DB into an octet string | Hash’ of length hLen, a
(possi bly enpty) padding string PS consisting of octets
wi t h hexadeci mal val ue 0x00, and a nmessage M as

DB = | Hash’ || PS || Ox01 || M
If there is no octet with hexadeci mal value 0x01 to
separate PS fromM if | Hash does not equal |Hash', or if
Y is nonzero, output "decryption error" and stop. (See
the note bel ow. )
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2

4. CQutput the message M

Note: Care must be taken to ensure that an opponent cannot

di stinguish the different error conditions in Step 3.g, whether by
error nessage or timng, and, nore generally, that an opponent
cannot | earn partial information about the encoded nessage EM

O herwi se, an opponent nmay be able to obtain useful information
about the decryption of the ciphertext C leading to a chosen-

ci phertext attack such as the one observed by Manger [ MANGER] .

RSAES- PKCS1-v1_5

RSAES- PKCS1-v1 5 combi nes the RSAEP and RSADP primtives (Sections
5.1.1 and 5.1.2) with the EME- PKCS1-v1_5 encoding nmethod (Step 2 in
Section 7.2.1, and Step 3 in Section 7.2.2). It is mathematically
equi val ent to the encryption schene in PKCS #1 vl.5.

RSAES- PKCS1-v1 5 can operate on nmessages of length up to k - 11
octets (k is the octet |length of the RSA nodul us), although care
shoul d be taken to avoid certain attacks on | ow exponent RSA due to
Coppersm th, Franklin, Patarin, and Reiter when | ong nessages are
encrypted (see the third bullet in the notes bel ow and [ LOAEXP] ;

[ NEWATTACK] contains an inproved attack). As a general rule, the use
of this scheme for encrypting an arbitrary nessage, as opposed to a
random y generated key, is NOT RECOVVENDED.

It is possible to generate valid RSAES- PKCS1-v1_5 ciphertexts without
knowi ng the correspondi ng plaintexts, with a reasonable probability
of success. This ability can be exploited in a chosen-ciphertext
attack as shown in [ BLEI CHENBACHER]. Therefore, if RSAES-PKCSl1-v1l 5
is to be used, certain easily inplenented counterneasures should be
taken to thwart the attack found in [ BLEI CHENBACHER]. Typica
exanpl es include the addition of structure to the data to be encoded,
ri gorous checking of PKCS #1 v1.5 conformance (and ot her redundancy)
in decrypted nmessages, and the consolidation of error nessages in a
client-server protocol based on PKCS #1 v1.5. These can all be

ef fective counterneasures and do not involve changes to a protoco
based on PKCS #1 v1.5. See [BKS] for a further discussion of these
and ot her counterneasures. It has recently been shown that the
security of the SSL/TLS handshake protocol [RFC5246], which uses
RSAES- PKCS1-v1 5 and certain counterneasures, can be related to a
variant of the RSA problem see [RSATLS] for discussion.

Note: The foll owi ng passages describe some security recommendati ons
pertaining to the use of RSAES- PKCS1-vl 5. Recommendations from PKCS
#1 v1.5 are included as well as new recomendati ons notivated by
cryptanal yti c advances nmade in the intervening years.
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1.

It is RECOWENDED that the pseudorandom octets in Step 2 in
Section 7.2.1 be generated i ndependently for each encryption
process, especially if the same data is input to nore than one
encryption process. Haastad s results [HAASTAD] are one
notivation for this recomendation

The padding string PSin Step 2 in Section 7.2.1 is at |east eight
octets long, which is a security condition for public-key
operations that makes it difficult for an attacker to recover data
by trying all possible encryption bl ocks.

The pseudorandom octets can al so help thwart an attack due to
Coppersmith et al. [LOAEXP] (see [ NEWATTACK] for an inprovenent
of the attack) when the size of the message to be encrypted is
kept small. The attack works on | ow exponent RSA when simlar
messages are encrypted with the same RSA public key. Mre
specifically, in one flavor of the attack, when two inputs to
RSAEP agree on a large fraction of bits (8/9) and | ow exponent RSA
(e =3) is used to encrypt both of them it may be possible to
recover both inputs with the attack. Another flavor of the attack
is successful in decrypting a single ciphertext when a | arge
fraction (2/3) of the input to RSAEP is already known. For
typical applications, the nessage to be encrypted is short (e.g.,
a 128-bit symetric key), so not enough information will be known
or common between two nessages to enable the attack. However, if
a long message is encrypted, or if part of a nessage is known,
then the attack may be a concern. In any case, the RSAES- QAEP
schenme overcones the attack.

Encryption Qperation

RSAES- PKCS1- V1_5- ENCRYPT ((n, €), M

I nput :

(n, €) recipient’s RSA public key (k denotes the length in
octets of the nodul us n)

M message to be encrypted, an octet string of length
m_.en, where nlen <= k - 11

Qut put :
C ci phertext, an octet string of length k
Error: "message too |ong”
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St eps:

1. Length checking: If men > k - 11, output "nessage too |ong"
and st op.

2.  EME-PKCS1-v1_ 5 encoding:
a. Generate an octet string PS of length k - nLen - 3
consi sting of pseudo-randomy generated nonzero octets.
The length of PS will be at |east eight octets.

b. Concatenate PS, the message M and other padding to form
an encoded nessage EM of length k octets as

EM = 0x00 || 0x02 || PS || 0x00 || M
3. RSA encryption:

a. Convert the encoded nessage EMto an integer nessage
representative m(see Section 4.2):

m= OS2I P (EM.
b. Apply the RSAEP encryption primtive (Section 5.1.1) to
the RSA public key (n, e) and the nessage representative m
to produce an integer ciphertext representative c:

¢ = RSAEP ((n, e), m.

c. Convert the ciphertext representative ¢ to a ciphertext C
of length k octets (see Section 4.1):

C =1205P (c, k).
4. CQutput the ciphertext C
7.2.2. Decryption Operation

RSAES- PKCS1- V1_5- DECRYPT (K, O

I nput :
K recipient’s RSA private key
C ci phertext to be decrypted, an octet string of length k,

where k is the length in octets of the RSA nodul us n
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Error:
St eps:

1.
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message, an octet string of length at nost k - 11

"decryption error"

Length checking: If the Iength of the ciphertext Cis not k
octets (or if k < 11), output "decryption error" and stop

RSA decrypti on:

a. Convert the ciphertext Cto an integer ciphertext
representative c (see Section 4.2):

c = 0S2IP (O).

b. Apply the RSADP decryption primtive (Section 5.1.2) to
the RSA private key (n, d) and the ciphertext
representative c to produce an integer nessage
representative m

m = RSADP ((n, d), c).

I f RSADP outputs "ciphertext representative out of range"
(meaning that ¢ >= n), output "decryption error” and stop

c. Convert the nessage representative mto an encoded nessage
EM of length k octets (see Section 4.1):

EM = [20SP (m k).

EME- PKCS1-v1 5 decodi ng: Separate the encoded nessage EMinto
an octet string PS consisting of nonzero octets and a nessage
M as

EM = 0x00 || 0x02 || PS || 0x00 || M

If the first octet of EM does not have hexadeci mal val ue 0x00,
if the second octet of EM does not have hexadeci mal val ue
0x02, if there is no octet with hexadeci mal value 0x00 to
separate PS fromM or if the length of PSis less than 8
octets, output "decryption error" and stop. (See the note

bel ow.)

Qut put M
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8.

Note: Care shall be taken to ensure that an opponent cannot

di stinguish the different error conditions in Step 3, whether by
error nessage or timng. Oherw se, an opponent may be able to
obtain useful information about the decryption of the ciphertext
C, leading to a strengthened version of Bleichenbacher’s attack
[ BLEI CHENBACHER] ; conpare to Manger’'s attack [ MANGER].

Si gnature Scherme with Appendi x

For the purposes of this docunent, a signature schenme with appendi x
consists of a signature generation operation and a signature
verification operation, where the signature generation operation
produces a signature froma nessage with a signer’s RSA private key,
and the signature verification operation verifies the signature on
the message with the signer’s correspondi ng RSA public key. To
verify a signature constructed with this type of scheme, it is
necessary to have the nessage itself. 1In this way, signature schenes
wi th appendi x are distinguished from signature schenmes with nessage
recovery, which are not supported in this docunent.

A signature schene with appendi x can be enployed in a variety of
applications. For instance, the signature schenes w th appendi x
defined here would be suitable signature algorithns for X 509
certificates [I1SO594]. Related signature schenmes coul d be enpl oyed
in PKCS #7 [ RFC2315], although for technical reasons the current
versi on of PKCS #7 separates a hash function froma signature schene,
which is different than what is done here; see the note in

Appendi x A 2.3 for nore discussion

Two signature schenes with appendi x are specified in this docunent:
RSASSA- PSS and RSASSA- PKCS1-v1_5. Although no attacks are known
agai nst RSASSA- PKCS1-v1 5, in the interest of increased robustness,
RSASSA- PSS is REQUI RED i n new applications. RSASSA-PKCS1-v1l 5 is
included only for conpatibility with existing applications.

The signature schenmes with appendi x given here follow a general nodel
simlar to that enployed in | EEE 1363 [| EEE1363], conbi ning signature
and verification primtives with an encodi ng nethod for signatures.
The signature generation operations apply a message encodi ng
operation to a nessage to produce an encoded nessage, which is then
converted to an integer nessage representative. A signature
primtive is applied to the nmessage representative to produce the
signature. Reversing this, the signature verification operations
apply a signature verification primtive to the signature to recover
a message representative, which is then converted to an octet-string-
encoded nmessage. A verification operation is applied to the nessage
and t he encoded nessage to determ ne whether they are consistent.
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If the encoding nmethod is determnistic (e.g., EMSA-PKCS1-v1l 5), the
verification operation may apply the nessage encodi ng operation to
the message and conpare the resulting encoded nmessage to the
previously derived encoded nessage. |If there is a match, the
signature is considered valid. |If the nethod is random zed (e.g.,
EMSA- PSS), the verification operation is typically nore conpli cated.
For exanple, the verification operation in EMSA-PSS extracts the
random salt and a hash output fromthe encoded message and checks
whet her the hash output, the salt, and the message are consistent;
the hash output is a determnistic function in terns of the nessage
and the salt. For both signature schenes with appendi x defined in
this docunment, the signature generation and signature verification
operations are readily inplemented as "singl e-pass" operations if the
signature is placed after the nessage. See PKCS #7 [RFC2315] for an
exanple format in the case of RSASSA- PKCS1-v1_5.

8.1. RSASSA- PSS

RSASSA- PSS combi nes the RSASP1 and RSAVP1 primitives with the

EMBA- PSS encoding nethod. It is conpatible with the |nteger

Factori zation Signature Schene wi th Appendi x (I FSSA) as anended in

| EEE 1363a [| EEE1363A], where the signature and verification
primtives are | FSP-RSAl and | FVP-RSAl1 as defined in | EEE 1363

[ 1 EEE1363], and the nessage encoding method is EMSAA. EMSA4 is
slightly nore general than EMSA-PSS as it acts on bit strings rather
than on octet strings. EMSA-PSS is equivalent to EMSA4 restricted to
the case that the operands as well as the hash and salt values are
octet strings.

The |l ength of nessages on whi ch RSASSA- PSS can operate is either
unrestricted or constrained by a very | arge nunber, depending on the
hash functi on underlying the EMSA- PSS encodi ng net hod.

Assumi ng that conputing e-th roots nodulo n is infeasible and the
hash and nmask generation functions in EMSA- PSS have appropriate
properties, RSASSA-PSS provides secure signatures. This assurance is
provable in the sense that the difficulty of forging signatures can
be directly related to the difficulty of inverting the RSA function,
provi ded that the hash and mask generation functions are viewed as

bl ack boxes or random oracles. The bounds in the security proof are
essentially "tight", meaning that the success probability and running
time for the best forger agai nst RSASSA-PSS are very close to the
correspondi ng paraneters for the best RSA inversion algorithm see

[ RSARABI N] [ PSSPROOF] [JONSSON] for further discussion

In contrast to the RSASSA- PKCS1-vl 5 signature schene, a hash

function identifier is not enbedded in the EMSA- PSS encoded nessage,
so in theory it is possible for an adversary to substitute a
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different (and potentially weaker) hash function than the one

sel ected by the signer. Therefore, it is RECOMVENDED that the

EMSA- PSS mask generation function be based on the sane hash function
In this manner, the entire encoded nessage will be dependent on the
hash function, and it will be difficult for an opponent to substitute
a different hash function than the one intended by the signer. This
mat chi ng of hash functions is only for the purpose of preventing hash
function substitution and is not necessary if hash function
substitution is addressed by other neans (e.g., the verifier accepts
only a designated hash function). See [HASH D] for further

di scussi on of these points. The provable security of RSASSA- PSS does
not rely on the hash function in the mask generation function bei ng
the sane as the hash function applied to the nessage.

RSASSA-PSS is different from ot her RSA-based signature schenes in
that it is probabilistic rather than determ nistic, incorporating a
random y generated salt value. The salt value enhances the security
of the schene by affording a "tighter" security proof than
deterministic alternatives such as Full Domain Hashing (FDH); see

[ RSARABI N] for discussion. However, the randomess is not critica
to security. In situations where random generation is not possible,
a fixed value or a sequence nunber could be enployed instead, with
the resulting provable security simlar to that of FDH [ FDH|.

8.1.1. Signature Ceneration Operation

RSASSA- PSS-SIGN (K, M

I nput :
K signer’s RSA private key
M message to be signed, an octet string
CQut put :
S signature, an octet string of length k, where k is the
length in octets of the RSA nodulus n
Errors: "nessage too long;" "encoding error”
St eps:

1. EMSA-PSS encoding: Apply the EMSA-PSS encodi ng operation
(Section 9.1.1) to the nessage Mto produce an encoded nessage
EM of length \ceil ((npdBits - 1)/8) octets such that the bit
Il ength of the integer OS2I P (EM (see Section 4.2) is at nobst
nmodBits - 1, where nodBits is the length in bits of the RSA
nmodul us n:
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EM = EMBA- PSS- ENCODE (M nodBits - 1).

Note that the octet length of EMwill be one |less than k if

nmodBits - 1 is divisible by 8 and equal to k otherwi se. |If
the encodi ng operation outputs "nessage too |ong", output
"message too long" and stop. |If the encodi ng operation

outputs "encoding error", output "encoding error" and stop
2. RSA signature:

a. Convert the encoded nessage EMto an integer nessage
representative m(see Section 4.2):

m= OS2I P (EM.
b. Apply the RSASP1 signature primtive (Section 5.2.1) to
the RSA private key K and the nessage representative mto
produce an integer signature representative s:

s = RSASPL (K, m).

c. Convert the signature representative s to a signature S of
Il ength k octets (see Section 4.1):

S = 1205P (s, k).
3. Qutput the signature S
8.1.2. Signature Verification Qperation
RSASSA- PSS- VERI FY ((n, €), M S)
I nput :
(n, e) signer’'s RSA public key
M message whose signhature is to be verified, an octet string
S signature to be verified, an octet string of length k,
where k is the length in octets of the RSA nmodul us n
Qutput: "valid signature" or "invalid signature"

St eps:

1. Length checking: If the length of the signature Sis not k
octets, output "invalid signature” and stop
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8.

2.

2. RSA verification:

a. Convert the signature S to an integer signature
representative s (see Section 4.2):

s = OS2IP (9).

b. Apply the RSAVP1 verification primtive (Section 5.2.2) to
the RSA public key (n, e) and the signature representative
s to produce an integer nessage representative m

m = RSAVP1 ((n, e), s).

I f RSAVP1 output "signature representative out of range",
output "invalid signature" and stop.

c. Convert the nessage representative mto an encoded nessage
EM of length enmLen = \ceil ((nodBits - 1)/8) octets, where
modBits is the length in bits of the RSA nodulus n (see
Section 4.1):

EM = | 205P (m enlen).

Note that emlen will be one less than k if nmodBits - 1 is
divisible by 8 and equal to k otherwise. |If |20SP outputs
"integer too large", output "invalid signature" and stop.

3. EMSA-PSS verification: Apply the EVMBA-PSS verification
operation (Section 9.1.2) to the nmessage M and the encoded
message EMto determ ne whether they are consistent:

Result = EMBSA-PSS-VERIFY (M EM nodBits - 1).

4. |If Result = "consistent", output "valid signature".
O herwi se, output "invalid signature".

RSASSA- PKCS1-v1_5

RSASSA- PKCS1-v1_5 conbi nes the RSASP1 and RSAVP1 primtives with the
EMBA- PKCS1-v1l 5 encoding nmethod. 1t is conpatible with the | FSSA
schene defined in | EEE 1363 [| EEE1363], where the signhature and
verification primtives are | FSP-RSA1 and | FVP- RSAl, and the nessage
encodi ng method is EMSA- PKCS1-v1_5 (which is not defined in | EEE 1363
but is in | EEE 1363a [| EEE1363A]).

The | ength of nessages on whi ch RSASSA- PKCS1-v1 5 can operate is
either unrestricted or constrained by a very | arge nunber, dependi ng
on the hash function underlying the EMSA- PKCS1-v1l 5 net hod.
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Assumi ng that conputing e-th roots nmodulo n is infeasible and the
hash function in EMSA- PKCS1-v1_ 5 has appropriate properties,

RSASSA- PKCS1-v1_ 5 is conjectured to provide secure signatures. NMore
preci sely, forging signatures wi thout knowi ng the RSA private key is
conjectured to be conmputationally infeasible. Also, in the encoding
met hod EMSA- PKCS1-v1 5, a hash function identifier is enbedded in the
encodi ng. Because of this feature, an adversary trying to find a
message with the same signhature as a previously signed nmessage mnust
find collisions of the particular hash function being used; attacking
a different hash function than the one sel ected by the signer is not
useful to the adversary. See [HASH D] for further discussion

Note: As noted in PKCS #1 v1.5, the EMSA-PKCS1-v1_ 5 encodi ng net hod
has the property that the encoded nessage, converted to an integer
message representative, is guaranteed to be large and at | east
somewhat “"randonmt. This prevents attacks of the kind proposed by
Desnmedt and Odl yzko [ CHOSEN] where multiplicative rel ationships

bet ween nessage representatives are devel oped by factoring the
message representatives into a set of small values (e.g., a set of
small prines). Coron, Naccache, and Stern [ PADDING showed that a
stronger formof this type of attack could be quite effective against
sonme instances of the SO I EC 9796-2 signature schene. They al so
anal yzed the complexity of this type of attack agai nst the

EMSA- PKCS1-v1_5 encodi ng met hod and concluded that an attack woul d be
i mpractical, requiring nore operations than a collision search on the
under|ying hash function (i.e., nore than 2780 operations).
Coppersm th, Halevi, and Jutla [ FORGERY] subsequently extended Coron
et al.’s attack to break the SO 1EC 9796-1 signature schenme with
nmessage recovery. The various attacks illustrate the inportance of
carefully constructing the input to the RSA signature prinmitive,
particularly in a signature schenme with nmessage recovery.

Accordingly, the EMSA- PKCS-v1l_5 encoding nmethod explicitly includes a
hash operation and is not intended for signature schemes with nessage
recovery. Moreover, while no attack is known agai nst the

EMSA- PKCS-v1 5 encodi ng nmethod, a gradual transition to EMSA-PSS is
recomended as a precaution agai nst future devel opnents.

8.2.1. Signature Generation Operation

RSASSA- PKCS1- V1_5-SIGN (K, M

I nput :
K signer’s RSA private key
M message to be signed, an octet string
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CQut put :
S signature, an octet string of length k, where k is the
length in octets of the RSA nbdulus n
Errors: "nessage too |long"; "RSA nodulus too short"
St eps:

1. EMSA-PKCS1-v1l 5 encoding: Apply the EMSA- PKCS1-v1l 5 encoding
operation (Section 9.2) to the nessage Mto produce an encoded
message EM of length k octets:

EM = EMSA- PKCS1- V1_5- ENCODE (M k).
If the encodi ng operation outputs "nessage too |ong", output
"message too long" and stop. |If the encodi ng operation
outputs "intended encoded nessage |length too short", output
"RSA nodul us too short" and stop
2. RSA signature:

a. Convert the encoded nessage EMto an integer nessage
representative m(see Section 4.2):

m= OS2I P (EM.
b. Apply the RSASP1 signature primtive (Section 5.2.1) to
the RSA private key K and the nessage representative mto
produce an integer signature representative s:

s = RSASPL (K, m).

c. Convert the signature representative s to a signature S of
Il ength k octets (see Section 4.1):

S = 1208P (s, k).
3. Qutput the signature S
8.2.2. Signature Verification Qperation
RSASSA- PKCS1-V1_5-VERIFY ((n, e), M S)
I nput :

(n, e) signer’'s RSA public key
M message whose signature is to be verified, an octet string

Moriarty, et al. I nf or mat i onal [ Page 37]



RFC 8017

Qut put
Errors:
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1.
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signature to be verified, an octet string of length k,
where k is the length in octets of the RSA nmodul us n
"valid signature" or "invalid signature"

"message too long"; "RSA nodulus too short”

Length checking: If the length of the signature Sis not k
octets, output "invalid signature" and stop

RSA verification

a. Convert the signature S to an integer signature
representative s (see Section 4.2):

s = OS2IP (9).

b. Apply the RSAVP1 verification primtive (Section 5.2.2) to
the RSA public key (n, e) and the signature representative
s to produce an integer nessage representative m

m = RSAVP1 ((n, e), s).

I f RSAVP1l outputs "signature representative out of range",
output "invalid signature"” and stop

c. Convert the nessage representative mto an encoded nessage
EM of length k octets (see Section 4.1):

EM = [20SP (m k).

If 1208P outputs "integer too large", output "invalid
signature" and stop.

EMSA- PKCS1-v1_5 encodi ng: Apply the EMSA- PKCS1-v1_5 encodi ng
operation (Section 9.2) to the message Mto produce a second
encoded nmessage EM of length k octets:

EM = EMSA- PKCS1-V1_5- ENCODE (M k).
If the encodi ng operation outputs "nmessage too |ong", output
"message too long" and stop. |If the encodi ng operation

outputs "intended encoded nessage |length too short", output
"RSA nodul us too short" and stop
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4. Conpare the encoded nessage EM and the second encoded nessage
EM. |If they are the same, output "valid signature”;
ot herw se, output "invalid signature”

Not e: Another way to inplenent the signature verification
operation is to apply a "decodi ng" operation (not specified in
this docunment) to the encoded nmessage to recover the underlying
hash val ue, and then conpare it to a newy conputed hash val ue.
This has the advantage that it requires |less internedi ate storage
(two hash val ues rather than two encoded nessages), but the

di sadvantage that it requires additional code

Encodi ng Met hods for Signatures wi th Appendi x

Encodi ng nmet hods consi st of operations that map between octet string
messages and octet-string-encoded nmessages, which are converted to
and frominteger nessage representatives in the schenes. The integer
message representatives are processed via the prinitives. The
encodi ng nmet hods thus provide the connection between the schenes,

whi ch process nmessages, and the primtives.

An encodi ng nethod for signatures with appendix, for the purposes of
this docunment, consists of an encoding operation and optionally a
verification operation. An encoding operation naps a nessage Mto an
encoded nmessage EM of a specified length. A verification operation
det ermi nes whether a nmessage M and an encoded nessage EM are
consistent, i.e., whether the encoded nessage EMis a valid encoding
of the nmessage M

The encodi ng operation may introduce sone randomess, so that
different applications of the encoding operation to the same nessage
wi Il produce different encoded nmessages, which has benefits for
provabl e security. For such an encodi ng net hod, both an encoding and
a verification operation are needed unless the verifier can reproduce
the randommess (e.g., by obtaining the salt value fromthe signer).
For a deterministic encoding method, only an encodi ng operation is
needed.

Two encodi ng nmethods for signatures with appendi x are enployed in the
signature schenes and are specified here: EMSA-PSS and
EMSA- PKCS1-v1_5.
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9.1. EM5SA-PSS

Thi s encoding nethod is parameterized by the choice of hash function,
mask generation function, and salt length. These options should be
fixed for a given RSA key, except that the salt Iength can be

vari abl e (see [JONSSON] for discussion). Suggested hash and mask
generation functions are given in Appendix B. The encoding nmethod is
based on Bell are and Rogaway’'s Probabilistic Signature Schene (PSS)
[RSARABIN][PSS]. It is random zed and has an encodi ng operation and
a verification operation.

Figure 2 illustrates the encodi ng operation.
S +
M
Fom e oo +
I
Vv
Hash
I
\Y,
T S S +
M = | Paddi ngl| nmnHash | sal t |
Fomm e - o - Fomm oo - Fomm oo - +
|
S SRR TS + V
DB = | Paddi ng2| sal t | Hash
S . - + |
I I
\ I
xXor <--- MGF <---|
I I
I I
V V
o e e e oo S +- -+
EM = | maskedDB H | be]
o e e e o TS +- -+

Fi gure 2: EMSA- PSS Encodi ng Operation

Note that the verification operation follows reverse steps to recover
salt and then forward steps to reconpute and conpare H.
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Not es:

1. The encoding nmethod defined here differs fromthe one in Bellare
and Rogaway’s subnission to | EEE 1363a [PSS] in three respects:

* |t applies a hash function rather than a mask generation
function to the nessage. Even though the nask generation
function is based on a hash function, it seenms nore natural to
apply a hash function directly.

* The value that is hashed together with the salt value is the
string (0x)00 00 00 00 00 00 00 00 || nHash rather than the
message Mitself. Here, nHash is the hash of M Note that
the hash function is the sanme in both steps. See Note 3 bel ow
for further discussion. (Also, the name "salt" is used
instead of "seed", as it is nmore reflective of the value's
role.)

* The encoded nessage in EMSA-PSS has nine fixed bits; the first
bit is 0 and the last eight bits forma "trailer field", the
octet Oxbc. In the original schenme, only the first bit is
fixed. The rationale for the trailer field is for
conpatibility with the Integer Factorization Signature
Primitive using Rabin-WIllians (I FSP-RW in | EEE 1363
[ 1 EEE1363] and the corresponding primtive in SO IEC
9796-2: 2010 [ SO9796] .

2. Assunming that the mask generation function is based on a hash
function, it is RECOWENDED that the hash function be the same as
the one that is applied to the nessage; see Section 8.1 for
further discussion.

3. Wthout conprom sing the security proof for RSASSA-PSS, one may
perform Steps 1 and 2 of EMSA-PSS- ENCODE and EMSA- PSS- VERI FY ('t he
application of the hash function to the nessage) outside the
nmodul e that conputes the rest of the signature operation, so that
mHash rat her than the nessage Mitself is input to the nodul e.

In other words, the security proof for RSASSA-PSS still holds
even if an opponent can control the value of nHash. This is
convenient if the nodule has limted I/O bandwidth, e.g., a smart
card. Note that previous versions of PSS [ RSARABI N] [ PSS] did not
have this property. O course, it nay be desirable for other
security reasons to have the nodul e process the full nessage
For instance, the nodule may need to "see" what it is signing if
it does not trust the conponent that computes the hash val ue.
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1.

1.

Typical salt lengths in octets are hLen (the length of the output
of the hash function Hash) and 0. In both cases, the security of
RSASSA- PSS can be closely related to the hardness of inverting
RSAVP1l. Bellare and Rogaway [ RSARABIN] give a tight |ower bound
for the security of the original RSA-PSS schene, which
corresponds roughly to the forner case, while Coron [FDH gives a
| ower bound for the related Full Domain Hashing scheme, which
corresponds roughly to the latter case. |In [PSSPROOF], Coron
provides a general treatnment with various salt |engths ranging
fromO to hLen; see [I EEE1363A] for discussion. See also

[ JONSSQN], which adapts the security proofs in [ RSARABI N|

[ PSSPROOF] to address the differences between the original and
the present version of RSA-PSS as listed in Note 1 above.

As noted in | EEE 1363a [| EEE1363A], the use of random zation in
signature schenes -- such as the salt value in EMSA-PSS -- may
provide a "covert channel" for transmitting infornmation other
than the nmessage being signed. For nore on covert channels, see
[ SI MMONS] .

Encodi ng Operati on

EMBA- PSS- ENCCDE (M enBi t s)

Opt i ons:
Hash hash function (hLen denotes the length in octets of
the hash function output)
MaF mask generation function
sLen intended length in octets of the salt
I nput :
M message to be encoded, an octet string

enBits maxi mal bit length of the integer OS2I P (EM (see Section
4.2), at |least 8hLen + 8sLen + 9

CQut put :
EM encoded nessage, an octet string of |length enLen = \cei
(enBits/8)
Errors: "Encoding error"; "message too |ong"
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11.

12.

13.
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If the length of Mis greater than the input Iimtation for
the hash function (2761 - 1 octets for SHA-1), output
"message too |ong" and stop.

Let nHash = Hash(M, an octet string of |ength hLen.

If emLen < hLen + sLen + 2, output "encoding error" and stop.

Generate a randomoctet string salt of length sLen; if sLen =
0, then salt is the enpty string.

Let
M = (0x)00 00 00 00 00 00 00 00 || nHash || salt;

M is an octet string of length 8 + hLen + sLen with eight
initial zero octets.

Let H= Hash(M), an octet string of |ength hLen.

Generate an octet string PS consisting of enlen - sLen - hLen
- 2 zero octets. The length of PS nay be O.

Let DB = PS || Ox01 || salt; DBis an octet string of length
enmLen - hlLen - 1.

Let dbMask = MEF(H, enlen - hLen - 1).
Let maskedDB = DB \ xor dbMask.

Set the |eftnost 8enlLen - enBits bits of the | eftnost octet
in maskedDB to zero.

Let EM = nmaskedDB || H || Oxbc.

Qut put EM
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9.1.2. Verification Qperation

EMSA- PSS-VERIFY (M EM enBits)

Opt i ons
Hash

MGF
sLen

| nput :

M
EM

hash function (hLen denotes the length in octets of
the hash function out put)

mask generation function

intended length in octets of the salt

message to be verified, an octet string
encoded nessage, an octet string of length emLen = \cei
(enBits/8)

enBits maxi mal bit length of the integer OS2I P (EM (see Section

CQut put :
St eps:

1.

Moriarty,

4.2), at |least 8hLen + 8sLen + 9

"consistent" or "inconsistent"

If the length of Mis greater than the input limtation for
the hash function (2761 - 1 octets for SHA-1), output
"inconsistent" and stop

Let mHash = Hash(M, an octet string of |ength hLen

If emLen < hLen + sLen + 2, output "inconsistent" and stop

If the rightnost octet of EM does not have hexadeci mal val ue
Oxbc, output "inconsistent"” and stop

Let maskedDB be the |l eftnpst enlen - hLen - 1 octets of EM
and |l et H be the next hlLen octets.

If the leftnmost 8enlen - enBits bits of the |eftnost octet in
maskedDB are not all equal to zero, output "inconsistent” and
st op.

Let dbMask = M3F(H, enmlen - hLen - 1).

Let DB = maskedDB \ xor dbMask.

Set the |leftnpost 8enlen - enBits bits of the | eftnpst octet
in DB to zero.
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10. If the emLen - hLen - sLen - 2 leftnost octets of DB are not
zero or if the octet at position enmlen - hLen - slLen - 1 (the
| eftnost position is "position 1") does not have hexadeci ma
val ue 0x01, output "inconsistent" and stop

11. Let salt be the last sLen octets of DB

12. Let

M = (0x)00 00 00 00 00 00 00 00 || mHash || salt ;

M is an octet string of length 8 + hLen + sLen with eight
initial zero octets.

13. Let H = Hash(M), an octet string of |length hLen

14. If H= H, output "consistent". Oherw se, output
"inconsistent".

9.2. EMSA-PKCS1-v1_5

This encoding nethod is determnistic and only has an encodi ng
operati on.

EMBA- PKCS1- v1_5- ENCODE (M enlen)

Opt i on:
Hash hash function (hLen denotes the length in octets of
the hash function output)
I nput :
M nmessage to be encoded
enlen intended length in octets of the encoded nessage, at
| east tLen + 11, where tlLen is the octet length of the
Di stingui shed Encodi ng Rul es (DER) encoding T of
a certain value conputed during the encodi ng operation
CQut put :
EM encoded nessage, an octet string of |length enlLen
Errors: "nessage too long"; "intended encoded nessage | ength too
short"”
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Apply the hash function to the message Mto produce a hash
val ue H:

H = Hash(M.

If the hash function outputs "nmessage too |ong", output
"message too | ong" and stop.

Encode the algorithmID for the hash function and the hash
value into an ASN. 1 value of type Digestinfo (see

Appendi x A.2.4) with the DER, where the type Digestlnfo has
the synt ax

Di gestlnfo ::= SEQUENCE ({
di gest Algorithm Al gorithm dentifier,
di gest OCTET STRI NG

}

The first field identifies the hash function and the second
contains the hash value. Let T be the DER encoding of the
Di gestlnfo value (see the notes below), and | et tLen be the
length in octets of T.

If emlen < tlen + 11, output "intended encoded nessage | ength
too short"™ and stop.

Generate an octet string PS consisting of enlen - tLen - 3
octets with hexadeci mal value Oxff. The length of PS will be
at | east 8 octets.

Concatenate PS, the DER encoding T, and other padding to form
the encoded nessage EM as

EM = 0x00 || Ox01 || PS || 0x00 [| T.

Qut put EM
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Not es:

1. For the nine hash functions mentioned in Appendi x B.1, the DER
encoding T of the Digestinfo value is equal to the foll ow ng:

MD2: (0x)30 20 30 Oc 06 08 2a 86 48 86 f7 0d 02 02 05 00 04
10 |] H.

MD5: (0x)30 20 30 Oc 06 08 2a 86 48 86 f7 0d 02 05 05 00 04
10 || H

SHA- 1: (0x)30 21 30 09 06 05 2b Oe 03 02 1a 05 00 04 14 || H
SHA-224: (0x)30 2d 30 0d 06 09 60 86 48 01 65 03 04 02 04

05 00 04 1c || H.

SHA- 256: (0x)30 31 30 0d 06 09 60 86 48 01 65 03 04 02 01 05 00
04

20 || H

SHA-384: (0x)30 41 30 od 06 09 60 86 48 01 65 03 04 02 02 05 00

04 30 || H
SHA-512: (0x)30 51 30 0d 06 09 60 86 48 01 65 03 04 02 03 05 00
04 40 || H
SHA-512/224: (0x)30 2d 30 0d 06 09 60 86 48 01 65 03 04 02 05
05 00 04 1c || H
SHA- 512/ 256: (0x)30 31 30 0d 06 09 60 86 48 01 65 03 04 02 06
05 00 04 20 || H
2. In version 1.5 of this docunent, T was defined as the BER
encodi ng, rather than the DER encodi ng, of the Digestlnfo val ue.
In particular, it is possible -- at least in theory -- that the
verification operation defined in this document (as well as in

version 2.0) rejects a signature that is valid with respect to
the specification given in PKCS #1 v1.5. This occurs if other
rules than DER are applied to Digestinfo (e.g., an indefinite

| ength encodi ng of the underlying SEQUENCE type). VWhile this is
unlikely to be a concern in practice, a cautious inplenentor may
choose to enploy a verification operation based on a BER decodi ng

operation as specified in PKCS #1 v1.5. |In this nmanner,

conpatibility with any valid inplenentation based on PKCS #1 v1.5
is obtained. Such a verification operation should indicate

whet her the underlying BER encoding is a DER encodi ng and hence
whet her the signature is valid with respect to the specification

given in this docunent.
10. Security Considerations

Security considerations are discussed throughout this neno.
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Appendi x A, ASN. 1 Synt ax
A.1. RSA Key Representation

This section defines ASN. 1 object identifiers for RSA public and
private keys and defines the types RSAPublicKey and RSAPri vat eKey.
The intended application of these definitions includes X 509
certificates, PKCS #8 [ RFC5958], and PKCS #12 [ RFC7292].

The object identifier rsaEncryption identifies RSA public and private
keys as defined in Appendices A 1.1 and A 1.2. The paraneters field
has associated with this ODin a value of type A gorithmdentifier
SHALL have a val ue of type NULL.

rsaEncryption OBJECT IDENTIFIER ::={ pkcs-1 1}

The definitions in this section have been extended to support nulti-
prinme RSA, but they are backward conpatible with previous versions.

A.1.1. RSA Public Key Syntax

An RSA public key should be represented with the ASN. 1 type
RSAPubl i cKey:

RSAPubl i cKey ::= SEQUENCE {
modul us I NTECER, -- n
publ i cExponent INTEGCER -- e
}

The fields of type RSAPublicKey have the follow ng meani ngs:
0 modulus is the RSA nodulus n

0 publicExponent is the RSA public exponent e.
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A.1.2. RSA Private Key Syntax

An RSA private key should be represented with the ASN. 1 type
RSAPr i vat eKey:

RSAPri vat eKey ::= SEQUENCE {
version Ver si on,
modul us I NTECER, -- n
publ i cExponent I NTECER, -- e
pri vat eExponent I NTECER, -- d
prinel INTECER, -- p
prinme2 I NTECER, -- (@
exponent 1 I NTEGER, -- d nod (p-1)
exponent 2 I NTECER, -- d nod (qg-1)
coefficient I NTECER, -- (inverse of q) nod p

ot her Pri nel nf os O her Pri mel nfos OPTI ONAL
}

The fields of type RSAPrivateKey have the foll owi ng nmeani ngs:

0 version is the version nunber, for conpatibility with future

revisions of this document. |t SHALL be O for this version of the
docunent, unless nulti-prinme is used; in which case, it SHALL be
1.

Version ::= I NTEGER { two-prine(0), multi(1l) }

( CONSTRAI NED BY
{-- version nust be multi if otherPrinelnfos present --})

o nodulus is the RSA nodul us n.

0 publicExponent is the RSA public exponent e.

0 privateExponent is the RSA private exponent d.
o prinel is the prime factor p of n.

o prine2 is the prime factor g of n.

o exponentl is d nod (p - 1).

o0 exponent2 is d nod (g - 1).

o coefficient is the CRT coefficient g*(-1) nod p.
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otherPrimel nfos contains the information for the additional prines
r 3, ..., r_u, inorder. It SHALL be omtted if version is 0 and
SHALL contain at | east one instance of OQtherPrinelnfo if version
is 1.

O herPrimelnfos ::= SEQUENCE SI ZE(1.. MAX) OF OtherPrinelnfo
O herPrimelnfo ::= SEQUENCE ({

prime I NTECER, -- ri

exponent I NTECER, -- di

coefficient I NTEGER  -- ti
}

The fields of type OGtherPrinelnfo have the foll owi ng neani ngs:

(0]

(o]

0

prine is a prinme factor r_i of n, where i >= 3.
exponent is d_i =d nmod (r_i - 1).

coefficient is the CRT coefficient t_ i =(r_1* r 2 * ... *
r (i-1))~(-1) nod r_i.

Note: It is inportant to protect the RSA private key against both

di scl osure and nodification. Techniques for such protection are
out side the scope of this docunent. Methods for storing and
distributing private keys and other cryptographic data are descri bed
in PKCS #12 and #15.
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A.2. Schene ldentification

This section defines object identifiers for the encryption and
signature schenes. The schenes conpatible with PKCS #1 v1.5 have the
sanme definitions as in PKCS #1 v1.5. The intended application of
these definitions includes X 509 certificates and PKCS #7.

Here are type identifier definitions for the PKCS #1 O Ds:

PKCS1Al gori t hns ALGORI THM | DENTI FI ER :: = {

{ O D rsaEncryption PARAMETERS NULL } |
{ O D nd2W t hRSAEncrypti on PARAMETERS NULL } |
{ O D md5W t hRSAEncrypti on PARAMETERS NULL } |
{ O D shalWthRSAEncryption PARAMETERS NULL } |
{ O D sha224W t hRSAEncrypti on PARAMETERS NULL } |
{ O D sha256W t hRSAEncrypti on PARAMETERS NULL } |
{ O D sha384Wt hRSAEncrypti on PARAMETERS NULL } |
{ O D sha512Wt hRSAEncrypti on PARAMETERS NULL } |
{ O D shab12-224W t hRSAEncrypti on PARAMETERS NULL } |
{ O D sha512-256Wt hRSAEncrypti on PARAMETERS NULL } |
{ O D id-RSAES- OAEP  PARAMETERS RSAES- OAEP- parans } |
PKCS1PSour ceAl gorit hns |
{ ODid-RSASSA-PSS PARAMETERS RSASSA- PSS- parans },

-- Allows for future expansion --

}
A 2.1. RSAES-QAEP

The object identifier id-RSAES-QAEP identifies the RSAES- OAEP
encryption schene.

i d- RSAES- QAEP OBJECT IDENTIFIER ::= { pkcs-1 7 }

The paraneters field associated with this ODin a value of type
Al gorithm dentifier SHALL have a val ue of type RSAES- OAEP- par ans:

RSAES- QAEP- par ans :: = SEQUENCE {
hashAl gorithm [ 0] HashAl gorithm DEFAULT shal,
maskGenAl gorithm [1] MaskGenAl gorithm DEFAULT ngf 1SHA1,
pSourceAl gorithm [2] PSourceAl gorithm DEFAULT pSpecifiedEnpty

}

The fields of type RSAES- OAEP- parans have the foll owi ng meani ngs:
0 hashAlgorithmidentifies the hash function. It SHALL be an

algorithmIDwith an O D in the set OQAEP-PSSDi gestAl gorithns. For
a di scussion of supported hash functions, see Appendi x B. 1.
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HashAl gorithm::= Al gorithmdentifier {
{ OAEP- PSSDi gest Al gori t hirs}

}
QAEP- PSSDi gest Al gori t hns ALGORI THM | DENTI FIER :: = {
{ ODid-shal PARAVETERS NULL }|
{ A Did-sha224 PARAVETERS NULL 1} |
{ O D id-sha256 PARAMETERS NULL }|
{ ODid-sha384 PARAMETERS NULL }|
{ ODid-sha512 PARAMETERS NULL 1}|
{ ODid-sha512-224 PARAMETERS NULL }|
{ O Did-sha512-256 PARAMETERS NULL },
.. =-- Allows for future expansion --
}

The default hash function is SHA-1:

shal HashAl gorithm::= {
algorithm id-shal,
parameters SHAlParanmeters : NULL

}
SHAlPar ameters ::= NULL
o maskGenAl gorithmidentifies the mask generation function. It

SHALL be an algorithmIDwith an ODin the set

PKCS1MSFAl gorit hms, which for this version SHALL consi st of
id-ngfl, identifying the M31 mask generation function (see
Appendi x B.2.1). The paraneters field associated with id-ngfl
SHALL be an algorithmID with an OD in the set

OAEP- PSSDi gest Al gorithnms, identifying the hash function on which
M3F1 i s based.

MaskGenAl gorithm::= Algorithm dentifier { {PKCSIMGAl gorithns} }

PKCSIMSFAI gor i t his ALGORI THM | DENTI FI ER :: = {
{ O D id-ngfl PARAMETERS HashAl gorl t hm}
.. =-- Allows for future expansion --

}

o0 The default mask generation function is MaF1 with SHA-1
mgf 1SHAL MaskGenAl gorithm :: = {

algorithm id-ngfl,
paraneters HashAl gorithm: shal
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0 pSourceAlgorithmidentifies the source (and possibly the val ue) of
the label L. It SHALL be an algorithmIDwith an O D in the set
PKCS1PSour ceAl gorithms, which for this version SHALL consi st of
i d-pSpecified, indicating that the label is specified explicitly.
The paraneters field associated with id-pSpecified SHALL have a

val ue of type OCTET STRING containing the label. |In previous
versions of this specification, the term"encodi ng paraneters" was
used rather than "l abel", hence the nane of the type bel ow

PSourceAlgorithm::= Algorithm dentifier {

{ PKCS1PSour ceAl gorit hns}
}
PKCS1PSour ceAl gori t hns ALGORI THM | DENTI FI ER :: = {
{ O D id-pSpecified PARAMETERS Encodi ngPar arret ers },
-- Allows for future expansion --

}

i d- pSpecified OBJECT I DENTIFIER ::= { pkcs-1 9 }

Encodi ngParaneters ::= OCTET STRI NG SI ZE(O. . MAX))

0 The default label is an enpty string (so that I Hash will contain
the hash of the enpty string):

pSpeci fi edEnpty PSourceAl gorithm::= {
algorithm id-pSpecified,
paraneters Encodi ngParaneters : enptyString

}
enptyString Encodi ngParaneters ::="'"H

If all of the default values of the fields in RSAES- OAEP- parans are
used, then the algorithmidentifier will have the follow ng val ue:

r SAES- CAEP- Def aul t - I denti fi er RSAES- Al gorithm dentifier ::= {
al gorithm i d- RSAES- CAEP,
paraneters RSAES- OAEP- parans : {
hashAl gorithm shal,
maskGenAl gorithm nmgf 1SHAL,
pSour ceAl gorithm pSpeci fi edEnpty

}

}

RSAES- Al gorithm dentifier ::= Algorithmdentifier {
{ PKCS1Al gori t hns}

}
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A 2.

RSAES- PKCS-v1_5

The object identifier rsaEncryption (see Appendix A.1) identifies the
RSAES- PKCS1-v1 5 encryption scheme. The paranmeters field associated
with this ODin a value of type Algorithmdentifier SHALL have a

val ue of type NULL. This is the same as in PKCS #1 v1.5.

A 2.

rsaEncryption OBJECT IDENTIFIER ::={ pkecs-1 1}

RSASSA- PSS

The object identifier id-RSASSA-PSS identifies the RSASSA- PSS
encryption schene.

i d- RSASSA- PSS OBJECT IDENTIFIER ::= { pkcs-1 10 }

The paraneters field associated with this ODin a value of type
Al gorithm dentifier SHALL have a val ue of type RSASSA- PSS- parans:

RSASSA- PSS- par ans @ : = SEQUENCE {

}

hashAl gorithm [ 0] HashAl gorithm DEFAULT shal,

maskGenAl gorithm [1] MaskGenAl gorithm  DEFAULT ngf 1SHAL,

sal tLength [2] | NTEGER DEFAULT 20,
trailerField [3] TrailerField DEFAULT trail erFiel dBC

The fields of type RSASSA-PSS-parans have the foll owi ng neani ngs:

(o]

hashAl gorithmidentifies the hash function. It SHALL be an
algorithmIDwith an O D in the set OQAEP-PSSDi gestAl gorithns (see
Appendi x A 2.1). The default hash function is SHA- 1.

maskGenAl gorithmidentifies the mask generation function. It
SHALL be an algorithmIDwith an OD in the set PKCSIMGAl gorithns
(see Appendix A 2.1). The default mask generation function is
MaF1 with SHA-1. For MEF1 (and nore generally, for other mask
generation functions based on a hash function), it is RECOMVENDED
that the underlying hash function be the same as the one
identified by hashAlgorithm see Note 2 in Section 9.1 for further
comrent s.

saltLength is the octet length of the salt. It SHALL be an
integer. For a given hashAlgorithm the default val ue of
saltLength is the octet length of the hash value. Unlike the
other fields of type RSASSA- PSS-paramns, saltlength does not need
to be fixed for a given RSA key pair.
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o trailerField is the trailer field nunmber, for compatibility with
| EEE 1363a [| EEE1363A]. It SHALL be 1 for this version of the
docunent, which represents the trailer field with hexadeci mal
value Oxbc. Oher trailer fields (including the trailer field
HashI D || Oxcc in | EEE 1363a) are not supported in this docunent.

TrailerField ::= INTEGER { trailerFieldBC(1l) }

If the default values of the hashAl gorithm mnaskGenAl gorithm and
trailerField fields of RSASSA-PSS-parans are used, then the algorithm
identifier will have the follow ng val ue:

r SASSA- PSS- Def aul t - I denti fi er RSASSA- Al gorithm dentifier ::= {
al gorithm i d- RSASSA- PSS,
paraneters RSASSA- PSS-parans : {

hashAl gorithm shal,
maskGenAl gorithm nmgf 1SHAL,
sal tLength 20,
trailerField trailerFiel dBC
}
}
RSASSA- Al gorithm dentifier ::= Algorithmdentifier {
{ PKCS1Al gori t hns}
}

Note: In some applications, the hash function underlying a signature
schene is identified separately fromthe rest of the operations in
the signature schene. For instance, in PKCS #7 [ RFC2315], a hash
function identifier is placed before the nessage and a "di gest
encryption" algorithmidentifier (indicating the rest of the
operations) is carried with the signhature. |In order for PKCS #7 to
support the RSASSA- PSS signature schene, an object identifier would
need to be defined for the operations in RSASSA-PSS after the hash
function (anal ogous to the RSAEncryption O D for the

RSASSA- PKCS1-v1 5 schene). S/M MeE Cryptographi c Message Syntax (CVS)
[ RFC5652] takes a different approach. Al though a hash function
identifier is placed before the message, an algorithmidentifier for
the full signature scheme may be carried with a CM5 signature (this
is done for DSA signatures). Followi ng this convention, the

i d- RSASSA- PSS O D can be used to identify RSASSA-PSS sighatures in
CMS. Since CMS is considered the successor to PKCS #7 and new

devel opnments such as the addition of support for RSASSA-PSS will be
pursued with respect to CMs rather than PKCS #7, an O D for the "rest
of " RSASSA-PSS is not defined in this version of PKCS #1.
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A . 2.4. RSASSA-PKCS-v1_5

The object identifier for RSASSA- PKCS1-v1l 5 SHALL be one of the
followi ng. The choice of O D depends on the choice of hash
algorithm MD2, MD5, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512,

SHA- 512/ 224, or SHA-512/256. Note that if either MD2 or MD5 is used,
then the ODis just as in PKCS #1 v1.5. For each O D, the
paraneters field associated with this ODin a value of type

Al gorithm dentifier SHALL have a value of type NULL. The O D should
be chosen in accordance with the follow ng tabl e:

Hash algorithm QD

VD2 md2W t hRSAEncr ypt i on = {pkecs-1 2}
VD5 md5W t hRSAEncr ypti on = {pkcs-1 4}
SHA- 1 shalW t hRSAEncrypti on = {pkcs-1 5}
SHA- 256 sha224W t hRSAEncr ypti on = {pkcs-1 14}
SHA- 256 sha256W t hRSAEncr ypti on = {pkecs-1 11}
SHA- 384 sha384W t hRSAEncr ypti on = {pkecs-1 12}
SHA- 512 sha512W t hRSAEncr ypti on ::= {pkecs-1 13}
SHA- 512/ 224 sha512- 224W t hRSAEncryption ::= {pkcs-1 15}
SHA- 512/ 256 shab512- 256W t hRSAEncryption ::= {pkcs-1 16}

The EMSA- PKCS1-v1_5 encodi ng nethod includes an ASN. 1 val ue of type
Di gestInfo, where the type Digestinfo has the syntax

Di gestlnfo ::= SEQUENCE ({
di gest Al gorithm Di gest Al gorithm
di gest OCTET STRI NG

}

digestAlgorithmidentifies the hash function and SHALL be an
algorithmIDwith an ODin the set PKCSl1-v1-5Di gestAl gorithnms. For
a di scussion of supported hash functions, see Appendi x B. 1.
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App

B. 1.

Mor

DigestAlgorithm::= Algorithmdentifier {
{ PKCS1-v1-5Di gest Al gorit his}

}

PKCS1-v1-5Di gest Al gorithns ALGORI THM | DENTI FIER :: = {
{ ODid-nd2 PARAVETERS NULL }|
{ ODid-md5 PARAVETERS NULL 1} |
{ dDid-shal PARAMETERS NULL }|
{ O Did-sha224 PARAMETERS NULL }|
{ O D id-sha256 PARAMETERS NULL 1}|
{ ODid-sha384 PARAMETERS NULL 1}|
{ ODid-sha512 PARAVETERS NULL }|
{ AODid-shab12-224 PARAMETERS NULL }|
{ O D id-sha512-256 PARAMETERS NULL }

}

endi x B. Supporting Techni ques

This section gives several exanples of underlying functions
supporting the encryption schenes in Section 7 and the encodi ng

met hods in Section 9. A range of techniques is given here to all ow
conpatibility with existing applications as well as migration to new
techni ques. While these supporting techniques are appropriate for
applications to inplenment, none of themis required to be
inmplemented. It is expected that profiles for PKCS #1 v2.2 will be
devel oped that specify particul ar supporting techni ques.

This section also gives object identifiers for the supporting
t echni ques.

Hash Functi ons

Hash functions are used in the operations contained in Sections 7 and
9. Hash functions are deternministic, neaning that the output is
conpletely determined by the input. Hash functions take octet
strings of variable I ength and generate fixed-Iength octet strings.
The hash functions used in the operations contained in Sections 7 and
9 should generally be collision-resistant. This neans that it is
infeasible to find two distinct inputs to the hash function that
produce the same output. A collision-resistant hash function al so
has the desirable property of being one-way; this neans that given an
output, it is infeasible to find an i nput whose hash is the specified
output. In addition to the requirenents, the hash function should
yield a nmask generation function (Appendix B.2) with pseudorandom

out put .
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Ni ne hash functions are given as exanples for the encoding nmethods in
this document: MD2 [ RFC1319] (which was retired by [RFC6149]), M5

[ RFC1321], SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224,
and SHA-512/256 [SHS]. For the RSAES- OAEP encryption schene and
EMSA- PSS encodi ng net hod, only SHA-1, SHA-224, SHA-256, SHA-384, SHA-
512, SHA-512/224, and SHA-512/256 are RECOMMENDED. For the EMSA-
PKCS1-v1_ 5 encodi ng nmet hod, SHA-224, SHA-256, SHA-384, SHA-512, SHA-
512/ 224, and SHA-512/ 256 are RECOWMENDED for new applications. M2,
MD5, and SHA-1 are reconmmended only for conpatibility with existing
appl i cations based on PKCS #1 v1.5.

The object identifiers id-nd2, id-md5, id-shal, id-sha224, id-sha256,
i d-sha384, id-sha512, id-sha512/224, and id-sha512/256 identify the
respective hash functions:

i d-nd2 OBJECT I DENTIFIER :: = {
iso (1) nmenber-body (2) us (840) rsadsi (113549)
digestAlgorithm (2) 2

}
i d- md5 OBJECT | DENTI FIER :: = {
iso (1) nmenber-body (2) us (840) rsadsi (113549)
digestAlgorithm(2) 5
}
i d-shal OBJECT | DENTI FIER :: = {
iso(l) identified-organization(3) oiw14) secsig(3)
al gorithms(2) 26
}
i d- sha224 OBJECT | DENTIFIER :: = {
joint-iso-itu-t (2) country (16) us (840) organization (1)
gov (101) csor (3) nistalgorithm (4) hashalgs (2) 4
i d-sha256 OBJECT I DENTIFIER ::= {
joint-iso-itu-t (2) country (16) us (840) organization (1)
gov (101) csor (3) nistalgorithm (4) hashalgs (2) 1
}
i d-sha384 OBJECT | DENTIFIER :: = {

joint-iso-itu-t (2) country (16) us (840) organization (1)
gov (101) csor (3) nistalgorithm (4) hashalgs (2) 2
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i d-sha512 OBJECT I DENTIFIER ::= {
joint-iso-itu-t (2) country (16) us (840) organization (1)
gov (101) csor (3) nistalgorithm (4) hashalgs (2) 3

i d-shabl12-224 OBJECT I DENTIFIER ::= {
joint-iso-itu-t (2) country (16) us (840) organization (1)
gov (101) csor (3) nistalgorithm (4) hashalgs (2) 5

i d- sha512- 256 OBJECT I DENTIFIER :: = {
joint-iso-itu-t (2) country (16) us (840) organization (1)
gov (101) csor (3) nistalgorithm (4) hashalgs (2) 6

}

The paraneters field associated with these O Ds in a value of type
Al gorithm dentifier SHALL have a val ue of type NULL.

The paraneters field associated with id-nd2 and id-nd5 in a val ue of
type Algorithm dentifier shall have a value of type NULL.

The paraneters field associated with id-shal, id-sha224, id-sha256,
i d-sha384, id-sha512, id-shab512/224, and id-sha512/256 should
generally be omtted, but if present, it shall have a value of type
NULL.

This is to align with the definitions originally promul gated by N ST.
For the SHA al gorithns, inplenmentations MJST accept

Al gorithm dentifier values both w thout paraneters and with NULL

par amet ers

Exception: Wen formatting the Di gestlnfoValue in EMSA- PKCS1-v1 5
(see Section 9.2), the paraneters field associated with id-shal

i d-sha224, id-sha256, id-sha384, id-sha512, id-sha512/224, and

i d-shab12/ 256 shall have a value of type NULL. This is to naintain
conmpatibility with existing inplenentations and with the nuneric

i nformation val ues al ready published for EMSA- PKCS1-v1_5, which are
also reflected in | EEE 1363a [| EEE1363A]

Note: Version 1.5 of PKCS #1 also allowed for the use of MM in
signature schenes. The cryptanal ysis of MX has progressed
significantly in the intervening years. For exanple, Dobbertin [MM4]
denonstrated how to find collisions for MM and that the first two
rounds of M) are not one-way [ MMFIRST]. Because of these results
and others (e.g., [MMLAST]), MM is NOI RECOMVENDED

Furt her advances have been namde in the cryptanal ysis of MD2 and MD5,
especially after the findings of Stevens et al. [PREFIX] on chosen-
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prefix collisions on MD5. MD2 and MD5 shoul d be consi dered

crypt ographi cally broken and renoved from exi sting applications.

This version of the standard supports MD2 and MD5 just for backwards-
conpatibility reasons

There have al so been advances in the cryptanal ysis of SHA-1.
Particularly, the results of Wang et al. [SHALCRYPT] (which have
been i ndependently verified by M Cochran in his anal ysis [ COCHRAN])
on using a differential path to find collisions in SHA-1, which
conclude that the security strength of the SHA-1 hashing algorithmis
significantly reduced. However, this reduction is not significant
enough to warrant the renoval of SHA-1 from existing applications,

but its usage is only recomrended for backwards-conpatibility
reasons.

To address these concerns, only SHA-224, SHA-256, SHA-384, SHA-512,
SHA- 512/ 224, and SHA-512/256 are RECOMVENDED for new applications
As of today, the best (known) collision attacks agai nst these hash
functions are generic attacks with conplexity 2L/2, where L is the
bit length of the hash output. For the signature schenes in this
docunent, a collision attack is easily translated into a signature
forgery. Therefore, the value L / 2 should be at |east equal to the
desired security level in bits of the signature schene (a security

| evel of B bits means that the best attack has conplexity 2B). The
same rule of thumb can be applied to RSAES- QAEP; it is RECOVMENDED
that the bit length of the seed (which is equal to the bit |ength of
the hash output) be twice the desired security level in bits.

B.2. Mask Ceneration Functions

A mask generation function takes an octet string of variable Iength
and a desired output length as input and outputs an octet string of
the desired length. There may be restrictions on the length of the
i nput and output octet strings, but such bounds are generally very

| arge. Mask generation functions are determnistic; the octet string
output is conpletely determned by the input octet string. The

out put of a mask generation function should be pseudorandom G ven
one part of the output but not the input, it should be infeasible to
predi ct another part of the output. The provable security of

RSAES- OAEP and RSASSA-PSS relies on the random nature of the out put
of the mask generation function, which in turn relies on the random
nature of the underlying hash.

One mask generation function is given here: M31, which is based on a
hash function. M3F1 coincides with the mask generation functions
defined in | EEE 1363 [| EEE1363] and ANSI X9.44 [ ANSI X944]. Future
versi ons of this docunent nmay define other mask generation functions.
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B.2.1. M1
M3F1 is a mask generation function based on a hash function

MaF1 (ngf Seed, nasklLen)

Opt i ons:
Hash hash function (hLen denotes the length in octets of
the hash function output)
| nput :

mgf Seed seed fromwhich nask is generated, an octet string
maskLen intended length in octets of the mask, at nost 2732 hlLen

Qut put :
mask mask, an octet string of |ength maskLen
Error: "mask too | ong"
St eps:
1. |If maskLen > 2732 hLen, output "nask too | ong" and stop
2. Let T be the enpty octet string.

3. For counter fromO to \ceil (maskLen / hLen) - 1, do the
fol |l owi ng:

A. Convert counter to an octet string C of length 4 octets (see
Section 4.1):

C = I 20SP (counter, 4)

B. Concatenate the hash of the seed ngf Seed and C to the octet
string T:

T=T]| Hash(ngfSeed || O
4. CQutput the |eading nmaskLen octets of T as the octet string nask.

The object identifier id-ngfl identifies the M31 mask generation
functi on:

id-ngfl OBJECT IDENTIFIER ::={ pkcs-1 8 }
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The paraneters field associated with this QD in a value of type
Al gorithm dentifier shall have a val ue of type hashAl gorithm
identifying the hash function on which M3F1 is based.

Appendi x C.  ASN. 1 Modul e

-- PKCS #1 v2.2 ASN. 1 Modul e
-- Revised Cctober 27, 2012

-- This nodul e has been checked for conformance with the
-- ASN. 1 standard by the 0SS ASN. 1 Tool s

PKCS-1 {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1)
modul es(0) pkecs-1(1)

}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

-- EXPORTS ALL
-- Al types and values defined in this nodul e are exported for use
-- in other ASN. 1 nodul es.

I MPORTS

i d-sha224, id-sha256, id-sha384, id-sha512, id-sha512-224,
i d-shab512- 256
FROM NI ST- SHA2 {
joint-iso-itu-t(2) country(16) us(840) organization(l)
gov(101) csor(3) nistalgorithm(4) hashAl gs(2)

-- Basi ¢ object identifiers

-- The DER encoding of this in hexadecimal is:
-- (0Ox)06 08
-- 2A 86 48 86 F7 0D 01 01

pkcs-1 OBJECT I DENTIFIER ::= {
i so(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1) 1

-- When rsaEncryption is used in an Al gorithmdentifier,
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-- the paraneters MJST be present and MJUST be NULL.

rsaEncryption OBJECT IDENTIFIER ::={ pkcs-1 1}

-- When id-RSAES-CAEP is used in an Algorithmdentifier, the
-- parameters MJST be present and MJST be RSAES- OAEP- par ans.

i d- RSAES- QAEP OBJECT IDENTIFIER ::= { pkecs-1 7 }

-- When id-pSpecified is used in an Algorithmdentifier, the
-- paranmeters MJST be an OCTET STRI NG

i d- pSpecified OBJECT IDENTIFIER ::= { pkcs-1 9 }

-- When i d-RSASSA-PSS is used in an Algorithmdentifier, the
-- parameters MJST be present and MJST be RSASSA- PSS- par ans.

i d- RSASSA- PSS OBJECT IDENTIFIER ::= { pkcs-1 10 }

-- Wien the following O Ds are used in an Algorithm dentifier,
-- the paraneters MJST be present and MJUST be NULL.

md2W t hRSAEncr ypti on OBJECT IDENTIFIER ::= { pkcs-1 2 }
md5W t hRSAEncr ypti on OBJECT IDENTIFIER ::={ pkcs-1 4}
shalW t hRSAEncrypti on OBJECT IDENTIFIER ::={ pkcs-1 5}
sha224W t hRSAEncr ypti on OBJECT IDENTIFIER ::= { pkcs-1 14 }
sha256W t hRSAEncr ypti on OBJECT IDENTIFIER ::= { pkecs-1 11 }
sha384W t hRSAEncr ypti on OBJECT IDENTIFIER ::= { pkcs-1 12 }
sha512W t hRSAEncr ypti on OBJECT IDENTIFIER ::= { pkcs-1 13 }
shab512- 224W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 15 }
sha512- 256W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 16 }

-- This ODreally belongs in a nodule with the secsig O Ds.

i d-shal OBJECT I DENTIFIER :: = {
iso(l) identified-organization(3) oiw1l4) secsig(3) algorithns(2)
26

}

-- ODs for MD2 and MD5, allowed only in EMSA- PKCS1-v1l 5.

i d-nd2 OBJECT | DENTIFIER ::= {
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i so(1l) nenber-body(2) us(840) rsadsi(113549) digestAl gorithn(2) 2

i d-nd5 OBJECT IDENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5

-- When id-ngfl is used in an Algorithm dentifier, the paraneters
-- MJST be present and MJST be a HashAl gorithm for exanple, shal.

id-ngfl OBJECT I DENTIFIER ::= { pkcs-1 8 }

-- Useful types

ALGOR! THM | DENTI FI ER :: = CLASS {
& d  OBJECT IDENTIFIER UNI QUE,
&Type OPTI ONAL

W TH SYNTAX { O D & d [ PARAMETERS &Type] }

-- Note: the paraneter InfoObjectSet in the follow ng definitions

-- allows a distinct information object set to be specified for sets
-- of algorithns such as:

-- DigestAlgorithns ALGORI THM | DENTI FI ER :: = {

-- { ODid-nd2 PARAMETERS NULL }|

-- { ODid-m5 PARAMETERS NULL }|

-- { ODid-shal PARAMETERS NULL }

Algorithmdentifier { ALGORI THM | DENTI FI ER: | nfoObj ectSet } ::=
SEQUENCE {
al gorithm
ALGORI THW | DENTI FI ER. & d({! nf oObj ect Set}),
par amet er s
ALGORI THW | DENTI FI ER. &Type({I nf oCbj ect Set }{ @ al gori t hn})
OPTI ONAL

-- Al'l oned EME- QAEP and EMSA- PSS di gest al gorit hns.
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QAEP- PSSDi gest Al gori t hns ALGORI THM | DENTI FI ER :: = {
{ AODid-shal PARAVETERS NULL 1} |
{ O Did-sha224 PARAMETERS NULL 1} |
{ ODid-sha256 PARAMETERS NULL 1} |
{ ODid-sha384 PARAVETERS NULL }|
{ O Did-sha512 PARAVETERS NULL 1} |
{ AODid-shab12-224 PARAMETERS NULL }|
{ O D id-shab512-256 PARAMETERS NULL },
.. -- Allows for future expansion --
}
-- Al'l owned EMSA- PKCS1-v1 5 digest algorithmns.
PKCS1-v1-5Di gest Al gorithns ALGORI THM | DENTI FI ER :: = {
{ ODid-nd2 PARAMETERS NULL 1} |
{ aDid-nd5 PARAVETERS NULL }|
{ dDid-shal PARAVETERS NULL 1}
{ AODid-sha224 PARAMVETERS NULL 1} |
{ O D id-sha256 PARAMETERS NULL 1} |
{ O Did-sha384 PARAMETERS NULL 1} |
{ ODid-shab12 PARAMETERS NULL 1} |
{ ODid-sha512-224 PARAVETERS NULL }|
{ O D id-sha512-256 PARAMETERS NULL }
}

When id-nd2 and id-nd5 are used in an Algorithmdentifier, the
paraneters field shall have a value of type NULL.

When id-shal, id-sha224, id-sha256, id-sha384, id-sha512,

i d-shab12- 224, and id-sha512-256 are used in an

Al gorithm dentifier, the paraneters (which are optional) SHOULD be
omtted, but if present, they SHALL have a value of type NULL.
However, inplenentations MJST accept Al gorithmdentifier val ues
both w thout paraneters and with NULL paraneters.

Exception: Wen formatting the Di gestlnfoValue in EMSA- PKCS1-v1 5
(see Section 9.2), the paraneters field associated with id-shal

i d-sha224, id-sha256, id-sha384, id-sha512, id-sha512-224, and

i d-shab512- 256 SHALL have a value of type NULL. This is to

mai ntain conpatibility with existing inplenmentations and with the
nuneric i nformation val ues al ready published for EMSA- PKCS1-v1_5,
which are also reflected in | EEE 1363a.

shal HashAl gorithm::= {

algorithm id-shal,
paranmeters SHAlParaneters : NULL
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}
HashAl gorithm ::= Al gorithm dentifier { {QAEP-PSSD gestAl gorithmns} }

SHAlParaneters ::= NULL

-- Al owed mask generation function al gorithmns.
-- If the identifier is id-ngfl, the parameters are a HashAl gorithm

PKCS1MGFAI gori t his ALGORI THM | DENTI FI ER :: = {
{ O D id-ngfl PARAMETERS HashAl gor| t hm}
.. =-- Allows for future expansion --

-- Default Algorithmdentifier for id-RSAES- QAEP. maskGenAl gorithm and
-- i d- RSASSA- PSS. maskGenAl gorithm

mgf 1SHAL MaskGenAl gorithm::= {
algorithm id-ngfl,
paraneters HashAl gorithm: shal

}
MaskGenAl gorithm ::= Algorithm dentifier { {PKCSIMGFAI gorithns} }

-- Allowed algorithns for pSourceAl gorithm

PKCS1PSour ceAl gorit hns ALGORI THM | DENTI FI ER :: = {
{ O D id-pSpecified PARAMETERS Encodi ngPar amat ers },
. -- Allows for future expansion --

}
Encodi ngParaneters ::= OCTET STRI NG SI ZE(O. . MAX))

-- This identifier neans that the label L is an enpty string, so the
-- digest of the enpty string appears in the RSA bl ock before
-- maski ng.

pSpeci fi edEnpty PSourceAl gorithm::= {
al gorithm id-pSpecified,
paraneters Encodi ngParanmeters : enptyString

}
PSourceAl gorithm::= Al gorithm dentifier { {PKCS1PSourceAl gorithns} }
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enptyString Encodi ngParaneters ::="'"H

-- Type identifier definitions for the PKCS #1 O Ds.

PKCS1Al gorit hns ALGORI THM | DENTI FIER :: = {
{ O D rsaEncryption PARAMETERS NULL } |
{ O D md2W t hRSAEncrypti on PARAMETERS NULL } |
{ O D md5W t hRSAEncrypti on PARAMETERS NULL } |
{ O D shalWthRSAEncryption PARAMETERS NULL } |
{ O D sha224W t hRSAEncrypti on PARAMETERS NULL } |
{ O D sha256W t hRSAEncrypti on PARAMETERS NULL } |
{ O D sha384Wt hRSAEncryption PARAMETERS NULL } |
{ O D sha512Wt hRSAEncr ypti on PARAMETERS NULL } |
{ O D sha512-224Wt hRSAEncrypti on PARAMETERS NULL } |
{ O D sha512-256Wt hRSAEncrypti on PARAMETERS NULL } |
{ O D id-RSAES- QAEP  PARAMETERS RSAES- QAEP- parans } |
PKCS1PSour ceAl gorit hns |
{ O D id-RSASSA-PSS PARAMETERS RSASSA- PSS- parans 1},
.. -- Allows for future expansion --

}

-- Mai n structures

RSAPubl i cKey ::= SEQUENCE {
nmodul us INTEGER, ~-- n
publ i cExponent INTECER -- e

}

-- Representation of RSA private key with information for the CRT

-- algorithm

RSAPri vat eKey ::= SEQUENCE {
version Ver si on,
modul us I NTECER, -- n
publ i cExponent I NTECER, -- e
pri vat eExponent I NTECER, -- d
prinmel INTECER, -- p
prinme2 I NTECER, -- (@
exponent 1 I NTEGER, -- d nod (p-1)
exponent 2 I NTECER, -- d nod (qg-1)
coefficient I NTECER, -- (inverse of q) nod p
ot her Pri mel nf os O her Pri mel nfos OPTI ONAL

}
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Version ::= INTEGER { two-prine(0), nulti(l) }
( CONSTRAI NED BY
{-- version MJST
be multi if otherPrinelnfos present --})

O herPrimelnfos ::= SEQUENCE SI ZE(1.. MAX) OF OtherPrinelnfo
O herPrimelnfo ::= SEQUENCE ({

prime I NTEGER, -- ri

exponent I NTECER, -- di

coefficient I NTEGER  -- ti
}

-- Algorithmdentifier.paraneters for id-RSAES- CAEP.

-- Note that the tags in this Sequence are explicit.

RSAES- QAEP- par ans :: = SEQUENCE {
hashAl gorithm [ 0] HashAl gorithm DEFAULT shal,
maskGenAl gorithm [1] MaskGenAl gorithm DEFAULT ngf 1SHA1,
pSourceAl gorithm [2] PSourceAl gorithm DEFAULT pSpecifiedEnpty

}
-- ldentifier for default RSAES-QAEP algorithmidentifier.
-- The DER encoding of this is in hexadecimal:
-- (0x)30 oD
-- 06 09
-- 2A 86 48 86 F7 0D 01 01 07
-- 30 00
-- Notice that the DER encodi ng of default values is "enpty".
r SAES- QAEP- Def aul t- I dentifi er RSAES- Al gorithm dentifier ::= {
al gorithm i d- RSAES- QAEP,
paramet ers RSAES- CAEP- parans : {
hashAl gorithm shal,
maskGenAl gorithm mgf 1SHAL,
pSour ceAl gorithm pSpeci fi edEnpty
}
}
RSAES- Al gorithm dentifier ::= Algorithmdentifier {
{ PKCS1Al gori t hns}
}
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-- Algorithmdentifier.paraneters for id-RSASSA-PSS.
-- Note that the tags in this Sequence are explicit.

RSASSA- PSS- par ans :: = SEQUENCE {
hashAl gorithm [ 0] HashAl gorithm DEFAULT shal,
maskGenAl gorithm [1] MaskGenAl gorithm  DEFAULT ngf 1SHA1,
sal tLength [2] | NTEGER DEFAULT 20,
trailerField [3] TrailerField DEFAULT trail erFiel dBC
}
TrailerField ::= INTECER { trailerFieldBC(1) }

-- ldentifier for default RSASSA-PSS algorithmidentifier

-- The DER encoding of this is in hexadecimal:

-- (0x)30 oD

-- 06 09

-- 2A 86 48 86 F7 0D 01 01 OA

-- 30 00

-- Notice that the DER encodi ng of default values is "enpty".

r SASSA- PSS- Def aul t -1 dentifier RSASSA- Al gorithm dentifier ::={
al gorithm id- RSASSA- PSS,
paraneters RSASSA- PSS-parans : {

hashAl gorithm shal,
maskGenAl gorithm mgf 1SHAL,
sal tLength 20,
trailerField trailerFiel dBC
}
}
RSASSA- Al gorithm dentifier ::= Algorithmdentifier {
{ PKCS1Al gori t hns}
}
-- Syntax for the EMSA- PKCS1-v1_5 hash identifier.
Di gestlnfo ::= SEQUENCE ({
di gest Al gorithm Di gest Al gorithm
di gest OCTET STRI NG
}

Di gestAlgorithm::= Algorithmdentifier {
{ PKCS1-v1-5Di gest Al gorit hms}
}

END
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Appendi x D. Revision Hi story of PKCS #1
Versions 1.0 - 1.5:

Versions 1.0 - 1.3 were distributed to participants in RSA Data
Security, Inc.’s Public-Key Cryptography Standards neetings in
February and March 1991

Version 1.4 was part of the June 3, 1991 initial public rel ease of
PKCS. Version 1.4 was published as NI ST/COSl | nplenmentors
Wor kshop docunent SEC SI G- 91- 18.

Version 1.5 incorporated several editorial changes, including
updates to the references and the addition of a revision history.
The foll owi ng substantive changes were nade:

* Section 10: "M with RSA" signature and verification processes
wer e added.

* Section 11: nmd4Wt hRSAEncryption object identifier was added

Version 1.5 was republished as [ RFC2313] (which was |ater
obsol eted by [ RFC2437]).

Version 2.0:

Version 2.0 incorporated major editorial changes in terns of the
docunent structure and introduced the RSAES- QAEP encryption
schene. This version continued to support the encryption and
signature processes in version 1.5, although the hash al gorithm
MM was no | onger allowed due to cryptanal ytic advances in the
intervening years. Version 2.0 was republished as [ RFC2437]
(which was | ater obsol eted by [ RFC3447]).

Version 2.1:
Version 2.1 introduced multi-prine RSA and t he RSASSA- PSS
signature schene with appendi x along with several editorial

i nprovenents. This version continued to support the schenes in
version 2.0. Version 2.1 was republished as [ RFC3447].
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Version 2.2:

Version 2.2 updates the list of allowed hashing algorithnms to
align themwith FIPS 180-4 [SHS], therefore addi ng SHA-224,

SHA- 512/ 224, and SHA-512/256. The foll owi ng substanti ve changes
wer e nade:

* (@bject identifiers for sha224W t hRSAEncrypti on
shab512- 224W t hRSAEncryption, and sha512- 256W t hRSAEncr ypti on
wer e added.

* This version continues to support the schenes in version 2.1
Appendi x E.  About PKCS

The Public-Key Cryptography Standards are specifications produced by
RSA Laboratories in cooperation with secure systens devel opers
wor | dwi de for the purpose of accelerating the deploynment of public-
key cryptography. First published in 1991 as a result of neetings
with a small group of early adopters of public-key technol ogy, the
PKCS docunents have become w dely referenced and i npl enent ed
Contributions fromthe PKCS series have beconme part of many fornal
and de facto standards, including ANSI X9 and | EEE P1363 docunents,
PKI X, Secure El ectronic Transaction (SET), S/M Mg, SSL/TLS, and
Wrel ess Application Protocol (WAP) / WAP Transport Layer Security
(WILS).

Furt her devel opnent of nobst PKCS docunments occurs through the | ETF.
Suggestions for inprovenent are wel cone.
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