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1. I nt roducti on

Thi s docunent defines two encryption types and two correspondi ng
checksum types for Kerberos 5 using AES with 128-bit or 256-bit keys.

To avoid ci phertext expansion, we use a variation of the CBC CS3 node
defined in [ SPB00-38A+], also referred to as ciphertext stealing or
CTS node. The new types conformto the framework specified in

[ RFC3961], but do not use the sinplified profile, as the sinplified
profile is not conpliant with nodern cryptographic best practices
such as cal cul ati ng Message Aut hentication Codes (MACs) over

ci phertext rather than plaintext.

The encryption and checksum types defined in this document are

i ntended to support environnments that desire to use SHA-256 or
SHA- 384 (defined in [FIPS180]) as the hash algorithm Differences
bet ween the encryption and checksumtypes defined in this docunent
and the pre-existing Kerberos AES encryption and checksum types
specified in [ RFC3962] are:

* The pseudorandom function (PRF) used by PBKDF2 is HVAC- SHA- 256 or
HVAC- SHA- 384. (HVAC is defined in [RFC2104].)

* A key derivation function from[SP800-108] using the SHA-256 or

SHA- 384 hash algorithmis used to produce keys for encryption,
integrity protection, and checksum operati ons.
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* The HVAC is cal cul ated over the cipher state concatenated with the
AES out put, instead of being cal cul ated over the confounder and
plaintext. This allows the nessage receiver to verify the
integrity of the nessage before decrypting the nessage.

* The HVAC al gorithm uses the SHA-256 or SHA-384 hash al gorithmfor
integrity protection and checksum operati ons.

Prot ocol Key Representation

The AES key space is dense, so we can use random or pseudorandom
octet strings directly as keys. The byte representation for the key
is described in [FIPS197], where the first bit of the bit string is
the high bit of the first byte of the byte string (octet string).

Key Derivation Function

We use a key derivation function from Section 5.1 of [SP800-108],
whi ch uses the HVAC al gorithm as the PRF.

function KDF- HVAC- SHA2( key, | abel, [context,] k):
k-truncat e( K1)

where the value of K1 is conputed as bel ow.

key: The source of entropy fromwhi ch subsequent keys are derived.
(This is known as "Ki" in [SP800-108].)

| abel : An octet string describing the intended usage of the derived
key.

context: This parameter is optional. An octet string containing the
information related to the derived keying material. This
specification does not dictate a specific format for the context
field. The context field is only used by the pseudorandom function
defined in Section 5, where it is set to the pseudorandom function’s
octet-string input parameter. The content of the octet-string input
paraneter is defined by the application that uses it.

k: Length in bits of the key to be outputted, expressed in big-endian
binary representation in 4 bytes. (This is called "L" in

[ SPB00-108].) Specifically, k=128 is represented as 0x00000080, 192
as 0x000000C0, 256 as 0x00000100, and 384 as 0x00000180.

When the encryption type is aesl28-cts-hmac-sha256-128, k nust be no
greater than 256 bits. When the encryption type is
aes256-ct s- hmac- sha384-192, k nust be no greater than 384 bhits.
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The k-truncate function is defined in Section 5.1 of [RFC3961]. It
returns the "k’ leftnost bits of the bit-string input.

In all computations in this docunent, "|" indicates concatenation

When the encryption type is aesl28-cts-hnac-sha256-128, then Kl is
computed as foll ows:

If the context parameter is not present:
K1 = HVAC- SHA- 256( key, 0x00000001 | Iabel | 0x00 | k)

If the context parameter is present:
K1 = HMAC- SHA- 256( key, 0x00000001 | label | Ox00 | context | k)

VWhen the encryption type is aes256-cts-hmac-sha384-192, then K1 is
conputed as foll ows:

If the context parameter is not present:
K1 = HMAC- SHA- 384( key, 0x00000001 | label | 0x00 | k)

If the context parameter is present:
K1 = HVAC- SHA- 384( key, 0x00000001 | label | 0x00 | context | k)

In the definitions of KL above, '0x00000001" is the i parameter (the
iteration counter) from Section 5.1 of [SP800-108].

4. Key Ceneration from Pass Phrases

As defined below, the string-to-key function uses PBKDF2 [ RFC2898]
and KDF- HVAC- SHA2 to derive the base-key from a passphrase and salt.
The string-to-key paraneter string is 4 octets indicating an unsigned
nunber in big-endian order, consistent with [ RFC3962], except that
the default is decimal 32768 if the parameter is not specified.

To ensure that different |ong-term base-keys are used with different
enctypes, we prepend the enctype nane to the salt, separated by a
null byte. The enctype-nane is "aesl28-cts-hmac-sha256-128" or
"aes256- ct s- hmac- sha384-192" (without the quotes).

Jenkins, et al. I nf or mat i onal [ Page 4]



RFC 8009 AES- CTS HVAC- SHA2 For Kerberos 5 Cct ober 2016

The user’s long-term base-key is derived as foll ows:

iter_count = string-to-key parameter, default is deciml 32768
saltp = enctype-nane | 0x00 | salt
tkey = randomt o- key( PBKDF2( passphrase, saltp,
iter_count, keylength))
base- key = randomt o- key( KDF- HVAC- SHA2(t key, "kerberos",
keyl engt h))

where "kerberos" is the octet-string 0x6B65726265726F73.

where PBKDF2 is the function of that name from RFC 2898, the
pseudor andom functi on used by PBKDF2 is HMAC- SHA- 256 when the enctype
is "aesl28-cts-hmac-sha256-128" and HVAC- SHA- 384 when the enctype is
"aes256- ct s- hmac-sha384-192", the value for keylength is the AES key
|l ength (128 or 256 bits), and the al gorithm KDF- HVAC- SHA2 is defined
in Section 3.

5. Kerberos Al gorithm Protocol Paraneters

The ci pher state defined in RFC 3961 that rmaintains cryptographic
state across different encryption operations using the sane key is
used as the fornmal initialization vector (1V) input into CBC CS3

The plaintext is prepended with a 16-octet random val ue generated by
the message originator, known as a confounder

The ciphertext is a concatenation of the output of AES in CBC CS3
node and the HVAC of the cipher state concatenated with the AES
output. The HVAC is conputed using either SHA-256 or SHA- 384
dependi ng on the encryption type. The output of HVAC SHA-256 is
truncated to 128 bits, and the output of HVAC- SHA-384 is truncated to
192 bits. Sanple test vectors are given in Appendix A

Decryption is perfornmed by renoving the HVAC, verifying the HVAC

agai nst the cipher state concatenated with the ciphertext, and then
decrypting the ciphertext if the HWAC is correct. Finally, the first
16 octets of the decryption output (the confounder) is discarded, and
the remainder is returned as the plaintext decryption output.

The foll owi ng paraneters apply to the encryption types
aes128-cts-hmac- sha256-128 and aes256-ct s- hnac- sha384- 192.

protocol key format: as defined in Section 2
specific key structure: three derived keys: { Kc, Ke, Ki }.

Kc: the checksum key, inputted into HVAC to provi de the checksum
mechani sm defined in Section 6.

Jenkins, et al. I nf or mat i onal [ Page 5]



RFC 8009 AES- CTS HVAC- SHA2 For Kerberos 5 Oct ober 2016
Ke: the encryption key, inputted into AES encryption and decryption
as defined in "encryption function" and "decryption function" bel ow
Ki: the integrity key, inputted into HVAC to provi de authenticated
encryption as defined in "encryption function" and "decryption
function" bel ow.
requi red checksum nmechani sm as defined in Section 6.
key-generation seed | ength: key size (128 or 256 bits).
string-to-key function: as defined in Section 4.
default string-to-key paraneters: iteration count of decimal 32768.

randomt o-key function: identity function.

key-derivation function: KDF-HVAC- SHA2 as defined in Section 3. The
key usage nunber is expressed as 4 octets in big-endian order.

If the enctype is aesl1l28-cts-hmac-sha256-128:

Kc = KDF- HVAC- SHA2( base- key, usage | 0x99, 128)
Ke = KDF- HVAC- SHA2( base- key, usage | OxAA, 128)
Ki = KDF- HVAC- SHA2( base- key, usage | 0x55, 128)

If the enctype is aes256-cts-hmac-sha384-192:

Kc = KDF- HVAC- SHA2( base- key, usage | 0x99, 192)
Ke = KDF- HVAC- SHA2( base- key, usage | OxAA, 256)
Ki = KDF- HVAC- SHA2( base- key, usage | 0x55, 192)

ci pher state: a 128-bit CBC initialization vector derived froma
previ ous ci phertext (if any) using the sane encryption key, as
speci fied bel ow

initial cipher state: all bits zero.

encryption function: as follows, where E() is AES encryption in
CBC-CS3 mode, and h is the size of truncated HVAC (128 bits or 192
bits as descri bed above).

N = random val ue of length 128 bits (the AES bl ock size)
IV = cipher state

C = E(Ke, N| plaintext, 1V)

H = HVAC(Ki, IV ]| O

ciphertext = C| H1..h]
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Steps to conpute the 128-bit cipher state:

L =1length of Cin bits

portion Cinto 128-bit bl ocks, placing any remnai nder of |ess

than 128 bits into a final block

if L == 128: cipher state = C

else if L nod 128 > 0: cipher state = last full (128-bit) bl ock
of C (the next-to-|ast
bl ock)

else if L nod 128 == 0: cipher state = next-to-last block of C

(Note that L will never be |less than 128 because of the
presence of Nin the encryption input.)

decryption function: as follows, where D() is AES decryption in
CBC-CS3 node, and h is the size of truncated HVAC.

(C, H = ciphertext

(Note: His the last h bits of the ciphertext.)
IV = cipher state
if H!'= HMAC(Ki, IV | O[1..h]

stop, report error

(N, P) = D(Ke, C, 1V)

(Note: Nis set to the first block of the decryption output; Pis
set to the rest of the output.)

ci pher state = sane as described above in encryption function
pseudor andom functi on:

If the enctype is aesl28-cts-hnmac-sha256-128:

PRF = KDF- HMAC- SHA2(i nput - key, "prf", octet-string, 256)

If the enctype is aes256-cts-hmac-sha384-192
PRF = KDF- HMAC- SHA2(i nput - key, "prf", octet-string, 384)

where "prf" is the octet-string 0x707266
6. Checksum Par aneters
The foll owing paraneters apply to the checksumtypes
hmac- sha256- 128- aes128 and hmac- sha384-192- aes256, which are the
associ ated checksuns for aesl128-cts-hmac-sha256-128 and
aes256- ct s- hmac- sha384- 192, respectively.

associ ated cryptosystem aesl128-cts-hmac-sha256-128 or
aes256-ct s- hmac- sha384-192 as appropri ate.
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get _nmic: HVAC(Kc, nessage)[1..h].
where h is 128 bits for checksumtype hmac-sha256-128-aes128 and
192 bits for checksumtype hmac-sha384-192-aes256
verify mc: get_mc and conpare
7. 1 ANA Consi derations

I ANA has assigned encryption type nunbers as follows in the "Kerberos
Encryption Type Nunbers" registry.

etype encryption type Ref erence
19 aes128-cts-hnmac-sha256-128 RFC 8009
20 aes256- ct s- hnac- sha384- 192 RFC 8009

I ANA has assigned checksum type nunbers as follows in the "Kerberos
Checksum Type Numbers" registry.

sunt ype Checksum type checksum Reference
val ue si ze

19 hmac- sha256- 128- aes128 16 RFC 8009
20 hmac- sha384- 192- aes256 24 RFC 8009

8. Security Considerations

This specification requires inplementations to generate random

val ues. The use of inadequate pseudorandom nunber generators (PRNGs)
can result in little or no security. The generation of quality
random nunbers is difficult. [RFC4086] offers guidance on random
nunber generati on.

Thi s docunent specifies a nechanismfor generating keys from
passphrases or passwords. The use of PBKDF2, a salt, and a |l arge
iteration count adds sone resistance to offline dictionary attacks by
passi ve eavesdroppers. Salting prevents "rainbow table" attacks,
while large iteration counts sl ow password-guess attenpts.
Nonet hel ess, conputing power continues to rapidly inprove, including
the potential for use of graphics processing units (GPUs) in
passwor d- guess attenpts. It is inportant to choose strong
passphrases. Use of Kerberos extensions that protect against offline
dictionary attacks should al so be considered, as should the use of
public key cryptography for initial Kerberos authentication [ RFC4556]
to elimnate the use of passwords or passphrases within the Kerberos
pr ot ocol
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8.

8.

1.

2

The NI ST guidance in Section 5.3 of [SP800-38A], requiring that CBC
initialization vectors be unpredictable, is satisfied by the use of a
random confounder as the first block of plaintext. The confounder
fills the cryptographic role typically played by an initialization
vector. This approach was chosen to align with other Kerberos

crypt osyst em appr oaches.

Random Val ues in Salt Strings

The NI ST guidance in Section 5.1 of [SP800-132] requires at |east 128
bits of the salt to be randonmly generated. The string-to-key
function as defined in [RFC3961] requires the salt to be valid UTF-8
strings [RFC3629]. Not every 128-bit randomstring will be valid
UTF-8, so a UTF-8-conpati bl e encodi ng woul d be needed to encapsul ate
the random bits. However, using a salt containing a random portion
may have the follow ng issues with sone inplenentations:

* Keys for cross-real mkrbtgt services [ RFC4120] are typically
managed by entering the same password at two Key Distribution
Centers (KDCs) to get the sane keys. |If each KDC uses a random
salt, they won’t have the same keys.

* Randomsalts may interfere with checking of password history.
Al gorithm Rational e

Thi s docunent has been witten to be consistent with comon

i npl ementations of AES and SHA-2. The encryption and hash al gorithm
si zes have been chosen to create a consistent |evel of protection,
with consideration to inplenmentation efficiencies. So, for instance,
SHA- 384, which would norrmally be matched to AES-192, is instead

mat ched to AES-256 to | everage the fact that there are efficient
hardwar e inpl ementati ons of AES-256. Note that, as indicated by the
enc-type nane "aes256-cts-hnmac-sha384-192", the truncation of the
HVAC- SHA- 384 output to 192 bits results in an overall 192-bit |eve
of security.
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Appendi x A.  Test Vectors

Sanpl e results for string-to-key conversion

Iteration count = 32768

Pass phrase = "password"”

Saltp for creating 128-bit base-key:
61 65 73 31 32 38 2D 63 74 73 2D 68 6D 61 63 2D
73 68 61 32 35 36 2D 31 32 38 00 10 DF 9D D7 83
E5 BC 8A CE Al 73 OE 74 35 5F 61 41 54 48 45 4E
41 2E 4D 49 54 2E 45 44 55 72 61 65 62 75 72 6E

(The saltp is "aesl1l28-cts-hmac-sha256-128" | 0x00
random 16- byte valid UTF-8 sequence | "ATHENA. M T. EDUr aebur n™)
128-bit base-key:

08 9B CA 48 Bl 05 EA 6E A7 7C A5 D2 F3 9D C5 E7

Saltp for creating 256-bit base-key:

61 65 73 32 35 36 2D 63 74 73 2D 68 6D 61 63 2D

73 68 61 33 38 34 2D 31 39 32 00 10 DF 9D D7 83

E5 BC 8A CE Al 73 OE 74 35 5F 61 41 54 48 45 4E

41 2E 4D 49 54 2E 45 44 55 72 61 65 62 75 72 6E
(The saltp is "aes256-cts-hmac-sha384-192" | 0x00
random 16- byte valid UTF-8 sequence | "ATHENA. M T. EDUr aeburn")
256-bit base-key:

45 BD 80 6D BF 6A 83 3A 9C FF C1 C9 45 89 A2 22

36 7TA 79 BC 21 C4 13 71 89 06 E9 F5 78 A7 84 67
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Sanpl e results for key derivation

enctype aesl28-cts-hmac-sha256-128:
128-bit base-key:

37 05
Kc val ue
B3 1A
Ke val ue
9B 19
Ki val ue
9F DA

D9 60 80 Cl 77 28 A0 E8 00 EA B6 EO D2
for key usage 2 (|l abel = 0x0000000299):
01 8A 48 F5 47 76 F4 03 E9 A3 96 32 5D
for key usage 2 (| abel = 0x00000002AA):
7D D1 E8 C5 60 9D 6E 67 C3 E3 7C 62 C7
for key usage 2 (|l abel = 0x0000000255):
OE 56 AB 2D 85 E1 56 9A 68 86 96 C2 6A

enctype aes256-cts-hmac-sha384-192
256-bit base-key:

6D 40
00 EB
Kc val ue
EF 57
BA 41
Ke val ue
56 AB
A5 EB
Ki val ue
69 B1
22 4

Jenki ns, et

4D 37 FA F7 9F 9D FO D3 35 68 D3 20 66
48 36 47 2E A8 A0 26 D1 6B 71 82 46 0C
for key usage 2 (|l abel = 0x0000000299):
18 BE 86 CC 84 96 3D 8B BB 50 31 E9 F5
F2 8F AF 69 E7 3D

for key usage 2 (| abel = 0x00000002AA):
22 BE E6 3D 82 D7 BC 52 27 F6 77 3F 8E
1C 82 51 60 C3 83 12 98 0C 44 2E 5C 7E
for key usage 2 (|l abel = 0x0000000255):
65 14 E3 CD 8E 56 B8 20 10 D5 C7 30 12
D0 OF FC 23 ED 1F

al . I nf or mati ona

5

3C

C3

2E

6C

98
52

A7
49

B6
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Sanpl e encryptions (all

usi ng the default cipher state):

AES- CTS HMAC- SHA2 For

These sanpl e encryptions use the above
i ncludi ng use of the sane base-key and

The followi ng test vectors are for
enctype aesl128-cts-hmac- sha256-128:

Pl ai ntext: (enpty)
Conf ounder:
7E 58 95 EA F2 67 24
128-bit AES key (Ke):
9B 19 7D D1 E8 C5 60
128-bit HMAC key (Ki):
9F DA OE 56 AB 2D 85
AES CQut put:
EF 85 FB 89 0B B8 47
Truncat ed HVAC Qut put:
AD 87 7E DA 39 D5 0OC
G phertext (AES Qutput |
EF 85 FB 89 0B B8 47
AD 87 7E DA 39 D5 0OC

Pl aintext: (length |ess
00 01 02 03 04 05
Conf ounder :
7B CA 28 5E 2F D4 13
128-bit AES key (Ke):
9B 19 7D D1 E8 C5 60
128-bit HVAC key (Ki):
9F DA OE 56 AB 2D 85
AES Qut put:
84 D7 F3 07 54 ED 98
B5 54 02 CE F7 E6
Truncat ed HVAC Qut put:
87 7C E9 9E 24 7E 52
C phertext:
84 D7 F3 07 54 ED 98
B5 54 02 CE F7 E6 87
42 1D FD F8 97 6C

Jenkins, et al.

35 BA D8 17 F5

9D 6E 67 C3 E3

El 56 9A 68 86

2F 4D AB 20 39

87 0C 0D 5A 0A

HVAC Qut put):
2F 4D AB 20 39
87 0C 0D 5A 0OA

Ker beros 5

Cct ober 2016

sanpl e key derivation results,

key usage val ues.

45

7C

96

4D

8E

4D
8E

t han bl ock size)

OF B5

9D 6E

El 56

7B AB

D1 6E

7B AB
7C E9

5B

67

9A

0B

D4

0B
9E

1A

C3

68

F3

42

F3
24

5C

E3

86

50

1D

50
7E

83

7C

96

6B

FD

6B
52

I nf or mat i onal

A3

62

48

48

BC

62

EB

F8

EB
D1

71

6A

78

78
cr

5B

74

6A

09

97

09
6E

48

2E

6C

1D

18

1D
18

24

2E

6C

6C

¥Q
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AES- CTS HMAC- SHA2 For

Pl ai ntext: (length equals block size)

00 01 02 03
Conf ounder :
56 AB 21 71

04 05 06

3F F6 2C

128-bit AES key (Ke):

9B 19 7D D1

E8 C5 60

128-bit HVMAC key (Ki):

9F DA OE 56
AES CQut put:

35 17 D6 40

EO 74 93 FA
Truncat ed HVAC

95 FB 48 52
C phertext:

35 17 D6 40

EO 74 93 FA

95 FB 48 52

AB 2D 85

F5 0D DC
82 63 25
Qut put :

E7 D8 3E

F5 0D DC
82 63 25
E7 D8 3E

07

0A

9D

El

8A
40

1E
8A

40
1E

Pl ai ntext: (length greater
00 01 02 03 04 05 06 07

10 11 12 13
Conf ounder :

14

A7 A4 E2 9A 47 28 CE 10
128-bit AES key (Ke):

9B 19 7D D1

E8 C5 60

128-bit HVAC key (Ki):

9F DA OE 56
AES Qut put:

72 OF 73 B1

C7 OF 58 ED

El E6 DO 72
Truncat ed HVAC

86 B3 9A 41
Ci phertext:

72 OF 73 B1

C7 OF 58 ED

El E6 DO 72

A2 87 FF CB

Jenkins, et al.

AB 2D 85

8D 98 59
CO ¢4 43
C1

CQut put :
3C 2F 92

8D 98 59
CO ¢4 43
Cl 86 B3
FC

9D
El
CD
7C
CA
CD

7C
9A

08

14

6E

56

b3
80

7C
D3

80
7C

09

57

67

9A

62
EA

48
62

EA
48

0A

20

C3

68

87
65

a3
87

65
c3

0B

OF

E3

86

22
C1

7E
22

C1
7E

Ker beros 5

oC

6F

7C

96

B3
00

EB
B3

00
EB

oD

A9

62

c2

56
8E

E6
56

8E
E6

t han bl ock size)
08 09 0OA 0B 0C 0D

66
6E
56
6C
55
9B
6C

55
41

4F
67
9A
CcB
73
83
CcB

73
3C

B6
c3
68
43
54
34
43

54
2F

4E
E3
86
46
4AC
A2
46

4C
92

49
7C
96
11
31
87
11

31
CA

I nf or mat i onal

AD

62

FF

5C

9B

OE

94

74

6A

9D
8F

BO
9D

8F
BO

OE

3F

74

6A

13

13
83

OF

8F

2E

6C

OF

AC

2E

6C

36

BC

FC

36

34

Cct ober 2016
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RFC 8009

The following test vectors

aes256-ct s- hmac- sha384- 192:

Pl ai ntext: (enpty)
Conf ounder:
F7 64 E9 FA 15 C2 76
256-bit AES key (Ke):
56 AB 22 BE E6 3D 82
A5 EB 1C 82 51 60 C3
192-bit HMAC key (Ki):
69 Bl 65 14 E3 CD 8E
22 C4 DO OF FC 23 ED
AES CQut put:
41 F5 3F A5 BF E7 02
Truncat ed HVAC Qut put:
58 70 72 73 A9 6A 40
8B 9B BF BE 7E B4 CE
Ci phertext:
41 F5 3F A5 BF E7 02
58 70 72 73 A9 6A 40
8B 9B BF BE 7E B4 CE

Pl ai ntext: (length |ess
00 01 02 03 04 05
Conf ounder :
B8 OD 32 51 Cl F6 47
256-bit AES key (Ke):
56 AB 22 BE E6 3D 82
A5 EB 1C 82 51 60 C3
192-bit HVMAC key (Ki):
69 B1 65 14 E3 CD 8E
22 C4 DO OF FC 23 ED
AES Qut put:
4E D7 B3 7C 2B CA C8
B7 5F B3 F6 37 B9
Truncat ed HVAC Qut put:
F5 59 C7 F6 64 F6 9E
1F 61 CB 20 D6 9D 10
G phertext:
4E D7 B3 7C 2B CA C8
B7 5F B3 F6 37 B9 F5
92 23 75 26 EA 0D 1F

Jenkins, et al

47

D7
83

56
1F

6D

FO
3C

6D
FO
3C

are for enctype

8B

BC
12

B8

91

A0

91
A0

2C

52
98

20

FA

19

FA
19

7D

27
oC

10

F9

60

F9
60

AES- CTS HMAC- SHA2 For

0C

F6
44

D5

BE

62

BE
62

Ker beros 5

4E

77
2E

74

95

1A

95
1A

than bl ock size)

14

D7
83

56
1F

F7
AB
F2
F7

59
61

94

BC

12

B8

4F

7B

4F
c7

25

52
98

20

23

60

23
F6
20

6F

27

ocC

10

C1

92

C1
64

FE

F6
44

D5

CF

23

CF
F6
9D

71

77
2E

74

07

75

07
9E
10

I nf or mat i onal

5F

3F
5C

30

91

2D

3F
5C

30

E6

26

E6
AB
F2

58

8E
7E

12

95

12

95
12

0B

8E
7E

12

2B

2B
7B

E4

A7
49

B6

A0

74

A0
74

9A

A7

49

B6

074

0D

cr
60

Cct ober 2016
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AES- CTS HMAC- SHA2 For

Pl ai ntext: (length equals block size)
00 01 02 03 04 05 06 07

Conf ounder

53 BF 8A 0D 10 52 65 ™4
256-bit AES key (Ke):

56 AB 22 BE E6 3D 82

A5 EB 1C 82 51 60 C3
192-bit HVAC key (Ki):

69 Bl 65 14
22 C4 DO OF
AES CQut put:
BC 47 FF EC
BB E2 E1 63
Truncat ed HVAC
8C F5 1F 14
40 C4 FF 25
Ci phertext:
BC 47 FF EC
BB E2 E1 63
8C F5 1F 14
40 C4 FF 25

E3

CD 8E

FC 23 ED

79
E8
Qu
D7

98 EB
7D D3
t put :

98 C2

5B 36 A2

79
E8
D7

98 EB
7D D3
98 C2

5B 36 A2

D7
83

56
1F

91
7F

27
66

91
7F
27
66

Pl ai ntext: (length greater
00 01 02 03 04 05 06 07

10 11 12 13
Conf ounder:

14

76 3E 65 36 7E 86 4F

256-bit AES key (Ke):
56 AB 22 BE E6 3D 82
A5 EB 1C 82 51 60 C3

192-bit HVAC key (Ki):

69 Bl 65 14
22 C4 DO OF
AES Qut put:
40 01 3E 2D
10 1C CF D5
B2 A6 02 AC
Truncat ed HVAC
FE F6 EC B6
D2 Cl1 6B 41
Ci phertext:
40 01 3E 2D
10 1C CF D5
B2 A6 02 AC
1F EB 51 75

Jenkins, et al.

E3

CD 8E

FC 23 ED

F5
56
86
Qu
47
92

F5
56
86
08

8E 87
CB 1E

t put :
D6 29
EO 1F

8E 87
CB 1E
FE F6
D2 C1

02

D7
83

56
1F

51
AE

S5F
62

51
AE
EC
6B

08

E2

BC
12

B8

E8

49

3F

E8

49
3F

09

76

52
98

20

11

BE

35

11

BE
35

0A

42

27
0oC

10

0B

86

F6
44

D5

F8

92

57

F8

92
57

Ker beros 5

oC

24

77
2E

074

D1

02

4D

D1

02
4D

oD

CE

3F
5C

30

9D

77

1F

9D

77
1F

than bl ock size)
08 09 OA 0B OC 0D

F5

BC
12

B8

95
79

AE

95
79
B6
41

51

52
98

20

7D
DB

07

7D
DB
47
92

53

27
0C

10

28
3C

TA

28
3C
D6
EO

074

F6
44

D5

78
3E

1F

78
3E
29
1F

E3

77
2E

cr

BC
E8

EB

BC
E8
5F
62

I nf or mat i onal

B5

3F
5C

30

51

64
AE

OE

S5E

8E
7E

12

AC

64

93

AC

64
93

OE

8A

8E
7E

12

75

29
07

OF

63

A7
49

B6

4B

F6

2E

4B

F6
2E

OF

F1

A7
49

B6

FE

08

FE
F2
TA

Cct ober 2016
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AES- CTS HVAC- SHA2 For Kerberos 5

Sanpl e checksuns:

Cct ober 2016

These sanpl e checksuns use the above sanple key derivation results,

i ncludi ng use of the sane base-key and key usage val ues.

Checksum t ype:
128-bit HVAC key (Kc):
B3 1A 01 8A 48 F5 47 76 F4 03 E9 A3 96 32 5D C3

Pl ai nt ext :

hmac- sha256- 128- aes128

00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
10 11 12 13 14

Checksum

D7 83 67 18 66 43 D6 7B 41 1C BA 91 39 FC 1D EE

Checksum t ype:
192-bit HVAC key (Kc):

EF 57 18
BA 41 F2
Pl ai nt ext:
00 01 02
10 11 12
Checksum
45 EE 79
43 C3 BF

Jenkins, et al.

BE
8F

03
13

15
A0

hmac- sha384- 192- aes256

86 CC 84 96 3D 8B BB 50 31 E9 F5 4
AF 69 E7 3D

04 05 06 07 08 09 OA OB OC OD OE OF
14

67 EE FC A3 7F 4A C1 EO 22 2D E8 0D
66 99 67 2A

I nf or mat i onal
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RFC 8009 AES- CTS HVAC- SHA2 For Kerberos 5 Cct ober 2016

Sanpl e pseudorandom function (PRF) invocations:

PRF input octet-string: "test" (0x74657374)

enctype aesl28-cts-hmac-sha256-128:
i nput - key val ue / HVAC- SHA- 256 key:
37 05 D9 60 80 C1 77 28 A0 E8 00 EA B6 EO D2 3C
HVAC- SHA- 256 i nput message:
00 00 00 01 70 72 66 00 74 65 73 74 00 00 01 00
PRF out put:
9D 18 86 16 F6 38 52 FE 86 91 5B B8 40 B4 A8 86
FF 3E 6B BO F8 19 B4 9B 89 33 93 D3 93 85 42 95

enctype aes256-cts- hmac- sha384-192:
i nput -key val ue / HVAC- SHA- 384 key:
6D 40 4D 37 FA F7 9F 9D FO D3 35 68 D3 20 66 98
00 EB 48 36 47 2E A8 A0 26 D1 6B 71 82 46 0C 52
HVAC- SHA- 384 i nput message:
00 00 00 01 70 72 66 00 74 65 73 74 00 00 01 80
PRF out put :
98 01 F6 9A 36 8C 2B F6 75 E5 95 21 E1 77 D9 AO
7F 67 EF E1 CF DE 8D 3C 8D 6F 6A 02 56 E3 B1 7D
B3 C1 B6 2A D1 B8 55 33 60 D1 73 67 EB 15 14 D2
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