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acquisition and delivery. The CDNl Metadata associated with a piece
of content provides a downstream CDN with sufficient information for
the downstream CDN to service content requests on behal f of an
upstream CDN. This docunent describes both a base set of CDNI

Met adata and the protocol for exchangi ng that netadata.
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1.

.1

I nt roducti on

Content Delivery Network Interconnection (CDNI) [RFC6707] enables a
downstream Content Delivery Network (dCDN) to service content
requests on behal f of an upstream CDN (uCDN).

The CDNI Metadata interface (M) is discussed in [RFC7336] along with
four other interfaces that can be used to conmpose a CDNI sol ution
(the CDNI Control interface, the CDNI Request Routing Redirection
interface, the CDNI Footprint & Capabilities Advertisenent interface
(FCl), and the CDNI Logging interface). [RFC7336] describes each
interface and the rel ationshi ps between them The requirenents for
the CDNI Metadata interface are specified in [ RFC7337].

The CDNI Metadata associated with a piece of content (or with a set
of content) provides a dCDN with sufficient information for servicing
content requests on behalf of a uCDN, in accordance with the policies
defined by the uCDN

Thi s docunent defines a CONI Metadata interface that enables a dCDN
to obtain CDNI Metadata froma uCDN so that the dCDN can properly
process and respond to:

0 Redirection requests received over the CDNI Request Routing
Redirection interface [ RFC7975].

o Content requests received directly from User Agents.
Specifically, this docunent defines:

0 A data structure for mappi ng content requests and redirection
requests to CDNI Metadata objects (Sections 3 and 4.1).

0 Aninitial set of CDNI GenericMetadata objects (Section 4.2).

0 An HTTP web service for the transfer of CDONI Metadata (Section 6).
Ter m nol ogy

Thi s docunent reuses the term nol ogy defined in [ RFC6707].

Additionally, the following terms are used throughout this docunent
and are defined as foll ows:

0 Object - a collection of properties.

0 Property - a key and value pair where the key is a property nane
and the value is the property value or another object.
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Thi s docunent uses the phrase "[Object] A contains [(bject] B" for
simplicity when a strictly accurate phrase would be "[Object] A
contains or references (via a Link object) [Ohject] B".

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Supported Metadata Capabilities
Only the netadata for a snmall set of initial capabilities is
specified in this docunent. This set provides the ninimum anmount of
met adata for basic CDN interoperability while still meeting the
requirenents set forth by [ RFC7337].

The foll owi ng high-level functionality can be configured via the CDNI
Met adat a obj ects specified in Section 4:

0 Acquisition Source: Metadata for allowing a dCDN to fetch content
froma uCDN.

0 Delivery Access Control: Metadata for restricting (or permtting)
access to content based on any of the foll owi ng factors:

* Location
*  Time wi ndow
* Delivery protocol

0 Delivery Authorization: Metadata for authorizing dCDN User Agent
requests.

0 Cache Control: Metadata for controlling cache behavi or of
t he dCDN.

The netadata encodi ng described by this docunment is extensible in
order to allow for future additions to this list.

The set of netadata specified in this docunent covers the initial
capabilities above. It is only intended to support CDNl for the
delivery of content by a dCDN using HTTP/ 1.1 [ RFC7230] and for a dCDN
to be able to acquire content froma uCDN using either HTTP/ 1.1 or
HTTP/ 1.1 over Transport Layer Security (TLS) [RFC2818].
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Supporting CDNI for the delivery of content using unencrypted HITP/ 2
[ RFC7540] (as well as for a dCDN to acquire content using unencrypted
HTTP/ 2 or HTTP/ 2 over TLS) requires the registration of these
protocol nanmes in the "CDNI Metadata Protocol Types" registry
(Section 7.3).

Delivery of content using HTTP/ 1.1 over TLS or HITP/2 over TLS SHOULD
follow the guidelines set forth in [RFC7525]. O fline configuration
of TLS paraneters between CDNs is beyond the scope of this docunent.

2. Design Principles

The CDNI Metadata interface was designed to achieve the follow ng
obj ecti ves:

1. Cacheability of CDNI Metadata objects;

2. Deternministic mapping fromredirection requests and content
requests to CDNI Metadata properties;

3. Support for DNS redirection as well as application-specific
redirection (for exanple, HITP redirection);

4. Mnimal duplication of CONI Metadata; and
5. Leveragi ng of existing protocols.

Cacheability can decrease the latency of acquiring netadata while
mai ntaining its freshness and can therefore decrease the | atency of
serving content requests and redirection requests, wthout
sacrificing accuracy. The CDNI Metadata interface uses HITP and its
exi sting caching nechani sns to achieve CDNI Metadata cacheability.

Determ nistic mapping fromcontent to netadata properties elimnates
anbiguity and ensures that policies are applied consistently by al
dCDNs.

Support for both HTTP and DNS redirection ensures that the CDN
Met adat a neets the sanme design principles for both HITP-based and
DNS- based redirection schenes.

M ni mal duplication of CDNl Metadata inproves storage efficiency in
t he CDNs.

Leveragi ng exi sting protocols avoids reinventing cormon nmechani sns

such as data structure encoding (by | everaging I-JSON (Internet JSON)
[ RFC7493]) and data transport (by |everaging HITP [ RFC7230]).
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3.

CDNI Met adat a Obj ect Model

The CDNI Met adata object nodel describes a data structure for mapping
redirection requests and content requests to netadata properties.

Met adat a properties describe how to acquire content froma uCDN

aut hori ze access to content, and deliver content froma dCDN. The
obj ect nodel relies on the assunption that these nmetadata properties
can be grouped based on the hostname of the content and subsequently
on the resource path (URI) of the content. The object node
associates a set of CDNI Metadata properties with a hostnane to form
a default set of netadata properties for content delivered on behalf
of that hostnane. That default set of netadata properties can be
overridden by properties that apply to specific paths within a URI.

Different hostnames and URI paths will be associated with different
sets of CDNI Metadata properties in order to describe the required
behavi or when a dCDN Surrogate or request router is processing User
Agent requests for content at that hostnanme and URI path. As a
result of this structure, significant comonality could exist between
the CDNI Metadata properties specified for different hostnanes,
different URI paths within a hostnane, and different URl paths on

di fferent hostnanes. For exanple, the definition of which User Agent
| P addresses shoul d be grouped together into a single network or
geographic location is likely to be common for a nunber of different
host names; although a uCDN is likely to have several different
policies configured to express geo-blocking rules, it is likely that
a single geo-blocking policy could be applied to multiple hostnanes
del i vered through the CDN

In order to enable the CDNI Metadata for a given hostnane and UR
path to be deconposed into reusable sets of CDNI Mt adata properti es,
the CDNI Metadata interface splits the CONI Metadata into separate
objects. Efficiency is inproved by enabling a single CDONIl Mt adat a
object (that is shared across hostnanes and/or URI paths) to be
retrieved and stored by a dCDN once, even if it is referenced by the
CDNI Metadata for nultiple hostnames and/or URl paths.

I mportant Note: Any CDNI Metadata object A that contains another CDN
Met adat a obj ect B can include a Link object specifying a URI that can
be used to retrieve object B, instead of enbedding object B within
object A The renainder of this docunent uses the phrase "[(bject] A
contains [hject] B" for sinplicity when a strictly accurate phrase
woul d be "[Object] A contains or references (via a Link object)
[hject] B". It is generally a deploynment choice for the uCDN

i npl ementation to deci de when to enbed CDNI Metadata obj ects and when
to reference separate resources via Link objects.
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Section 3.1 introduces a high-level description of the Hostl ndex,
Host Mat ch, Host Met adat a, Pat hMatch, PatternMatch, and Pat hMet adat a
obj ects, and describes the rel ati onshi ps between them

Section 3.2 introduces a high-level description of the CDNI
Generi cMet adat a obj ect, which represents the level at which CDN
Met adat a override occurs between Host Met adata and Pat hiMet adat a
obj ect s.

Section 4 describes in detail the specific CDNI Metadata objects and
properties specified by this docunent that can be contained within a
CDNI Generi cMet adat a obj ect.

3.1. Hostlndex, HostMatch, HostMetadata, PathMatch, PatterniMatch, and
Pat hMet adat a (bj ect s

The rel ati onshi ps between the Hostl ndex, HostMatch, Host Met adat a,
Pat hvat ch, PatternMatch, and Pat hMet adata objects are described in
Fi gure 1.

TS + TS + R +
| Host | ndex+- (*) - >| Host Mat ch+- (1) - >| Host Met adat a+--- - - - - (*)------ +
S + S + S RS +--mna + |
I I
(*) I
| \Y
--> Contains or references V Fok ko kK ok ok ok ok ok ok ok k ok ok ok
(1) One and only one R + *CGeneri cMet adat a*
(*) Zero or nore +- - ->| Pat hivat ch| * oj ect s *
| +____+___++ *hkhkkhkhkkhkkkkkkkkkk
I I I n
(*) (1) (1) #o-ommmmeoes +
| | +->| PatternMatch| |
| \Y Fome - - +
| R + |
+- - +Pat hMet adat a+----- - - (*)------ +
T +

Figure 1: Rel ationshi ps between CDNI Mt adata Cbjects
(Di agram Represent ati on)

A Host |l ndex object (see Section 4.1.1) contains an array of HostMatch
objects (see Section 4.1.2) that contain hostnanmes (and/or |IP
addresses) for which content requests night be del egated to the dCDN.
The Hostlndex is the starting point for accessing the uCDN CDNI

Met adata data store. It enables the dCDN to deterministically

di scover which CDNI Metadata objects it requires in order to deliver
a given piece of content.
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The Hostlndex |inks hostnanmes (and/or | P addresses) to Host Met adat a
objects (see Section 4.1.3) via HostMatch objects. A HostMtch

obj ect defines a hostname (or | P address) to match against a
requested host and contains a Host Met adata obj ect.

Host Met adat a obj ects contain the default GenericMetadata objects (see
Section 4.1.7) required to serve content for that host. Wen | ooking
up CDNI Metadata, the dCDN | ooks up the requested hostname (or |IP
address) against the HostMatch entries in the Hostlndex; fromthere,
it can find Host Metadata, which describes the default netadata
properties for each host as well as PathMetadata objects (see
Section 4.1.6), via PathMatch objects (see Section 4.1.4). PathMtch
obj ects define patterns, contained inside PatternMatch objects (see
Section 4.1.5), to match against the requested UR path.

PatterniMat ch objects contain the pattern strings and fl ags that
describe the URI path to which a PathMatch applies. PathMetadata

obj ects contain the GenericMetadata objects that apply to content
requests matching the defined URI path pattern. PathMetadata
properties override properties previously defined in Host Metadata or

| ess-speci fic PathMatch paths. PathMetadata objects can contain

addi tional PathMatch objects to recursively define nore-specific UR
pat hs to which GenericMetadata properties might be applied.

A CenericMetadata object contains individual CDNI Mt adata objects
that define the specific policies and attributes needed to properly
deliver the associated content. For exanple, a GenericMetadata

obj ect could describe the source fromwhich a CDN can acquire a piece
of content. The GenericMetadata object is an atomic unit that can be
ref erenced by Host Met adata or Pat hMet adata obj ects.

For exanple, if "exanple.com is a content provider, a HostMtch
object could include an entry for "exanple.com with the URI of the
associ at ed Host Met adata obj ect. The Host Met adata obj ect for

"exanpl e. con' describes the nmetadata properties that apply to
"exanpl e. com' and coul d contain Pat hMat ches for

"exanpl e. com novi es/*" and "exanpl e.conlnusic/*", which in turn

ref erence correspondi ng Pat hMet adata obj ects that contain the
properties for those more-specific URI paths. The PathMet adata

obj ect for "exampl e.conl novies/*" describes the properties that apply
to that URI path. 1t could also contain a PathMatch object for
"exanpl e. com novi es/ hd/*", which woul d reference the correspondi ng
Pat hMet adat a obj ect for the "exanpl e.com novies/hd/" path prefix.
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3.

2.

The rel ationships in Figure 1 are also represented in tabular format
in Table 1 bel ow.

Host | ndex 0 or nore HostMatch objects.

Host Mat ch 1 Host Met adat a obj ect .

Host Metadata | O or nore PathMatch objects. 0 or nore
Generi cMet adat a obj ects.

Pat hMvat ch 1 PatternMatch object. 1 PathMetadata object.

Patt er niVat ch Does not contain or reference any other objects.

Pat hMetadata | O or nore PathMatch objects. 0 or nore

Generi cMet adat a obj ects.

Table 1. Rel ationshi ps between CDNI Metadata Objects
(Tabl e Representation)

Generic CDNI Metadata Objects

The Host Met adat a and Pat hMet adat a obj ects contain other CDNI Met adat a
obj ects that contain properties that describe how User Agent requests
for content should be processed -- for exanple, where to acquire the
content from authorization rules that should be applied,

geo- bl ocking restrictions, and so on. Each such CDNl Mt adata object
is a specialization of a CDNI CenericMetadata object. The

Generi cMet adat a object abstracts the basic information required for
nmet adat a override and netadata distribution, fromthe specifics of
any given property (i.e., property semantics, enforcenent options,
etc.).

The GenericMetadata object defines the properties contained within it
as well as whether or not the properties are "mandatory-to-enforce".
If the dCDN does not understand or support a mandatory-to-enforce
property, the dCDN MJUST NOT serve the content. |f the property is
not mandatory-to-enforce, then that GenericMetadata object can be
safely ignored and the content request can be processed in accordance
with the rest of the CDNI Met adat a.
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Al't hough a CDN MJUST NOT serve content to a User Agent if a
mandat ory-t o-enforce property cannot be enforced, it could still be
safe to redistribute that nmetadata (the "safe-to-redistribute”
property) to another CDN without nodification. For exanple, in the
cascaded CDN case, a transit CDN (tCDN) coul d convey

mandat ory-to-enforce netadata to a dCDN. For netadata that does not
require custom zation or translation (i.e., nmetadata that is
safe-to-redistribute), the data representation received off the wire
MAY be stored and redistributed without being understood or supported
by the tCDN. However, for netadata that requires translation,
transparent redistribution of the uCDN netadata val ues m ght not be
appropriate. Certain netadata can be safely, though perhaps not
optimally, redistributed unnodified. For exanple, a source

acqui sition address mght not be optimal if transparently
redistributed, but it mght still work.

Redi stribution safety MJST be specified for each GenericMtadata
property. |f a CDN does not understand or support a given
Generi cMet adata property that is not safe-to-redistribute, the CDN
MJST set the "inconprehensible" flag to true for that GenericMetadata
obj ect before redistributing the nmetadata. The "inconprehensible”
flag signals to a dCDN that the netadata was not properly transformnmed
by the tCDN. A CDN MUST NOT attenpt to use netadata that has been
mar ked as "inconprehensible" by a uCDN

t CDNs MUST NOT change the val ue of mandatory-to-enforce or
safe-to-redi stribute when propagating netadata to a dCDN. Al though a
t CDN can set the value of "inconprehensible" to true, a tCDN MJST NOT
change the val ue of "inconprehensible" fromtrue to false.
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Tabl e 2 describes the action to be taken by a tCDN for the different
combi nations of mandatory-to-enforce ("ME') and safe-to-redistribute
("StR') properties when the tCDN either does or does not understand
the nmetadata in question:

Fomm o - Fomm o - Fom e e o - o m m e e e e e e e e e e e e eaao o +
| ME | StR | Metadata | Action |
| | | Understood | |
| | | by tCDN | |
AR, AR, R o e e e e e e e e e e m e ao- - +
| False | True | True | Can serve and redistribute. |
I I I I I
| False | True | False | Can serve and redistribute. |
I I I I I
| False | False | False | Can serve. MJST set |
| | | | "inconprehensible" to true when |
| | | | redistributing. |
I I I I I
| False | False | True | Can serve. Can redistribute after |
| | | | transform ng the metadata (if the |
| | | | CDN knows how to do so safely); |
| | | | otherw se, MJST set |
| | | | "inconprehensible" to true when |
| | | | redistributing. |
I I I I I
| True | True | True | Can serve and redistribute. |
| | | | |
| True | True | False | MJUST NOT serve but can redistribute. |
I I I I I
| True | False | True | Can serve. Can redistribute after |
| | | | transform ng the nmetadata (if the |
| | | | CDN knows how to do so safely); |
| | | | otherw se, MJST set |
| | | | "inconprehensible" to true when |
| | | | redistributing. |
I I I I I
| True | False | False | MUST NOT serve. MJST set |
| | | | "inconprehensible" to true when |
| | | | redistributing. |
AR, AR, R o e e e e e e e e e e m e ao- - +

Table 2: Action to Be Taken by a tCDN for the
Di fferent Conbinations of ME and StR Properties
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Tabl e 3 describes the action to be taken by a dCDN for the different
combi nations of mandatory-to-enforce and "i nconprehensi bl e" (Inconp)
properties, when the dCDN either does or does not understand the
met adata i n question:

Fomm o - T oo s S +
| ME | Inconmp | Metadata | Action |
| | | Under st ood | |
| | | by dCDN | |
AR, S SRR R o e e e e e e e e e e e e oo oo +
Fal se Fal se Tr ue Can serve.
Fal se Tr ue Tr ue Can serve but MJST NOT

interpret/apply any netadata

I I I I I
I I I I I
I I I I I
| | | | _ _ |
| | | | marked as "inconprehensible". |
I I I I I
| False | False | False | Can serve. |
I I I I I
| False | True | Fal se | Can serve but MJST NOT |
| | | | interpret/apply any mnetadata |
| | | | marked as "inconprehensi bl e". |
I I I I I
| True | False | True | Can serve. |
I I I I I
| True | True | True | MUST NOT serve. |
I I I I I
| True | False | False | MUST NOT serve. |
I I I I I
| True | True | Fal se | MUST NOT serve. |
Fomm o - T oo s S +

Table 3: Action to Be Taken by a dCDN for the
Di fferent Conbinations of ME and I nconp Properties

3.3. Metadata Inheritance and Override

In the nmetadata object nodel, a HostMetadata object can contain

mul ti pl e Pat hMet adat a obj ects (via PathMatch objects). Each

Pat hMet adat a obj ect can in turn contain other PathMetadata objects.
Host Met adat a and Pat hMet adata obj ects forman inheritance tree where
each node in the tree inherits or overrides the property val ues set
by its parent.

Generi cMet adat a objects of a given type override all GenericMetadata
obj ects of the sane type previously defined by any parent object in
the tree. GenericMetadata objects of a given type previously defined
by a parent object in the tree are inherited when no object of the
same type is defined by the child object. For exanple, if
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Host Met adata for the host "exanpl e.com contains GenericMetadata

obj ects of types Locati onACL and Ti neW ndowACL (where "ACL" means
"Access Control List") while a PathMetadata object that applies to
"exanpl e. com novi es/*" defines an alternate GenericMetadata object of
type Ti meW ndowACL, then:

o The Ti meW ndowACL defined in the PathMetadata would override the
Ti meW ndowACL defined in the Host Metadata for all User Agent
requests for content under "exanple.coninovies/", and

0 The Locati onACL defined in the Host Metadata woul d be inherited for
all User Agent requests for content under "exanple.com novies/".

A single Host Met adata or Pat hMet adat a obj ect MJUST NOT contain
mul tiple GenericMetadata objects of the same type. |If an array of
Generi cMet adata contai ns objects of duplicate types, the receiver
MUST ignore all but the first object of each type.

4. CDNI Metadata bjects

Section 4.1 provides the definitions of each nmetadata object type
introduced in Section 3. These netadata objects are described as
structural netadata objects, as they provide the structure for host
and URI path-based inheritance and identify which GenericMetadata
objects apply to a given User Agent content request.

Section 4.2 provides the definitions for a base set of core netadata
obj ects that can be contained within a Generi cMet adata object. These
met adat a obj ects govern how User Agent requests for content are

handl ed. GenericMetadata objects can contain other GenericMetadata
obj ects as properties; these can be referred to as sub-objects. As
with all CDNI Metadata objects, the value of the GenericMetadata

sub- obj ects can be either a conplete serialized representation of the
sub-object or a Link object that contains a URI that can be
dereferenced to retrieve the conplete serialized representation of
the property sub-object.

Section 6.5 discusses the ability to extend the base set of

Generi cMet adat a objects specified in this docunent with additional

st andar ds- based or vendor-specific GenericMetadata objects that night
be defined in the future in separate docunents.

dCDNs and t CDNs MJST support the parsing of all CDNI Metadata objects
specified in this docunent. A dCDN does not have to inplenent the
underlying functionality represented by non-structural

Generi cMet adat a objects (though that might restrict the content that
a given dCDN will be able to serve). uCDNs as generators of CDNI

Met adata only need to support generating the CDNI Metadata that they
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need in order to express the policies required by the content they
are describing. See Section 6.4 for nore details on the specific
encoding rules for CDNI Metadata objects.

Note: In the followi ng sections, the term"nmandatory-to-specify" is
used to convey which properties MJST be included for a given
structural or GenericMetadata object. Wen mandatory-to-specify is
specified as "Yes" for an individual property, it means that if the
obj ect containing that property is included in a nmetadata response,
then the mandatory-to-specify property MJST al so be incl uded
(directly or by reference) in the response. For exanple, a HostMtch
property object without a host to match agai nst does not make sense;
therefore, the "host" property is mandatory-to-specify inside a

Host Mat ch obj ect .

4.1. Definitions of the CONI Structural Metadata Objects

The subsections bel ow describe the structural objects introduced in
Section 3. 1.

4.1.1. Hostlndex
The Hostlndex object is the entry point into the CONl Mt adata
hi erarchy. It contains an array of HostMatch objects. An incom ng
content request is checked against the hostnane (or |P address)

specified by each of the lIisted Host Match objects to find the
Host Mat ch obj ect that applies to the request.

Property: hosts
Description: Array of HostMatch objects. Hosts (HostMatch
obj ects) MJST be evaluated in the order they appear, and the
first HostMatch object that matches the content request being
processed MJST be used.
Type: Array of HostMatch objects

Mandat ory-t o- Speci fy: Yes.
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Exanpl e Host |l ndex object containing two Host Match objects, where the
first HostMatch object is enbedded and the second Host Match object is
ref erenced:

"hosts": [
{
<Properties of embedded Host Match obj ect >
} ]
{

"type": "M. HostMatch",
"href": "https://metadata.ucdn. exanpl e/ host mat ch1234"
}
]
}

4.1.2. HostMatch

The Host Match obj ect contains a hostnane or | P address to match
agai nst content requests. The HostMatch object also contains a
Host Met adata object to apply if a match is found.

Property: host

Description: Hostname or |P address and optional port to match
agai nst the requested host, i.e., the host and port as
described in [RFC3986]. 1In order for a hostname or |P address
in a content request to match the hostnane or I P address in the
"host" property, the value fromthe content request when
converted to | owercase MJUST be identical to the value of the
"host" property when converted to | owercase. Al

i mpl ement ati ons MJST support | Pv4 addresses encoded as
specified by the "l Pv4address” rule in Section 3.2.2 of

[ RFC3986]. | Pv6 addresses MJST be encoded in one of the |Pv6
address formats specified in [ RFC5952], although receivers MJST
support all I1Pv6 address formats specified in [ RFC4291].

Host names MUST conformto the Domain Nanme System (DNS) syntax
defined in [ RFC1034] and [RFC1123]. Internationalized Domain
Nanmes (IDNs) nust first be transformed to the A-label form

[ RFC5890] as per [RFC5891].

Type: Endpoi nt

Mandat ory-t o- Speci fy: Yes.
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Property: host-netadata

Description: CDNI Metadata to apply when delivering content
that matches this host.

Type: Host Met adat a
Mandat ory-t o- Speci fy: Yes.

Exanpl e Host Match object with an enbedded Host Met adat a obj ect:

"host": "video. exanpl e. cont',
"host - net adat a": {
<Properties of enbedded Host Met adata obj ect >

}
}

Exanpl e Host Mat ch obj ect referencing (via a Link object; see
Section 4.3.1) a Host Met adata obj ect:

"host": "video. exanpl e. cont',
"host - net adat a": {
"type": "M . Host Metadata",
"href": "https://netadata. ucdn. exanpl e/ host 1234"

}
}

4.1.3. Host Metadata
A Host Met adat a obj ect contains the CDNI Metadata properties for
content served for a particular host (defined in the HostMatch
obj ect) and possibly child PathMatch objects.
Property: netadata
Description: Array of host-rel ated metadat a.

Type: Array of GenericMetadata objects

Mandat ory-t o- Speci fy: Yes.
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Property: paths

Description: Path-specific rules. Path patterns (PathMtch
obj ects) MUST be evaluated in the order they appear, and the
first (and only the first) PathMatch object that matches the
content request being processed MJST be used.

Type: Array of PathMatch objects

Mandat ory-to-Specify: No. Default is that there are no
nmore-specific paths to evaluate (i.e., an enpty list).

Exanpl e Host Met adat a obj ect contai ning a nunber of enbedded

Generi cMet adata objects that will describe the default metadata for
the host and an enbedded Pat hiatch object that contains a path for
whi ch met adata exists that overrides the default netadata for the
host :

{

"metadata": |

<Properties of first enbedded GenericMetadata object>

%1
<Properties of second enbedded GenericMetadata object>
}1
{ . . .
<Properties of Nth enbedded GenericMetadata object>
}
] ]
"paths": [
{
<Properties of enbedded Pat hMatch object >
}

]
}

4.1.4. PathiMatch

A Pat hMatch object contains a PatternMatch object with a path to

mat ch against a resource’s URI path, as well as how to handl e URI
query parameters. The Pat hMatch object al so contains a Pat hMet adat a
object with GenericMetadata to apply if the resource’s URI matches
the pattern within the PatternMatch object.
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Property: path-pattern

Description: Pattern to match agai nst the requested
resource’s URI.

Type: PatternMatch
Mandat ory-t o- Speci fy: Yes.
Property: path-netadata

Description: CDNI Metadata to apply when delivering content
that matches the associ ated Patterniatch.

Type: Pat hMet adat a
Mandat or y-t o- Speci fy: Yes.

Exanpl e Pat hivat ch obj ect referencing the Pat hMetadata object to use
for URIs that match the case-sensitive URl path pattern "/novies/*"
(contained within an enbedded PatternMatch object):

{

"pat h-pattern": {
"pattern": "/rnovies/*",
"case-sensitive": true

}

"pat h-net adat a": {
"type": "M. Pat hMet adat a",
"href": "https://nmetadata.ucdn. exanpl e/ host 1234/ pat hDCE"

}
}

4.1.5. Patterniatch

A PatternMatch object contains the pattern string and fl ags that
descri be the pattern expression.

Property: pattern

Description: A pattern for matching against the URI path, i.e.,
agai nst the path-absolute [RFC3986]. The pattern can contain
the wildcards "*" and "?", where "*" matches any sequence of
pchar [ RFC3986] or "/" characters (including the enpty string)
and "?" matches exactly one pchar character. The three
literals "$", "*", and "?" MJST be escaped as "$3$", "$*", and

"$?" (where "$" is the designated escape character). Al other
characters are treated as literals.
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Type: String
Mandat or y-t o- Speci fy: Yes.
Property: case-sensitive

Description: Flag indicating whether or not case-sensitive
mat chi ng shoul d be used. Note: Case insensitivity applies to
ALPHA characters in the URI path prior to percent-decoding

[ RFC3986] .

Type: Bool ean

Mandat ory-to-Specify: No. Default is case-insensitive match
(i.e., a value of False).

Exanpl e PatternMatch object that matches the case-sensitive URl path
pattern "/novies/*":

{

"pattern": "/novies/*",
"case-sensitive": true

}
4.1.6. Pat hMet adat a

A Pat hMet adat a obj ect contains the CDNI Metadata properties for
content requests that natch against the associated URI path (defined
in a PathMatch object).

Note that if DNS-based redirection is enployed, then a dCDN will be
unabl e to evaluate any netadata at the Pat hMetadata | evel or bel ow
because only the hostnane of the content request is available at
Request Routing tine. dCDNs SHOULD still process all PathMetadata
for the host before responding to the redirection request to detect

i f any unsupported netadata is specified. |f any netadata not
supported by the dCDN is marked as nandatory-to-enforce, the dCDN
SHOULD NOT accept the content redirection request, in order to avoid
receiving content requests that it will not be able to satisfy/serve.

Property: netadata
Description: Array of path-rel ated netadata.
Type: Array of GenericMetadata objects

Mandat or y-t o- Speci fy: Yes.
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Property: paths

Description: Path-specific rules. Path patterns (PathMtch
obj ects) MUST be evaluated in the order they appear, and the
first (and only the first) PathMatch object that matches the
content request being processed MJST be used.

Type: Array of PathMatch objects

Mandat ory-to-Specify: No. Default is that there are no
nmore-specific paths to evaluate (i.e., an enpty list).

Exanpl e Pat hiMet adat a obj ect contai ning a nunber of enbedded

Generi cMet adat a objects that describe the nmetadata to apply for the
URI path defined in the parent PathMatch object, as well as a
nor e- speci fi ¢ Pat hivat ch obj ect.

"metadata": |

{
<Properties of first enbedded GenericMetadata object>
}1
{ . . .
<Properties of second enbedded GenericMetadata object>
}1
{ . . .
<Properties of Nth enbedded GenericMetadata object>
}
] i)
"paths": [
{
<Properties of enbedded Pat hMatch object >
}

]
}
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4.1.7. CenerichMetadata

A CenericMetadata object is a wapper for nmanagi ng individual CDN
Met adat a properties in an opaque manner

Property: generic-netadata-type
Description: Case-insensitive CDNl Metadata object type.
Type: String containing the CONl Payl oad Type [ RFC7736] of the
obj ect contained in the generic-netadata-val ue property (see
Tabl e 4).
Mandat ory-t o- Speci fy: Yes.

Property: generic-netadata-val ue
Description: CDN Metadata object.
Type: Format/ Type is defined by the value of the
generi c- met adat a-type property above.
Not e: generi c-net adat a- val ues MJUST NOT nane any properties
"href" (see Section 4.3.1).
Mandat ory-t o- Speci fy: Yes.

Property: mandatory-to-enforce

Description: Flag identifying whether or not the enforcenent of
the property netadata is required.

Type: Bool ean

Mandat ory-to-Specify: No. Default is to treat netadata as
mandat ory-to-enforce (i.e., a value of True).

Property: safe-to-redistribute

Description: Flag identifying whether or not the property
nmet adata can be safely redistributed without nodification

Type: Bool ean

Mandat ory-to- Specify: No. Default is to allow transparent
redistribution (i.e., a value of True).
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}

Property: inconprehensible

Description: Flag identifying whether or not any CDN in the
chain of delegation has failed to understand and/or failed to
properly transformthis netadata object. Note: This flag only
applies to netadata objects whose safe-to-redistribute property
has a val ue of Fal se.

Type: Bool ean

Mandat ory-to-Specify: No. Default is conprehensible (i.e., a
val ue of Fal se).

Exanpl e Generi cMet adat a obj ect containing a netadata object that
applies to the applicable URI path and/or host (within a parent
Pat hMet adat a and/ or Host Met adat a obj ect, respectively):

"mandat ory-to-enforce": true,

"safe-to-redistribute": true,

"inconprehensi bl e": fal se,

"generic-netadata-type": <CDNl Payl oad Type of this nmetadata object>,
"generi c- net adat a- val ue"

{

<Properties of this netadata object>

}

4.2. Definitions of the Initial Set of CDNI GenericMtadata Objects

4.

N

The obj ects defined below are intended to be used in the
Generi cMet adat a object’s generic-netadata-value field as defined in
Section 4.1.7, and their generic-netadata-type property MIST be set
to the appropriate CDONI Payl oad Type as defined in Table 4.

2.1. SourceMet adat a
Sour ce netadata provides the dCDN with information about content
acquisition, i.e., howto contact a uCDN Surrogate or an origin
server to obtain the content to be served. The sources are not
necessarily the actual origin servers operated by the Content Service
Provider (CSP) but mght be a set of Surrogates in the uCDN
Property: sources

Description: Sources from which the dCDN can acquire content,
listed in order of preference.
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Type: Array of Source objects (see Section 4.2.1.1)

Mandat ory-to-Specify: No. Default is to use static
configuration, out-of-band fromthe CDNl Metadata interface.

Exanpl e Sour ceMet adat a obj ect (which contains two Source objects)
that describes which servers the dCDN shoul d use for acquiring
content for the applicable URI path and/or host:

{
"generic-netadata-type": "M . SourceMet adat a",
"generi c- net adat a- val ue":
{
"sources": |
"endpoints": |
"a.servicel23. ucdn. exanpl e",
"b. servi cel23. ucdn. exanpl e"
1,
"protocol": "http/1.1"
b
{
"endpoints": ["origin.servicel23. exanple"],
"protocol": "http/1l.1"
}
]
}
}

4.2.1.1. Source

A Source object describes the source to be used by the dCDN for
content acquisition (e.g., a Surrogate within the uCDN or an
alternate origin server), the protocol to be used, and any

aut henti cation nethod to be used when contacting that source.

Endpoints within a Source object MJST be treated as equival ent/equal
A uCDN can specify an array of sources, ordered by preference, within
a SourceMet adata object. Then, for each Source object ranked by
preference, a uCDN can specify an array of endpoints that are

equi valent (e.g., a pool of servers that are not behind a | oad

bal ancer).

Property: acquisition-auth

Description: Authentication nethod to use when requesting
content fromthis source.

Ni ven-Jenkins, et al. St andards Track [ Page 25]



RFC 8006 CDN | nterconnecti on Mt adat a Decenber 2016

Type: Auth (see Section 4.2.7)

Mandat ory-to- Specify: No. Default is no authentication
required.

Property: endpoints

Description: Oigins fromwhich the dCDN can acquire content.
If multiple endpoints are specified, they are all equal, i.e.,
the list is not ordered by preference.

Type: Array of Endpoint objects (see Section 4.3.3)
Mandat ory-t o- Speci fy: Yes.
Property: protocol

Description: Network retrieval protocol to use when requesting
content fromthis source.

Type: Protocol (see Section 4.3.2)
Mandat or y-t o- Speci fy: Yes.

Exanpl e Source object that describes a pair of endpoints (servers)
the dCDN can use for acquiring content for the applicable host and/or

URI path:

"endpoints": |
"a.servicel23. ucdn. exanpl e",
"b. servi cel23. ucdn. exanpl e"

] ]
"protocol": "http/1.1"
}

4.2.2. Locati onACL Met adat a

Locati onACL net adat a defi nes which |ocations a User Agent needs to be
in, in order to be able to receive the associ ated content.

A Locati onACL that does not include a "locations" property results in
an action of "allow all", meaning that delivery can be perforned
regardl ess of the User Agent’s |location; otherwi se, a CDN MJST take
the action fromthe first footprint to match agai nst the User Agent’s
|l ocation. If two or nore footprints overlap, the first footprint
that matches against the User Agent’s |ocation determnes the action

Ni ven-Jenkins, et al. St andards Track [ Page 26]



RFC 8006 CDN | nterconnecti on Mt adat a Decenber 2016

a CDN MUST take. |If the "locations" property is included but is
enpty or if none of the listed footprints match the User Agent’s
| ocation, then the result is an action of "deny".

Al t hough the Locati onACL, Ti meW ndowACL (see Section 4.2.3), and

Prot ocol ACL (see Section 4.2.4) are independent CGenericMet adata

obj ects, they can provide conflicting information to a dCDN, e.g., a
content request that is simultaneously allowed based on the

Locati onACL and deni ed based on the Ti meWndowACL. The dCDN MJST use
the logical AND of all ACLs (where "allow' is true and "deny" is
false) to determ ne whether or not a request should be all owed.

Property: |ocations

Description: ACL that allows or denies (blocks) delivery based
on the User Agent’s |ocation

Type: Array of LocationRule objects (see Section 4.2.2.1)
Mandat ory-to- Specify: No. Default is to allow all |ocations.

Exanpl e Locati onACL object that allows the dCDN to deliver content to
any location / | P address:

{
"generic-netadata-type": "M.Locati onACL",
"generi c- net adat a- val ue":
{
}
}
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Exanpl e Locati onACL obj ect (which contains a LocationRul e object that
in turn contains a Footprint object) that only allows the dCDN to
deliver content to User Agents in the USA:

{
"generic-netadata-type": "M.Locati onACL",
"generi c- net adat a- val ue":
"l ocations": [
{
"action": "allow',
"footprints": [
"footprint-type": "countrycode",
"footprint-value": ["us"]
}
]
}
]
}
}

4.2.2.1. LocationRule

A LocationRul e contains or references an array of Footprint objects
and the correspondi ng acti on.

Property: footprints
Description: Array of footprints to which the rule applies.
Type: Array of Footprint objects (see Section 4.2.2.2)
Mandat or y-t o- Speci fy: Yes.

Property: action

Description: Defines whether the rule specifies locations to
al | ow or deny.

Type: Enuneration [allow deny] encoded as a | owercase string

Mandat ory-to- Speci fy: No. Default is "deny".
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Exanpl e Locati onRul e obj ect (which contains a Footprint object) that
allows the dCDN to deliver content to clients in the USA

{

"action": "allow',
"footprints": [

"footprint-type": "countrycode",
"footprint-value": ["us"]
}
]
}

4.2.2.2. Footprint

A Foot print object describes the footprint to which a LocationRule
can be applied, e.g., an |IPv4 address range or a geographic |ocation

Property: footprint-type

Description: Registered footprint type (see Section 7.2). The
footprint types specified by this docunment are "ipvé4cidr"

(I Pv4CI DR; see Section 4.3.5), "ipvecidr" (IPv6ClDR, see
Section 4.3.6), "asn" (Autononmpbus System Nunber; see

Section 4.3.7), and "countrycode" (Country Code; see

Section 4. 3.8).

Type: Lowercase string
Mandat ory-t o- Speci fy: Yes.

Property: footprint-val ue
Description: Array of footprint values conformng to the
specification associated with the registered footprint type.
Foot print values can be sinple strings (e.g., |Pv4ClDR
| Pv6CI DR, ASN, and Country Code); however, other Footprint
obj ects can be defined in the future, along with a nore conpl ex
encoding (e.g., GPS coordinate tuples).
Type: Array of footprints

Mandat ory-t o- Speci fy: Yes.
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Exanpl e Footprint object describing a footprint covering the USA

"footprint-type": "countrycode",
"footprint-value": ["us"]

}

Exanpl e Foot print object describing a footprint covering the IP
address ranges 192.0.2.0/24 and 198. 51. 100. 0/ 24:

"footprint-type": "ipvdcidr",
"footprint-value": ["192.0.2.0/24", "198.51.100.0/24"]
}

Exanpl e Footprint object describing a footprint covering the IP
address ranges 2001: db8::/32

"footprint-type": "ipvé6cidr",
"footprint-value": ["2001:db8::/32"]
}

Exanpl e Footprint object describing a footprint covering the
aut ononous system 64496:

"footprint-type": "asn",
"footprint-value": ["as64496"]
}

4.2.3. TineW ndowACL
Ti meW ndowACL net adat a defines tine-based restrictions.

A Ti meW ndowACL that does not include a "tinmes" property results in
an action of "allow all", meaning that delivery can be perforned
regardl ess of the tine of the User Agent’s request; otherw se, a CDN
MJST take the action fromthe first wi ndow to match agai nst the

current tinme. |If two or nore wi ndows overlap, the first w ndow that
mat ches against the current tine determ nes the action a CDN MJUST
take. If the "tinmes" property is included but is enpty or if none of

the listed windows match the current tine, then the result is an
action of "deny".

Al t hough the Locati onACL (see Section 4.2.2), TinmeWndowACL, and

Prot ocol ACL (see Section 4.2.4) are independent GenericMet adata
obj ects, they can provide conflicting infornmation to a dCDN, e.g.,
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a content request that is simultaneously all owed based on the
Locati onACL and deni ed based on the Ti neWndowACL. The dCDN MJST use

the I ogical AND of all ACLs (where "allow' is true and "deny" is
false) to determ ne whether or not a request should be all owed.

Property: tines

Description: ACL that allows or denies (blocks) delivery based
on the tine of a User Agent’s request.

Type: Array of TineW ndowRul e objects (see Section 4.2.3.1)

Mandat ory-to- Specify: No. Default is to allowall tinme
W ndows.

Exanmpl e Ti meW ndowACL obj ect (which contains a Ti neWndowRul e obj ect
that in turn contains a Ti neWndow object) that only allows the dCDN
to deliver content to clients between 09:00 01/01/2000 UTC and 17: 00

01/ 01/ 2000 UTC:

"generic-netadata-type": "M. Ti reW ndowACL",
"generi c- net adat a- val ue":

{
"times": [
"action": "allow',
"wi ndows": |
"start": 946717200,
"end": 946746000
}
]
}
]
}

}
4.2.3.1. TimeWndowRul e

A Ti meW ndowRul e contains or references an array of Ti meW ndow
obj ects and the correspondi ng acti on.

Property: w ndows
Description: Array of time wi ndows to which the rule applies.

Type: Array of Ti neW ndow objects (see Section 4.2.3.2)
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Mandat ory-t o- Speci fy: Yes.
Property: action

Description: Defines whether the rule specifies tinme w ndows to
al | ow or deny.

Type: Enuneration [allow deny] encoded as a | owercase string
Mandat ory-to-Specify: No. Default is "deny".
Exanpl e Ti meW ndowRul e obj ect (which contains a Ti meW ndow obj ect)

that only allows the dCDN to deliver content to clients between 09: 00
01/ 01/ 2000 UTC and 17:00 01/01/2000 UTC

{
"action": "allow',
"wi ndows": [
"start": 946717200,
"end": 946746000
}
]
}

4.2.3.2. Ti meW ndow
A Ti meW ndow obj ect describes a tine range that can be applied by a
Ti meW ndowACL, e.g., start 946717200 (i.e., 09:00 01/01/2000 UTQ),
end: 946746000 (i.e., 17:00 01/01/2000 UTC).
Property: start
Description: The start tinme of the w ndow.
Type: Tinme (see Section 4.3.4)
Mandat ory-t o- Speci fy: Yes.
Property: end
Description: The end tine of the w ndow.

Type: Time (see Section 4.3.4)

Mandat or y-t o- Speci fy: Yes.
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Exanpl e Ti meW ndow obj ect that describes a time w ndow from 09: 00
01/01/ 2000 UTC to 17: 00 01/01/2000 UTC

"start": 946717200,
"end": 946746000

}
4.2.4. Pr ot ocol ACL Met adat a

Pr ot ocol ACL net adata defines delivery protocol restrictions.

A Protocol ACL that does not include a protocol-acl property results
in an action of "allow all", meaning that delivery can be perforned
regardl ess of the protocol in the User Agent’s request; otherw se, a
CDN MUST take the action fromthe first protocol to match agai nst the
request protocol. |If two or nore request protocols overlap, the
first protocol that matches the request protocol determni nes the
action a CDN MJUST take. |If the protocol-acl property is included but
is enpty or if none of the listed protocols match the request
protocol, then the result is an action of "deny".

Al t hough the Locati onACL (see Section 4.2.2), TinmeWndowACL (see
Section 4.2.3), and Protocol ACL are independent CenericMet adata

obj ects, they can provide conflicting information to a dCDN, e.g., a
content request that is simultaneously allowed based on the

Pr ot ocol ACL and deni ed based on the Ti meWndowACL. The dCDN MJST use
the logical AND of all ACLs (where "allow' is true and "deny" is
false) to determ ne whether or not a request should be all owed.

Property: protocol-acl

Description: ACL that allows or denies (blocks) delivery based
on delivery protocol

Type: Array of Protocol Rul e objects (see Section 4.2.4.1)

Mandat ory-to-Specify: No. Default is to allow all protocols.
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Exanpl e Protocol ACL object (which contains a Protocol Rul e object)
that only allows the dCDN to deliver content using HITP/1.1:

{

"generic-netadata-type": "M. Protocol ACL",
"generi c- net adat a- val ue":

{
"protocol -acl": [
{
"action": "allow',
"protocols": ["http/1l.1"]
}
]
}

}
4.2.4.1. Protocol Rul e

A Protocol Rul e contains or references an array of Protocol objects
and the correspondi ng acti on.

Property: protocols
Description: Array of protocols to which the rule applies.
Type: Array of Protocol objects (see Section 4.3.2)
Mandat or y-t o- Speci fy: Yes.

Property: action

Description: Defines whether the rule specifies protocols to
al | ow or deny.

Type: Enuneration [allow deny] encoded as a | owercase string
Mandat ory-to- Speci fy: No. Default is "deny".

Exanpl e Protocol Rul e obj ect (which contains a Protocol object) that
all ows the dCDN to deliver content using HITP/ 1. 1:

{

"action": "allow',
"protocols": ["http/1l. 1"]

}
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4.2.5. DeliveryAuthorization Metadata

Del i very authorization defines authorization nmethods for the delivery
of content to User Agents.

Property: delivery-auth-nethods

Description: Options for authorizing content requests.
Delivery for a content request is authorized if any one of the
aut hori zation nethods in the list is satisfied for that
request.

Type: Array of Auth objects (see Section 4.2.7)

Mandat ory-to-Specify: No. Default is no authorization
required.

Exanpl e Del i veryAut horization object (which contains an Auth object):

{

"generic-netadata-type": "M.DeliveryAuthorization",
"generi c- net adat a- val ue":

"del i very-aut h-nmet hods": [

"auth-type": <CDNI Payl oad Type of this Auth object>,
"aut h-val ue":

{

<Properties of this Auth object>
}
}
]
}
}

4.2.6. Cache

A Cache object describes the cache control paraneters to be applied
to the content by internedi ate caches.

Cache keys are generated fromthe URI of the content request

[ RFC7234]. In some cases, a CDN or content provider m ght want
certain path segnments or query paraneters to be excluded fromthe
cache key generation. The Cache object provides guidance on what
parts of the path and query string to include.
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Property: exclude-path-pattern

Description: A pattern for matching against the URI path, i.e.,
agai nst the path-absolute [RFC3986]. The pattern can contain
the wildcards "*" and "?", where "*" nmatches any sequence of
pchar [ RFC3986] or "/" characters (including the enpty string)
and "?" matches exactly one pchar character. The three
literals "$", "*", and "?" MJST be escaped as "$$", "$*", and
"$?" (where "$" is the designated escape character). Al other
characters are treated as literals. Cache key generati on MJST
only include the portion of the path-absolute that matches the
wi | dcard portions of the pattern. Note: I|nconsistency between
the PatternMatch pattern (Section 4.1.5) and the

excl ude-path-pattern can result in inefficient caching.

Type: String

Mandat ory-to- Specify: No. Default is to use the full UR
pat h-absol ute to generate the cache key.

Property: include-query-strings
Description: Allows a Surrogate to specify the URI query string

paraneters [ RFC3986] to include when conparing the requested
URI against the URIs in its cache for equival ence. Matching

query parameters MJST be case insensitive. |f all query
paraneters should be ignored, then the Iist MJST be specified
and MUST be enpty. |If a query paraneter appears nmultiple tines

in the query string, each instance val ue MJST be aggregated
prior to conparison. For consistent cache key generation,
query parameters SHOULD be evaluated in the order specified in
this array.

Type: Array of strings

Mandat ory-to- Specify: No. Default is to consider all query
string paraneters when conparing URls.

Exanpl e Cache object that instructs the dCDN to use the full URH path
and ignore all query paraneters

{
"generic-netadata-type": "M. Cache",
"generi c- net adat a- val ue":
"include-query-strings": []
}
}
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Exanpl e Cache object that instructs the dCDN to exclude the " CDNX"
path prefix and only include the (case-insensitive) query paraneters
nanmed "nediaid' and "providerid":

{
"generic-netadata-type": "M. Cache",
"generi c- net adat a- val ue":
"excl ude-path-pattern”: "/ CDNX/ *",
"include-query-strings": ["nediaid", "providerid"]
}
}

Exanpl e Cache object that instructs the dCDN to exclude the " CDNX"
path prefix but includes all query paramneters:

{
"generic-netadata-type": "M. Cache",
"generi c- net adat a- val ue":
"excl ude-path-pattern”: "/ CDNX/ *"
}
}

4.2.7. Auth

An Aut h object defines authentication and authorization nethods to be
used during content acquisition and content delivery, respectively.

Not e: This docunent does not define any Auth methods. | ndividual
Aut h nethods are being defined separately (e.g., UR Signing
[CDNI-URI-SIGNING ). The GenerichMetadata object that contains Auth
objects is defined herein for convenience and so as not to be
specific to any particul ar Auth nethod.

Property: auth-type

Description: Auth type (The CDNI Payl oad Type [RFC7736] of the
Generi cMet adat a object contained in the auth-val ue property).

Type: String
Mandat ory-t o- Speci fy: Yes.
Property: auth-val ue

Description: An object conformng to the specification
associ ated with the Auth type.
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Type: GCenericMet adata object
Mandat or y-t o- Speci fy: Yes.

Exanpl e Auth obj ect:

{
"generic-netadata-type": "M.Auth",
"generi c- net adat a- val ue":
"auth-type": <CDNI Payl oad Type of this Auth object>,
"aut h-val ue":
{
<Properties of this Auth object>
}
}
}

4.2.8. Gouping

A Grouping object identifies a group of content to which a given
asset bel ongs.

Property: ccid

Description: Content Collection IDentifier for an application-
speci fic purpose such as | oggi ng aggregati on.

Type: String

Mandat ory-to-Specify: No. Default is not to apply any
gr oupi ng.

Exanpl e Groupi ng obj ect that specifies a Content Collection
IDentifier for the content associated with the G ouping object’s
parent Host Met adata and Pat hiet adat a:

{
"generic-netadata-type": "M .G ouping”,
"generi c- net adat a- val ue":
"ccid": "ABCD'
}
}
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4.3. CDNI Metadata Sinple Data Type Descriptions

This section describes the sinple data types that are used for
properties of CDNI Metadata objects.

4.3.1. Link

A Link object can be used in place of any of the objects described
above. Link objects can be used to avoid duplication if the sane
nmet adata information is repeated within the nmetadata tree. Wen a
Li nk obj ect replaces another object, its "href" property is set to
the URI of the resource and its "type" property is set to the CDN
Payl oad Type of the object it is replacing.

dCDNs can detect the presence of a Link object by detecting the
presence of a property naned "href" within the object. This neans
that GenericMetadata types MJUST NOT contain a property named "href"
because doing so would conflict with the ability for dCDNs to detect
Li nk obj ects being used to reference a GenericMetadata object.

Property: href

Description: The URI of the addressabl e object being
ref erenced.

Type: String
Mandat or y-t o- Speci fy: Yes.
Property: type

Description: The CDNl Payl oad Type of the object being
ref erenced.

Type: String

Mandat ory-to-Specify: No. |[If the container specifies the type
(e.g., the Hostlndex object contains an array of HostMatch
objects, so a Link object in the Iist of HostMitch objects nust
reference a Host Match), then it is not necessary to explicitly
specify a type.

Exanpl e Li nk object referencing a HostMatch object:

{
"type": "M . HostMatch",

"href": "https://netadata.ucdn. exanpl e/ host nat ch1234"
}
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Exanpl e Li nk obj ect referencing a HostMatch object, w thout an
explicit type, inside a Hostlndex object:

"hosts": [

<Properties of enbedded Host Match object >
1 1

"href": "https://netadata. ucdn. exanpl e/ host nat ch1234"
}

]
}

4.3.1.1. Link Loop Prevention

When following a |link, CDNI Metadata clients SHOULD verify that the
CDNI Payl oad Type of the object retrieved nmatches the expected CDN
Payl oad Type, as indicated by the Link object or containing property.
For CenericMetadata objects, type checks will prevent self-

ref erences; however, incorrect linking can result in circular
references for structural netadata objects, specifically PathMatch
and Pat hMet adata objects (Figure 1). To prevent circul ar references,
CDNI Metadata clients SHOULD verify that no duplicate |inks occur for
Pat hMat ch or Pat hMet adat a obj ect s.

4.3.2. Protocol
Prot ocol objects are used to specify protocols (fromthe "CDN
Met adat a Protocol Types" registry; see Section 7.3) for content
acquisition or delivery.
Type: String
Exanpl e:
"http/1l.1"

4.3.3. Endpoint

A hostnane (with optional port) or an I P address (with optiona
port).

Al'l inplementations MJST support |Pv4 addresses encoded as specified
by the "I Pv4address” rule in Section 3.2.2 of [RFC3986]. |Pv6
addresses MUST be encoded in one of the |Pv6 address formats
specified in [ RFC5952], although receivers MJST support all |Pv6
address formats specified in [ RFC4291]. Hostnanmes MJST conformto
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the Domai n Nane System (DNS) syntax defined in [ RFC1034] and
[ RFC1123]. Internationalized Domain Nanes (IDNs) nust first be
transforned to the A-label form [RFC5890] as per [RFC5891].
Type: String
Exanpl e host nane:
"met adat a. ucdn. exanpl e"
Exanpl e |1 Pv4 address:
"192.0.2. 1"
Exanmpl e 1 Pv6 address (with port nunber):
"[2001: db8:: 1] : 81"
4.3.4. Time

A time val ue expressed in seconds since the UNI X epoch (i.e., zero
hours, zero minutes, zero seconds, on January 1, 1970) Coordi nated
Universal Tine (UTC) [POSI X].
Type: |nteger
Exanmpl e tine representing 09: 00: 00 01/01/2000 UTC:
946717200

4.3.5. |Pv4CIDR

An | Pv4address C assless Inter-Domain Routing (ClDR) bl ock encoded as
specified by the "I Pvdaddress" rule in Section 3.2.2 of [RFC3986]
followed by a "/" followed by an unsigned integer representing the

| eading bits of the routing prefix (i.e., IPv4d CIDR notation).

Single | P addresses can be expressed as /32

Type: String

Exanmpl e |1 Pv4Cl DR

"192.0. 2. 0/ 24"

Ni ven-Jenkins, et al. St andards Track [ Page 41]



RFC 8006 CDN | nterconnecti on Mt adat a Decenber 2016

4.3.6. |Pv6CIDR

An | Pv6address CI DR bl ock encoded in one of the IPv6 address formats
specified in [RFC5952] followed by a "/" foll owed by an unsi gned

i nteger representing the leading bits of the routing prefix (i.e.,
IPv6 CIDR notation). Single |IP addresses can be expressed as /128.

Type: String

Exanmpl e 1 Pv6Cl DR

"2001: db8:: /32"
4.3.7. ASN

An ASN val ue encoded as a string consisting of the characters "as"
(in lowercase) foll owed by the ASN [ RFC6793].

Type: String
Exanpl e ASN
"as64496"
4.3.8. Country Code
An | SO 3166-1 al pha-2 code [ISO3166-1] in | owercase.
Type: String

Exanpl e Country Code representing the USA

us
5. CDNI Metadata Capabilities

CDNI Metadata is used to convey information pertaining to content
delivery fromthe uCDN to the dCDN. For optional netadata, it can be
useful for the uCDN to know, prior to delegating any content requests
to a given dCDN, if that dCDN supports the underlying functionality
described by the netadata. |f sone netadata is nandatory-to-enforce
and the dCDN does not support it, any del egated requests for content
that requires that netadata will fail. The uCDNwill likely want to
avoi d del egating those requests to that dCDN. Likew se, for any

met adata that m ght be assigned optional values, it could be usefu
for the uCDN to know, prior to delegating any content requests to a
gi ven dCDN, which values that dCDN supports. |If the optional value
assigned to a given piece of content’s netadata is not supported by
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the dCDN, any del egated requests for that content can fail, so again
the uCDN is likely to want to avoid del egati ng those requests to
that dCDN.

The CDNI Footprint & Capabilities Advertisenent interface (FCl)
provi des a nmeans of advertising capabilities fromthe dCDN to the
uCDN [ RFC8008]. Support for optional netadata types and val ues can
be advertised using the FCl.

6. CDNI Metadata Interface

This section specifies an interface to enable a dCDN to retrieve CDN
Met adat a objects from a uCDN.

The interface can be used by a dCDN to retrieve CDNI Metadata objects
in either of two ways:

o0 Dynamically, as required by the dCDN to process received requests
-- for exanple, in response to a query froma uCDN over the CDNI
Request Routing Redirection interface (RI) [RFC7975] or in
response to receiving a request for content froma User Agent.

o0 |In advance of being required -- for exanple, in the case of
pre-positioned CONI Metadata acquisition, initiated through the
"CDNI Control interface / Triggers" (C/T) interface [ RFC8007].

The CDNI Metadata interface is built on the principles of HTTP web
services. In particular, this neans that requests and responses over
the interface are built around the transfer of representations of
hyperlinked resources. A resource in the context of the CDN

Met adata interface is any object in the object npdel (as described in
Sections 3 and 4).

CDNI Met adata servers (i.e., servers in the uCDN) are free to assign
what ever structure they desire to the URIs for CDNI Metadata objects,
and CDNI Metadata clients MJUST NOT make any assunptions regarding the
structure of CDNI Metadata URI's or the mapping between CDNI Metadata
objects and their associated URIs. Any URIs present in the exanples
in this docunent are purely illustrative and are not intended to

i mpose a definitive structure on CONI Metadata interface

i mpl ement ati ons.
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6.1. Transport

The CDNI Metadata interface uses HITP as the underlying protocol
transport [RFC7230].

The HTTP nethod in the request defines the operation the request
would like to perform A server inplementation of the CDNI Metadata
i nterface MJUST support the HTTP GET and HEAD net hods.

The correspondi ng HTTP response returns the status of the operation
in the HITP status code and returns the current representation of the
resource (if appropriate) in the response body. HITP responses that
contain a response body SHOULD include an entity-tag (ETag) to enable
val i dation of cached versions of returned resources.

As the CDNI Metadata interface builds on top of HITP, CDNl Metadata
server inplenentati ons MAY nake use of any HTTP feature when

i npl ementing the CONI Metadata interface; for exanple, a CDN

Met adat a server MAY make use of HITP' s caching nechanisns to indicate
that the returned response/representati on can be reused w t hout
re-contacting the CONI Metadata server.

6.2. Retrieval of CDNI Metadata Resources

In the general case, a CDNI Metadata server nakes CDNl Metadata
objects available via unique URI's; thus, in order to retrieve CDNI
Met adata, a CDNI Metadata client (i.e., a client in the dCDN) first
makes an HTTP CET request for the URI of the Hostlndex, which
provides an array of hostnames for which the uCDN can del egate
content delivery to the dCDN.

In order to retrieve the CDNI Metadata for a particul ar request, the
CDNI Metadata client processes the received Hostlndex object and
finds the correspondi ng Host Metadata entry (by matchi ng the hostnane
in the request against the hostnanes listed in the Host Match
objects). If the HostMetadata is linked (rather than enbedded), the
CDNI Metadata client then makes an HTTP GET request for the URI
specified in the "href" property of the Link object, which points to
the Host Met adata object itself.

In order to retrieve the nost specific netadata for a particul ar
request, the CDNI Metadata client inspects the HostMetadata for

ref erences to nore-specific PathMetadata objects (by matching the URI
path in the request against the path-pattern property itenms in any
Pat hMat ch objects listed in the Host Metadata object). If a

Pat hMet adata object is found to match (and is |linked rather than
enbedded), the CDNI Metadata client nmakes anot her HTTP GET request
for the PathMetadata. FEach PathMetadata object can al so include
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references to additional nore-specific nmetadata. |If this is the
case, the CDNI Metadata client continues requesting PathMatch and

Pat hMet adat a obj ects recursively. The CDNI Metadata client repeats
this approach of processing netadata objects and retrieving (via HTTP
GETs) any linked objects until it has all the netadata objects it
requires in order to process the redirection request fromthe uCDN or
the content request froma User Agent.

In cases where a dCDN is not able to retrieve the entire set of CDN
Met adat a associated with a User Agent request, or it has retrieved
that netadata but it is stale according to standard HTTP cachi ng
rul es and cannot be revalidated -- for exanple, because the uCDN is
unreachabl e or returns an HTTP 4xx or 5xx status in response to sone
or all of the dCDN s CDNI Metadata requests -- the dCDN MUST NOT
serve the requested content.

Where a dCDN is interconnected with nmultiple uCDNs, the dCDN needs to
determi ne which uCDN' s CDNI Metadata interface should be used to
handl e a particul ar User Agent request.

VWhen HTTP redirection (e.g., HITP 302 redirects) is being used
between CDNs, it is expected that the dCON will be able to determ ne
the uCDN that redirected a particular request frominfornmation
contained in the received request (e.g., via the URI). Wth

know edge of which uCDN routed the request, the dCDN can choose the
correct uCDN from which to obtain the Hostlndex. Note that the
Host | ndexes served by each uCDN can be uni que.

In the case of DNS redirection, there is not always sufficient
information carried in the DNS request from User Agents to determ ne
the uCDN that redirected a particular request (e.g., when content
froma given host is redirected to a given dCDN by nore than one
uCDN); therefore, dCDNs will have to apply |local policy when deciding
whi ch uCDN' s CDNI Metadata interface to use

6. 3. Bootstrappi ng

The URI for the Hostlndex object of a given uCDN needs to be
configured in the dCDN. All other objects/resources are then

di scoverabl e fromthe Hostlndex object by following any links in the
Host | ndex object, and through the referenced Host Met adata and

Pat hMet adat a obj ects and their GenericMetadata sub-objects.

Manual configuration of the URI for the Hostlndex object is outside
the scope of this docunent.
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6.4. Encoding

CDNI Met adat a obj ects MJST be encoded as |-JSON objects [ RFC7493]
containing a dictionary of (key,value) pairs where the keys are the
property nanmes and the values are the associ ated property val ues.

The keys of the dictionary are the nanes of the properties associated
with the object and are therefore dependent on the specific object
bei ng encoded (i.e., dependent on the CDNI Payl oad Type of the
returned resource). Likew se, the values associated with each
property (dictionary key) are dependent on the specific object being
encoded (i.e., dependent on the CDNI Payl oad Type of the returned
resource).

Dictionary keys (properties) in I-JSON are case sensitive. By
convention, any dictionary key (property) defined by this docunent
(for exanple, the nanes of CDNI Metadata object properties) MJIST be
| ower case

6.5. Extensibility

The set of GenericMetadata objects can be extended with additiona

(st andards-based or vendor-specific) netadata objects through the
speci fication of new CGenericMetadata objects. The GenericMet adat a
obj ect defined in Section 4.1.7 specifies a type field and a type-
specific value field that allow any nmetadata to be included in either
the Host Met adata or Pat hMet adata arrays.

As with the initial GenericMetadata types defined in Section 4.2,
future GenericMetadata types MUST specify the informati on necessary
for constructing and decodi ng the GenericMetadata object.

Any docunent that defines a new GenericMetadata type MJIST

1. Register the CDNI Payl oad Type [RFC7736] used to identify the new
Generi cMet adat a type being specified.

2. Define the set of properties associated with the new
Generi cMet adat a object. GenericMetadata MJUST NOT contain a
property nanmed "href" because doing so would conflict with the
ability to detect Link objects (see Section 4.3.1).

3. For each property, define a name, description, type, and whether
or not the property is mandatory-to-specify.

4. Describe the semantics of the new type, including its purpose,

and provide a use case to which it applies, including an exanple
encoded in |-JSON
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5. Describe the security and privacy consequences, for both the User
Agent and the CDNs, of the new CenericMetadata object.

6. Describe any relation to, conflict with, or obsol escence of other
exi sting CDNI Metadata objects.

Note: In the case of vendor-specific extensions, vendor-identifying
CDNI Payl oad Type nanes wi |l decrease the possibility of
GenericMetadata type collisions. It is RECOMVENDED that any
vendor - speci fi c extensions use vendor-identifying CONI Payl oad Type
narnes.

6.6. Metadata Enforcenent

At any given time, the set of GenericMetadata types supported by the
UCDN m ght not match the set of GenericMetadata types supported by
t he dCDN.

In cases where a uCDN sends netadata containing a GenericMet adat a
type that a dCDN does not support, the dCDN MJST enforce the
semantics of the mandatory-to-enforce property. |f a dCDN does not
understand or is unable to performthe functions associated with any
mandat ory-t o-enforce netadata, the dCDN MJUST NOT service any requests
for the correspondi ng content.

Note: ldeally, uCDNs would not del egate content requests to a dCDN
that does not support the mandatory-to-enforce netadata associ ated
with the content being requested. However, even if the uCDN has

a priori know edge of the netadata supported by the dCDN (e.g., via
the FCl or through out-of-band negotiation between CDN operators),
met adat a support can fluctuate or be inconsistent (e.g., due to

m scommuni cati on, msconfiguration, or tenporary outage). Thus, the
dCDN MUST al ways eval uate all netadata associated with redirection
and content requests and reject any requests where
mandat ory-t o-enforce netadata associated with the content cannot be
enf or ced.

6.7. Met adata Conflicts

It is possible that new netadata definitions will obsolete or
conflict with existing GenericMetadata (e.g., a future revision of
the CDNI Metadata interface could redefine the Auth GenericMet adata
obj ect or a custom vendor extension could inplenment an alternate Auth
met adata option). If multiple netadata (e.g., M.Auth.v2,
vendor 1. Auth, and vendor2. Auth) all conflict with an existing
Generi cMet adata object (i.e., M.Auth) and all are marked as
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mandat ory-to-enforce, it could be anbi guous as to whi ch netadata
shoul d be applied, especially in the case of overl apping
functionality.

As described in Section 3.3, netadata override only applies to

met adat a obj ects of the same exact type found in Host Metadata and
nested PathMetadata structures. The CDNI Metadata interface does not
support enforcement of dependenci es between di fferent GenericMet adata
types. It is the responsibility of the CSP and the CDN operators to
ensure that netadata assigned to a given piece of content do not
conflict.

Not e: Because netadata is inherently ordered in Host Met adata and

Pat hMet adat a arrays, as well as in the PathMatch hierarchy, nultiple
conflicting netadata types MAY be used; however, metadata hierarchies
SHOULD ensure that independent PathMatch root objects are used to
prevent anbi guous or conflicting netadata definitions.

6.8. Versioning

The version of CDNI Metadata objects is conveyed inside the CDN

Payl oad Type that is included in either (1) the HTTP Content-Type
header (for exanple, "Content-Type: application/cdni

ptype=M . Host | ndex" when retrieved via a link) or (2) in the link
type (Section 4.3.1), generic-netadata-type (Section 4.1.7), or
auth-type (Section 4.2.7) properties in the JSON payl oad. The CDN
Payl oad Type uniquely identifies the specification defining that
object, including any relation to, conflicts with, or obsol escence of
other netadata. There is no explicit version nmapping requirenent;
however, for ease of understanding, netadata creators SHOULD neke new
versions of nmetadata easily visible via the CONIl Payl oad Type, e.g.,
by appending a version string. Note: A version string is optional on
the first version (e.g., M.Hostlndex) but could be added for
subsequent versions (M. Hostlndex.v2, M. Hostlndex.v3, etc.).

Except when referenced by a Link object, nested netadata objects
(i.e., structural netadata bel ow the Hostl ndex; and Source,

Locati onRul e, Ti meW ndowRul e, Protocol Rul e, Footprint, and Ti meW ndow
obj ects) can be serialized into a JSON payl oad wi thout explicit CDN
Payl oad Type information. The type is inferred fromthe outer
structural netadata, CenericMetadata, or Auth object CDNI Payl oad
Type. To avoid anbiguity when revising nestable nmetadata objects,
any outer metadata object(s) MIST be reversioned and all ocated new
CDNl Payl oad Type(s) at the sane time. For example, the M. Hostl ndex
obj ect defined in this docunent contains an array of M. Host Match

obj ects, each of which in turn contains a M. Host Metadata object. If
a new M. Host Met adat a. v2 obj ect were required, the outer M. Hostl ndex
and M . Host Match objects would need to be revised, e.g., to
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6.10. Conplete CONI Metadata Exanple

A dCDN requests the Hostlndex and receives the foll ow ng object with
a CDNI Payl oad Type of "M . Host| ndex":

{
"hosts": [
"host": "video. exanpl e. cont,
"host - net adata": {
"type": "M. Host Metadata",
"href": "https://metadata. ucdn. exanpl e/ host 1234"
}
b
{
"host": "inmages. exanpl e. cont',
"host - net adat a": {
"type": "M. Host Metadata",
"href": "https://metadata. ucdn. exanpl e/ host 5678"
}
}
]
}

If the incom ng request has a Host header with "video. exanpl e. cont,
then the dCDN woul d fetch the Host Met adata object from
"https://netadata. ucdn. exanpl e/ host 1234" expecting a CDNI Payl oad
Type of "M . Host Met adata":

"metadata": |
"generic-net adat a-type": "M . Sour ceMet adat a",
"generi c- net adat a-val ue": {

"sources": |

"endpoint": ["acql. ucdn. exanple"],

"protocol": "http/1l.1"

}1

{ .
"endpoint": ["acqg2.ucdn. exanple"],
"protocol": "http/1l.1"

}
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{
"generic-netadata-type": "M.Locati onACL",
"generi c- net adat a-val ue": {
"l ocations": |
"footprints": [
{
"footprint-type": "ipvdcidr",
"footprint-value": ["192.0.2.0/24"]
H
{
"footprint-type": "ipvé6cidr",
"footprint-value": ["2001: db8::/32"]
b
{
"footprint-type": "countrycode",
"footprint-value": ["us"]
H
{
"footprint-type": "asn",
"footprint-value": ["as64496"]
}
1,
"action": "deny"
}
]
}
H
{
"generic-netadata-type": "M.Protocol ACL",
"generic- net adat a-val ue": {
"protocol -acl": [
"protocol s": |
"http/1l.1"
1,
"action": "allow'
}
]
}
}
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"paths": [
{
"path-pattern": {
"pattern": "/videos/trailers/*"
},
"pat h- net adat a": {
"type": "M.Pat hMet adat a",

"href": "https://netadata.ucdn. exanpl e/ host 1234/ pat hABC"
}
}1
{
"pat h-pattern": {
"pattern": "/videos/novies/*"
}1
"pat h- net adat a": {
"type": "M. Pat hMet adat a",
"href": "https://nmetadata.ucdn. exanpl e/ host 1234/ pat hDEF"
}
}

]
}

Suppose that the path of the requested resource matches the
"/videos/ novies/*" pattern; the next nmetadata requested would be for
"https://netadata. ucdn. exanpl e/ host 1234/ pat hDEF" with an expected
CDNlI Payl oad Type of "M . Pat hMet adata":

{

"metadata": [],
"paths": [
{
"path-pattern": {
"pattern": "/videos/novies/hd/*"
},
"pat h-net adat a": {
"type": "M. Pat hMet adat a",
"href":
"https://netadata. ucdn. exanpl e/ host 1234/ pat hDEF/ pat h123"
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Finally, if the path of the requested resource al so natches the
"/vi deos/ novi es/hd/*" pattern, the dCDN would al so fetch the

foll owi ng object from

"https://netadata. ucdn. exanpl e/ host 1234/ pat hDEF/ pat h123" with a CDNI
Payl oad Type of "M . PathMet adata":

{
"metadata": |
{
"generic-netadata-type": "M.Ti meW ndowACL",
"generi c- net adat a-val ue": {
"times": |
"wi ndows": [
"start": "1213948800",
"end": "1478047392"
}
1,
"action": "allow'
]
}
}
]
}

The final set of netadata that applies to the requested resource
i ncludes a SourceMetadata, a Locati onACL, a Protocol ACL, and a
Ti meW ndowACL.
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The purpose of this Payl oad Type is to distinguish Hostlndex
M objects (and any associated capability adverti senment)
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7.1.2. CDNI M HostMatch Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish HostMatch
M objects (and any associated capability adverti senent)

Interface: M/FC
Encodi ng: see Section 4.1.2
7.1.3. CDNI M Host Metadata Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
Host Met adata M objects (and any associated capability adverti senment)

Interface: M/FC
Encodi ng: see Section 4.1.3
7.1.4. CDNI M PathMatch Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish PathMatch
M objects (and any associ ated capability adverti senent)

Interface: M/FC
Encodi ng: see Section 4.1.4
7.1.5. CDNI M PatternMatch Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
PatternMatch M objects (and any associated capability adverti sement)

Interface: M/FC
Encodi ng: see Section 4.1.5
7.1.6. CDNI M PathMtadata Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
Pat hMet adata M objects (and any associated capability adverti senent)

Interface: M/FC

Encodi ng: see Section 4.1.6
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7.1.7. CDNI M SourceMetadata Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
Sour ceMet adata M objects (and any associated capability
adverti senent)
Interface: M/FC
Encodi ng: see Section 4.2.1

7.1.8. CDNI M Source Payl oad Type

Pur pose: The purpose of this Payload Type is to distinguish Source M
obj ects (and any associ ated capability adverti senent)

Interface: M/FC
Encodi ng: see Section 4.2.1.1
7.1.9. CDNI M LocationACL Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
Locati onACL M objects (and any associ ated capability advertisenent)

Interface: M/FC
Encodi ng: see Section 4.2.2
7.1.10. CDNI M LocationRule Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
Locati onRule M objects (and any associ ated capability adverti sement)

Interface: M/FC
Encodi ng: see Section 4.2.2.1
7.1.11. CDNI M Footprint Payload Type

Pur pose: The purpose of this Payl oad Type is to distinguish Footprint
M objects (and any associated capability adverti senent)

Interface: M/ FC

Encodi ng: see Section 4.2.2.2
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7.1.12. CDNI M Ti meW ndowACL Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
Ti meW ndowACL M objects (and any associated capability
adverti senent)
Interface: M/FC
Encodi ng: see Section 4.2.3

7.1.13. CDNI M TinmeWndowRul e Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
Ti meW ndowRul e M objects (and any associ ated capability
adverti senent)
Interface: M/FC
Encodi ng: see Section 4.2.3.1

7.1.14. CDNI M TimeW ndow Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
Ti meW ndow M obj ects (and any associ ated capability adverti senment)

Interface: M/ FC
Encodi ng: see Section 4.2.3.2
7.1.15. CDNI M Protocol ACL Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
Prot ocol ACL M objects (and any associ ated capability adverti senent)

Interface: M/FC
Encodi ng: see Section 4.2.4
7.1.16. CDNI M Protocol Rul e Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
Protocol Rule M objects (and any associated capability adverti senment)

Interface: M/FC

Encodi ng: see Section 4.2.4.1
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7.1.17. CDNI M DeliveryAuthorization Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
Del i veryAut hori zation M objects (and any associ ated capability
adverti senent)
Interface: M/FC
Encodi ng: see Section 4.2.5
7.1.18. CDNI M Cache Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish Cache M
obj ects (and any associ ated capability adverti senent)

Interface: M/FC
Encodi ng: see Section 4.2.6
7.1.19. CDNI M Auth Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish Auth M
obj ects (and any associ ated capability adverti senent)

Interface: M/FC
Encodi ng: see Section 4.2.7
7.1.20. CDNI M G ouping Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish G ouping
M objects (and any associ ated capability adverti sement)

Interface: M/FC
Encodi ng: see Section 4.2.8
7.2. "CDNI Metadata Footprint Types" Registry

| ANA has created a new "CDNI Metadata Footprint Types" subregistry in
the "Content Delivery Network Interconnection (CDNI) Paraneters”
registry. The "CDNl Metadata Footprint Types" nanespace defines the
valid Footprint object type values used by the Footprint object
described in Section 4.2.2.2. Additions to the "CDNl Mt adata

Foot pri nt Types" namespace conformto the Specification Required
policy as defined in [ RFC5226]. The Designated Expert will verify
that new type definitions do not duplicate existing type definitions
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7. 3.

Ni v

and prevent gratuitous additions to the nanespace. New registrations
are required to provide a clear description of howto interpret new
footprint types.

The followi ng table defines the initial values for the "CDNl Metadata
Foot print Types" registry:

oo o - o m e e e e e e e e e o m e e e oo - +
| Footprint Type | Description | Specification |
S T S +
| ipvdcidr | I'Pv4 ClDR address bl ock | RFC 8006 |
| ipv6cidr | I'Pv6 Cl DR address bl ock | RFC 8006 |
| asn | Autononous System Nunmber (ASN) | RFC 8006 |
| countrycode | 1'SO 3166-1 al pha-2 code | RFC 8006 |
o e o e e e e e e e e e e e o m o T +

"CDNI Metadata Protocol Types" Registry

| ANA has created a new "CDNI Metadata Protocol Types" subregistry in
the "Content Delivery Network Interconnection (CDNI) Paraneters”
registry. The "CDNl Metadata Protocol Types" nanespace defines the
valid Protocol object values (Section 4.3.2) used by the

Sour ceMet adat a and Protocol ACL objects. Additions to the Protoco
nanespace conformto the Specification Required policy as defined in
[ RFC5226], where the specification defines the Protocol Type and the
protocol to which it is associated. The Designated Expert will
verify that new protocol definitions do not duplicate existing
protocol definitions and prevent gratuitous additions to the
namespace

The following table defines the initial Protocol values corresponding
to the HTTP and HTTPS protocol s:

S o e e e e e oo oo S S +
| Protocol | Description | Type | Protocol |
| Type | | Specification | Specifications

R o oo o a o +
| http/1.1 | Hypertext Transfer | RFC 8006 | RFC 7230 |
| | Protocol -- HITP/1.1 | | |
I I I I I
| https/1.1 | HTTP/ 1.1 over TLS | RFC 8006 | RFC 7230, |
| | | | RFC 2818 |
R o oo o a o +
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8. Security Considerations
8.1. Authentication and Integrity

A malicious netadata server, proxy server, or attacker inpersonating
an authentic uCDN CDNI Metadata interface wi thout being detected
could provide fal se nmetadata to a dCDN that either

0 Denies service for one or nore pieces of content to one or nore
User Agents;

0 Directs dCDNs to contact malicious origin servers instead of the
actual origin servers, so that malware or slanderous alternate
content may be substituted for legitimte content; or

0 Renoves delivery restrictions (e.g., LocationACL, Ti meW ndowACL,
Prot ocol ACL, or Auth netadata), allow ng access to content that
woul d ot herwi se be denied and thus possibly violating |icense
restrictions and incurring unwarranted delivery costs.

Unaut hori zed access to netadata could al so enable a malici ous
nmetadata client to continuously issue netadata requests in order to
over|l oad a uCDN s netadata server or servers

Unaut hori zed access to netadata could further result in | eakage of
private information. A malicious nmetadata client could request
metadata in order to gain access to origin servers, as well as
informati on pertaining to content restrictions.

An inplenmentation of the CONI Metadata interface MIUST use mnutual

aut henti cati on and message aut hentication codes to prevent

unaut hori zed access to, and undetected nodification of, netadata (see
Section 8.3).

8.2. Confidentiality and Privacy

Unaut hori zed vi ewi ng of metadata could result in | eakage of private
information. Content provider origin and policy information is
conveyed through the CDNI Metadata interface. A third party could
intercept netadata transactions in order to gain access to origin
servers, as well as information pertaining to content restrictions
and usage patterns.
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Note: The distribution of netadata by a uCDN to dCDNs coul d introduce
privacy concerns for sonme content providers, e.g., dCDNs accepting
content requests for a content provider’s content might be able to
obtain additional information and usage patterns relating to the
users of a content provider’'s services. Content providers with
concerns about divulging information to dCDNs can instruct their uCDN
partners not to use CDNI when delivering their content.

An inmpl enentation of the CONI Metadata interface MJST use strong
encryption to prevent unauthorized interception or nonitoring of
met adata (see Section 8. 3).

8.3. Securing the CDNI Metadata Interface

An inmplenentation of the CDNI Metadata interface MJST support TLS
transport as per [RFC2818] and [ RFC7230].

TLS MUST be used by the server side (uCDN) and the client side (dCDN)
of the CDNI Metadata interface, including authentication of the
renote end, unless alternate nmethods are used for ensuring the
security of the information in the CDNI Metadata interface requests
and responses (such as setting up an | Psec tunnel between the two
CDNs or using a physically secured internal network between two CDNs
that are owned by the sane corporate entity).

The use of TLS for transport of the CDNI Metadata interface nmessages
allows the dCDN and uCDN to authenticate each other.

Once the dCDN and uCDN have nutual |y authenticated each other, TLS
al | ows:

o The dCDN and uCDN to authorize each other (to ensure that they are
transmtting/receiving CONI Metadata requests and responses from
an aut horized CDN);

0o CDNI Metadata interface requests and responses to be transnitted
with confidentiality; and

o The integrity of the CODNI Metadata interface requests and
responses to be protected during the exchange.

When TLS is used, the general TLS usage guidance in [ RFC7525] MJST be
fol | owed.
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