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1. I nt roducti on

Thi s docunent specifies an extension to the Host ldentity Protocol

(H P) [RFC7401]. The extension provides a generic neans for a host
to register with a service. The service may, for exanple, be a HP

rendezvous server [RFC8004] or a niddl ebox [ RFC3234].

Thi s docunent nakes no further assunptions about the exact type of
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service. Likew se, this docunment does not specify any nechanisnms to
di scover the presence of specific services or nmeans to interact with

themafter registration. Future docunents may describe those
operati ons.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2

Ter mi nol ogy

In addition to the term nology defined in the HIP Architecture

[H P-ARCH], the HI P specification [ RFC7401], and the H P Rendezvous
Ext ensi on [ RFC8004], this docunment defines and uses the follow ng
terns:

Request er:
a H P node registering with a H P registrar to request
registration for a service.

Regi strar:
a H P node offering registration for one or nore services.

Servi ce:
a facility that provides requesters with new capabilities or
functionalities operating at the H P | ayer. Exanples include
firewalls that support H P traversal or H P rendezvous servers

Regi strati on:
shared state stored by a requester and a registrar, allow ng the
requester to benefit fromone or nore H P services offered by the
registrar. FEach registration has an associated finite lifetine.
Requesters can extend established registrations through
re-registration (i.e., performa refresh).

Regi stration Type:
an 8-bit identifier for a given service in the registration
protocol. For exanple, the rendezvous service is identified by a
specific registration type.

H P Regi stration Extension Overview

Thi s docunent does not specify the neans by which a requester

di scovers the availability of a service or how a requester |ocates a
registrar. After a requester has discovered a registrar, it either
initiates H P base exchange or uses an existing H P association with
the registrar. In both cases, registrars use additional paraneters,
whi ch the remai nder of this docunent defines, to announce their
quality and grant or refuse registration. Requesters use
correspondi ng paraneters to register with the service. Both the
registrar and the requester MAY al so include in the nmessages
exchanged additional H P paraneters specific to the registration type
requested. O her docunments will define paraneters and how they shal
be used.
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The H P base exchange, including the definition of the HP 11, Ri,
12, and R2 packets, is defined in [ RFC7401]. The foll owi ng sections
describe the differences between this registrati on handshake and the
standard HI P base exchange [ RFC7401].

3.1. Registrar Announcing Its Ability

A host that is capable and willing to act as a registrar vis-a-vis a
specific requester SHOULD include a REG I NFO parameter in the Rl
packets it sends during all base exchanges with that requester. |If

it is currently unable to provide services due to transient
conditions, it SHOULD include an enpty REG INFO, i.e., one with no
services listed. |f services can be provided later, it SHOULD send
UPDATE packets indicating the current set of services available in a
new REG | NFO paraneter to all hosts it is associated wth.

3.2. Requester Requesting Registration

To request registration with a service, a requester constructs and
i ncludes a correspondi ng REG REQUEST paraneter in an |2 or UPDATE
packet it sends to the registrar.

If the requester has no H P association established with the
registrar, it SHOULD send the REG REQUEST at the earliest
possibility, i.e., inthe |12 packet. This mninizes the nunber of
packets that need to be exchanged with the registrar. A registrar
MAY end a HI P association that does not carry a REG REQUEST by
including a NOTIFY with the type REG REQU RED in the R2. In this
case, no H P association is created between the hosts. The

REG REQUI RED notification error type is 51

3.3. Registrar Granting or Refusing Service(s) Registration

Once registration has been requested, the registrar is able to
aut henticate the requester based on the host identity included in I2.

If the registrar knows the Host ldentities (H's) of all the hosts
that are allowed to register for service(s), it SHOULD reject

regi strations fromunknown hosts. However, since it may be
infeasible to preconfigure the registrar with all the H's, the

regi strar SHOULD al so support HI P certificates [RFC8002] to allow for
certificate-based authentication.

When a requester wants to register with a registrar, it SHOULD check
if it has a suitable certificate for authenticating with the
registrar. How the suitability is determ ned and how t he
certificates are obtained is out of scope for this docunent. If the
requester has one or nore suitable certificates, the host SHOULD
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include them (or just the nost suitable one) in a CERT paraneter to
the H P packet along with the REG REQUEST paraneter. |f the
requester does not have any suitable certificates, it SHOULD send the
registration request wthout the CERT paraneter to test whether the
regi strar accepts the request based on the host’'s identity.

When a registrar receives a H P packet with a REG REQUEST par anet er,
and it requires authentication for at |east one of the registration
types listed in the REG REQUEST paraneter, it MJST first check

whet her the H of the requester is in the allowed list for all the
registration types in the REG REQUEST paraneter. |f the requester is
inthe allowed list (or the registrar does not require any

aut hentication), the registrar MJST proceed with the registration.

If the requester was not in the allowed list and the registrar
requires the requester to authenticate, the registrar MIST check
whet her the packet also contains a CERT paraneter. |f the packet
does not contain a CERT paraneter, the registrar MJST reject the
registrations requiring authentication with Failure Type 0 (zero)
(registration requires additional credentials). |If the certificate
is valid and accepted (issued for the requester and signed by a
trusted issuer), the registrar MIST proceed with the registration
If the certificate in the paraneter is not accepted, the registrar
MJST reject the corresponding registrations with the appropriate
Fai |l ure Type:

4 (Bad certificate): The certificate is corrupt, contains invalid
signatures, etc.

5 (Unsupported certificate): The certificate is of an unsupported
type.

6 (Certificate expired): The certificate is no |onger valid.

7 (Certificate other): The certificate could not be validated for
some unspeci fied reason.

8 (Unknown CA): The issuing certification authority (CA) certificate
coul d not be located or is not trusted.

After successful authorization, the registrar includes a REG RESPONSE
parameter in its response, which contains the service type(s) for
which it has authorized registration, and zero or nore REG FAI LED
paraneters containing the service type(s) for which it has not

aut hori zed registration or registration has failed for other reasons.
Thi s response can be either an R2 or an UPDATE nessage, respectively,
dependi ng on whether the registration was requested during the base
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exchange or using an existing association. |In particular, REG FAl LED
with a Failure Type of zero indicates the service type(s) that
requires further credentials for registration

If the registrar requires further authorization and the requester has
additional credentials available, the requester SHOULD try to
register again with the service after the H P associ ati on has been
est abl i shed.

Successful processing of a REG RESPONSE par aneter creates
registration state at the requester. In a simlar nmanner, successfu
processi ng of a REG REQUEST paraneter creates registration state at
the registrar and possibly at the service. Both the requester and
regi strar can cancel a registration before it expires, if the
services afforded by a registration are no | onger needed by the
requester or cannot be provided any |onger by the registrar (for

i nstance, because its configuration has changed).

Fommm - + 11 +o--- - Fommm - +
| | o >| | sL|
| | <o ! !
| | RL(REG_INFG S1, S2, S3) | +----- +
| RQ | | R | S2|
| | | 2( REG_REQ S1) | | |
| R >| +----- +
I Sommmmmmimiioeoee | S3 |
| | R2( REG_RESP: S1) | | |
+---- - + +---- - +---- - +

A requester (RQ registers for service (S1) with a registrar (R) of
services (S1), (S2), and (S3) with which it has no current HP
associ ation

oo - + oo - oo - +
| | UPDATE(REG INFQ'S) | | |
|l o
| RQ J-recimsacaosanaaiions > R | S |
| | UPDATE(REG REQ S) | | |
| |  UPDATE(REG RESP: S) | | |
| e [ T
R + R R +

A requester (RQ registers for service (S) with a registrar (R of
services (S) with which it currently has a H P association
establ i shed
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4.

4.

4.

Par aneter Formats and Processing

This section describes the format and processing of the new
paraneters introduced by the H P Registration Extension. The
encodi ng of these new paraneters conforns to the H Pv2 TLV format
described in Section 5.2.1 of RFC7401 [ RFC7401].

1. Encoding Registration Lifetimes with Exponents

The HI P regi stration uses an exponential encoding of registration
lifetines.

The special value O (zero) of the lifetime field MJST be interpreted
as representing a special lifetine duration of O (zero) seconds and
is used to request and grant cancellation of a registration.

The non-zero values of the lifetime field used throughout this
docunment MJST be interpreted as an exponent value representing a
lifetime duration of 22((lifetinme - 64)/8) seconds.

This all ows a conpact encoding of 255 different lifetime durations
(in addition to the special lifetime duration of zero seconds)
rangi ng from 2~(63/8) seconds (i.e., ~4 nms) to 27~(191/8) seconds
(i.e., ~178 days) into an 8-bit integer field.

2. REG_I NFO

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Type | Length |
i i i T i S I S I S S I S e S S S
| Mn Lifetime | Max Lifetine | Reg Type #1 | Reg Type #2 |
e e i i S Tl s S S i s S S
| | | Reg Type #n | |
R b T T e e e S S T I et ik T ST B Paddi ng +
I I
i i i T i S I S I S S I S e S S S

Type 930

Length Length in octets, excluding Type, Length, and Paddi ng.
Mn Lifetine M nimumregistration lifetine.

Max Lifetine Maxi mum regi stration lifetinme.

Reg Type The registration types offered by the registrar.

O her docunents will define specific values for registration types.
See Section 7 for nmore information.
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Regi strars include the paranmeter in Rl packets in order to announce
their registration capabilities. The registrar SHOULD i ncl ude the
paraneter in UPDATE packets when its service offering has changed.

H P_SI GNATURE 2 protects the paraneter within the Rl packets.

The registrar indicates the nmininumand maxi numregistration lifetime
that it is willing to offer to a requester. A requester SHOULD NOT
request registration with a lifetime greater than the nmaximum
registration lifetime or smaller than the mninumregistration
lifetinme.

4.3. REG _REQUEST

0 1 2 3

01234567890123456789012345678901
i S S T T i o i wi SR S S S
| Type | Lengt h |
O e i o R i i I R S e o
| Lifetime | Reg Type #1 | Reg Type #2 | Reg Type #3 |
i i S o e S i S S S R i e
| | | Reg Type #n | |
i T S S I el T i S S S S Paddi ng +
I I
+- +

T S S T

Type 932

Length Length in octets, excluding Type, Length, and Paddi ng.
Lifetinme Requested registration lifetine.

Reg Type The preferred registration types in order of preference.

O her documents will define specific values for registration types.
See Section 7 for nore information.

A requester includes the REG REQUEST paraneter in |2 or UPDATE
packets to register with a registrar’s service(s). If the

REG REQUEST paraneter is in an UPDATE packet, the registrar MJUST NOT
modi fy the registrations of registration types that are not listed in
the paraneter. Mreover, the requester MJST NOT include the
paraneter unless the registrar’s Rl packet or |atest received UPDATE
packet has contained a REG | NFO paraneter with the requested

regi stration types.

The requester MUST NOT include nore than one REG REQUEST paraneter in

its 12 or UPDATE packets, while the registrar MIST be able to process
one or more REG REQUEST parameters in received |2 or UPDATE packets.
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When the registrar receives a registration with alifetime that is
either smaller or greater than the m ni mumor maxi numlifetime,
respectively, then it SHOULD grant the registration for the m ni num
or maximumlifetime, respectively.

H P_SI GNATURE protects the paraneter within the 12 and UPDATE
packets.

4. 4. REG_RESPONSE

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h |
T T S il S S S S i i S S S S
| Lifetinme | Reg Type #1 | Reg Type #2 | Reg Type #3 |
e s o i T e S th o i I S
| | | Reg Type #n | |
b T I e i e s i o S N Paddi ng +
I I
+- +

I S T i S S S e T T I S i e S

Type 934

Lengt h Length in octets, excluding Type, Length, and Paddi ng.
Lifetime Granted registration lifetinme.

Reg Type The granted registration types in order of preference.

O her docunents will define specific values for registration types.
See Section 7 for nore information.

The regi strar SHOULD i ncl ude a REG RESPONSE paraneter in its R2 or
UPDATE packet only if a registration has successfully conpl et ed.

The regi strar MJUST NOT include nore than one REG RESPONSE par anet er
inits R2 or UPDATE packets, while the requester MJUST be able to
process one or nore REG RESPONSE paraneters in received R2 or UPDATE
packets.

The requester MJUST be prepared to receive any registration lifetinme,
i ncludi ng ones beyond the m nimum and maximum|lifetime indicated in
the REG I NFO paranmeter. |t MJST NOT expect that the returned
lifetime will be the requested one, even when the requested lifetine
falls within the announced nini mum and maxi num

H P_SI GNATURE protects the paraneter within the R2 and UPDATE
packets.
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4.5.

Lag

REG_FAI LED

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Length |
I i I e i S kN SR SRR S
| Failure Type | Reg Type #1 | Reg Type #2 | Reg Type #3
B i s T T i i o S o T Ji I
| c. | c. | Reg Type #n | |
e o T e R e ol ot EIE TR R SR S S S S S S e = Paddi ng +
I I
I e I S i S i i S
Type 936
Length Length in octets, excluding Type, Length, and Padding
Failure Type Reason for failure.
Reg Type The registration types that failed with the specified
reason.
Val ue Regi stration Failure Type

0 Regi stration requires additional credentials

1 Regi stration type unavail abl e

2 I nsufficient resources

3 Invalid certificate

9- 200 Unassi gned
201- 255 Reserved for Private Use

O her documents will define specific values for registration types.
See Section 7 for nore information.

Failure Type O (zero) indicates that the registrar requires
additional credentials to authorize a requester to register with the
registration types listed in the paraneter. Failure Type 1 (one)

i ndi cates that the requested service type is unavailable at the
registrar. Failure Type 2 indicates that the registrar does not
currently have enough resources to register the requester for the
service(s); when that is the case, the requester MJST NOT reattenpt
imediately to register for the same service(s) and MAY attenpt to
contact another registrar to register for the service(s). Failure
Type 3 indicates that the registrar could not validate the
certificate provided by the requester to register for the service(s);
when that is the case, the requester MJUST NOT reattenpt to register
for the same set of services while providing the sanme certificate and
MAY attenpt to register for the sane set of services with a different
certificate, or with a different set of services with the sane
certificate.
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The regi strar SHOULD i ncl ude a REG FAI LED paranmeter inits R2 or
UPDATE packet, if registration with the registration types listed has
not conpl eted successfully, and a requester is asked to try again
with additional credentials.

H P_SI GNATURE protects the paraneter within the R2 and UPDATE
packets.

5. Establishing and Maintaining Registrations

Establ i shing and/or maintaining a registration nay require additiona
informati on not available in the transm tted REG REQUEST or

REG _RESPONSE paraneters. Therefore, registration type definitions
MAY defi ne dependencies for H P paraneters that are not defined in
this docunment. Their senmantics are subject to the specific
registration type specifications.

The minimumlifetinme both registrars and requesters MJST support is
10 seconds, while they SHOULD support a maxinmumlifetime of 120
seconds, at least. These values define a baseline for the
specification of services based on the registration system They
were chosen to be neither too short nor too long, and to acconmodat e
for existing tinmeouts of state established in niddl eboxes (e.g., NATs
and firewalls.)

A zero lifetinme is reserved for canceling purposes. Requesting a
zero lifetinme for a registration type is equal to canceling the
registration of that type. A requester MAY cancel a registration
before it expires by sending a REG REQto the registrar with a zero
lifetime. A registrar SHOULD respond and grant a registration with a
zero lifetine. A registrar (and an attached service) MAY cancel a
registration before it expires, at its own discretion. However, if

it does so, it SHOULD send a REG RESPONSE with a zero lifetinme to al
regi stered requesters.

6. Security Considerations

This section discusses the threats on the H P registration protoco
and their inplications on the overall security of HP. In
particular, it argues that the extensions described in this docunent
do not introduce additional threats to HP

The extensions described in this docunent rely on the H P base
exchange and do not nmodify its security characteristics, e.g.,
digital signatures or Hashed Message Aut hentication Code (HVAC).
Hence, the only threat introduced by these extensions is related to
the creation of soft registration state at the registrar
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Regi strars act on a voluntary basis and are willing to accept being a
Responder and then to create H P associations with a nunber of
potentially unknown hosts. Because they have to store HP

associ ation state anyway, adding a certain anount of tinme-limted HP
registration states should not introduce any serious additiona
threats, especially because H P registrars nmay cancel registrations
at any tine at their own discretion, e.g., because of resource
constraints during an attack.

7. |1 ANA Consi derations

This section is to be interpreted according to "CGuidelines for
Witing an | ANA Considerations Section in RFCs" [RFC5226].

[ RFC5203], obsol eted by this docunent, nade the follow ng definitions
and reservations in the "Paranmeter Types" subregistry under "Host
Identity Protocol (H P) Paraneters":

Val ue Parameter Type Length

930 REG | NFO vari abl e
932 REG_REQUEST vari abl e
934 REG RESPONSE vari abl e
936 REG _FAI LED vari abl e

In the "Parameter Types" subregistry under "Host ldentity Protoco
(H P) Paraneters”, the references to the obsol eted [ RFC5203] have
been replaced with references to this docunent.

[ RFC5203], obsol eted by this docunent, requested the opening of the
"Regi stration Types" subregistry under "Host Identity Protocol (H P)
Par amet ers”, defined no registration types, but nmade the foll ow ng
reservations in that subregistry:

Reg Type Service

201- 255 Reserved by | ANA for private use
Addi ng a new type requires new | ETF specifications.

In the "Registration Types" subregistry under "Host Identity Protoco
(H P) Paraneters", references to the obsol eted [ RFC5203] have been
replaced with references to this docunent.

[ RFC5203], obsol eted by this docunent, requested the opening of the
"Regi stration Failure Types" subregistry under "Host ldentity
Protocol (H P) Paraneters" and nade the follow ng definitions and
reservations in that subregistry:
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Fail ure Type Reason

0 Regi stration requires additional credentials
1 Regi stration type unavail abl e

201- 255 Reserved by | ANA for private use

Addi ng a new type requires new | ETF specifications.

In the "Registration Failure Types" subregistry under "Host ldentity
Protocol (H P) Paranmeters", references to the obsol eted [ RFC5203]
have been replaced with references to this docunent, and the
following H P Registration Failure Types have been added:

Val ue Regi stration Failure Type
I nsuf ficient resources
Invalid certificate
Bad certificate
Unsupported certificate
Certificate expired
Certificate other
Unknown CA
201- 255 Reserved for Private Use

O~NO O WN
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Appendi x A.  Changes from RFC 5203
0 Updated references to revised H P specifications.

0 Added a new registration Failure Type for use in case of
insufficient resources available at the H P registrar

0 Added requester authorization based on certificates and new
registration Failure Types for invalid certificates.
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