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Host Identity Protocol Certificates
Abstract

The Certificate (CERT) paraneter is a container for digita
certificates. It is used for carrying these certificates in Host
Identity Protocol (H P) control packets. This docunent specifies the
certificate paranmeter and the error signaling in case of a failed
verification. Additionally, this document specifies the
representations of Host ldentity Tags (HI Ts) in X 509 version 3 (v3).

The concrete use cases of certificates, including how certificates
are obtained and requested and which actions are taken upon
successful or failed verification, are specific to the scenario in
which the certificates are used. Hence, the definition of these
scenari o-specific aspects is left to the docunents that use the CERT
par amet er .

Thi s docunent updates RFC 7401 and obsol etes RFC 6253.
Status of This Meno

This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force

(IETF). It represents the consensus of the |IETF comunity. It has

recei ved public review and has been approved for publication by the

Internet Engineering Steering Goup (IESG. Further information on

Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8002
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1.

1.

I nt roducti on

Digital certificates bind pieces of information to a public key by
means of a digital signature and thus enable the holder of a private
key to generate cryptographically verifiable statenments. The Host
Identity Protocol (H P) [RFC7401] defines a new cryptographic
nanespace based on asymmetric cryptography. The identity of each
host is derived froma public key, allowi ng hosts to digitally sign
data and issue certificates with their private key. This docunent
specifies the CERT paraneter, which is used to transnit digita
certificates in HP. It fills the placehol der specified in

Section 5.2 of [RFC7401] and thus updates [ RFC7401].

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 [ RFC2119].

CERT Par amet er

The CERT paraneter is a container for certain types of digita
certificates. It does not specify any certificate senantics.

However, it defines suppl enentary paranmeters that help H P hosts to
transmt semantically grouped CERT paranmeters in a nore systematic
way. The specific use of the CERT paraneter for different use cases
is intentionally not discussed in this docunent. Hence, the use of
the CERT paraneter will be defined in the docunents that use the CERT
par aneter.

The CERT paraneter is covered and protected, when present, by the H P
SIGNATURE field and is a non-critical parameter

The CERT paraneter can be used in all H P packets. However, using it
inthe first Initiator (11) packet is NOT RECOMMENDED because it can
i ncrease the processing times of 11s, which can be problematic when
processing storns of 11s. Each H P control packet MAY contain
mul ti pl e CERT paranmeters, each carrying one certificate. These
paraneters MAY be related or unrelated. Related certificates are
managed i n CERT groups. A CERT group specifies a group of related
CERT paraneters that SHOULD be interpreted in a certain order (e.g.
for expressing certificate chains). Ungrouped certificates exhibit a
uni que CERT group field and set the CERT count to 1. CERT paraneters
with the sane group number in the CERT group field indicate a | ogica
grouping. The CERT count field indicates the nunber of CERT
paraneters in the group.
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CERT paraneters that belong to the same CERT group MAY be contai ned
in multiple sequential H P control packets. This is indicated by a
hi gher CERT count than the anobunt of CERT paranmeters wth matching
CERT group fields in a H P control packet. The CERT paraneters MJST
be placed in ascending order, within a H P control packet, according
to their CERT group field. CERT groups MAY only span multiple
packets if the CERT group does not fit the packet. A H P packet MJST
NOT contain nmore than one inconpl ete CERT group that continues in the
next H P control packet.

The CERT ID acts as a sequence nunber to identify the certificates in
a CERT group. The nunbers in the CERT ID field MIUST start from 1 up
to CERT count.

The CERT group and CERT |ID nanespaces are managed |l ocally by each
host that sends CERT paraneters in H P control packets.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length |
B T S i T s i i e e SEI S
| CERT group | CERT count | CERT I D | CERT type
I S i o T s S S S e s s T
| Certificate /
B i aT T e e o S o S S S I T et sl o ST S S S S S S
/ | Paddi ng (vari abl e | ength) |
B T S i T s i i e e SEI S
Type 768
Length Length in octets, excluding Type, Length, and
Paddi ng.
CERT group Goup ID grouping nmultiple rel ated CERT paraneters
CERT count Total count of certificates that are sent, possibly
in several consecutive H P control packets.
CERT I D The sequence number for this certificate.
CERT Type Indicates the type of the certificate.
Paddi ng Any Padding, if necessary, to make the TLV a nultiple

of 8 bytes. Any added paddi ng bytes MJST be zeroed
by the sender, and their val ues SHOULD NOT be checked
by the receiver.

The certificates MIUST use the al gorithns defined in [ RFC7401] as the
si gnature and hash al gorithns.
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The following certificate types are defined:

| CERT f or mat | Type number |

Reser ved

X. 509 v3
bsol et ed

Hash and URL of X. 509 v3
(bsol et ed
LDAP URL of X.509 v3
bsol et ed
Di stingui shed Nane of X 509 v3

bsol et ed

O~NOUITRWNEFO

The next sections outline the use of HTs in X 509 v3. X 509 v3
certificates and the handling procedures are defined in [ RFC5280].
The wire format for X 509 v3 is the Distingui shed Encodi ng Rul es
format as defined in [ X 690].

Hash and Uni form Resource Locator (URL) encoding (3) is used as
defined in Section 3.6 of [RFC7296]. Using hash and URL encodi ngs
result in smaller H P control packets than by including the
certificate(s) but requires the receiver to resolve the URL or check
a | ocal cache against the hash.

Li ght wei ght Directory Access Protocol (LDAP) URL encoding (5) is used
as defined in [ RFC4516]. Using LDAP URL encoding results in smaller
H P control packets but requires the receiver to retrieve the
certificate or check a | ocal cache against the URL.

Di stingui shed Name (DN) encoding (7) is represented by the string
representation of the certificate’s subject DN as defined in

[ RFC4514]. Using the DN encoding results in smaller H P contro
packets but requires the receiver to retrieve the certificate or
check a local cache agai nst the DN

3. X 509 v3 Certificate Object and Host Ildentities

I f needed, HI Ts can represent an issuer, a subject, or both in X 509
v3. HI Ts are represented as | Pv6 addresses as defined in [ RFC7343].
When the Host ldentifier (H') is used to sign the certificate, the
respective H'T SHOULD be placed into the Issuer Alternative Nane

(I' AN) extension using the General Nane form i PAddress as defined in

[ RFC5280]. When the certificate is issued for a H P host, identified
by a HT and an H, the respective H T SHOULD be placed into the
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Subj ect Alternative Nane (SAN) extension using the General Name form
i PAddress, and the full H is presented as the subject’s public key
info as defined in [ RFC5280] .

The following exanples illustrate how H Ts are presented as the
i ssuer and subject in the X 509 v3 extension alternative nanes.

Format of X509v3 extensi ons:
X509v3 | ssuer Alternative Nane:
| P Address: hit-of-issuer
X509v3 Subj ect Alternative Nane:
| P Address: hit-of -subject

Exanmpl e X509v3 ext ensi ons:
X509v3 I ssuer Alternative Name:
| P Addr ess: 2001: 24: 6cf: fae7: bb79: bf 78: 7d64: c056
X509v3 Subj ect Alternative Nane:
| P Addr ess: 2001: 2c: 5al4: 26de: a07c: 385b: de35: 60e3

Appendi x A shows a full exanple X 509 v3 certificate with HP
content.

As anot her exanpl e, consider a managed Public Key Infrastructure
(PKI') environment in which the peers have certificates that are
anchored in (potentially different) managed trust chains. 1In this
scenario, the certificates issued to H P hosts are signed by
intermedi ate Certification Authorities (CAs) up to a root CA. In
this exanple, the managed PKlI environnent is neither H P aware nor
can it be configured to conpute H Ts and include themin the
certificates.

When HI P conmuni cations are established, the H P hosts not only need
to send their identity certificates (or pointers to their
certificates) but also the chain of intermediate CAs (or pointers to
the CAs) up to the root CA, or to a CAthat is trusted by the renote
peer. This chain of certificates SHOULD be sent in a CERT group as
specified in Section 2. The H P peers validate each other’s
certificates and conpute peer H Ts based on the certificate public
keys.

4. Revocation of Certificates

Revocation of X. 509 v3 certificates is handled as defined in

Section 5 of [RFC5280] with two exceptions. First, any H P
certificate serial nunmber that appears on the Certificate Revocation
List (CRL) is treated as invalid regardl ess of the reason code.
Second, the certificateHold is not supported.
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5

Error Signaling

If the Initiator does not send all the certificates that the
Responder requires, the Responder nay take actions (e.g., reject the
connection). The Responder MAY signal this to the Initiator by
sending a H P NOTI FY nessage with NOTI FI CATI ON paraneter error type
CREDENTI ALS_REQUI RED.

If the verification of a certificate fails, a verifier MAY signa
this to the provider of the certificate by sending a H P NOTI FY
message with NOTI FI CATI ON paraneter error type | NVALI D CERTI FI CATE.

NOTI FI CATI ON PARAMETER - ERROR TYPES Val ue

CREDENTI ALS_REQUI RED 48

The Responder is unwilling to set up an associ ati on,
as the Initiator did not send the needed credenti al s.

I NVALI D_CERTI FI CATE 50

Sent in response to a failed verification of a certificate.
Notification Data MAY contain a CERT group and CERT I D octet
(in this order) of the CERT paraneter that caused the
failure.

| ANA Consi der ati ons

Thi s docunment defines the CERT paranmeter for H P [ RFC7401]. The CERT
paraneter type nunber (768) is defined in [RFC7401].

The CERT paraneter has an 8-bit unsigned integer field for different
certificate types, for which | ANA has created and maintains a
subregistry entitled "H P Certificate Types" under "Host ldentity
Protocol (H P) Paranmeters". Values for the "H P Certificate Types"
registry are given in Section 2. New values for the Certificate
types fromthe unassi gned space are assigned through | ETF Revi ew.

In Section 5, this docunent defines two types for the "NOTI FY Message
Types" subregistry under "Host ldentity Protocol (H P) Parameters".

As this document obsol etes [ RFC6253], references to [ RFC6253] in | ANA
regi stries have been replaced by references to this docunent. This
docunent changes the "HI P Certificate Types" registry in Section 2.
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The followi ng updates to the "H P Certificate Types" registry have
been nade.

The references have been updated from [ RFC6253] to this docunent.

Thi s docunent obsoleted the type nunbers "2", "4", "6", and "8"
for the Sinple Public Key Infrastructure (SPKI) certificates.

7. Security Considerations

Certificate grouping allows the certificates to be sent in nultiple
consecutive packets. This mght allow simlar attacks, as |IP-layer
fragmentation allows, for exanple, the sending of fragments in the
wr ong order and skipping sone fragnents to delay or stall packet
processing by the victimin order to use resources (e.g., CPU or
menory). Hence, hosts SHOULD i npl enent mechani sns to discard
certificate groups with outstanding certificates if state space is
scarce.

Al t hough the CERT parameter is allowed in the 11 packet, it is NOT
RECOMVENDED because it can increase the processing times of |1s,

whi ch can be probl emati c when processing storns of I1s. Furthernore,
the Initiator has to take into consideration that the Responder can
drop the CERT paraneter in |1l without processing the paraneter.

Checki ng of the URL and LDAP entries m ght allow denial-of-service
(DoS) attacks, where the target host may be subjected to bogus work.

Security considerations for X 509 v3 are discussed in [ RFC5280].

8. Differences from RFC 6253
This section sumrari zes the technical changes nade from [ RFC6253].
This section is informational and is intended to hel p inplementors of
the previous protocol version. |If any text in this section
contradicts text in other portions of this specification, the text
found outside of this section should be considered normati ve.
The foll owi ng change has been nade.

0 Support for SPKI certificates has been renoved.
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Appendi x A, X. 509 v3 Certificate Exanple
This section shows an X. 509 v3 certificate with encoded H Ts.

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 12705268244493839545 (0xb0522e27291b2ch9)
Signature Algorithm sha256W thRSAEncrypti on
| ssuer: DC=Exanpl e, DC=com CN=Exanpl e issuing host
Validity
Not Before: Feb 25 11:28:29 2016 GVl
Not After : Feb 24 11:28:29 2017 GWIT
Subj ect: DC=Exanpl e, DC=com CN=Exanpl e issuing host
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
Publ i c-Key: (2048 bit)
Modul us:
00: c9: b0: 85: 94: af : 1f: 3a: 77: 39: ¢c9: d5: 81: a5: ee:
d2: b5: 6b: 72: 91: 5d: 22: 2c¢: 1e: 59: e5: 06: 29: bd: a2
19:f6:ac: ca: eb: f7:88:d8: 54: 55: 41: 01: 58: d8: 87
64: d8: c8: cf: 6e:c2:38:81: 22: 1a: ae: €9: a6: 80: 22
03: ee: f3:1b: 7e: 68: 11: e3: f4: 7b: 98: 33: 28: bf : 40:
ec: 4f:19:e8:10: 8a:8b: 07:60:f7: 9f: e4: 82: f8: a7
58: 04: 3d: 42: 07: c8: 34: ca: 99: 6d: 11: eb: 73: c1: d9
96: 93: 55: e5:c7: ed: 80: 4f: 8a: f2: 1la: 6f:83:¢c8: 15
a4d: 8f: b8: 6a:fe:f3:4f:49: 1a: 5¢: 1f: 89: bb: 30: e6
98: bc: ce: a3: a2: 37: 85: bl: 79: 1c: 26: €6: 44: Oc: b9
3e:d8: 37:81: 46: f4: 02: 25: 46: a2: ea: da: 25: 5c: 46
a2: a3:¢5:58:80:53: 1f: c5: e5:11: a0: da: d8: f 2: ad:
d6: 98: d4: ce: 55: 35: cc: Ob: d3: 5b: 09: 48: ef : 57: 65:
80: cb: 65: 79: fd: cb: 4d: 5b: b3: 8d: 1la: ff: 2a: 58: 3e:
96: 65: 10: 3e: 04: 81: 78: 2b: d5: ca: 89: 78: ea: 28: 5c¢:
bc: 02: 4a: 54: cd: aa: a9: 99: 8d: d6: 39: €9: 5e: a9: 73:
la: 5d: 93: 55: 39: 9b: 72: 1a: c2: a0: 1f : e3: 4c¢: b0: 41
98: 97
Exponent : 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Subj ect Alternative Nane:
| P Addr ess: 2001: 27: DCFC: CB8: F885: D53F: 4E63: 48B7
X509v3 | ssuer Alternative Nane:
| P Addr ess: 2001: 2D: F878: 64C1: 67E3: 9716: 88BD. 68E4
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Signature Al gorithm sha256W t hRSAEncrypti on

6d: e6: a9: a6: 30: c4: ab: 3e: 86: 39: le: de: 76: 4d: 4e: a4: 2d: 63:
4d: bb: 41: bf : d3: Oc: 66: 13: 8b: 4d: b2: 50: 59: 36: f c: ae: 42: 9e:
c8:a0:41:1a: 1c: 94:56: 05: 28: 82: 34: 4e: 63: 75: 87: 31: 25: 67
36: a6: 1a: Of : b8: f 7: db: 03: e7: dd: a6: 9a: 26: c4: 68: e2: cf: 59
54: e6: ee: cc: a7:ce: fb:56:bf:31:60:f4:cb: e7:f0: Oe: 50: f 8:
b7:c5: 3c: 1la: de: 74: dO: aa: 83: e5: 15: 25: bl: bf : be: a4: 7f: af :
Oa: de: 08: 09: Oe: 13: 1d: 2a: 3b: 1a: 99: d9: af : 10: fc: 08: 92: 5f:
d8: d0: 10: d6: b9: Oc: 86: da: 85: 3b: 44: b5: 97: 90: 10: 02: 4f : ba:
1f : ae: 07: 30: 6b: f5: €6: 12: 93: 72: e2: 10: c9: 8e: 2c: 00: 8b: d6
f0:05:¢c3:ff:91:24:69: 6d: 5b: 5a: 0c: 40: 28: 01: f 2: 5b: 45: b8:
9b: ae: 9e: 73: €9: dd: 83: €0: 85: d7: ad: 6¢: bl: 81: ac: a0: 30: 37
9d: 60: bd: 92: 3b: d2: al: 21: 87: 8b: c4: d9: 5a: 5c: 21: 56: 3e: 02
7e:f3:6f:ab:de: 40: 75: 80: f5: 41: 68: 5¢c: b2: 61: f b: 1d: 9a: a5
97: a8: d4: a9: 82: 45: 86: 79: 3c: 63: 76: 3d: f d: 86: a0: f 8: 14: 84:
55:cl:8c:fa

----- BEG N CERTI FI CATE- - - - -

M | DWITCCAk GgAw BAgl JALBSLi cpGyy5MAOGCSqGSI b3DQEBOWUAMEOX Fz AVBgoJ
ki aJk/ | sZAEZFgdFeGFt c GxI MRMAVEQYKCZI m ZPy LGQBGRYDY29t MROWGNYDVQQD
ExRFeGFt cGxl | A zc3Vpbntga@zdDAeFWOXN AyM UxMTIT 4M | aFwOxNz AyM x
MT1 4M | aMEOXFz AVBgoJki aJk/ | sZAEZFgdFeGFt cGxl MRMAMEQYKCZI mi ZPy LGB
GRYDY29t MROWGNYDVQQDEXRFeGFt cGxI | A zc3Vpbntga@zdDCCASI wDQYJKoZ
hv c NAQEBBQADg g EPADCCAQo CggEBAMMWNZSV Hz p3QcnVgaXuOr Vr cpFdl i weWeUG
Kb2i &G asyuv3i NnUVUEBWNI HZNj | z27COl Ei Gq7ppoAi A+7zG350EeP0e5gzKL9A
7E8Z6BCKi wdg95/ kgvi nWAQRQf | NMyZbRHr c8HZI pNV5cf t gE+K8hpvg8gVpl +4
av7zTOkaXB+JuzDmlz o6l 3hbF5HChRAY 5Pt g3gUbOAI VGour aJVxGoqPFW BT
H8XI EaDa2PKt 1pj Uzl UlzAvTWAM | 71dl gM | ef 3LTVuzj Rr/ KI g+l mJQPgSBeCvV
yol 46i hcvAJKVMR2qqZm\1j npXgl zd 2TVTnbchr CoB/ j TLBBMIc CAWEAAaMBMDow
GWYDVRORBBQMEOCQ AEAJ9z8DLj 4hdW TNl t zAbBgNVHRI EFDAShx AgAQAL +Hhk
wWW j | xal vW kMAOGCSqGSI b3DQEBOMUAAAT BAQBt 5qmmivivsr PoY5HE 52 TUBK LVANN
u0G OwxnE4t Ns| BZNvyuQp71 oEEaHIRWBSI CNE5j dYcxJW2phoPuPf bA+f dppom
xG i z1l Usu7Ma877Vr 8x YPTL5/ AQUPI 3xTwa3nTQqoPl FSWkv76kf 68K3ggJDhMl
Kj samdmvEPW ki / YOBDWIQy GQ2oU7 RLWKkBACT 1of r gcwa/ XnEpNy4hDJj i wAi 9bw
Bc P/ kSRpbVt aDEACAf JbRbi br p5z6d2D41 XXr WxgaygMDedYL2SOOKhI YeLxN a
XCFWPgJ+82+| 3kBlgPVBaFyy Yf sdnmgWKgNSpgkWee T dj 39hqD4FI RvwYz 6
----- END CERTI FI CATE- - - - -
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