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1. Introduction

It is inportant to understand which Traffic Engineering (TE) links in

a given network mght be at risk fromthe same failures. |In this
sense, a set of links can constitute a Shared Ri sk Link G oup (SRLG
if they share a resource whose failure can affect all links in the

set [RFC4202].

On the other hand, as described in [ RFC4206] and [ RFC6107], a

Hi erarchical LSP (HLSP) or stitched LSP (S-LSP) can be used for
carrying one or nore other LSPs. Both the HLSP and S-LSP can be
formed as a TE link. In such cases, it is inportant to know the SRLG
informati on of the LSPs that will be used to carry further LSPs.

Thi s docunent provides a signaling nechanismthat collects the SRLGs
that are used by an LSP and can then be advertised as properties of
the TE link formed by that LSP

1.1. Applicability Exanple: Dual - Hom ng

An interesting use case for the SRLG col |l ection procedures defined in
this docunment is achieving LSP diversity in a dual-hom ng scenari o.
The use case is illustrated in Figure 1, when the overlay nodel is
applied as defined in [ RFC4208]. |In this exanple, the exchange of
routing information over the User-Network Interface (UNI) is

prohi bited by operator policy.

S S

| Pl....] P
+---+ +---+

+---+ +---+
| P|l....] P
Sa—— Sa——

Figure 1: Dual -Hom ng Configuration
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Si ngl e- homed custoner edge (CE) devices are connected to a single
provi der edge (PE) device via a single UNI |link (which could be a
bundl e of parallel links, typically using the sanme fiber cable).
This single UNI link can constitute a single point of failure. Such
a single point of failure can be avoided if the CE device is
connected to two PE devices via two UNIl interfaces for CE1l and CE2,
respectively, as depicted in Figure 1.

For the dual -hom ng case, it is possible to establish two connections
(LSPs) fromthe source CE device to the same destination CE device
where one connection is using one UNI link to PEl, for exanple, and
the other connection is using the UNI link to PE2. In order to avoid
single points of failure within the provider network, it is necessary
to al so ensure path (LSP) diversity within the provider network to
achi eve end-to-end diversity for the two LSPs between the two CE
devices CE1 and CE2. This use case describes howit is possible to
achi eve path diversity within the provider network based on coll ected
SRLG i nformation. As the two connections (LSPs) enter the provider
network at different PE devices, the PE device that receives the
connection request for the second connection needs to know the

addi tional path conputation constraints such that the path of the
second LSP is disjoint with respect to the already established first
connecti on.

As SRLG information is normally not shared between the provider
network and the client network, i.e., between PE and CE devices, the
chal l enge is howto solve the diversity problemwhen a CE is dual -
honmed. The RSVP extensions for collecting SRLG i nformati on defi ned
in this docunent nake it possible to retrieve SRLG information for an
LSP and hence solve the dual -homi ng LSP diversity problem For
exanple, CEl in Figure 1 may have requested an LSP1 to CE2 via PE1l
that is routed via PE3 to CE2. CEl1 can then subsequently request an
LSP2 to CE2 via PE2 with the constraint that it needs to be nmaximally
SRLG disjoint with respect to LSP1. PE2, however, does not have any
SRLG i nformati on associated with LSP1, and this is needed as input
for its constraint-based path conputation function. |If CEl is
capabl e of retrieving the SRLG informati on associated with LSP1 from
PE1, it can pass this discovered information to PE2 as part of the
LSP2 setup request (RSVP PATH nmessage) in an EXCLUDE_ROUTE Obj ect
(XRO) or Explicit Exclusion Route Subobject (EXRS) as described in

[ RFC4874], and PE2 can now calculate a path for LSP2 that is SRLG
disjoint with respect to LSP1. The SRLG information associated with
LSP1 can be retrieved when LSP1 is established or at any time before
LSP2 is set up.

When CE1 sends the setup request for LSP2 to PE2, it can al so request

the collection of SRLG information for LSP2 and send that information
to PE1L by re-signaling LSP1 with SRLG excl usi on based on LSP2’'s
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di scovered SRLGs. This will ensure that the two paths for the two
LSPs remain nmutual ly diverse; this is inportant when the provider
network i s capable of restoring connections that failed due to a
network failure (fiber cut) in the provider network

Note that the know edge of SRLG informati on even for multiple LSPs
does not allow a CE device to derive the provider network topol ogy
based on the collected SRLG information. It would, however, be
possible for an entity controlling multiple CE devices to derive sone
information related to the topology. This docunment therefore allows
PE devices to control the comruni cation of SRLGs outside the provider
network if desired.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. RSVP-TE Requirenents
The SRLG col | ection process takes place in three stages:
o0 The LSP's ingress node requests that SRLG col |l ection take pl ace;

0 SRLG data is added to the Path and Resv ROUTE_RECORD (bj ects
(RRGs) by all nodes during signaling;

0 Changes to previously signaled SRLG data are nade by sendi ng
updat ed Path and Resv nessages as required.

3.1. SRLG Collection Indication

The ingress node of the LSP needs be capabl e of indicating whether
the SRLG information of the LSP is to be collected during the
signaling procedure of setting up an LSP. There is no need for SRLG
information to be collected without an explicit request by the

i ngress node.

It may be preferable for the SRLG col |l ection request to be understood
by all nodes along the LSP's path, or it nay be nore inportant for
the LSP to be established successfully even if it traverses nodes
that cannot supply SRLG information or have not inplenented the
procedures specified in this docunent. It is desirable for the

i ngress node to make the SRLG col |l ection request in a manner that
best suits its own policy.
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3.2. SRLG Col |l ection

If requested, the SRLG information is collected during the setup of
an LSP. SRLG information is added by each hop to the Path RRO during
Pat h nessage processing. The sane information is also added to the
Resv RRO during Resv processing at each hop

3.3. SRLG Update

When the SRLG i nformation of an existing LSP for which SRLG

i nformati on was col |l ected during signaling changes, the rel evant
nodes of the LSP need to be capabl e of updating the SRLG i nfornation
of the LSP. This nmeans that the signaling procedure needs to be
capabl e of updating the new SRLG i nfornmation.

3.4. SRLG ID Definition

The identifier of an SRLG (SRLG ID) is defined as a 32-bit quantity
in [RFC4202]. This definition is used in this docunent.

4. Encodi ngs
4.1. SRLG Col |l ection Flag

In order to indicate to nodes that SRLG collection is desired, this
docunent defines a new flag in the Attribute Flags TLV (see

[ RFC5420]). This docunment defines a new SRLG Col |l ection Flag in the
Attribute Flags TLV. A node that wishes to indicate that SRLG
collection is desired MIUST set this flag in an Attribute Flags TLV in
an LSP_REQUI RED ATTRI BUTES object (if collection is to be nandatory)
or an LSP_ATTRI BUTES object (if collection is desired but not

mandat ory) .

0 Bit Nunber (specified in Section 8.1): SRLG Coll ection Flag

The SRLG Col l ection Flag is nmeaningful on a Path nmessage. |If the
SRLG Col l ection Flag is set to 1, it means that the SRLG i nformation
SHOULD be reported to the ingress and egress node al ong the setup of
t he LSP.

The rules for the processing of the Attribute Flags TLV are not
changed.
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4.2. RRO SRLG Subobj ect

Thi s docunent defines a new RRO subobj ect (ROUTE_RECORD subobject) to
record the SRLG information of the LSP. Its format is nodel ed on the
RRO subobj ects defined in [ RFC3209].

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | O Reserved |
R e s T o T S R El ok i R e e S S e o o s
| SRLGID 1 (4 octets) |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

B T S i T s i i e e SEI S

| SRLG ID n (4 octets)

R i T I e T S S e S TR S T e i I S e S e e e e o o
Type (8 bhits)
The type of the subobject. The value is specified in Section 8.2.
Length (8 bhits)

The Length field contains the total |ength of the subobject in
octets, including the Type and Length fields. The Length depends on
the nunmber of SRLG | Ds.

Direction bit (D-bit) (1 bit)

If not set, the SRLGs contained in this subobject apply to the
downstreamdirection. |If set, they apply to the upstreamdirection

Reserved (15 bits)

This 15-bit field is reserved. It SHOULD be set to zero on
transm ssi on and MJST be ignored on receipt.

SRLG ID (4 octets)

This field contains one SRLGID. There is one SRLGID field per SRLG
collected. There MAY be nultiple SRLGID fields in an SRLG
subobj ect .

A node MUST NOT push an SRLG subobject in the ROUTE RECORD wi t hout

al so pushing either an | Pv4 subobject, an | Pv6 subobject, an
Unnunbered Interface I D subobject, or a Path Key Subobject (PKS)
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As described in [ RFC3209], the ROUTE_RECORD object is managed as a
stack. The SRLG subobject MJST be pushed by the node before the node
I P address or link identifier. The SRLG subobject SHOULD be pushed
after the Attribute subobject, if present, and after the LABEL
subobject, if requested. It MJIST be pushed within the hop to which
it applies.

[ RFC5553] descri bes mechanisms to carry a PKS in the RROso as to
facilitate confidentiality in the signaling of inter-domain TE LSPs.
RFC 5553 all ows the path segnent that needs to be hidden (that is, a
Confidential Path Segnent (CPS)) to be replaced in the RROwith a
PKS. |If the CPS contains SRLG subobjects, these MAY be retained in
the RRO by adding themagain after the PKS in the RRO. The CPS is
defined in [ RFC5520] .

The rules for the processing of the LSP_REQU RED ATTRI BUTES,
LSP_ATTRI BUTES, and ROUTE RECORD objects are not changed.

5. Signaling Procedures

The ingress node of the LSP MJST be capabl e of indicating whether the
SRLG i nformation of the LSP is to be collected during the signaling
procedure of setting up an LSP

5.1. SRLG Col | ection

Per [RFC3209], an ingress node initiates the recording of the route
informati on of an LSP by adding an RROto a Path nessage. |If an

i ngress node al so desires SRLG recording, it MJST set the SRLG
Collection Flag in the Attribute Flags TLV, which MAY be carried in
ei ther an LSP_REQUI RED ATTRI BUTES obj ect (when the collection is
mandat ory) or an LSP_ATTRI BUTES obj ect (when the collection is
desired, but not mandatory).

A node MUST NOT add SRLG i nformati on without an explicit request by
the ingress node in the Path nessage.

When a node receives a Path nmessage that carries an
LSP_REQUI RED _ATTRI BUTES obj ect with the SRLG Col |l ection Flag set, if
| ocal policy determnes that the SRLG information is not to be
provided to the endpoints, it MJST return a PathErr nessage with

o Error Code 2 (policy) and

0 Error subcode "SRLG Recordi ng Rejected" (see Section 8.3 for
val ue)

to reject the Path nessage.
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When a node receives a Path nmessage that carries an LSP_ATTRI BUTES
object with the SRLG Collection Flag set, if local policy determ nes
that the SRLG information is not to be provided to the endpoints, the
Pat h nessage MUST NOT be rejected due to the SRLG recording
restriction, and the Path nmessage MJST be forwarded w thout any SRLG
subobj ect (s) added to the RRO of the correspondi ng outgoing Path
message

If local policy permts the recording of the SRLG information, the
processi ng node SHOULD add | ocal SRLG information, as defined bel ow,
to the RRO of the correspondi ng outgoing Path nessage. The
processi ng node MAY add multiple SRLG subobjects to the RRO i f
necessary. It then forwards the Path nessage to the next node in the
downstream direction. The processing node MJIST retain a record of
the SRLG recording request for reference during Resv processing
descri bed bel ow.

If the addition of SRLG information to the RRO would result in the
RRO exceeding its maxi num possi bl e size or beconing too large for the
Path nessage to contain it, the requested SRLGs MJST NOT be added.
If the SRLG col |l ecti on request was contained in an
LSP_REQUI RED ATTRI BUTES obj ect, the processi ng node MJUST behave as
specified by [ RFC3209] and drop the RRO fromthe Path nessage
entirely. |If the SRLG col |l ection request was contained in an
LSP_ATTRI BUTES obj ect, the processing node MAY onit sone or all of
the requested SRLGs fromthe RRO otherw se, it MJST behave as
specified by [ RFC3209] and drop the RRO fromthe Path nessage
entirely. Subsequent processing of the LSP proceeds as further
specified in [ RFC3209].

Fol |l owi ng the steps described above, the internedi ate nodes of the
LSP can collect the SRLGinformation in the RRO during the processing
of the Path message hop by hop. Wen the Path nmessage arrives at the
egress node, the egress node receives SRLG information in the RRO

Per [ RFC3209], when issuing a Resv nessage for a Path nessage that
contains an RRO, an egress node initiates the RRO process by addi ng
an RRO to the outgoing Resv message. The processing for RROs
contained in Resv nmessages then mirrors that of the Path messages.

When a node receives a Resv nessage for an LSP for which SRLG

Col l ection was specified in the correspondi ng Path nessage, then when
| ocal policy allows recording SRLG information, the node MJST add
SRLG i nformation to the RRO of the correspondi hg out goi ng Resv
message as specified below. Wen the Resv nessage arrives at the

i ngress node, the ingress node can extract the SRLG i nformation from
the RROin the same way as the egress node.
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Note that a link’s SRLG information for the upstreamdirection cannot
be assuned to be the sane as that for the downstream direction

o0 For Path and Resv nessages for a unidirectional LSP, a node SHOULD
i nclude SRLG subobjects in the RRO for the downstream data |ink
only.

o For Path and Resv nmessages for a bidirectional LSP, a node SHOULD
i nclude SRLG subobjects in the RRO for both the upstreamdata |ink
and the downstreamdata link fromthe local node. |In this case,
the node MUST include the information in the same order for both
Pat h nessages and Resv nessages. That is, the SRLG subobject for
the upstreamlink is added to the RRO before the SRLG subobj ect
for the downstream i nk.

If SRLG data is added for both the upstream and downstream | i nks,
the two sets of SRLG data MUST be added in separate SRLG

subobj ects. A single SRLG subobj ect MJST NOT contain a m xture of
upstream and downstream SRLGs. When addi ng a SRLG subobj ect to an
RRO, the D-bit MJIST be set appropriately to indicate the direction
of the SRLGs. If an SRLGID applies in both directions, it SHOULD
be added to both the upstream and downstream SRLG subobj ects.

Based on the above procedure, the endpoints can get the SRLG
informati on automatically. Then, for instance, the endpoints can
advertise it as a TElink to the routing instance based on the
procedure described in [RFC6107] and configure the SRLG i nformation
of the Forwarding Adjacency (FA) automatically.

5.2. SRLG Update

When the SRLG information of a link is changed, the endpoints of LSPs
using that link need to be made aware of the changes. Wen a change
to the set of SRLGs associated with a |link occurs, the procedures
defined in Section 4.4.3 of [RFC3209] MJST be used to refresh the
SRLG i nformation for each affected LSP if the |local node's policy
dictates that the SRLG change be conmunicated to ot her nodes.

5.3 Domai n Boundari es

If mandated by local policy as specified by the network operator, a
node MAY renove SRLG information fromany RROin a Path or Resv
message being processed. It MAY add a sunmary of the renoved SRLGs
or map themto other SRLG val ues. However, this SHOULD NOT be done
unl ess explicitly mandated by | ocal policy.
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5

6

6

6

4. Conpatibility

A node that does not recognize the SRLG Col l ection Flag in the
Attribute Flags TLV is expected to proceed as specified in [ RFC5420].
It is expected to pass the TLV on unaltered if it appears in an
LSP_ATTRI BUTES object or to reject the Path nessage with the
appropriate Error Code and Value if it appears in a

LSP_REQUI RED_ATTRI BUTES obj ect.

A node that does not recognize the SRLG RRO subobject is expected to
behave as specified in [ RFC3209]: unrecogni zed subobjects are to be
i gnored and passed on unchanged.

Manageabi l ity Consi derations
1. Policy Configuration

In a border node of an inter-domain or inter-layer network, the
foll owi ng SRLG processing policy MIST be capable of being configured:

o0 \Whether the node is allowed to participate in SRLG collection and
notify changes to collected SRLG i nformation to endpoi nt nodes as
described in Section 5. 2.

o Whether the SRLG I Ds of the donmmin or specific [ayer network can
be exposed to the nodes outside the domain or |ayer network, or
whet her they SHOULD be summari zed, mapped to val ues that are
conprehensi bl e to nodes outside the domain or |ayer network, or
renoved entirely as described in Section 5. 3.

A node using [ RFC5553] and PKS MAY apply the sane policy.
2. Coherent SRLG I Ds

In anulti-layer, nmulti-donain scenario, SRLG | Ds can be configured
by different managenent entities in each layer or domain. In such
scenari os, maintaining a coherent set of SRLGIDs is a key
requirenent in order to be able to use the SRLG information properly.
Thus, SRLG I Ds SHOULD be unique. Note that current procedures are
targeted towards a scenario where the different |ayers and donains
bel ong to the sane operator or to several coordinated adm nistrative
groups. Ensuring the aforenentioned coherence of SRLG IDs is beyond
the scope of this docunent.

Furt her scenarios, where coherence in the SRLG | Ds cannot be
guaranteed, are out of the scope of the present docunent and are |eft
for further study.
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7

8.

8.

8.

1.

2

Security Considerations

Thi s docunent builds on the mechani snms defined in [ RFC3473], which
al so discusses related security neasures. In addition, [RFC5920]
provi des an overvi ew of security vulnerabilities and protection
mechani sms for the GWLS control plane. The procedures defined in
this docunent permt the transfer of SRLG data between | ayers or
domai ns during the signaling of LSPs, subject to policy at the |ayer
or domai n boundary. As described in Sections 5.3 and 6.1, loca
policy as specified by the network operator will explicitly nmandate
the processing of information at domain or |ayer boundari es.

| ANA Consi der ati ons
RSVP Attribute Bit Flags

| ANA has created a registry and nmanages the space of the Attribute
bit flags of the Attribute Flags TLV, as described in Section 11.3 of
[ RFC5420], in the "Attribute Flags" subregistry of the "Resource
Reservation Protocol -Traffic Engi neering (RSVP-TE) Paraneters"
registry located at

<http://ww. i ana. or g/ assi gnment s/ r svp-t e- par anet er s>

Thi s docunent introduces a new Attribute bit flag

Bit No Nane Attribute Attribute RRO ERO Reference
Fl ags Path Fl ags Resv
12 SRLG Yes No Yes No RFC 8001
Col | ection [ RFC7570]
Fl ag

ROUTE_RECORD nj ect

| ANA nanages the "Resource Reservation Protocol (RSVP) Paraneters”
registry located at
<http://ww.iana. org/ assi gnment s/ rsvp-paraneters>. This docunent
i ntroduces a new RRO subobj ect under the "Sub-object type - 21
ROUTE_RECORD - Type 1 Route Record" subregistry:

Val ue Description Ref erence

34 SRLG subobj ect RFC 8001
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8.3. Policy Control Failure Error Subcodes

I ANA nanages the assignnents in the "Error Codes and @ obal | y- Defi ned
Error Val ue Sub- Codes" section of the "Resource Reservation Protocol
(RSVP) Paraneters" registry |located at

<http://ww. i ana. org/ assi gnment s/ r svp- par anmet er s>.

Thi s docunent introduces a new val ue under "Sub-Codes - 2 Policy
Control Failure":

Val ue Description Ref erence

21 SRLG Recordi ng Rejected RFC 8001
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