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The Use of Non-ASClI| Characters in RFCs
Abst ract

In order to support the internationalization of protocols and a nore
di verse Internet community, the RFC Series nust evolve to allow for
the use of non-ASClI| characters in RFCs. Wile English renmains the
required | anguage of the Series, the encoding of future RFCs will be
in UTF-8, allowi ng for a broader range of characters than typically
used in the English | anguage. This docunment describes the RFC Editor
requi renents and gi ves gui dance regarding the use of non-ASCl |
characters in RFCs.

Thi s docunent updates RFC 7322. Please view this docunent in PDF
formto see the full text.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents information that the | AB has deened valuable to

provi de for permanent record. It represents the consensus of the
Internet Architecture Board (1 AB). Docunents approved for
publication by the | AB are not a candidate for any |evel of Internet
St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7997
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
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1.

I nt roducti on
Pl ease review the PDF version of this draft.

For much of the history of the RFC Series, the character encoding
used for RFCs has been ASCII [RFC20]. This was a sensible choice at
the time: the | anguage of the Series has al ways been English, a

| anguage that primarily uses ASCl|-encoded characters (ignoring for a
monent words borrowed fromnore richly decorated al phabets); and,
ASCIl is the "l owest comobn denoninator" for character encoding,
maki ng cross-platformviewi ng trivial

There are linits to ASCI I, however, that hinder its continued use as
the exclusive character encoding for the Series. The increasing need
for easily readable, internationalized content suggests it is time to
all ow non-ASCI | characters in RFCs where necessary. To support this
move away from ASCII, RFCs will switch to supporting UTF-8 as the
default character encoding and will allow support for a broad range
of Uni code characters [UnicodeCurrent]. Note that the RFC Editor nmay
reject any code point that does not render adequately across al
formats or in enough rendering engines using the v3 tooling.

G ven the continuing goal of maximumreadability across platforns,
the use of non-ASClI| characters should be limted to only where
necessary within the text. This docunent describes the rules under
whi ch non-ASCI| characters may be used in an RFC. These rules wll
be applied as the necessary changes are made to subm ssi on checking
and editorial tools.

Thi s docunent updates the RFC Style Guide [RFC7322].

The details included in this docunment are expected to change based on
experience gained in inplenmenting the new publication toolsets.

Revi sed docunments will be published capturing those changes as the
tool sets are conpleted. Oher inplenmenters nust not expect those
changes to remai n backwards conpatible with the details included in
thi s docunent.

Basi ¢ Requirenents

Two fundanental requirenents informthe gui dance and exanpl es
provided in this docunment. They are:

0 Searches agai nst RFC i ndexes and dat abase tables need to return
expected results and support appropriate Unicode string matching
behavi ors;
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3.

3.

0 RFCs rmust be able to be displayed correctly across a w de range of
readers and browsers. People whose systens do not have the fonts
needed to display a particular RFC need to be able to read the
various publication formats and the XM. correctly in order to
understand and i npl enent the information described in the
docunent .

Rul es for the Use of Non-ASCI| Characters

Thi s section describes the guidelines for the use of non-ASCl |
characters in an RFC. |If the RFC Editor identifies areas where the
use of non-ASClI| characters negatively inpacts the readability of the
text, they will request alternate text.

The RFC Editor may, in cases of entire words represented in non-ASCl |
characters, ask for a set of reviewers to verify the neaning,
spel ling, characters, and gramar of the text.

1. Ceneral Usage throughout a Docunent

VWhere the use of non-ASCI| characters is purely part of an exanple
and not otherwi se required for correct protocol operation, escaping
the non-ASCI| character is not required. Note, however, that as the
| anguage of the RFC Series is English, the use of non-ASCl |
characters is based on the spelling of words comonly used in the
Engl i sh | anguage foll owi ng the guidance in the Merriam Wbster
dictionary [ MerrWeb].

The RFC Editor will use the primary spelling listed in that
dictionary by default.

Exanpl e of non-ASCI| characters that do not require escaping (exanple
fromSection 3.1.1.12 of RFC 4475 [ RFC4475], with a hex dunp repl aced
by the actual character gl yphs)

This particular response contains unreserved and non- ASCl |
UTF-8 characters
This response is well forned. A parser nust accept this message.

Message Details : unreason

SIP/2.0 200 = 2**3 * 5**2 (See PDF for non-ASCI| character string)
Via: SIP/2.0/UDP 192.0. 2.198; branch=z9hG4bK1324923

Cal |l -1 D unreason. 1234ksdf ak3j 2er wedf sASdf

CSeq: 35 INVITE

From sip:user @xanpl e.comtag=11141343

To: sip:user @xanpl e. edu; tag=2229 Content-Length: 154
Cont ent - Type: application/sdp
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3. 2. Per son Nanes

Per son names may appear in several places within an RFC (e.g., the
header, Acknow edgenents, and References). Wen a script outside the
Uni code Latin blocks [ UNI CODE- CHART] is used for an individual nane,
an aut hor-provided, ASCll-only identifier will appear inmediately
after the non-Latin characters, surrounded by parentheses. This wll
i nprove general readability of the text.

Exanpl e header:

OLD:
I nternet Engi neering Task Force (IETF) J. Tong
Request for Comments: 7380 C. Bi, Ed.
Cat egory: Standards Track Chi na Tel ecom
I SSN: 2070-1721 R Even
Q Wi, Ed.
R Huang
Huawei

Novenber 2014

PROPOSED/ NEW

I nternet Engi neering Task Force (IETF) J. Tong
Request for Comments: 7380 C. Bi, Ed.
Cat egory: Standards Track Chi na Tel ecom

I SSN: 2070-1721 (See PDF for non-ASCI| character string) (R Even)
(See PDF for non-ASCI| character string) (Q W), Ed.

R Huang

Huawei

Novenber 2014
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Exanpl e Acknow edgenents secti on:
oLD:

The foll owi ng people contributed significant text to early versions
of this draft: Patrik Faltstrom WIIiam Chan, and Fred Baker.

PROPOSED/ NEW

The foll owi ng people contributed significant text to early versions
of this draft: Patrik (See PDF for non-ASClI| character string)
(Faltstrom), (See PDF for non-ASCI| character string) (WIIiam Chan),
and Fred Baker.

Exampl e reference entry:
OLD:

[ RFC6630] Cao, Z., Deng, H, W, Q, and G Zorn, Ed., "EAP
Re- aut henti cati on Protocol Extensions for Authenticated
Antici patory Keying (ERP/ AAK)", RFC 6630, June 2012.

NEW

[ RFC6630] Cao, Z., Deng, H., (See PDF for non-ASClI| character
string) (Wi, Q), and G Zorn, Ed., "EAP
Re- aut henti cati on Protocol Extensions for Authenticated
Anticipatory Keying (ERP/ AAK)", RFC 6630, June 2012.

3.3. Conpany Nanes

Conpany nanes may appear in several places within an RFC. In all
cases, valid Unicode is required. For names that include characters
outside of the Unicode Latin and Latin Extended scripts, an author-
provided, ASClIl-only identifier is required to assist in searching
and i ndexi ng of the docunent.
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3.4. Body of the Docunent

VWhen the mention of non-ASCIl characters is required for correct
protocol operation and understanding, the characters’ Unicode code
poi nts nust be used in the text. The addition of each character nane
i s encouraged.

0 Non-ASCI| characters will require identifying the Uni code code
poi nt .

o0 Use of the actual UTF-8 character (e.g., (See PDF for non-ASCl I
character string)) is encouraged so that a reader can nore easily
see what the character is, if their device can render the text.

o0 The use of the Unicode character names |ike "I NCREMENT" in
addition to the use of Unicode code points is al so encouraged.
When used, Unicode character nanmes should be in all capita
letters.

Exanpl es:
OLD [ RFC7564] :

However, the problemis nmade nore serious by introducing the ful
range of Unicode code points into protocol strings. For exanple,
the characters U+13DA U+13A2 U+13B5 W+13AC U+13A2 U+13AC U+13D2 from
the Cherokee block ook simlar to the ASCI| characters

"STPETER' as they m ght appear when presented using a "creative"

font famly.

NEW ALLOWED:

However, the problemis made nore serious by introducing the ful
range of Unicode code points into protocol strings. For exanple,
the characters U+13DA U+13A2 W13B5 W+13AC U+13A2 U+13AC U+13D2
((See PDF for non-ASCI| character string)) fromthe Cherokee

bl ock l ook sinmilar to the ASCII characters "STPETER' as they m ght
appear when presented using a "creative" font famly.

ALSO ACCEPTABLE

However, the problemis nmade nore serious by introducing the ful
range of Unicode code points into protocol strings. For exanple,
the characters "(See PDF for non-ASCI| character string)" (U+13DA
U+13A2 W+13B5 U+13AC U+13A2 U+13AC W+13D2) fromthe Cherokee bl ock
|l ook simlar to the ASCII characters "STPETER' as they nmi ght
appear when presented using a "creative" font famly.

Fl anagan I nf or mat i onal [ Page 7]



RFC 7997 Non- ASCI | in RFCs Decenber 2016

Exanpl e of proper identification of Unicode characters in an RFC
Accept abl e:

0 Tenperature changes in the Tenperature Control Protocol are
i ndi cated by the W2206 character

Pref erred:

1. Tenperature changes in the Tenperature Control Protocol are
i ndi cated by the W2206 character ("(See PDF for non-ASCl |
character string)").

2. Tenperature changes in the Tenperature Control Protocol are
i ndi cated by the W2206 character (I NCREMENT).

3. Tenperature changes in the Tenperature Control Protocol are
i ndi cated by the W2206 character ("(See PDF for non-ASCl |
character string)", |NCREMENT).

4. Tenperature changes in the Tenperature Control Protocol are
i ndi cated by the U+2206 character (I NCREMENT, "(See PDF for non-
ASCI | character string)").

5. Tenperature changes in the Tenperature Control Protocol are
indicated by the "Delta" character "(See PDF for non-ASCl |
character string)" (U+2206).

6. Tenperature changes in the Tenperature Control Protocol are
i ndicated by the character "(See PDF for non-ASClI| character
string)" (I NCREMENT, U+2206).

VWi ch option of (1), (2), (3), (4), (5), or (6) is preferred may
depend on context and the specific character(s) in question. Al are
acceptable within an RFC. "US-ASCI| Escapi ng of Unicode Character”

[ BCP137] describes the pros and cons of different options for

i dentifying Unicode characters and may hel p authors deci de how to
represent the non-ASCI| characters in their docunents
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3.5. Tables

Tables follow the same rules for identifiers and characters as in
"Body of the Docunent" (Section 3.4). |If it is sensible (i.e., nore
under st andabl e for a reader) for a given docunent to have two tabl es,
-- one including the identifiers and non-ASCI| characters and a
second with just the non-ASCI| characters -- then that will be
allowed at the discretion of the authors.

Oiginal text from"Preparation, Enforcenent, and Conparison of

Internationalized Strings Representing Usernanmes and Passwords”
[ RFC7613] .
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Table 3: A sanple of |egal passwords

o e e e e e e e e e e e e e e o e e e e e e e e e o +
| # | Password | Notes |
o m e e e e ee—eoao-- o e e eeaaaaoo-- +
| 12| <correct horse battery staple> | ASCI| space is allowed |
o m e e e e e eeeeeaoaoo- o e e e e e eeeaeioaoo- +
| 13| <Correct Horse Battery Staple> | Different fromexanple 12 |
o e e e e e e e e e e e e e e o e e e e e e e e e o +
| 14| <&#x3C0; &#xDF; &#XE5; > | Non-ASCI| letters are OK

| | | (e.g., GREEK SMALL LETTER |
| | | PI, W+03C0) |
o m e e e e e eeeeee—ao-- o e e e e eeaaeaoaoo- +
| 15| <Jack of &#x2666; s> | Synmbols are OK (e.g., BLACK |
| | | DIAMOND SUI T, U+2666) |
o e m e e e e e e e e e e o e e e e e e e e e +

16| <fo00&#x1680; bar> OGHAM SPACE MARK, U+1680, is

I I
| mapped to W+0020 and thus |
| the full string is napped to

I I

<f oo bar>
o e e e e e e e e e e e e e e o e e e e e e e e e o +
Preferred text:
Table 3: A sanple of |egal passwords
o e e e e e e e e e e e e e e o e e e e e e e e e o +
| # | Password | Notes |
O . +
| 12| <correct horse battery staple> | ASCI| space is allowed |
T e meemeeeeeeeccieemeaacaaas +
| 13| <Correct Horse Battery Staple> | Different fromexanple 12 |
o e e e e e e e e e e e e e e o e e e e e e e e e o +
| 14| <(See PDF for non-ASCl | | Non-ASCI| letters are OK |
| | character string)> | (e.g., GREEK SMALL LETTER |
| | | PI, U+03C0; LATIN SVALL |
| | | LETTER SHARP S, U+00DF; THAI |
| | | DIG@ T SEVEN, U+OE57) |
o e e e e e e e e e e e e e e o e e e e e e e e e o +
| 15| <Jack of (See PDF for non- | Synbols are OK (e.g., BLACK |
| | ASCII character string)s> | DIAMOND SU T, U+2666) |
e TS +
| 16] <foo(See PDF for non-ASCl | | OGHAM SPACE MARK, U+1680, is
| | character string)bar> | mapped to W+0020 and thus |
| | | the full string is mapped to
| | | <foo bar> |
O . +
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3.6. Code Components

The RFC Editor encourages the use of the U+ notation except within a
code conponent where one nust follow the rules of the progranm ng
| anguage in which the code is being witten.

Code conponents are generally expected to use fixed-width fonts.
Where such fonts are not available for a particular script, the best
script-appropriate font will be used for that part of the code
conmponent .

3.7. Bibliographic Text

The reference entry must be in English; whatever subfields are
present must be available in ASCII|-encoded characters. For
references to RFCs and Internet-Drafts, the author’s nane will be
formatted in the reference as per current RFC Style Quide
recomendations. As |long as good sense is used, the reference entry
may al so include non-ASCI| characters at the author’s discretion and
as provided by the author. The RFC Editor may request that a third
party, such as a | anguage specialist or subject matter expert, review
of any non-ASCI| reference. This applies to both normative and

i nformative references.

Exanpl e:

[ GOST3410] "Information technol ogy. Cryptographic data security.
Signature and verification processes of [el ectronic]
digital signature.", GOST R 34.10-2001, Gosudar stvennyi
St andard of Russian Federation, Government Conmittee of
Russia for Standards, 2001. (In Russian)

Al | owabl e addition to the above citation:
(See PDF for non-ASCI| character strings)

Alternatively:

[ GOST3410] "Information technol ogy. Cryptographic data security.
Signature and verification processes of [el ectronic]
digital signature."”, GOST R 34.10-2001, Gosudar stvennyi
St andard of Russian Federation, (See PDF for non-ASCl |
character strings) (Governnent Committee of
Russia for Standards), 2001. (In Russian)

3.8. Keywords and Citation Tags
Keywords (as tagged with the <keyword> el enent in XM.) and citation

tags (as defined in the anchor attributes of <reference> el enents)
must contain only ASCI|I characters
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3.9. Address Information

The purpose of providing address information, either postal or email,
is to assist readers of an RFC in contacting the author or authors.
Aut hors may include the official postal address as recogni zed by
their conpany or |ocal postal service w thout additional non-ASCl |
character escapes. |If the emnil address includes non-ASCl |
characters and is a valid email address at the time of publication,
non- ASCI | character escapes are not required.

Exanpl e:

Qn W (editor)

Huawei

101 Sof tware Avenue, Yuhua District
Nanjing, Jiangsu 210012

Chi na

Addi tional contact infornation:
(See PDF for non-ASCI| character strings)

Roni Even

Huawei

14 Davi d Hanel ech
Tel Aviv 64953

| srael

Addi tional contact infornation:
(See PDF for non-ASClI| character strings)

4. Normalization Fornmns
Aut hors shoul d not expect nornalization forns [ UNI CODE- NORMto be
preserved. |If a particular normalization formis expected, note that
in the text of the RFC

5.  XM. Mar kup

As descri bed above, use of non-ASClI| characters in areas such as

emai |, conpany nanme, address, and name is allowed. |In order to make
it easier for code to identify the appropriate ASCI| alternatives,
aut hors rmust include an "ascii" attribute to their XM. markup when an

ASCI| alternative is required. See [RFC7991] for nore detail on how
to tag ASCII alternatives
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6.

Internationalizati on Considerations

The ability to use non-ASCI|I characters in RFCs in a clear and
consi stent manner will inprove the ability to describe
internationalized protocols and will recognize the diversity of
authors. However, the goal of readability will override the use of
non- ASCI | characters within the text.

Security Considerations

Valid Unicode that natches the expected text nust be verified in
order to preserve expected behavior and protocol information.
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