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Abst r act
Corruption of the Remaining Lifetime field in a Link State Protocol
Data Unit (LSP) can go undetected. |In certain scenarios, this my
cause or exacerbate flooding storns. It is also a possible denial-

of -service attack vector. This docunent defines a backwards-
conpatible solution to this problem

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7987.
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

Pr obl em St at enent

[1S01L0589] defines the format of a Link State PDU (LSP) that includes
a Remaining Lifetine field. This field is set by the originator
based on |l ocal configuration and then decrenented by all systens once
the entry is stored in their LSP Database (LSPDB) consistent with the
passing of time. This allows all Intermediate Systenms (ISs) to age
out the LSP at approxinmately the sane tine.

Each LSP al so has a checksumfield to all ow receiving systens to
detect errors that nmay have occurred during transm ssion. [I|S0L0589]
mandat es that the checksumis calculated by the originator of the LSP
and cannot be nodified by other routers. Therefore, the Remaining
Lifetime is deliberately excluded fromthe checksum cal cul ation. 1In
cases where cryptographic authentication is included in an LSP

([ RFC5304] or [RFC5310]), the Remaining Lifetine field is also
excluded fromthe hash calculation. If the Remaining Lifetinme field
gets corrupted during flooding, this corruption is therefore

undet ectabl e. The consequences of such corruption depend upon how
the Remaining Lifetime is altered.

In cases where the Remaining Lifetinme becomes |arger than the
originator intended, the inpact is benign. As the originator is
responsible for refreshing the LSP before it ages out, a new version
of the LSP will be generated before the LSP ages out, so no harmis
done.

In cases where the Remaining Lifetine field becones snmaller than the
originator intended, the LSP may age out prematurely (i.e., before
the originator refreshes the LSP). This has two negative
consequences:

1. The LSP will be purged by an IS when the Remaining Lifetinme
expires. This will cause a tenporary |loss of reachability to
destinations inpacted by the content of that LSP

2. Unnecessary LSP flooding will occur as a result of the premature
purge and subsequent regeneration/flooding of a new version of
the LSP by the originator

If the corrupted Remamining Lifetinme is only nodestly shorter than the
lifetime assigned by the originator, the negative inpacts are al so
modest. |If, however, the corrupted Renaining Lifetinme becones very
smal |, then the negative inpacts can become significant, especially
in cases where the cause of the corruption is persistent so that the
cycle repeats itself frequently.
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A backwar ds-compati bl e solution to this problemis defined in the
foll owi ng secti ons.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Solution

As di scussed in the previous section, the problematic case is when
the Remaining Lifetime is corrupted and becomes rmuch smaller than it
shoul d be. The goal of the solution is then to prevent premature

pur gi ng.

Under nornal circunstances, updates to an LSP -- including purging,

if appropriate -- are the responsibility of the originator of the

LSP. There is a maximumtinme between generations of a given LSP

Once this tine has expired, it is the responsibility of the
originator to refresh the LSP (i.e., issue a new version with a

hi gher sequence nunber) even if the contents of the LSP have not
changed. [1S010589] defines maxi munLSPGenerationlnterval to be
sufficiently less than the maximumlifetine of an LSP so that the new
versi on can be flooded network wi de before the old version ages out
on any |S.

[1S010589] defines two cases where a system other than the originator
of an LSP is allowed to purge an LSP

1. The LSP ages out. This should only occur if the originating IS
is no |longer reachable and therefore is unable to update the LSP

2. There is a Designated Internmedi ate System (DI'S) change on a LAN.
The pseudonode LSPs generated by the previous DI'S are no | onger
required and may be purged by the new DI S.

In both of these cases, purging is not necessary for correct
operation of the protocol. It is provided as an optim zation to
remove stale entries fromthe LSPDB

In cases where the Remaining Lifetime in a received LSP has been
corrupted and is snaller than the Remaining Lifetine at the

ori gi nati ng node, when the Rermaining Lifetine expires on the
receiving node, it can appear as if the originating IS has failed to
regenerate the LSP before it ages out (case #1 above). To prevent
this fromhaving a negative inpact, a nodest change to the storage of
"new' LSPs in the LSPDB is specified.
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Section 7.3.16 of [1SOL0589] defines the rules to determ ne whether a
received LSP is ol der, the same, or newer than the copy of the same
LSP in the receiver’s LSPDB. The key el enents are:

o Higher sequence nunbers are newer.

o |f sequence nunbers are the same, an LSP with a zero Renaining
Lifetime (a purged LSP) is newer than the sane LSP with a non-zero
Remai ni ng Lifetine.

o |If both the received and | ocal copy of the LSP have a non-zero
Rermai ning Lifetine, they are considered the sanme even if the
Remai ning Lifetinmes differ.

Section 7.3.15.1.e(1) of [1S010589] defines the actions to take on
recei pt of an LSP generated by another IS that is newer than the

| ocal copy and has a non-zero Rermmining Lifetine. An additional
action is defined by this docunent:

vi. |If the Remaining Lifetime of the new LSP is | ess than MaxAge, it
is set to MaxAge.

This additional action ensures that no matter what val ue of Renmi ni ng
Lifetime is received, a systemother than the originator of an LSP
will never purge the LSP until the LSP has existed in the database
for at |east MaxAge.

It is inportant to note that no change is proposed for handling the
recei pt of purged LSPs. The rules specified in Section 7.3.15.1.b of
[1S01L0589] still apply, i.e., an LSP received with a zero Renai ni ng
Lifetime is still considered newer than a matching LSP with a non-
zero Remaining Lifetime. Therefore, the changes proposed here will
not result in LSPDB inconsistency anmong routers in the network.

3. Depl oynent Consi derations

Thi s section discusses sone possible depl oynent issues for this
pr ot ocol extension.

3.1. Inconsistent Values for MaxAge

[1SOL0589] defines MaxAge (the maxi mum val ue for the Renaining
Lifetime in an LSP) as an architectural constant of 20 minutes (1200
seconds). However, in practice, inplenentations have supported
allowing this value to be configurable. The common intent of a
configurable value is to support longer lifetines than the default,
thus reducing the periodic regeneration of LSPs in the absence of
topol ogy changes. See a discussion of this point in [RFC3719]. It
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is therefore possible for the value of MaxAge on the IS that
originates an LSP to be higher or |lower than the val ue of MaxAge on
the ISs that receive the LSP

If the value of MaxAge of the IS that originated the LSP is snaller
than the value of MaxAge of the receiver of an LSP, then setting the
Remai ning Lifetine of the received LSP to the |ocal value of MaxAge
will ensure that it is not purged prematurely. However, if the value
of MaxAge on the receiver is less than that of the originator, then
it is still possible to have an LSP purged prenmaturely when using the
extension defined in the previous section. |Inplenmentors of this
extension may wi sh to protect against this case by naking the val ue
to which the Remaining Lifetine is set under the conditions described
in the previous section configurable. |If that is done, the
configured val ue MIST be greater than or equal to the locally
configured val ue of MaxAge

3.2. Reporting Corrupted Lifetine

Reporting reception of an LSP with a possible corrupt Remai ning
Lifetime field can be useful in identifying a problemin the network.
In order to minimze the reports of false positives, the follow ng

al gorithm SHOULD be used in determ ni ng whet her the Renmi ning
Lifetime in the received LSP is possibly corrupt:

0 The LSP has passed all acceptance tests as specified in
Section 7.3.15.1 of [IS0OL0589].

0 The LSP is newer than the copy in the I ocal LSPDB (including the
case of not being present in the LSPDB).

0 The Remaining Lifetime in the received LSP is | ess than
Zer oAgelLi feti me.

0 The adjacency to the neighbor fromwhich the LSP is received has
been up for a mnimum of ZeroAgeLifetine.

In such a case, an IS SHOULD generate a Corrupt Remai ni ngLi fetime
event .

Note that it is not possible to guarantee that all cases of a corrupt
Remaining Lifetime will be detected using the above algorithm It is
al so not possible to guarantee that all CorruptRenai ni ngLifetine
events reported using the above algorithmare valid. As a diagnostic
aid, an inplenmentation MAY wish to retain the value of the Remaining
Lifetime received when the LSP was added to the LSPDB
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3.3. Impact of Delayed LSP Purging

5

5

The extensions defined in this docunent may result in retaining an
LSP longer than its original lifetinme. |In order for this to occur,
the schedul ed refresh of the LSP by the originator of the LSP nust
fail to occur -- this inplies that the originator is no |onger
reachable. In such a case, its neighbors will update their own LSPs
to report the I oss of connectivity to the originator. [IS010589]
specifies that LSPs froma node that is unreachable (failure of the
two-way connectivity check) will not be used. Note that this
behavi or applies to ALL information in the set of LSPs fromsuch a
node.

Retention of stale LSPs therefore has no negative side effects other
than requiring additional nenory for the LSPDB. In networks where a
conbi nati on of pathol ogi cal behaviors (e.g., LSP corruption and
frequent resetting of nodes in the network) is seen, this could | ead
to a large nunber of stale LSPs being retained, but such networks are
al ready conprom sed

Security Considerations

The ability to introduce corrupt LSPs is not altered by the rules
defined in this docunent. Use of authentication as defined in

[ RFC5304] and [ RFC5310] prevents such LSPs from being intentionally
introduced. A man-in-the-mddle attack that nodifies an existing LSP
by changing the Remaining Lifetime to a small value can cause

prenmat ure purges even in the presence of cryptographic

aut hentication. The nmechani snms defined in this docunent prevent such
an attack from being effective.
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