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Abstract

Thi s docunent defines how Datagram Transport Layer Security (DTLS),
Real -time Transport Protocol (RTP), RTP Control Protocol (RTCP),
Session Traversal Uilities for NAT (STUN), Traversal Using Rel ays
around NAT (TURN), and ZRTP packets are nultipl exed on a single
recei ving socket. It overrides the guidance from RFC 5764 (" SRTP
Extensi on for DTLS"), which suffered fromfour issues described and
fixed in this document.

Thi s docunent updates RFC 5764.

Status of This Meno
This is an Internet Standards Track docunent.
Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.
I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7983.
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to allow
modi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1.

I nt roducti on

Section 5.1.2 of "Datagram Transport Layer Security (DTLS) Extension
to Establish Keys for the Secure Real -tine Transport Protocol (SRTP)"
[ RFC5764] defines a scheme for a Real-tinme Transport Protocol (RTP)

[ RFC3550] receiver to demultiplex DILS [ RFC6347], Session Traversa
Uilities for NAT (STUN) [ RFC5389], and Secure Real -tinme Transport
Protocol (SRTP) / Secure Real -time Transport Control Protocol (SRTCP)
[ RFC3711] packets that are arriving on the RTP port. Unfortunately,
this demul tipl exing schene has created probl ematic issues:

1. It inplicitly allocated codepoints for new STUN net hods wi t hout
an | ANA registry reflecting these new all ocations.

2. It did not take into account the fact that ZRTP [ RFC6189] al so
needs to be demultiplexed with the other packet types explicitly
mentioned in Section 5.1.2 of RFC 5764.

3. It inplicitly allocated codepoints for new Transport Layer
Security (TLS) Content Types without an I ANA registry reflecting
these new al | ocati ons.

4. 1t did not take into account the fact that the Traversal Using
Rel ays around NAT (TURN) usage of STUN can create TURN channel s
that also need to be demultiplexed with the other packet types
explicitly nmentioned in Section 5.1.2 of RFC 5764.

Havi ng overl appi ng ranges between different | ANA registries becones
an i ssue when a new codepoint is allocated in one of these registries
wi t hout carefully analyzing the inpact it could have on the other

regi stries when that codepoint is denultiplexed. Anmong other

downsi des of the bad design of the denultiplexing algorithmdetailed
in [RFC5764], it creates a requirement for coordi nati on between
codepoi nt assi gnments where none should exist, and that is

organi zationally and socially undesirable. However, RFC 5764 has
been wi dely depl oyed, so there nust be an awareness of this issue and
how it nmust be dealt with. Thus, even if the feature related to a
codepoint is not initially thought to be useful in the context of
demul ti pl exi ng, the respective | ANA registry expert should at |east
raise a flag when the allocated codepoint irrevocably prevents

mul ti pl exi ng.
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The first goal of this document is to nake sure that future

all ocations in any of the affected protocols are done with the ful
know edge of their inpact on multiplexing. This is achieved by
updati ng [ RFC5764], which includes nodifying the | ANA registries with
instructions for coordinati on between the protocols at risk

A second goal is to permit the addition of new protocols to the list
of existing multiplexed protocols in a manner that does not break
exi sting inplenentations.

At the time of this witing, the flaws in the denultiplexing schene
wer e unavoi dably inherited by other docunents, such as [ RFC7345] and
[ SDP-BUNDLE]. So in addition, these and any other affected docunents
will need to be corrected with the updates this document provides.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Inplicit Alocation of Codepoints for New STUN Met hods

The denul tipl exing schenme in [ RFC5764] states that the receiver can
identify the packet type by looking at the first byte. |If the value
of this first byte is 0 or 1, the packet is identified to be STUN
The problemwi th this inmplicit allocation is that it restricts the
codepoints for STUN nmet hods (as described in Section 18.1 of

[ RFC5389]) to val ues between 0x000 and 0xO07F, which in turn reduces

t he nunmber of possible STUN met hod codepoints assigned by | ETF Revi ew
(i.e., the range 0x000 - Ox7FF) from 2048 to only 128 and el i ni nates
the possibility of having STUN met hod codepoi nts assigned by

Desi gnat ed Expert (i.e., the range 0x800 - OxFFF).

To preserve the Designated Expert range, this docunent allocates the
values 2 and 3 to also identify STUN net hods.

The |1 ANA Registry for STUN net hods has been nodified to mark the
codepoi nts from 0x100 to OxFFF as Reserved. These codepoints can
still be allocated, but require | ETF Review with a docurment that wll
properly evaluate the risk of an assignnment overlapping with other
registries.
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In addition, this docunent al so updates the | ANA registry such that
the STUN met hod codepoi nts assigned in the 0x080-0x0FF range are al so
assigned via Designated Expert. The "STUN Met hods" registry has been
changed as foll ows:

OLD:

0x000- Ox7FF | ETF Revi ew
0x800- OxFFF Desi gnat ed Expert
NEW

0x000- Ox07F | ETF Revi ew
0x080- OxOFF Desi gnat ed Expert
0x100- OXFFF Reserved

4. Multiplexing of ZRTP

ZRTP [RFC6189] is a protocol for nedia path Diffie-Hellmn exchange
to agree on a session key and paraneters for establishing unicast
SRTP sessions for Voice over |P (VolP) applications. The ZRTP
protocol is nedia path keying because it is nmultiplexed on the sane
port as RTP and does not require support in the signaling protocol

In order to prevent future docunents from assigning values fromthe
unused range to a new protocol, this docunent nodifies the [ RFC5764]
demul tiplexing algorithmto properly account for ZRTP [ RFC6189] by
all ocating the values from16 to 19 for this purpose.

5. Inplicit Alocation of New Codepoints for TLS Content Types

The denul tipl exing scheme in [RFC5764] dictates that if the val ue of
the first byte is between 20 and 63 (inclusive), then the packet is
identified to be DILS. For DTLS 1.0 [ RFC4347] and DTLS 1.2

[ RFC6347], that first byte corresponds to the TLS Content Type fi el d.
Consi derations nust be taken into account when assigning additiona
Content Types in the codepoint ranges 0 to 19 and 64 to 255, so this
does not prevent denultiplexing when this functionality is desirable.
Note that [ RFC5764] describes a narrow use of DILS that works as | ong
as the specific DILS version used abides by the restrictions on the
demul ti pl exi ng byte (the ones that this docunent inposes on the "TLS
Cont ent Type Registry"). Any extension or revision to DTLS that
causes it to no longer meet these constraints should consider what
val ues may occur in the first byte of the DILS nessage and what
impact it would have on the nultiplexing that [ RFC5764] descri bes.
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Wth respect to TLS packet identification, this docunent explicitly
adds a warning to the codepoints fromO to 19 and from 64 to 255
indicating that allocations in these ranges require coordination, as
described in this docunent. The "TLS Content Type Regi stry" has been
changed as foll ows:

OLD:

0-19 Unassi gned

20 change_ci pher _spec
21 al ert

22 handshake

23 application_data
24 heart beat

25-255 Unassi gnhed

NEW

0-19 Unassi gned (Requires coordination; see RFC 7983)
20 change_ci pher _spec
21 al ert

22 handshake

23 application_data
24 heart beat

25-63 Unassi gned
64- 255 Unassi gned (Requires coordination; see RFC 7983)
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6

Mul ti pl exi ng of TURN Channel s
When used with Interactive Connectivity Establishment (ICE)
[ RFC5245], an inplenentation of RFC 5764 can receive packets on the
sanme socket fromthree different paths, as shown in Figure 1:
1. Directly fromthe source

2. Through a NAT

3. Relayed by a TURN server

S +
| TURN | <-----mmmmmmmme e o - +
[ S, + |
I I
| - + |
[ | | |
vV Vv | |
NAT ----------- | |
| | A---mmmmmm e + ||
[ 1| [ ||
V VV | | |
Fommmme oo + o mmme oo - +
| RFC 5764 | | RFC 5764
Fomm oo - + Fomm oo - +

Figure 1: Packet Reception by an Inplenentation of RFC 5764

Even if the ICE algorithm succeeded in selecting a non-rel ayed path,

it is still possible to receive data fromthe TURN server. For
i nstance, when ICE is used with aggressive nomnation, the nedia path
can qui ckly change until it stabilizes. Al so, freeing |ICE candi dates

is optional, so the TURN server can restart forwardi ng STUN
connectivity checks during an ICE restart.

TURN channel s are an optinization where data packets are exchanged
with a 4-byte prefix instead of the standard 36-byte STUN over head
(see Section 2.5 of [RFC5766]). The problemis that the RFC 5764
demul ti pl exi ng schene does not define what to do with packets
recei ved over a TURN channel since these packets will start with a

first byte whose value will be between 64 and 127 (inclusive). |If
the TURN server was instructed to send data over a TURN channel, then
the denul tipl exi ng scheme specified in RFC 5764 will reject these

packets. Current inplenmentations violate RFC 5764 for values 64 to
127 (inclusive) and they instead parse packets with such val ues as
TURN.
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In order to prevent future docunents from assigning values fromthe
unused range to a new protocol, this docunent nodifies the

demul tiplexing algorithmin RFC 5764 to properly account for TURN
channel s by allocating the values from64 to 79 for this purpose.
This nodification restricts the TURN channel space to a nore limted
set of possible channels when the TURN client does the channe

bi ndi ng request in conbination with the demultiplexing schene
described in [ RFC5764] .

7. Updates to RFC 5764

Thi s docunent updates the text in Section 5.1.2 of [RFC5764] as
fol | ows:

OLD TEXT

The process for denultiplexing a packet is as follows. The receiver
| ooks at the first byte of the packet. |If the value of this byte is
0 or 1, then the packet is STUN. |If the value is in between 128 and
191 (inclusive), then the packet is RTP (or RTCP, if both RTCP and
RTP are being multiplexed over the same destination port). If the
val ue is between 20 and 63 (inclusive), the packet is DILS. This
process is summarized in Figure 3.

127 < B < 192 -+--> forward to RTP

| |
packet --> | 19 < B < 64 -+-->forward to DILS
I
I

I
B <2 -+--> forward to STUN

Figure 3: The DTLS- SRTP receiver’s packet denultipl exing al gorithm
Here the field B denotes the | eading byte of the packet.

END OLD TEXT
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NEW TEXT

The process for demultiplexing a packet is as follows. The receiver
| ooks at the first byte of the packet. [If the value of this byte is
in between 0 and 3 (inclusive), then the packet is STUN. [|f the
value is between 16 and 19 (inclusive), then the packet is ZRTP. |If

the value is between 20 and 63 (inclusive), then the packet is DILS
If the value is between 64 and 79 (inclusive), then the packet is

TURN Channel. If the value is in between 128 and 191 (i ncl usive),
then the packet is RTP (or RTCP, if both RTCP and RTP are being
mul ti pl exed over the sane destination port). |If the value does not

mat ch any known range, then the packet MJST be dropped and an al ert
MAY be | ogged. This process is sumarized in Figure 3.

[0..3] -+--> forward to STUN
I

[16..19] -+--> forward to ZRTP
I

[20..63] -+--> forward to DILS

|
[64..79] -+--> forward to TURN Channe

I
[128..191] -+--> forward to RTP/ RTCP

packet -->

Figure 3: The DTLS- SRTP receiver’s packet denultiplexing al gorithm
END NEW TEXT
8. Security Considerations

Thi s docunent updates existing | ANA registries and adds a new range
for TURN channels in the denultiplexing al gorithm

These nodifications do not introduce any specific security
consi derations beyond those detailed in [ RFC5764] .
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9. | ANA Consi derations

9.1. STUN Met hods
Thi s specification contains the registration information for reserved
STUN Met hods codepoints, as explained in Section 3 and in accordance
with the procedures defined in Section 18.1 of [RFC5389].

Val ue: 0x100- OxFFF

Nane: Reserved (For DTLS-SRTP multiplexing collision avoi dance, see
RFC 7983. Cannot be made avail abl e for assignment without |ETF
Revi ew. )

Ref er ence: RFC 5764, RFC 7983

Thi s specification also reassigns the ranges in the STUN Met hods
Regi stry as foll ows:

Range: 0x000- Ox07F
Regi stration Procedures: | ETF Revi ew
Range: 0x080- OxOFF
Regi strati on Procedures: Desi gnat ed Expert

9.2. TLS Content Type
This specification contains the registration information for reserved
TLS Content Type codepoints, as explained in Section 5 and in
accordance with the procedures defined in Section 12 of [RFC5246].
Val ue: 0-19
Descri pti on: Unassi gned (Requires coordination; see RFC 7983)
DTILS- &K N A
Ref er ence: RFC 5764, RFC 7983
Val ue: 64- 255
Descri pti on: Unassi gned (Requires coordination; see RFC 7983)
DTILS- &K N A

Ref er ence: RFC 5764, RFC 7983
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9. 3.

10.

10.

Pet

Traversal Using Relays around NAT (TURN) Channel Nunbers

Thi s specification contains the registration information for reserved
codepoints in the "Traversal Using Relays around NAT (TURN) Channel
Nunbers" registry, as explained in Section 6 and in accordance with
the procedures defined in Section 18 of [RFC5766].

Val ue: 0x5000- OxFFFF

Nane: Reserved (For DTLS-SRTP mnultiplexing collision avoi dance, see
RFC 7983.)

Ref er ence: RFC 7983
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